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Application: energy conservation in blockchains.

Post-quantum PoSW:
» Most prior constructions, from e.g. factoring, are broken by quantum computers.
» Lai and Malavolta (Crypto 2023) give a lattice-based PoSW candidate.

In this work, we break the LM23 assumption, and (almost) the PoSW as well!
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Our Results

LM23 PoSW

Assuming sequential SIS with norm bound ~ n
there exists a PoSW that requires prover depth ~ T.

2log T requires depth ~ T to solve,

Breaking the LM23 sequentiality assumption

Sequential SIS with norm bound ~ n?'%8 T can be solved in depth O, ,(log T).

Moreover, a depth-norm tradeoff breaks a wide range of parameters.

Breaking the LM23 PoSW*
The LM23 PoSW* can be broken in depth O, ,(log® T).

"An essentially identical variant, differing from the original PoSW in only an arbitrary choice that is
immaterial to the design and security proof.



Sequential Work in LM23

The sequential work: SIS hash fa(x) = A - x iterated T times.



Sequential Work in LM23

The sequential work: SIS hash fa(x) = A - x iterated T times.
> fa: {0,1}7 — 70,
> To iterate, need to map Zg — {0,1}".



Sequential Work in LM23

The sequential work: SIS hash fa(x) = A - x iterated T times.
> fa: {0,1}7 — 70,
> To iterate, need to map Zg — {0,1}".
> Bit expansion G, !: replace each Zg entry by ¢ := [log, q]
bits. (Soset m=n-¢.)

> “Gadget” vector g = (1,2,...,271), matrix G, =1, ® g:
satisfies G, - G, '(u) = u for any u € ZJ.



Sequential Work in LM23

The sequential work: SIS hash fa(x) = A - x iterated T times.

>
>

>

fa: {0,1}m — 71,

To iterate, need to map Zg — {0,1}".

Bit expansion G, !: replace each Z, entry by ¢ := [log, q]
bits. (Soset m=n-{.)

“Gadget” vector g = (1,2,...,271), matrix G, =1, ® g:
satisfies G, - G, '(u) = u for any u € ZJ.

Start with given A ug and output uT.

_AX]_ :Ul
Gnl‘/
—A-X2 = ur

XT,ur
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Sequential SIS Problem

u ==

—1
X,':Gn (u,-_1),u,-:—A~x,- = = XT,uT .
The sequential work can be expressed via a linear system:
G, Uo
A G, X1 0
A X2 0
G, :
A Gn XT 0
~—
xeZTm
AT or AT

Sequential Short Integer Solution (SIS) Problem

Sequential SIS with norm bound B is the (average-case) problem where:

» an instance consists of A < ZZX’" and ug < Z7, and

» the goal is to find x € Z"™ with ||x||cc < B such that A -x = (uo)-
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The LM23 PoSW

. uo -
Goal: prove knowledge of a short solution to At -x = ( 0 ) to a weak verifier.

The LM23 PoSW takes a standard “divide and fold” approach.
» Assume for simplicity that T =2T' + 1 is odd.

» x splits into x* = (x1;...;x7),x7/411,X? = (Xx7/42;...;x7), and correspondingly:
Uo
Xt
T 0
G —uTr ur
n . XT,+1 = +
A —uT4 ur/g1
T/ 0
xb
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u u
pext= (8 ) (%) xra= () Arext=(T0").

» Prover reveals x7/41, and verifier checks that it is short.

» Verifier sends a random challenge ¢ with |c| <~ = Q(n).

» Prover and verifier fold by ¢ as follows, and recurse to prove: * The original LM23

u c-uptu PoSW differs only by
( t by __ 0 . oTUT/ 11 tiolvi o th
T \C- X —I—X)_ 0 = 0 . multiplying ¢ to the
———

/
Y —(c-ugrtur) second/bottom half.
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» Prover reveals x7/41, and verifier checks that it is short.
» Verifier sends a random challenge ¢ with |c| <~ = Q(n).
» Prover and verifier fold by ¢ as follows, and recurse to prove:

u(’) C~uo+u7-/+1
T/-(c-xt—I—xb):( 0/ ):< 0 ))
N——— /

—ul —(coupr+ur
X/
Norm bounds:

» In each round, ||x|| grows by < 2|c| < 27, so the final norm bound is (27)'°& .
> Reduction loses a similar factor, so is from sequential SIS with norm bound (2+)?'°& 7.

» Our attacks crucially exploit the gap between these bounds and honest ||x|| = 1.
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Our Attacks, High-level Idea

We construct a “somewhat short” [MP12]-style trapdoor R for At such that

G
A (5).

We construct R in a recursive “divide and conquer” manner so that it takes low depth!

With such R, we then compute a similarly short x = R - G, *(ug), which satisfies

Ar-x=A7 R-G  (ug) = (%) -G Y(up) = (‘6") .

This directly solves sequential SIS for a wide range of parameters, including LM23.

To break the LM23 PoSW*, we similarly compute a solution x that interacts well with
the folding, and simply run the honest prover with it.
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Low-depth Recursive Construction of Trapdoors

Suppose we have a block lower-triangular matrix L (e.g., L = A7),
and by recursion in parallel have sub-trapdoors Rg, Ry, as follows:

G, G,
;). e (%)

X

Lo

w
0

L1> ; LoRo=<

Then we construct trapdoor R for L as:

R, in depth Onq(1)

¢ u) (& ) -
\6\’ L Ry - G;l(—WRo) \6V

-Rg +

-G, 1(—~WRy)

(The base case is L = G, = Ay, which has trivial trapdoor R = 1.)

(9]
3

o oo
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Solving Sequential SIS in Low Depth

Recall: Breaking the LM23 Sequentiality Assumption
Sequential SIS with norm bound (27)2'°8 T can be solved in depth O, ,(log T).

Ro

R1-G, ' (x) R
|R|| grows by a factor of ||G,1(%)|| < O(m), and the depth is O, 4(1).

By our recursive construction R = ( ). at each level of the recursion,

So our attack finds a solution:
» with norm O(m)'°8 T < (2y)21°8 T (for m = o(n”) = o(+?), a common setting),
> in depth O, 4(1) -log T = Op4(log T).

More generally, norm O(m)'°8« T in depth O, (klog, T) forany 2 < k < T.
» With k = T¢, polynomial norm O(m)Y/¢ in small polynomial depth (N),Lq(Tg).
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Recall: in the LM23 PoSW, the first check is [|x7 || < 1, for the middle point;
the second check is |[c - x7/4 + X374/ < 27, for the folding of the quarter points; etc.

. . R “ - "
Issue: our recursive construction R = (RO G’l(*)) does not have a norm “profile” that
1°9n
works for the folding.
Profile needed in folding: Profile from our recursion:

X1 X1

x> X2

X3 X3 .

X4 H X4 I

X5 [ X5 [

Xo Xo I

x7 X7 I

Xz H Xg I

X9 . X9

X10 X10

X11 ;211 [
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X13 [ X13

X14 I X14 I



Breaking the LM23 PoSW*

Recall: in the LM23 PoSW, the first check is [|x7 || < 1, for the middle point;
the second check is |[c - x7/4 + X374/ < 27, for the folding of the quarter points; etc.

. . R “ - "
Issue: our recursive construction R = (RO G’l(*)) does not have a norm “profile” that
1-9n
works for the folding.
Profile needed in original folding: Profile from our recursion:
X1 X1
X> X2 -
X3 X3 .
X4 X4 I
X5 X5 -
Xo I Xo I
X7 X7 I
xo o
X9 9
X10 N X10 I
X11 X11
X1> X12 I
X13 - X13 I
X124 X14 I
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Approach: carefully divide L unevenly into Lo, Ly, ..., Lx_1.

Attempt 1: k=3, divideby T=T'+1+ T

Profiles needed in folding / from attempt 1:
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“Booting” the Attack: A Direct Solution Technique

Issue: The first check is [|x7 /[ < 1. We take x = R- G, *(uo) so [|x7 /2] < IR ]l.
But we cannot get ||[R7 /[ < 1 even with “honest” middle point (divide by “+1+").

Our solution: to be “fully honest”—apply direct solution: x = <|)_:; _ Gnl(—Wxt)>'
> Recursively solve xt, with base case xg = G, *(up).
» For computing Ry (in parallel), use the same trapdoor recursion as before.
» Roughly the same depth as trapdoor recursion.

» Similar generalization to larger k as trapdoor recursion.
xt
E.g., recursion x = | Ry - G, 1(x) | for k = 3.
R>- G, (1)
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Matching the Profiles, Attempt 3

Attempt 3: further divide at 57/8, sodivideby T=T'+14+ 7" + 1+ 7" +14 T".

Profiles needed in folding / from attempt 3 (with direct solution):

Done!?
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For larger T, we need to continue and further divide at all “(2/ + 1)/2/*1-points".
(We have seen the 3/4- and 5/8-points.)
We finally take “attempt log T":
» Uses k <2log T + 1= O(log T) at each level of the recursion.
» (Still) has O(log T) levels.
> Breaks the LM23 PoSW* in depth O, ,(log” T).
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Attacking Larger Parameter Space

We assumed m < 72 for both attacks, and this can be relaxed.

(This was by m = o(n?) and v = Q(n), a common setting.)

Recall: for our SIS attack, we achieve norm O(m)'°8« T in depth O, 4(klog, T).
> With large enough constant k, we achieve depth ényq(log T) for any m = poly(7).
> Also recall: norm O(m)'/ in depth O, 4(T¢), extending to m < (2v)%'°8 7.

For our PoSW* attack:
» We achieve polylogarithmic depth én7q(log2+a T) for m < 4?%2 for any a € N.

> By “further dividing” at more points, still the same profile-matching approach.
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Open Questions

Is there attack against the original LM23 PoSW?
(l.e., challenge ¢ on second half.)

Or can we prove its soundness from other plausible (lattice) assumptions?
(A proof would need to rely on the position of c.)

Can we construct lattice-based timed cryptography differently?
(Recently, TLP by Agrawalr, Malavolta, and Zhang (Crypto 2024).)
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