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WE HAVE THIS SHIRT WHICH PROMOTES
THE IDEA THAT REAL EXPERIENCE

IS PREFERABLE TO

AQUISITIWENESS.

WAY, SIR.

THAT NOTION, OBVIOUS
TO ALL PEOPLE, |6
EXPRESSED VIA THE
WORD “UNPLUG"

GOMEHOW, IN THE TRANSITION FRoM
AN AGREEABLE NOTION TO A
SLOGAN, T ACQUIRES THE
MODAL SENSE OF CHALLENGING
SOME PERSON OR PERSPECTIVE,
EVEN THOLUGH THE
) GENERAL 'DEA 15
UNCONTROVERSIAL.

T WANT To BuUVY 1T, BUT
COULD YOU PLERSE BE

LESS FORTHRIGHT ABOLT
VOUR BUSINESS MODEL?

aB% EXTRA.
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One-Slide Summary

ATest suite quality metrics help us decide which suite to
use. Line coverage, the fraction of lines visited when
running a suite, is simple but gives limited confidence.

ABranch covera?e, which requires both true and false
|

values for conditions, is richer (incorporating data values

Indirectly).

AMutation analysis measures the fraction of seeded
defects detected by a suite; it is expensive but effective.

ABeta and A/B testing involve real users and their
experiences.
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Outline
A Motivation

ATesting through the Lens of Logic

ATesting through the Lens of Statistics

ATesting through the Lens of Adversity
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Learning Objecti ves: b\
| ecture you should be &

1. (knowledge) describe some test coverage metrics
and their differences

2. (knowledge) explain how mutation testing works

3. (value) good testing/correct testing iIs REALLY
expensive
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UNIVERSITY OF MICHIGAN x* ) 10X 15X 30X

*X is a normalized unit of cost and can be expressed in terms of person-hours, dollars, etc.
Source: National Institute of Standards and Technology (NIST)+

I h e : ; t O r y EBy catching defects as early as possible in the development cycle, you can significantly reduce your

development costs.

A We want to deliver high-quality software at low cost. We can be more efficient in this endeavor if
we plan to use a software development process

A Good planning needs good decision making whichre requires information obtained by
measurements to combat uncertainty and mitigate risk

ATesting is the most common dynamic technique for
software quality assurance

ATesting is very expensive (e.g., 35% of total IT
S pe n d | n g) . [ Capgemini World Quality Report. 2015 ]

ANot testing, or testing badly, is even more expensive

[ Minimizing code defects to improve software quality and lower development costs. IBM 2008 ]
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Motivation
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Story Time
AAbboty Labs (St. Jude Medical) makes pacemakers

Aln 2016, 465,000 of them were discovered to have
security vulnerabillities =N

NnThe wireless protocol wused /\
amongst St. Jude Medial Cardiac has serious security
vulnerabilities that make it possible to convert

Merlin@home devices into weapons capable of

disabling therapeutic care and delivering shocks to

patients at distances of 10 feet, a range that could be

extended using off-the-shelf parts to modify

Merlin@homeu ni t s

. O
[ https://medsec.com/stj_expert witness_report.pdf |
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Turtles All The Way Down

Ai The Afixodo is not a surg
but a firmware update that takes about three

l nutes to complete and
e ma lafvaryrsmdll peocenfage of
e mi ght experlence
l onal i t yo dur .iThegatthh
s St Jude Medlcalﬁ

t
|
t
r .
Accent MRI, Accent ST, Assurity and
re. o

[ https://www.csoonline.com/article/3222068/hacking/465000-abbott-pacemakers-vulnerable-to-hacking-need-a-firmware-fix.html ]
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Guiding Narrative ook EThree 13

. gehmer Gr e
AHow should we think (IO ot Proker & Mrk e, Gy
about testing?
ALens of Logic

AlLens of Statistics
ALens of Adversity
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=

p—
ks

Lens of Logic

1. Major Premise
2. Minor Premise
3. Conclusion

https://en.wikipedia.org/wiki/Syllogism ]

There. Now you can skip 99% of philosophical debates.

1/23/2023
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IF P \S FALSE,
T WILL BE SAD.

T DO NOT wi\gw
TO 8E SAD.

THEREFORE, P \§ TRUE.

10
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The Motivation

Alf testing is our best way to gain confidence in the
guality of software, but testing Is expensive, how can we
ensure that we are testing in an effective manner?

Alnformal Desideratum: The program passes the tests if
and only if it does all the right things and none of the
wrong things.

A Pass all tests A program adheres to requirements
A Each failing test A program behaves incorrectly
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Intuition (Gedankenexperiment)

ASuppose you were writing a sgrt program and one of the
requirements was that it should abort gracefully on
negative inputs.

ASuppose further that your test suite does not include

any negative inputs.

ACan we conclude
that passing all of
t ne teStS 118 p|l€S T ezt cannot be starked because it already does not exist.
adhering to all of

the requirements?

AVG Free Edition
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Coverage

AWe desire all of the requirements to be covered
(Acheckedo) by the test

AFor our purposes, X coverage is the degree to

which X Is executed/exercised by the test suite.

AExamples:
ACode coverage is the degree to which the source code is
executed by the test suite.

AStatement coverage is the fraction of source statements
that are executed by the test suite.
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Do Tests Cover all Requirements?

Aln ideal world we would have traceability between
requirements and test cases

AT h at

9
S
e

m

AOutside of certain industries (e.g. Aerospace, Nuclear
Power), such formal traceabillity is rare

Ae.g. DO-178C and NQA-1
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An Approximation

AWe will cover requirements and their elicitation later in
this course (mid-semester)

ABut suppose for now you do
to your requwements

ASo testing that the p 8ram does all and only the good

things that itis requwe
feasible)

AAnal ogy: of Omi ssiono
fr

AYou see s spi ke your
obligated to warn y

to do is not possible (or not
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Aside: Ethics

Al't is very tempting to s ay
to warn your friendo

AHowever, it can be surprisingly difficult to makea
consistent moral system that requires particular positive
actions, as opposed to just forbidding negative actions

ACf. fAThou shalt not killo (Ol
what vye willo (Wiccan Rede) o
forbidden is allowedo (Engl i s

AFor more information, take a class on Ethics (normative
ethics from the Philosophy department

1/23/2023 EECS 481 (W23)i Test Quality Metrics 16



M | MICHIGAN ENGINEERING

UNIVERSITY OF MICHIGAN

Donot Do Bad Thi ngs

AWe can at least test that the program does not do

certain bad things

Ae . ¢ sefifautton,6 tidon 6t send my
Mi c t o, non this one p
Wr o swer o

AN o t

rb o f
ng an
t hat n i never do

al ways/ eventually do

AFor more information, take a class on Modal Logic or
read about Liveness vs. Safety properties
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Testing to Find Bugs

ASo now we want to test to gain confidence that the
program does not do nbad t

AThat is, that the program does not have bugs

AKey Logical Observation: If we never test line X then
g(estlng cannot rule out the present of a bug on line

ACYou could read | ine X, bu
Later this semester: code review.)
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S e ems

'_f»- '““‘ﬂi?

~u

» SCORE MORE RUNS THAN THE ROCKIES
» PADRES ARE 12-0 WHEN THEY OUTSCORE THEIR OPPONENTS

WGC Roundofi6 : 2&1 (49) Willett def, (27) Westwood 3 & 2

g P A b
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PA Q
NNo test AmagrikawxXe bug

ANote that you could test line X and still have a bug

on line X
Afoo(a,b) { return a/b; }
Atest: f00(6/2)

ABut testing X gives us some small but non-zero
confidence Iin the correctness of X
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nAl | Ot her Thi ngs

Alf test A visits line 1 and 2
AAnNd test B visits lines 1, 2, 3, and 4
AThen, all other things being equal, we prefer test B

A Test A gives some confidence about 1 and 2 and no
confidence (no information) about 3 and 4

A Test B gives some confidence about 1, 2, 3, and 4

Alf confidence/info gained per tested line is ¢c>0, test A
gives us 2c¢c+0 and test B gives us 4c.
A Because ¢>0, we have 4c > 2c. So B > A.
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Simplifyng Assumptions
AAssumption 1: We gain the same amount of
confidence (or information) for each visited line.

AAssumption 2: The amount of confidence (or
Information) we gain per visited line Is positive.

AAssumpt |

ASUME A m ‘

SPH ERICAL

4

IN A VACUUM
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Line Coverage

A test suite quality metric

1/23/2023

EECS 481 (W23)i Test Quality Metrics

23



M | MICHIGAN ENGINEERING

UNIVERSITY OF MICHIGAN

Line Coverage: A Test Suite Quality Metric

AA test suite quality metric or test suite adequacy
criterion assesses the quality of a test suite (with
respect to an external notion of utility) and allows test
suites to be compared.

ALine (or statement) coverage is a test suite quality
metric: it is the number of unique lines (statements)
visited (exercised) by the program when running the test
suite.

A(Informally: visiting more line | better because you no
Information about un-visited lines.)
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Using Line Coverage

AGiven two test suites that both run within your
resource budget (NAOTBEDOG
one, we prefer the test suite with higher line

coverage

AThus coverage is a metric that allows us to
comparetwo testsuitesand pi ck t he

AWe use this information to guide decision-making in
a software process( hhow shoul d we

1/23/2023  EECS481 (W23) i Test Quality Metrics
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Collecting Line Coverage
AAt its simplest, this is just print-statement debugging

APut a print statement before every line of the
program

ARun all the tests, collect all the printed information,
remove duplicates, count.

APractical concern: the observer effect (from
ohysics) Is the fact that simply observing a situation
or phenomenon necessarily changes that
ohenomenon.
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Coverage Instrumentation

ACoverage instrumentation modifies a program to
record coverage information in a way that minimizes the
observer effect.

A This can be done at the source or binary level.

ADonodt act ustdout/sgderpr i nt t o

ADono6t sl ow things down t
A Pre-check before printing a duplicate?

ADono6t introduce infinit
Al nstrument fdfprinto with a
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Good News: nSol vedo Pr

AThis is a well-studied problem and many push-
button solutions exist for various form of coverage

AEither built-in to your IDE or as external tools

AYou will use three in the Homework
APyt honos @oagiéw, a g eapoedusa

AFor more information on how to write one yourself,
take a (graduate?) PL or Compilers class.
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Problems with Line Coverage

A\Nhat COUId gO Wrong Wlth WEIRD — MY CODES CRASHING
line coverage? WHEN GIVEN PRE~1970 DATES.

EPOCH FAIL!

ACan you think of situations with ’
100% line coverage where the
program might still have bugs? |

1/23/2023 EECS 481 (W23) i Test Quality Metrics
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Example Where Statement Coverage is Inadequate

ACI’OSS-Srte Scrlptlng attaCkS [2016 Vulnerability Statistics Report, edgescan ]

Insecure Deployment: Availability: CSRF: Open Redirection:
1% 1% 5% 2%

Information Leakage: HTML Injection:
3% ' 3%

Authorisation: / Response Splitting:
4% # 5

1%

Injection Attacks:
4% / Browser DOM

Attacks Vulnerabilities:

o 3%
Sessian 61%

Management: Application
Management: /" B PP

Layer

Cryptography: Browser Attack:
17% 61%
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Example Where Statement Coverage is
K@H}%@Uﬁ{@ Scrlpt| ng altacKs: [2016 Vulnerability Statistics Report, edgescan ]

\nsecure Deployment: Availability: CSRF: Open Redirection:
1% _ 5% 2%

HI, THI5 IS OH, DEAR = DID HE | DID YOU REALLY WELL, WE'VE LOST THIS
YOUR SON'S SCHOOL. | BREAKSOMETHING? | NAME YOUR SON YEARS STUDENT RECORDS.

WERE HAVING SOME
(OMPUTER TROUBLE.

Robert'); DROP T HOPE YOURE HAPRY.
TABLE Stwdents;— 7 x"

y AND T HOPE

, — OH.YES LUTTLE “~ YOUVE LEARNED
m BOBRY TABLES, \ TOSAMZE YOUR
m WE CALL HIM. DATARASE INF{TS,

~—— DI%

IN Fl ‘I.-.I’H”r’
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Data Values and Implicit Control Flow

return a/b

~ If (b 1=0)
return a/b;
else
ABORT

print  ptr - >fld

1/23/2023

~1f ( ptr !'=NULL)

print  ptr - >fld
else
ABORT

EECS 481 (W23) i Test Quality Metrics
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Intuition

AMany interestin? data values cause implicit or explicit
changes of control

A That is, they cause different branches of conditionals to
execute

Alnformally, the problem mrceconmmmE =2
of ensuring that we

Cover interesting data .: 7 ) :::aiLié;j;gg;gﬁF::;S;:;Li:s.{in;?\_rgﬁtim: Error was ToString() takes at
values may reduce to
the problem of ensuring —

thate/ve cover all | = |

branches of conditionals.
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Branch Coverage

ABranch coverage is a test suite quality metric that
counts the total number of conditional branches
exercised by that test suite (i.e., IfA true and IfA false

are counted separately)

ANote that branch coverage can subsume line coverage:

fOO_(a): < Test Suite {foo(7)} has 100% line
If a>b: coverage but 50% branch coverage.

print | |
rint ~ > Test Suite {foo(7),foo(0)} has 100% line
P and 100% branch coverage.

EECS 481 (W23) i Test Quality Metrics
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Branch vs. Line

ABranc_h coverage typically gives us more confidence
than line coverage

ATypically, 100% branch coverage implies 100% line

coverage.

AHowever, branch coverage i
sense that tit is harder for a test suite to have high
branch coverage than to have high line coverage

ANote: quality isndt really

fooling yourself before by thinking line coverage was OK.
Being correct is expensive.
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Other Flavors

AFunction Coverage: what fraction of functions have
been called?

ACondition Coverage: what fraction of Boolean

subexpressions have been evaluated to both true and
false (e.g., on another run)?
A Comparing this to branch coverage is a not-uncommon test
guestion &
AModified Condition / Decision Coverage: function
coverage + branch coverage (this is a simplification)

A Used in mission critical (e.g., avionic) software
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Trivia Break

i

§

i

g S

; Whaleny

é \'\::) ;::\‘.s 3 14
i RSO

DIFFERENT.

AND NOW

FOR SOMETHING
COMPLETELY

1/23/2023
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Trivia: Statistics

AThis English
social reformer
and statistician
(among other
activies, ~1850)
was a pioneer
In the use of
iInfographics:
the effective
graphical
presentation of
statistical data.
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