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Investigator Agreement
BY SIGNING THIS DOCUMENT, THE INVESTIGATOR CONFIRMS:
1. I am not currently debarred by the US FDA from involvement in clinical research studies.

2. I am not involved in any regulatory or misconduct litigation or investigation by the FDA.

3. That if this study involves any funding or resources from an outside source, or if you will be sharing data outside of UVA prior to publication that you will contact the Dean’s office regarding the need for a contract and letter of indemnification.  If it is determined that either a contract or letter of indemnification is needed, subjects cannot be enrolled until these documents are complete.

4. The proposed research project will be conducted by me or under my close supervision.  It will be conducted in accordance with the protocol submitted to and approved by the IRB including any modifications, amendments or addendums submitted and approved by the IRB throughout the life of the protocol. 

5. That no personnel will be allowed to work on this protocol until they have completed the IRB-HSR On-line training and the IRB-HSR has been notified.

6. That all personnel working on this protocol will follow all IRB-HSR Policies and Procedures as stated on the IRB-HSR Website http://www.virginia.edu/vprgs/irb/ and on the School of Medicine Clinical Trials Office Website:  http://knowledgelink.healthsystem.virginia.edu/intranet/hes/cto/sops/sop_index.cfm
7. I will ensure that all those delegated tasks relating to this study, whether explicitly or implicitly, are capable through expertise, training , experience or credentialing to undertake those tasks.  

8. I confirm that the implications of the study have been discussed with all Departments that might be affected by it and have obtained their agreement for the study to take place. 

9. That no subjects will be recruited or entered under the protocol until the Investigator has received the signed IRB-HSR Approval form stating the protocol is open to enrollment

10. That any materials used to recruit subjects will be approved by the IRB-HSR prior to use. 

11. That all subjects will sign a copy of the most current consent form that has a non-expired IRB-HSR approval stamp.

12. That any modifications of the protocol or consent form will not be initiated without prior written approval from the IRB-HSR, except when necessary to eliminate immediate hazards to the subjects.

13. Any significant findings that become known in the course of the research that might affect the willingness of subjects to enroll or to continue to take part, will be promptly reported to the IRB.  

14. I will report immediately to the IRB any unanticipated problems involving risk to subjects or to others including adverse reactions to biologics, drugs or medical devices.  

15. That any serious deviation from the protocol will be reported promptly to the Board in writing.

16. That any data breach will be reported to the  IRB, the UVa Corporate Compliance and Privacy Office , UVa Police as applicable. 

17. That the continuation status report for this protocol will be completed and returned within the time limit stated on the form.

18. That the IRB-HSR office will be notified within 30 days of a change in the Principal Investigator or of the closure of this study.

19. That a new PI will be assigned if the current PI will not be at UVA for an extended period of time.  If the current PI is leaving UVa permanently, a new PI will be assigned PRIOR to the departure of the current PI. 

20. All study team members will have access to the current protocol and other applicable documents such as the IRB-HSR Application, consent forms and Investigator Brochures.

21. Signed consent forms and other research records will be retained in a confidential manner.  Records will be kept at least 6 years after completion of the study. 

22. No data/specimens may be taken from UVa without a signed Material Transfer Agreement between OSP/SOM Grants and Contracts Office and the new institution.  Original study files are considered institutional records and may not be transferred to another institution. I will notify my department administration regarding where the originals will be kept at UVa.  The material transfer agreement will delineate what copies of data, health information and/or specimens may be taken outside of UVa.  It will also approve which HIPAA identifiers may be taken outside of UVa with the health information or specimens.

23. If any member of study team leaves UVa, they are STRONGLY ENCOURAGED to use Exit Checklist found on IRB-HSR website at http://www.virginia.edu/provost/facultyexit.pdf.

The IRB reserves the right to terminate this study at any time if, in its opinion, (1) the risks of further experimentation are prohibitive, or (2) the above agreement is breached.

Investigators Experience
Wesley Weimer, PhD is a Professor of Computer Science at the University of Virginia. He runs a research group specializing in Programming Languages and Software Engineering. Dr. Weimer is experienced in running human studies and in the practices of modern Software Engineering.

Benjamin Floyd, BA is a graduate student in Computer Science at the University of Virginia. He is a research assistant to Dr. Weimer. 

Tyler Santander, BA is a graduate student in Cognitive Psychology at the University of Virginia. Prior to beginning training at UVA, he was a researcher for the U.S. Army at the Institute for Collaborative Biotechnologies, UC Santa Barbara. He has extensive experience in the acquisition and analysis of fMRI data.
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Brief Summary/Abstract
Code review is the systematic examination of computer source code. It its most common form, code review occurs when a software developer has made changes to the code of a project and has another developer review those changes before they are accepted into the project’s code body. Its goal is to find and fix mistakes before they are introduced into the software’s main code body. It has been shown that code review helps reduce the overall maintenance costs for a software engineering project because it is easier to fix a mistake early on than it is to fix it later. While many previous studies have aimed to improve the code review process, none have approached this by understanding the cognitive processes involved in the task. This study will make use  of functional magnetic resonance imaging (fMRI), a relatively new technology, to measure those processes.

We believe that understanding the correlation between code review and other related tasks will inform the software engineering community about how to better assess or train individuals who will perform code review. This study will ask participants to perform code review and other baseline activities in the fMRI machine to measure these correlations. 

Specifically, there are two baselines to which we intend to compare code review. The first is review of revisions on English prose. This is aimed to mimic the examination aspect of code review. Much like code review requires a developer to examine changes to code and determine if the changes should be accepted, this study will ask participants to examine a set of revisions to English prose and determine if the revisions should be accepted. 

The second baseline to which this study will compare code review is code comprehension which, simply, is the act of reading code and understanding its function. This is aimed to mimic the aspects of code review that involve reading and understanding code. It is natural to expect that code comprehension is involved in the code review process, as it would be very difficult to evaluate code without being able to understand it. 

In this study, participants will answer a pre-questionnaires and complete a training session. Then, they will spend approximately one hour in the fMRI rotating between code review, English revision review, and code comprehension tasks. They will then complete a short post-questionnaire which will ask them to explain some of their answers to the previous tasks.

The data generated will be used to look for correlations between the tasks. We expect that the cognitive processes involved in code review will be similar to both baseline tasks, though we do expect some differences. The similarities between these tasks will help the software engineering community to improve training for individuals involved in code review. 
Background
1. Provide the scientific background, rationale and relevance of this project.  
The process of designing software, commonly called Software Engineering, involves many stages. While there are several differing models for this process, most of them contain the same core phases: requirements specification, software design, implementation, verification, and maintenance. Briefly, requirements specifications describes the process of deciding how to software is supposed to behave. Then, based upon these requirements, a number of design decisions are made for the software system in the software design stage. Implementation describes the time actually coding the software system. In the verification stage, software is tested to ensure that it adheres to its specifications. After the software is sufficiently tested, it is deployed for use. Finally, the maintenance stage describes the ongoing process of repairing the software when a defect is found and supporting the users of the software.


While each of these stages takes some time, it has been shown that software maintenance is by far the most time intensive phase of software development. This stems from a number of reasons, but primarily from the fact that it is much more difficult to repair a defect after the development stage. This could be true because the software engineers are less familiar with the code as time goes by, or because making a change to repair a defect can affect other parts of the software that were built on top of the defect. Regardless of cause, it has been empirically shown that the majority of software costs come from this maintenance process. As a result, software companies are eager to deploy any solution that will decrease the time spent in maintenance. 

One approach toward this goal is to make fewer mistakes in the initial implementation process. The practice of code review is a common method of accomplishing this. Code review refers to the systematic inspection, analysis, and evaluation of code. Among standard software engineering companies it is commonly implemented in the following manner: when an engineer has finished working on code that (s)he would like to submit to the main code base of the project, (s)he submits a pull request which essentially asks a coworker to review the code and, upon acceptance, incorporate it into the main code base. If, however, the reviewer does not accept the pull request, (s)he suggests changes that need to be made to the code before it should be accepted. This practice ensures that both the original coder and another engineer believe that the code is correct before it is incorporated into the main code base. This practice has been shown to drastically reduce the number of defects that reach the main code base of the project. In industry, the process of code review is very commonly used. For example, a software engineer at Facebook cannot submit a code change until at least two coworkers have reviewed and accepted it. While Facebook is a very stringent example, many companies practice some version of this system.

So, while it has been shown that code review is beneficial to companies because it decreases overall costs, it is not understood exactly what is occurring in the brain during this activity. This study aims to uncover that information and learn if this information can improve the ways we train or evaluate engineers’ code review skills. For instance, it has been proposed that reading code is very similar to natural language processing. Believing this to be true, it is natural to consider alternative training techniques for software engineers that involve reading or evaluating forms of language other than code. 

To our knowledge, only one previous study has even considered looking at the cognitive processes involved in coding. Understanding understanding source code with functional magnetic imaging was published in the International Conference on Software Engineering in 2014. In this study, the cognitive processes involved in the act of code comprehension - reading and understanding code - are measured in an fMRI. The results of this experiment support the aforementioned claim: reading code is very similar to reading any other natural language. While this study intrigued many researchers in the software engineering community, it did not carry any opportunity for impacting the practices of the field. Our study aims to apply many of the same techniques, but learn about a process that is used very commonly in the software engineering field. It is our hope that the results will be both intriguing and impactful to real software companies. 
Hypothesis to be Tested
Primary Objective
We hypothesize that the neural representation of code review will demonstrate activations similar to review of English prose revisions as well as code comprehension. In addition, we propose that the neural representation of code review will both qualitatively and quantitatively mirror a conjunction analysis of English prose revisions and code comprehension. In other words, while code review on its own may differ from our respective controls (in terms of which brain regions are recruited / how strongly these activations appear), it should primarily overlap with what is interactive or common between our control conditions.

Secondary Objective
We outline two secondary objectives: 

1) We intend to collect basic demographic information from participants so that we can determine if differences in age, gender, sex, programming language, and levels of experience affect the neural activations associated with these tasks; and 

2) We will employ techniques from graph theory and statistical machine learning to model spatial dependencies across brain regions and use those to predict (i.e. decode) individual difference factors.
Study Design: Biomedical
1.  Will controls be used?
No, there will not be an additional population of control participants.

2. What is the study design? 
This study will employ a within-subject experimental design.

3. Does the study involve a placebo?
No.
Human Participants
Ages:
18-60 years
Sex:
Male/Female
Race:
Any

Subjects- see below

1.  Provide target # of subjects (at all sites) needed to complete protocol.
30

2.  Describe expected rate of screen failure/ dropouts/withdrawals from all sites.  
While the use of fMRI does somewhat restrict our participant pool, we do not expect many patients who are not eligible for fMRI to apply. Further, we expect a low percentage of participants to not be able to tolerate the conditions of the scanner. Therefore, we will allot for a 15% dropout rate.

3.  How many subjects will be enrolled at all sites?   
35

4.  How many subjects will sign a consent form under this UVa protocol?    
35

5. Provide an estimated time line for the study.
· August-November 2015 

· Enrollment of patients, recruiting heavily from the UVA Computer Science Department

· We expect to recruit approximately 9 participants per month

· Each participant will undergo a pre-screening and questionnaire, the full scanning procedure, and a post-questionnaire in one visit

· December-January 2015-2016

· Analysis of data and writing paper for submission to journal or conference.
Inclusion/Exclusion Criteria
1.  List the criteria for inclusion 

· Right hand dominant

· 18-60  years old 

· Participant is willing and able to give informed consent for participation in this study.

· Native English speaker 

· Basic understanding of computer programming with adequate performance on coding knowledge assessment tool

2.  List the criteria for exclusion
· History of developmental or neurological disorder

· Failure to pass MRI safety screening. Most common reasons include:

· Ferromagnetic devices or implants or shrapnel

· Severe claustrophobia.

· Known to be pregnant or possibly pregnant (by potential subject self-report)

· Non-native English speaker

· Left hand dominant

· No programming experience

3.  List any restrictions on use of other drugs or treatments.

None
Statistical Considerations
1. Is stratification/randomization involved?
No. Because this study will employ a within-participants design, there is no random assignment to experimental conditions. However, the order in which each participant completes the task protocol will be counterbalanced in order to remove confounds related to task-order effects.

2.  What are the statistical considerations for the protocol? 
Study Design:
This study will employ a within-participants design. Participants will complete two programming-related tasks and one English language task while undergoing fMRI scanning in order to establish the localization of these functions in addition to which regions differentiate between them. A scanning run will be stopped immediately if the participant experiences discomfort/distress while in the MR environment. We will not perform an interim analysis.
Endpoints:
Our primary endpoint is complete data acquisition on 30 subjects, but we have planned for additional data acquisition in the event of participant dropout or unusable data (e.g. from excessive head motion).

Recap of study objectives and endpoint definitions:
The main primary endpoint is to determine the extent to which neural representations of programming languages overlap with natural languages. A secondary endpoint is to model individual differences in neural activity as a function of various demographic and skill-related characteristics (e.g. age, gender, programming experience, etc.). Both endpoint objectives will be assessed following the termination of data acquisition.

Power Calculation:
A highly cited paper by Desmond and Glover (2002) systematically explored statistical power considerations with regard to sample size and expected percent signal change in fMRI studies. Given that these tasks will be performed throughout continuous blocks (as opposed to a strict event-related study design), we can assume fairly robust signal changes in task-related conditions relative to baseline comparison conditions (i.e. >= 0.5%). A sample of ~20 participants would therefore provide us with 80% power to detect effects at a conservative alpha level of .002 (Desmond & Glover, 2002). However, we assume that nearly 15% of our recruits will provide incomplete data (either due to head motion or intolerance of the fMRI scanning environment). There are additionally no well-established norms for meaningful statistical power analyses in many of our secondary analytic techniques (e.g. functional connectivity via graph theory, machine learning). In an effort to ensure adequate data acquisition, we will therefore recruit 35 right-handed participants (both male and female between the ages of 18-60) over the course of the study period.

3.  Provide a justification for the sample size used in this protocol.  
Our sample size of 35 is based on several factors. As outlined in section 2 above, we expect relatively robust signal changes in task-related conditions as compared to baseline comparison conditions where the signal difference is expected to be greater than or equal to 0.5%. For a power of 80% at an alpha of 0.002, we would require ~20 participants. However, there are no well-established norms of meaningful statistical power analysis in our secondary analysis described below. As a result we hope to have 30 participants with complete imaging data for analysis. With the expectation of 15% of our patients providing incomplete data due to head motion or intolerance of the fMRI, our goal is to recruit 35 right-handed participants between the ages of 18-60. 

4.  What is your plan for primary variable analysis?
The primary analysis plan follows standard univariate fMRI analytic procedures. All analyses will be performed using the SPM8 (Statistical Parametric Mapping, www.fil.ion.ucl.ac.uk/spm/) software in Matlab. Data will first undergo preprocessing, including head motion correction, normalization of individual brains to a standard stereotactic coordinate space, and spatial smoothing of the signal. Each individual’s data will then be fit to fixed-effects general linear models (GLMs) in order to assess how brain function varies during different task conditions. Contrast images for this level of analysis will be generated for general task-related activity (e.g. Task > Baseline) as well as contrasts between task-related conditions [e.g. Code Review > (English Prose Review + Code Comprehension)]. Finally, these contrast maps will be entered into mixed-effects GLM in order to test for group-level effects. Because this study employs a within-participants design, one-sample t-tests will be conducted to identify activations that significantly differ from zero. The resulting statistical maps will be corrected for multiple comparisons using a false discovery rate (FDR) threshold of p < .05.

5.  What is your plan for secondary variable analysis? 
Secondary aim #1 will attempt to make further sense of our primary findings and control for any confounds related to extraneous variables. Toward that end, we will model individual differences in task-related brain activity as a function of several covariates: age, gender, and programming experience. Although there is undoubtedly a wealth of research on the relationship between age and natural language functions, for example, it is entirely unknown how the neural correlates of programming languages will vary based on these individual characteristics. The representation of these functions in the brain may critically depend on complex interactions between demographic factors and other experience-related factors.

Secondary aim #2 proposes assessments of spatial dependencies across brain regions when performing these tasks. Functional connectivity analyses allow for the identification of brain networks (i.e. regions that are synchronously active) that support task-related processes. Functional connectivity will be computed using in-house scripts that employ graph theoretic analysis techniques. We will also use statistical machine learning techniques (e.g. support vector machines) to determine whether multivariate patterns of task-related activity allow us to differentiate between mental states (e.g. performing code review vs. reviewing English prose) and/or predict individual difference factors (e.g. level of programming experience). All of these analyses are exploratory in nature, but we expect that these connectomic and multivariate techniques may provide increased sensitivity relative to standard fMRI analyses.

6. Have you been working with a statistician in designing this protocol?
No—Tyler Santander (a graduate student and experienced neuroimager in the Psychology Department) has designed the analysis plan described above.
7. Will data from multiple sites be combined during analysis?  
No
Biomedical Research
1.  What will be done in this protocol?   
Study procedures will take place at the dedicated research MRI facility (the Snyder building at Fontaine Research Park).

Following informed consent, the following will occur:

· Subjects will complete the Background Questionnaire and the Knowledge Assessment.  

· Standard procedure for removal of all ferromagnetic objects (e.g. wristwatches) will be implemented, and the procedures of the study will be reviewed, ensuring that participants understand the tasks and can ask any remaining questions. 

· Participants will receive training on the experimental tasks before entering the scanning room.  This will include an informational video that describes the tasks involved in the study (code review, code comprehension, and review of English prose revisions).

· All standard MRI safety screening procedures will be done prior to the MRI. Participants will then be escorted to the scanning room, provided with protective ear phones and positioned in the head coil. Final adjustments will be made to ensure that participants feel comfortable. Participants will be told that they are being continuously monitored via an intercom in the head coil, and can be heard at all times by investigators in the event of a problem. 

· The subject will then undergo an fMRI scan detailed in the protocol below. The scan is performed solely for the research question. The risks associated with an fMRI scan are minimal and are discussed in the Data and Safety Monitoring plan section 2. The full scanning procedure is expected to take a maximum of 90 minutes. 

· Once the scan in complete, the participant will be asked to answer a short post-questionnaire which will ask them to justify some of their choices made in the tasks.  

2. List the procedures, in bullet form, that will be done for RESEARCH PURPOSES as stipulated in this protocol.

All of the procedures in this protocol are for research purposes and include the following:

MRI Scanning Protocol: All scanning will occur on a Siemens 3 Tesla MAGNETOM Trio high speed MRI equipped with a multi-channel head-coil that is located at UVA Fontaine Research Park. The full scanning protocol is possible to complete in less than one hour; however, scheduling will account for 90 minutes at maximum due to the potential need for some sequences to be re-run. Procedures are as follows:
· Pre-screening (as detailed above)

· Magnetization Prepared Rapid Acquisition Gradient Echo (7 minutes): 
· Image shows high-resolution brain anatomy. 

· Allows measurements of gray matter density and cortical thickness throughout the brain. 
· Resting State Functional MRI (10 minutes): 
· In the awake resting state, participants will simply be asked to lay still with their eyes open for a total of 10 minutes of scanning time.

· Image shows dynamic change in the blood oxygen level dependent (BOLD) signal during the awake resting state.  Allows measurement of the temporal synchrony of BOLD signal throughout the grey matter, a surrogate of functional connectivity between different areas of grey matter. 
· Task-Related Functional MRI (3 scans, 9 minutes each. Separated by 2 min breaks): 
· Each scan will consist of the following rotation three times. Each of these tasks are allotted 60 seconds for completion:

· Code review task - a code review scenario appears on a screen which the participant evaluates and decides to accept or reject by pushing a button

· Review of English prose revisions - an essay passage with revisions marked in a standardized style will be shown on screen. The participant will review those revisions and accept or reject them (on the basis of “do these revisions improve the quality of the essay?”). 

· Code Comprehension Task - a code snippet will appear on screen, along with a True/False question designed to determine the participant’s comprehension of the code. The participant will read the code and evaluate the answer to the question. 
· Diffusion Tensor Imaging (10 minutes): 
· Image shows free movement of water within the brain. 

· Allows measurement of diffusion of water, as surrogate of white matter integrity (structural connectivity). 
3. Will you be using data/specimens in this study that were collected previously, with the use of a research consent form, from another research study?
No
4.  Will any of the procedures listed in item # 2 have the potential to identify an incidental finding? This includes ALL procedures, assessments and evaluations that are being done for RESEARCH PURPOSES that may or may not be considered investigational. 
Yes

__X__The examination(s) utilize(s) the same techniques, equipment, etc., that would be used if the subject were to have the examination(s) performed for clinical care.  There exists the potential for the discovery of clinically significant incidental findings.  

· The PI takes full responsibility for the identification of incidental findings: 

· The PI will inform the subjects verbally of all incidental findings that are of clinical significance or are of questionable significance.  
· A follow-up letter describing the finding should be provided to the subject with instructions to either show the letter to their PC or if the subject has no PCP, the subject should be instructed to make an appointment at UVa or at the Free Clinic.  
5.  Do any of the procedures listed above, under question # 2, utilize any imaging procedures for RESEARCH PURPOSES?
Yes

IF YES, list procedures: 
fMRI

__X__This imaging research examination utilizes the same imaging techniques, equipment, scanning sequences that would be used if the subject were to have the imaging performed for clinical care.  There exists the potential for the discovery of clinically significant incidental findings.  

Will the images be read by a licensed radiologist and the reading placed in the subject’s medical record?  

Not by default, but if an abnormality is found, it would be referred to the on-site radiological technicians and imaging administration according to the procedures described below.

►IF NO:  The PI takes full responsibility for the identification of incidental findings: 

· The PI will have all incidental findings reviewed by a radiologist who will advise the PI regarding clinical significance.

· The PI will inform the subjects verbally of all incidental findings that are of clinical significance or are of questionable significance.
· A follow-up letter describing the finding should be provided to the subject with instructions to either show the letter to their PC or if the subject has no PCP, the subject should be instructed to make an appointment at UVa or at the Free Clinic.

6. Will you be using viable embryos?
No

7. Will you be using embryonic stem cells?
No

8.  Are any aspects of the study kept secret from the participants?  
             No
9.  Is any deception used in the study?    
             No

10. If this protocol involves study treatment, explain how a subject will be transitioned from study treatment when they have completed their participation in the study.  
N/A
Data and Safety Monitoring Plan
This study has been deemed minimal risk.  Because this study poses minimal risk to the subject, adverse events will only be collected or recorded if a causal relationship to the study intervention is suspected.  If any adverse event is considered serious and unexpected, the event must be reported to the IRB-HSR within 7 days from the time the study team receives knowledge of the event. 
1.  Definitions
1.1 How will you define adverse events (AE)?
An adverse event will be considered any undesirable sign, symptom or medical condition considered related to the intervention. Medical condition/diseases present before starting the intervention will be considered adverse events only if they worsen after starting the study and that worsening is considered to be related to the study intervention.  An adverse event is also any undesirable and unintended effect of research occurring in human subjects as a result of the collection of identifiable private information under the research.  
1.2 How will you define an unanticipated problem? 
An unanticipated problem is any issue that involves increased risk(s)

to participants or others.  This means issues or problems that cause the subject or others to be placed at greater risk than previously identified, even if the subject or others do not incur actual harm.  For example if a subject’s confidentiality is compromised resulting in serious negative social, legal or economic ramifications, an unanticipated problem would need to be reported. (e.g serious loss of social status, loss of job, interpersonal conflict.)    

1.3 What are the definitions of a protocol violation and/or noncompliance? 
A protocol violation is defined as any change, deviation, or departure from the study design or procedures of research project that is NOT approved by the IRB-HSR prior to its initiation or implementation.  Protocol violations may be major or minor violations.  
Noncompliance can be a protocol violation OR deviation from standard operating procedures, Good Clinical Practices (GCPs), federal, state or local regulations.   Noncompliance may be serious or continuing
1.4 What is the definition of a data breach?
A data breach is defined in the HITECH Act (43 USC 17932) as an unauthorized acquisition, access, or use of protected health information (PHI) that compromises the security or privacy of such information.

2. What risks are expected due to the intervention in this protocol?  

	Expected Risks related to study participation.
	Frequency



	Violation of subject’s privacy and confidentiality
	Minimized due to the requirements of the privacy plan in this protocol

	· The magnet may cause pacemakers, artificial limbs, and other implanted medical devices that contain metal to malfunction or heat up during the exam. 

· Any loose metal object may cause damage or injury if it gets pulled toward the magnet. 

· Dyes from tattoos or tattooed eyeliner can cause skin or eye irritation. 

· Medication patches can cause a skin burn. 

· Prolonged exposure to radio waves during the scan could lead to slight warming of the body.


	Occurs rarely, and further minimized by careful screening in this protocol

	· Risk of finding an abnormality that may or may not affect subject’s  health

· Risk of anxiety related to the disclosure of an potentially clinically significant abnormality found during these scans

· Risk of possible increased cost to follow up on any abnormality deemed potentially clinically significant.


	Occurs rarely 



	· Discomfort 

· Fatigue

· claustrophobia
	Occurs infrequently


3.  When will recording and reporting of unanticipated problems/adverse events begin?
___X__After subject signs consent

4.  When will the recording/reporting of unanticipated problems/adverse events end? 
___X__Subject completes participation in the protocol
5.  What is your plan for safety monitoring?  
Safety monitoring and aggregate review of adverse events, unanticipated problems, protocol violations and any data breach will be performed by the PI and IRB-HSR through continuation review at least annually.  

6.  What is your plan for reporting a Unanticipated Problem, Protocol Violation or Data Breach? 
	Type of Event
	To whom will it be reported:
	Time Frame for Reporting
	How reported?

	Unanticipated Problems that are not adverse events or protocol violations 

This would include a Data Breach.  
	IRB-HSR


	Within 7 calendar days from the time the study team received knowledge of the event. 
	Unanticipated Problem report form. 

http://www.virginia.edu/vprgs/irb/HSR_docs/Forms/Reporting_Requirements-Unanticipated_Problems.doc )

	Protocol Violations/Noncompliance
 (The IRB-HSR only requires that MAJOR violation be reported, unless otherwise required by your sponsor, if applicable.)
OR
Enrollment Exceptions
	IRB-HSR


	Within 7 calendar days from the time the study team received knowledge of the event. 

	Protocol Violation, Noncompliance and Enrollment Exception Reporting Form

http://www.virginia.edu/vprgs/irb/hsr_forms.html
Go to 3rd bullet from the bottom.

	Data Breach of Protected Health Information 


	The UVa Corporate Compliance and Privacy Office

ITC:  if breach involves  electronic data 

Police if breach includes items that are stolen:

Stolen on UVA Grounds

OR 

Stolen off UVa Grounds- contact police department of jurisdiction of last known location of PHI
	As soon as possible and no later than 24 hours from the time the incident is identified.

As soon as possible and no later than 24 hours from the time the incident is identified.

IMMEDIATELY. 

	UVa Corporate Compliance and Privacy Office- Phone 924-9741

ITC:  Information Security Incident Reporting procedure,  http://www.itc.virginia.edu/security/reporting.html
Police: phone- (434) 924-7166


Payment
1.  Are subjects being reimbursed for travel expenses (receipts /mileage required)?
No

2.  Are subjects compensated for being in this study?
Yes

2a. What is the maximum TOTAL compensation to be given over the duration of the protocol?
$75

2b. Explain compensation to be given.
Participants are required to come to Fontaine Research Park, then participate in a procedure that may take 90 minutes of their time (i.e. $50/hr). In addition, our study requires some level of skill in computer programming.

2c. Is payment pro-rated?
Yes, participants will receive $25  if they come to Fontaine Research Park but are found ineligible through on-site safety screening.

2d.  Is money paid from UVa or State funds (including grant funds) or will items such as gift cards be distributed through UVa?
Yes

2d(i).  How will the researcher compensate the subjects?
__X___Check issued to participant via UVA Oracle or State system 

2d(ii).  Which category/ categories best describes the process of compensation? 
__X___ All compensation will be made via check issued to participant via UVA Oracle or State system 
Risk/ Benefit Analysis
1.  What are the potential benefits for the participant as well as benefits which may accrue to society in general, as a result of this study?
There are no direct health benefits to the participants. The primary benefits of the study are best realized at the societal and scientific levels. The data gained from this study, along with the conclusions drawn from it, will help shape and improve the software engineering workforce’s code review skills through improvements in training.

2.  Do the anticipated benefits justify asking subjects to undertake the risks?  
Potential risks in this study include claustrophobia and discomfort in the MRI scanning environment.  Moreover, subjects will be given a demonstration of the speed with which they can be removed from the MRI scanner if they feel they need to quit the experiment in the middle of an experiment. Note: The procedures used in this MRI study do not use any contrast agents. 

Great care is taken to minimize the risks inherent in the MRI environment such that risk of physical injury is extremely unlikely, and risk of significant psychological discomfort is likewise minimal.  The risk-benefit ratio is therefore acceptable.
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APPENDIX:  Legal/Regulatory
Recruitment
The following procedures will be followed:

· Finders fees will not be paid to an individual as they are not allowed by UVa Policy.

· All recruitment materials will be approved by the IRB-HSR prior to use.  They will be submitted to the IRB after the IRB-HSR has assigned an IRB-HSR # to the protocol.

· Only those individuals listed as personnel on this protocol will recruit and or conduct the consenting process with potential subjects. 

Retention Incentives
Any item used by the sponsor/ study team to provide incentive to a subject to remain in the study, other than compensation identified in the Payment section, will be submitted to the IRB for review prior to use.  The IRB-HSR will provide the study team with a Receipt Acknowledgement for their records.  Retention incentive items are such things as water bottles, small tote bags, birthday cards etc.  Cash and gift cards are not allowed as retention incentives. 

Clinical Privileges
The following procedures will be followed: 
· Investigators who are members of the clinical staff at the University of Virginia Medical Center must have the appropriate credentials and been granted clinical privileges to perform specific clinical procedures whether those procedures are experimental or standard. 

· The IRB cannot grant clinical privileges.  

· Performing procedures which are outside the scope of the clinical privileges that have been granted may result in denial of insurance coverage should claims of negligence or malpractice arise.
· Personnel on this protocol will have the appropriate credentials and clinical privileges in place before performing any procedures required by this protocol. 
· Contact the Clinical Staff Office- 924-9055 or 924-8778 for further information.

Sharing of Data/Specimens
Data and specimens collected under an IRB approved protocol are the property of the University of Virginia.  You must have “permission” to share data/ specimens outside of UVa other than for a grant application and or publication.  This “permission” may come in the form of a contract with the sponsor or a material transfer agreement (MTA) with others.  A contract/ MTA is needed to share the data outside of UVa even if the data includes no HIPAA identifiers and no code that could link the data back to a HIPAA identifier.  

· No data will be shared outside of UVa, beyond using data for a grant application and or publication, without a signed contract/MTA approved by the SOM Grants and Contracts office/ OSP or written confirmation that one is not needed.

· No specimens will be shared outside of UVa without a signed contract/MTA approved by the SOM Grants and Contracts office/ OSP or written confirmation that one is not needed.

Prisoners
If the original protocol/ IRB application stated that no prisoners would be enrolled in this study and subsequently a subject becomes a prisoner, the study team must notify the IRB immediately.  The study team and IRB will need to determine if the subject will remain in the study.  If the subject will remain in the study, the protocol will have to be re-reviewed with the input of a prisoner advocate.  The prisoner advocate will also have to be involved in the review of future continuations, modifications or any other reporting such as protocol violations or adverse events.  

Prisoner- Individuals are prisoners if they are in any kind of penal institution, such as a prison, jail, or juvenile offender facility, and their ability to leave the institution is restricted. Prisoners may be convicted felons, or may be untried persons who are detained pending judicial action, for example, arraignment or trial.
For additional information see the OHRP website at  http://www.hhs.gov/ohrp/policy/populations/index.html
Compensation in Case of Injury 
If a subject requests compensation for an injury, the study team should notify the IRB-HSR (924-9634/2439847) the UVa Health System Patient Relations Department (924-8315).  As a proactive courtesy, the study team may also notify UVa Health System Patient Safety and Risk Management (924-5595).

On request, the study team should provide  the Risk Management Office with the following information/documents:

· Subject Name and Medical Record Number

· Research medical records

· Research consent form

· Adverse event report to IRB

· Any letter from IRB to OHRP

Subject Complaints 
During a research study, the study team may receive complaints from a subject.  If the study team is uncertain how to respond to a complaint, or is unable to resolve it with the subject, the study team may contact the IRB-HSR (924-9634/243-9847), the UVa Health System Patient Relations Department (924-8315).

Request for Research Records from Search Warrant or Subpoena
If the study team receives a request for research records from a search warrant or subpoena, they should notify UVa Health Information Services at 924-5136. It is important to notify them if information from the study is protected by a Certificate of Confidentiality.  
APPENDIX:  Recruitment
1. How do you plan to identify potential subjects?
g__X__ Other: Participants will be identified by their presence in various Computer Science venues (classes, labs, etc.) Graduate students, undergraduate students, and professors would all be considered eligible.  Other participants may learn of the study by word of mouth from a study team member.  
2. How will potential subjects be contacted?
e.__X__  Potential subjects are not patients.    Subjects will be contacted directly via email, phone, letter or presentation in group setting with consent then obtained individually in a private setting.  
3. Will any additional information be obtained from a potential subject during "prescreening"?    Yes, information related to inclusion/exclusion criteria will be obtained.  See attached Screening Tool.

IF YES, Will any of the questions involve health information?

Yes, health information related to the inclusion/exclusion criteria will be asked of potential subjects.

IF YES, will you collect HIPAA identifiers with the health information?
Name, e-mail address and phone number (as contact information).

Do you confirm that health information with HIPAA identifiers will not be shared outside of UVa until a consent form is signed or only shared in a de-identified manner? 
Yes, HIPAA identifiers will not be shared outside of UVa.  

4. Do you plan to ask the subjects to do anything, other than answering questions, for the study prior to signing a consent? 
No

5. How will the consenting process take place with either the prospective subject, the subject’s legally authorized representative or parent/legal guardian of a minor ( if applicable)?   
Potential subjects will meet with a member of the study team in a private area at the Fontaine Research MRI facility.  Study procedures will be described and the consent form will be reviewed.  The potential subject will be given time to read the consent form.  Questions will be encouraged and answered.  If the subject wishes to enroll, (s)he will sign the consent form.  

6. Will subjects sign a consent form for any part of the study? 
Yes

7.  Will the study procedures be started the same day the subject is recruited for the study? 
Study procedures may begin the same day the subject signs the consent, for subject convenience.

►IF YES, explain in detail why the subject cannot be given more time to make a decision to consent. 
Subjects may given more time; however, study procedures will have been explained to them in advance, and the MRI time will have been scheduled based on the potential subject’s stated intent.

►IF YES, explain in detail what will be done to assure the potential subject has enough time to make an informed decision.
 We will send an electronic copy of the consent form to interested participants, along with contact information so that they may ask questions in advance.  

8.  Is there the potential to recruit economically or educationally disadvantaged subjects, or other vulnerable subjects such as students or employees?
Yes

IF YES, what protections are in place to protect the rights and welfare of these subjects so that any possible coercion or undue influence is eliminated?  
Participants will be made aware that participation will have no effect on any courses they may be enrolled in and that they can withdraw at any time without penalty.    The fact that participation is completely voluntary, for both employees and students, is written in the consent form and will be reiterated verbally to participants. 
9. Do you need to perform a “dry run” of any procedure outlined in this protocol?   
No.
APPENDIX:  Transfer of Data Outside of UVa
INSTRUCTIONS: Do not complete this section if the only data being sent out is being sent/shared with specimens.  
1. Who will data be sent to/shared with?
The data will be shared with other software engineering researchers, such as those attending the 2017 International Conference on Software Engineering. Because fMRI studies in computer science are in their infancy (e.g., we are only aware of one published work beyond this project), other researchers will benefit from the availability of this dataset. 

We have previous experience with publishing anonymized, de-identified data from human studies and then working with other researchers to help them perform additional analyses or create more refined models. For example, our raw de-identified data from

Raymond P. L. Buse, Westley Weimer: Learning a Metric for Code Readability. IEEE Trans. Software Eng. 36(4): 546-558 (2010) 

were subsequently used by other researchers to construct an enhanced readability model:
Daryl Posnett, Abram Hindle, Premkumar T. Devanbu: A simpler model of software readability. MSR 2011: 73-82
We hope that the ability to share this de-identified dataset outside of UVA we will be able to collaborate more closely with other researchers – such as researchers who may have an additional expertise in analysis, but may not be able to run their own fMRI experiments.
2. What identifiers will be sent with/shared with the data?
Table A: Identifiers per HIPAA under 164.514(b)(2)(i) and (ii)
	YES
	NO
	

	
	X
	1.  Name

	
	X
	2.  All geographic subdivisions smaller than a state, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of the zip code if, according to the current publicly available data from the Bureau of the Census: (1) The geographic unit formed by combining all zip codes with the same 3 initial digits contains more than 20,000 people and (2) The initial 3 digits of a zip code for all such geographic units containing 20,000 is changed to 000. 

	
	X
	3.  All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older.
 [This means you may record the year but not record the month or day of any date related to the subject if the subject is under the age of 89.  In addition if the subject is over the age of 89 you may not record their age and  you may not record the month, day or year of any  date related to the subject ] 

	
	X
	4.  Telephone numbers

	
	X
	5.  Fax numbers

	
	X
	6.  Electronic mail addresses

	
	X
	7.  Social Security number

	
	X
	8.  Medical Record number

	
	X
	9.  Health plan beneficiary numbers

	
	X
	10.  Account numbers

	
	X
	11.  Certificate/license numbers

	
	X
	12.  Vehicle identifiers and serial numbers, including license plate numbers

	
	X
	13.  Device identifiers and serial numbers

	
	X
	14.  Web Universal Resource Locators (URLs)

	
	X
	15.  Internet Protocol (IP) address numbers

	
	X
	16.  Biometric identifiers, including finger and voice prints

	
	X
	17.  Full face photographic images and any comparable images 

	
	X
	18.  Any other unique identifying number, characteristic, code that is derived from or related to information about the individual (e.g. initials, last 4 digits of Social Security #, mother’s maiden name, first 3 letters of last name.)

	
	X
	19.   Any other information that could be used alone or in combination with other information to identify an individual. (e.g. you share the KEY to the CODE (not just the code),  subject has a  rare disease etc. )


Table B: 

Will you share either of the following?  
	YES
	NO
	

	
	X
	1. Postal address information, other than town or city, state, and zip code

 ( e.g. house number / street address / GPS) 

	
	X
	2. Age if over the age of 89    OR     Date of Birth if over the age of 89


If you answered YES to any item in Table A, except item # 2 or 3, OR answered YES to an item in Table B, the data will be considered identifiable.  Tracking of disclosures will be required unless it is noted in the consent form that data will be shared with the entity noted AND that consent is obtained prior to sharing of data. 

If you answered Yes to only Item 2 or 3 in Table A and No to both items in Table B, the data you are sharing is considered a Limited Data Set.

A Data Use Agreement will be required in the contract/MTA. 
3. Do you confirm that you will obtain a contract/ material transfer agreement with whomever you are sharing data with outside of UVa via the School of Medicine Grants and Contracts Office or the Office of Sponsored Programs (OSP) ospnoa@virginia.edu? Answer/Response:
Yes. In all cases where it is necessary to do so I will obtain a contract/material transfer agreement with the recipient. 
APPENDIX:  Privacy Plan for Studies with Consent/HIPAA Authorization
Answer the questions below to describe the plan to protect the data from improper use and disclosure.  

1A.  Will any HIPPA identifiers be collected or received by the UVa study team ?  
	YES
	NO
	HIPAA Identifier

	YES
	
	1.  Name

	
	NO
	2.  Postal address information, other than town or city, state, and zip code

	
	NO
	3.  Age or Date of Birth if over the age of 89

	
	NO
	4.  Telephone numbers

	
	NO
	5.  Fax numbers

	YES
	
	6.  Electronic mail addresses

	
	NO
	7.  Social Security number

	
	NO
	8.  Medical Record number

	
	NO
	9.  Health plan beneficiary numbers

	
	NO
	10.  Account numbers

	
	NO
	11.  Certificate/license numbers

	
	NO
	12.  Vehicle identifiers and serial numbers, including license plate numbers

	
	NO
	13.  Device identifiers and serial numbers

	
	NO
	14.  Web Universal Resource Locators (URLs)

	
	NO
	15.  Internet Protocol (IP) address numbers

	
	NO
	16.  Biometric identifiers, including finger and voice prints

	
	NO
	17.  Full face photographic images and any comparable images

	
	NO
	18.  Any other unique identifying number, characteristic, code that is derived from or related to information about the individual (e.g. initials, last 4 digits of Social Security #, mother’s maiden name, first 3 letters of last name.)

	YES
	
	19.  Any other information that could be used alone or in combination with other information to identify an individual.
(e.g. rare disease, study team or company has access to the health information and a HIPAA identifier or the key to the code)

Check this item if the key to the code (subject # 1= John Smith) will be kept with the data.  


1A(1) Check all locations below where the data with these HIPAA identifiers from Table 1A will be  collected or stored together in the same location ( e.g. on the same electronic drive or in the same paper file) 



X_____  in paper file with the data- If checked list HIPAA identifiers:_ # 19____
►If HIPAA identifiers are stored in a paper file, where will the paper files be stored?   In my locked office in a locked file cabinet. 

__X___ questionnaires/surveys will be stored in a secure area with limited access. 
X_____  in an electronic file ( HIPAA identifiers will be noted in 1D. )
1B.  How will data be collected? 
1B(1)._X____ Collection of data ONTO* an individual‑use device (e.g. desktop computer, smart phone app, tablet, laptop)
If checked answer the following questions:
· What kind of device is it (e.g. laptop, tablet, desktop computer)? ___laptop__  
· Who manages / supports the device (e.g., Health Systems Computing Services (HS/CS),  local computer support partner (LSP), self)? ___self__  
INSTRUCTIONS: If the device is managed/support by self you must follow both the setup and maintenance security standards described on the UVa Office of Information Security, Policy & Records Office (ISPRO) webpage: http://www.virginia.edu/informationsecurity/device-requirements.html
· How long with the data remain on the device before it is transferred elsewhere? __maximum of 24 hours before being transferred to secure lab desktop___  
· Will anyone other than study team members have access to the data on the device? ___no__  
· Will data be transferred elsewhere in an encrypted secure manner such as the use of SFTP or HTTPS? __no___  
· Are any backups made of the information on the device? ___no__  
· After information is transferred off the device will you securely delete all UVa subject data from the device? __yes___  
Does the owner of the device (e.g. phone service provider/ app developer) have any rights to use or access the data either individually or in aggregate?  _no____  

_1B(7). __X______Paper
1C.  Will any of the data be stored electronically?
 yes

1C(1)►IF YES, will it include storage of any health information or other sensitive data?  
Yes. Subject-coded fMRI image files will be stored electronically. The “link file” will be stored on paper (or USB stick) in a locked cabinet in my locked office. Demographic survey data will be stored in a separate locked drawer in my office. 

1C(2)►IF YES, will you store/keep any of the HIPAA identifiers listed below in electronic format?       

1C(3)►If you checked any item above, list the HIPAA identifiers that will be kept with the data in the same location (e.g. on the same electronic drive or in the same file). 

 #1, #6 and #19 will be stored, but on a USB drive in a locked cabinet/desk in a locked office. 
1D.  If you listed any HIPAA identifier under 1C(3), where will the data be stored? 
1D(3)__X___   Cloud (UVaBox, UVa-Collab) 
· If checked, please provide the name of the server: _collab.itc.virginia.edu____  
Highly-sensitive data, such as the “link” file or demographic survey data, will not be stored on Collab. 
· What kind of individual-use device will be used to connect to this service?  (e.g. laptop, tablet, desktop computer)? __laptop___  
· Who manages / supports this individual-use device (e.g., Health Systems Computing Services (HS/CS), local computer support person (LSP), self)? _self____ 
· If checked please list how to contact this support: __________________ 
INSTRUCTIONS: If the device is managed/support by self you must follow both the setup and maintenance security standards described on the UVa Office of Information Security, Policy & Records Office (ISPRO) webpage: http://www.virginia.edu/informationsecurity/device-requirements.html
►IMPORTANT: If you checked any of the items 1D(1) - 1D(3), submit ISPRO approval with new protocol submission.
1E.  The following procedures must also be followed. 
· Only investigators for this study and clinicians caring for the patient will have access to the data.  They will each use a unique login ID and password that will keep confidential.   The password should meet or exceed the standards described on the Information Technology Services (ITS) webpage about The Importance of Choosing Strong Passwords.
· Each investigator will sign the University’s Electronic Access Agreement forward the signed agreement to the appropriate department as instructed on the form.

If you currently have access to clinical data it is likely that you have already signed this form.  You are not required to sign it again. 
· UVa University  Data Protection Standards will be followed
http://www.virginia.edu/informationsecurity/dataprotection.  
· If identifiable data is transferred to any other location such as a desktop, laptop, memory stick, CD etc. the researcher must follow the University’s  “Electronic Storage of Highly Sensitive Data Policy”. Additional requirements may be found in the Universities Requirements for Securing Electronic Devices. 
· If identifiable health information is taken away from the UVa Health System, Medical Center Policy # 0218 will be followed. 

· The data will be securely removed from the server, additional computer(s), and electronic media according to the University's Electronic Data Removal Policy. 

· The data will be encrypted or removed if the electronic device is sent outside of UVa for repair according to the University's Electronic Data Removal Policy.
· If PHI will be faxed, researchers will follow the Health System Policy # 0194.    
· If PHI will be emailed, researchers will follow the Health System Policy # 0193 and University Data Protection Standards .
· The data may not be analyzed for any other study without additional IRB approval. 

· If you are using patient information you must follow Health System Policy  # 0021.

· Both data on paper and stored electronically will follow the University's Record Management policy and the Commonwealth statute regarding the Destruction of Public Records.

Summary of Requirements to Comply with UVa Health System, Medical Center and University Policies and Guidance as noted above:
Highly Sensitive Data is:

-personal information that can lead to identity theft if exposed or

-health information that reveals an individual’s health condition and/or history of health services use. 
Protected Health Information (PHI) a type of Highly Sensitive Data, is health information combined with a HIPAA identifier 
Identifiable Health Information under HIPAA regulations is considered to be Highly Sensitive Data at UVa.
A Limited Data Set (LDS) under HIPAA regulations is considered to be Moderately Sensitive Data at UVa. The only HIPAA identifiers associated with data: dates and or postal address information limited to town or city, state, and zip code.  See Table A below for details.


*  Individual Use Device – examples include smart phone, CD, flash (thumb) drive, laptop, C drive of your computer. 
**The UVa HIPAA covered entity is composed of the UVa VP Office of Research, the Health System, School of Medicine, School of Nursing, Nutrition Services (Morrison’s), the Sheila C. Johnson Center, the Exercise and Sports Injury Laboratory and the Exercise Physiology Laboratory. 
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19.  Any other information that could be used alone or in combination with other information to identify an individual.


    (e.g. rare disease, study team or company has access to the health information and a HIPAA identifier or a subject-code )�
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Highly Sensitive Data�(Identifiable Health Info per HIPAA ) �
Moderately Sensitive Data 


(Limited Data Set and De-identified data per HIPAA)�
�
General Issues �
General Issues�
�
Discussions in private


Do not share with those not on the study team or those who do not have a need to know.�



Do not share with those not on the study team or those who do not have a need to know�
�
Password protect �
Password protect�
�
Physically secure (lock) hard copies at all times if not directly supervised. 


If not supervised hard copies must have double protection (e.g. lock on room OR cabinet AND in building requiring swipe card for entrance).   


�
Physically secure (lock) hard copies at all times if not directly supervised.  �
�
For electronic documents turn off File Sharing; turn on firewalls; use up to date antivirus and antispyware; delete data securely.


�
For electronic documents turn off File Sharing; turn on firewalls; use up to date antivirus and antispyware; delete data securely.


�
�
Encrypt


See � HYPERLINK "http://www.virginia.edu/informationsecurity/encryption/"��Encryption Solutions Guidance� 


Files on Health System Network drives are automatically encrypted.  If not stored there it is study teams responsibility to make sure data are encrypted. �
�
�
If device sent out for service or repair, encrypt or remove data AND contract for repair using a UVa Purchase order.�
If device sent out for service or repair, encrypt or remove data AND contract for repair using a UVa Purchase order.�
�
Store files on a network drive specifically designated for storing this type of data, e.g. high-level security servers managed by Information Technology Services or the “F” and “O” managed by Heath Systems Computing Services.  You may access it via a shortcut icon on your desktop, but you are not allowed to take it off line to a local drive such as the desktop of your computer (e.g. C drive) or to an individual  Use Device*.  May access via VPN�
�
�
Do not share with sponsor or other outside group before consent is obtained or the IRB has granted appropriate approvals and contract/ MTA is in place �
Do not share with sponsor or other outside group before consent is obtained or the IRB has granted appropriate approvals and contract/ MTA is in place�
�
If collected without consent/ HIPAA authorization will NOT be allowed to leave UVa HIPAA covered entity unless disclosure is approved by the IRB and the disclosure is tracked in EPIC �
If collected without consent/ HIPAA authorization will NOT be allowed to leave UVa HIPAA covered entity unless disclosure is approved by the IRB and an MTA is in place prior to sharing of data�
�
 





Highly Sensitive Data�(Identifiable Health Info per HIPAA ) �
Moderately Sensitive Data 


(Limited Data Set and De-identified data per HIPAA)�
�
Individual-Use Device �
Individual�Use Device�
�
Do not save to individual�use device* without written approval of your Department AND VP or Dean.  


If approval obtained, data must be password protected and encrypted.�
�
�
Do not save an email attachment containing HSD to an individual use device ( e.g. smart phone) �
�
�
E Mail�
E Mail�
�
Do not share via email with Outlook Web/ or forward email using other email vendors like Gmail/ Yahoo �
�
�
Do not send via email on smart phone unless phone is set up by Health System �
�
�
Email may include name, medical record number or Social Security number only if sending email to or from a person with * HS in their email address.


NOTE: VPR & IRB staff do not meet this criteria! �
In addition to sharing LDS, may include initials if persons sending and receiving email work within the UVa HIPAA covered entity.**�
�
FAX�
FAX�
�
Verify FAX number before faxing�
Verify FAX number before faxing�
�
Use Fax Cover Sheet with Confidentiality Statement�
Use Fax Cover Sheet with Confidentiality Statement�
�
Verify receiving fax machine is in a restricted access area�
Verify receiving fax machine is in a restricted access area�
�
Verify intended recipient is clearly indicated�
Verify intended recipient is clearly indicated�
�
Recipient is alerted to the pending transmission and is available to pick it up immediately�
Recipient is alerted to the pending transmission and is available to pick it up immediately�
�
 





Highly Sensitive Data�(Identifiable Health Info per HIPAA ) �
Moderately Sensitive Data 


(Limited Data Set and De-identified data per HIPAA)�
�
Electronic Data Collection & Sharing�
Electronic Data Collection & Sharing�
�
(e.g. smart phone app, electronic consent using tablet etc.)


MUST consult with ISPRO or Health System Web Development Office: 434-243-6702


University Side:    IT-Security@virginia.edu 


Health System: � HYPERLINK "http://www.healthsystem.virginia.edu/pub/web-development-center/web-development.html"��Web Development Center:  �


Contract must include required security measures. �
�
�
May NOT be stored in places like UVaBox, UVaCollab, QuestionPro. 


May also NOT be stored in non-UVa licensed cloud providers, such as Dropbox, Google Drive, SkyDrive, Survey Monkey, etc. �
May be stored in places like UVaBox, UVaCollab, QuestionPro.  


May NOT be stored in non-UVa licensed cloud providers, such as Dropbox, Google Drive, SkyDrive, Survey Monkey, etc. �
�
LOST OR STOLEN: �
LOST OR STOLEN:�
�
Must report in accordance with protocol/ in accordance with the � HYPERLINK "https://policy.itc.virginia.edu/policy/policydisplay?id=IRM-012."��Information Security Incident Reporting Policy�


�
Must report in accordance with protocol/ in accordance with the � HYPERLINK "https://policy.itc.virginia.edu/policy/policydisplay?id=IRM-012."��Information Security Incident Reporting Policy�


�
�
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