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Abstract

In orderto be certifiedby the FAA, airbornesoftware must
comply with the DO-178B standard. For the unit testing
of safety-criticalsoftware, this standardequiresthe testing
procesdo meetasourcecodecoveragecriterioncalledMod-
ified Condition/DecisiorCoverage.This partof thestandard
is controversialin the aviation community partially because
of perceved high costand low effectiveness. Arguments
have beenmadethatthecriterionis unrelatedo the safetyof
thesoftwareanddoesnotfind errorsthatarenotdetectedy
functionaltesting.In this paperwe presentheresultsof an
empirical studythat comparedunctionaltestingandfunc-
tional testingaugmentedvith testcasego satisfy MC/DC
coverage.The evaluationwas performedduring the testing
of the attitude control software for the HETE-2 (High En-
ergy TransientExplorer)scientificsatellite(sincethattime,
the softwarehasbeenmodified). We foundin our studythat
the testcasegyeneratedo satisfythe MC/DC coveragere-
quirementdetectedmportanterrorsnot detectabldy func-
tionaltesting.We alsofoundthatalthoughMC/DC coverage
testingtook a considerablamountof resourceg¢about40%
of thetotal testingtime), it wasnot significantlymorediffi-
cult thansatisfyingcondition/decisiorcoverageandit found
errorsthat could not have beenfound with thatlower level
of structuralcoverage.

1 Introduction

To becertifiedby the FAA, aviation softwaremustsatisfya
standardabelledDO-178B[4]. Softwaredevelopmentpro-
cessesre specifiedin this standardfor software of vary-
ing levels of criticality. With respectto testing, the most
critical (Level A) software,which is definedasthat which
could prevent continuedsafeflight and landing of the air-
craft, mustsatisfya level of coveragecalledModified Con-
dition/DecisionCoverage(MC/DC).

Therequirementor MC/DC coveragehasbeercriticized
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by somememberof theaviationindustryasbeingvery ex-
pensve but not very effective in finding errors,particularly
safety-criticalerrors. None of thesecomplaints,however,
are bacled up with dataas companiesare, with good rea-
son,unwilling to publishdetailsof their testingprocessand
results.

To shedsomelight ontheissue we performedanempir
ical evaluationof the criterion on the attitude control soft-
wareof the HETE-2 (High Enegy TransientExplorer)sci-
entific satellitebeingbuilt by the MIT Centerfor SpaceRe-
searchor NASA [2]. Ourstudycomparedunctionaltesting
andfunctionaltestingaugmentedvith testcasego satisfy
MC/DC coverage.Althoughonedatapointis inadequatéo
cometo definitive conclusionsijt is betterthanthe current
argumentsdasedon no or little publicly availabledata. Ad-
ditional studiesshouldbedoneto verify ourresults.In addi-
tion, our useof real aerospacsoftwareallows conclusions
relatedto the uniquefeaturesoften found in suchsoftware
andapplications.

In thenext two sectionsyve provide abrief descriptiorof
MC/DC andthe softwarethatwastested. Thenwe describe
thedesignof thestudyandpresentinanalysisof theresults.

2 Structural Testing using Modified Condition/Decision

Coverage

Softwaremoduletestingis usedto verify boththatthe soft-
ware doeswhatit is supposedo do andthat the software
doesnot do whatit is not supposedo do [8]. To meetthis
goal, thereexist two testingstratgies. Blackboxtestingig-
noresthe structureof the sourcecodeandderivestestcases
only from thespecificatiornin orderto detecanomalousoft-
warebehaior. Whiteboxor structuraltesting,on the other
hand,takesadvantageof knowledgeof the structureof the
sourcecodeto designtestcaseg6].

In therestof the paperwe usethefollowing definitions:

Condition A conditionis aleaf-level Booleanexpressior{it
cannotbebrokendown into asimplerBooleanexpres-
sion).



Decision A decisionis a Booleanexpressionthat controls
theflow of theprogram for instancewhenit is usedin
anif or while statementDecisionsmay be composed
of asingleconditionor expressionshatcombinemary
conditions.

Structuraltestingcriteriahave beendefinedthatdescribe
thelevel of coverageof thecode:

StatementCoverage: Every statementn the programhas
beenexecutedatleastonce.

DecisionCoverage: Everypointof entryandexit in thepro-
gramhasbeeninvoked at leastonce,and every deci-
sionin the programhastakenall possibleoutcomesat
leastonce.

Condition/DecisionCoverage: Everypointof entryandexit
in the programhasbeeninvoked at leastonce, every
conditionin a decisionin the programhastaken all
possibleoutcomesat leastonce,andevery decisionin
the programhastaken all possibleoutcomesat least
once.

Modified Condition/DecisionCoverage: Everypointof en-
try andexit in the programhasbeeninvoked at least
once,every conditionin adecisionin the programhas
takenon all possibleoutcomestleastonce,andeach
conditionhasbeenshawn to affect that decisionout-
comeindependentlyA conditionis shavn to affecta
decisions outcomeindependentlyy varyingjust that
decisionwhile holding fixed all otherpossiblecondi-
tions.

The condition/decisiorcriterion doesnot guaranteghe
coverageof all conditionsin the modulebecausen mary
testcasessomeconditionsof a decisionaremasked by the
otherconditions.Usingthe modifiedcondition/decisiortri-
terion, eachcondition mustbe shavn to be ableto act on
the decisionoutcomeby itself, everything else being held
fixed. The MC/DC criterionis thusmuchstrongerthanthe
condition/decisiorroveragecriterion,but the numberof test
casesto achiere the MC/DC criterion still varieslinearly
with the numberof conditionsn in the decisions. There-
fore, the MC/DC criterionis a goodcompromisdor white-
box testing: (1) it insuresa muchmore completecoverage
thandecisioncoverageor evencondition/decisiortoverage,
but (2) at the sametime it is not terribly costly in termsof
numberof testcasesn comparisorwith atotal coveragecri-
terion[5].

The controversyover the MC/DC coveragerequirement
revolvesaroundcostandeffectivenessssues.t shouldalso
be notedthat the techniquedoesnot relatedirectly to re-
guirementsor safetyconsiderationsalthoughthe MC/DC
criterionis imposedto ensurethat the softwareis safe,the
testingis notrelatedto thesystenor softwaresafetyrequire-
mentsor constraints.

3 Relevant Aspects of the HETE-2 Attitude Control
Software

OurcasestudyusedheHETE-2(High Enegy TransienEx-
plorer),a sciencamini-satellitedevelopedat MIT, andmore
precisely its Attitude Control System(ACS) software [2].
A failure of the ACS cancausethelossof the satelliteor at
leasta completefailure of the mission. Although this soft-
wareis not partof an aeronauticsystemiits requirements,
constraintsandsafetyissuesaresimilar enoughto avionics
softwarefor the casestudyto berelevantto theenvironment
in which DO-178Bis usuallyapplied.

A first HETE satellitewaslaunchedn November1996,
but it waslost dueto thefailure of its PegasusXL launcher
This casestudywasrun duringthe developmenif asecond
satellite, HETE-2, with the samescientificgoals. Its mis-
sionis thestudyof theastrophysicadventsknown asgamma
ray bursts. Gammaray burstsare high-enegy transientsn
thegammarangethatseento beisotropicallydistributedin
the sky. They lastfrom a millisecondto a few hundredsof
secondsandinvolve a hugeamountof enegy. HETE-2is
expectedto detectthe bursts,locatethem,andcapturetheir
spectraktharacteristics.

The spacecraftarriessereral instrumentsusedfor the
mission: four gammaray telescopestwo wide-field X-ray
camerastwo soft X-ray camerasandtwo optical cameras.
The optical camerasprovide the Attitude Control System
with thedrift ratesduringorbit nights.

The ACSusegwo typesof sensorgo determinethe atti-
tudeof the spacecraftsunsensorandmagnetometersthe
sunsensorsallow the ACS to computethe attitude of the
spacecraftvith respecto the sunwhile the magnetometers
allow the ACSto determinghespinvectorof thespacecratft.
The spacecrafattitudeis modifiedusingthreetorquecoils
andonemomentunwheel. Thecommunicatiorbetweerthe
sensors/actuatoendthe computelis madevia a serialbus,
calledthe AUX bus.

The ACS software is written in C and compiledusing
the GCC GNU compilerundera Sun Solariservironment.
The software containsapproximately6000 lines of source
code. Ultimately, the softwarewill run on the spacecrafs
on-boardtransputerandthe objectcodefor this processor
will begeneratedby acrosscompiler No simulationfacility
is supportedn the transputerso the moduletestinghadto
bedonein theUnix ervironmentandonly functionaltesting
and systemtestingwill take placeon the transputeritself.
BecausDO-178Brequiresmoduletestingto be performed
in thetargeternvironment the testingdoesnot conformwith
thestandaranthis point. Testingon HETE doesnot protect
againstross-compilebugs,butin thiscasehosttestingwas
the only feasibleway to conductthe moduletestingprocess
and shouldnot affect this study of the efficacy of the DO-
178Btestingprocedure.

TheACScontrolsthedeploymentsequencérom themo-



mentthe satelliteis releasedy the rocket (with solarpad-
dlesstaved andwith a tumbling attitude)until the moment
it reachedts final orbit configurationwith paddlesleployed

andaxisstabilized).Duringtheoperationphasethe ACSis

crucialfor thecorrectoperatiorof theinstrumentsfor power

balanceandfor thermalbalance The ACSrequirementsare
dividedinto orbit-dayrequirement&ndorbit-night (eclipse
time) requirements.

In orderto performefficiently all thedifferentoperations
for which it is responsiblethe ACSis dividedinto ten dif-
ferentmodes:modes0 to 6 areusedduringthe deployment
sequencevhile modes7 and8 areactivatedalternatelydur-
ing the operationgphase.Mode 9 is a backupgroundcom-
mandmode. The progressiorin the successiorof modes
(from mode0 wherethe spacecrafts tumblingright afterit
is releaseduy the rocket to modes7-8 wherethe payload
can operate)corresponddo animprovementin the space-
craft stabilization.

Thefirstfour modesuseonly themagnetidorquecoilsas
actuatorsThecontrollawsthatareimplementedytheACS
softwarein thesemodesare quite simple: Their goal is to
dampemmostof therotationspeedransmittedo thesatellite
by the spacecrafsothatit acquiresarotationalstiffnessthat
allowsit to stayalignedwith the sun.

The next modesbring the momentunwheelinto play in
orderto stabilizethe spacecraffinely (with very low drift
rates). Thesealgorithmsare more comple, in particulara
Kalmanfilter is used. The deploymentof the solarpaddles
alsooccursin this part of the deploymentsequencewhen
thesatelliteis in a steadyposition,facingthesun.

The progressiorthroughthe modesneednot be linear.
Nominally, the ACM goesthroughthedeploymentsequence
(modeO0 to mode6) andthentogglesbetweenmode7 (or-
bit day) andmode8 (orbit night) during operations.But a
setof parameterss constantlymonitored,andif onegrows
pastits correspondinghreshold the ACS switchesbackto
the modethatis optimizedto fix this paramete(takinginto
accountwhetherit is orbit day or orbit night). As a result,
themodeswitchinglogic containsmary variablesandpaths.
In addition,mary of the modeswitchingconditionsinvolve
requiredtime delays.

The testingof the ACS software involves checkingthe
following:

e Theswitchinglogicis correctlyimplementedtheswitch-
ing betweenthe modesoccurswhenthe spacecrafts
in the expectedconfiguration).

¢ Thebehaior of eachmodeis correct(eachmodeper
formsthetaskit is designedor anddoesnot corrupt
ary otherparameters).

e The spacecrafmeetsthe ACS requirementswhile it
is on station(afterit hasgonethroughthe acquisition
sequenceahespacecrafinaintainsa correctattitudeso
thatthe othersubsystemsanperformnormally).

4 Design of the Study and The Testing of the Soft-
ware

For Level A software,DO-178Brequiresfunctionaltesting
augmentedvith the testcasesequiredto guaranteeover-
ageaccordingio the MC/DC criterion. Testingattitudecon-
trol systemdhasalwaysbeena problemin the spaceindus-
try asit is virtually impossibleto controlall the parameters
thataffectthe system suchasthe orientationof the sun,the
component®f the magneticfield, gravity, the smallpertur
bationghataffectthespacecrafin orbit, etc. For thisreason,
the testingof the ACS hardwareandthe ACS softwareare
decoupled.Eachhardwareitem is verified on its own, and
a simulationervironmentis createdo provide the software
with theinformationit expectsandto collectthecommands
it outputs.

For HETE-2,acompletesimulationenvironmentwasavail-
ablefor testingthe ACS. The simulationenvironmentcan
feedthe ACS softwarewith all the ervironmentparameters
correspondingp thepositionof thesatellite(sundirectionor
orbit night, magneticfield, disturbancdorque,etc.). It can
also simulatethe dynamicsof the spacecraft.given initial
conditions,actuatorcommandsand ervironmenttorques,
the stateof the satellite (rotation rates, pointing accurag,
etc.) is continuouslyupdated.The simulatoralsotakesinto
accountthe commandgeneratedy the softwareto update
the stateof the spacecrafs actuators.

Eachtestcaseis run via a scriptthatsetstheinitial con-
ditionsof thesystemcallsthesimulationprogram Jaunches
the ACS software, andfinally collectsanddisplaysthe re-
sults. To allow bettercontrol of the software, someaddi-
tional routineswerewritten. Theseroutinesallow thetester
to startthe ACSin aparticularmode(afterstayingin mode0
for amomentto initialize thefilters), collectdirectly the pa-
rameterf interestfor the test,and provide completecon-
trol of the paddlesdeploymentsequencethe AUX errors,
thetime, etc. Usingthis setup,thetestcasesanbeimple-
mentedeasilyandcanberepeatedsdesirecbecausall the
datanecessaryor initialization and the completeinforma-
tion extractionprocesss storedin the script.

4.1 Blackbox Testing

Becausdhe sametypesof testsmustberun for every mode,
thetestingprocessisedhesamehree-steprocesdor black-
box testingof eachmode:

Switching logic testing: In this step, the goal is to verify
thatthe ACS entersandexits the modeswhenthe pa-
rametergake ontheexpectedraluesandwhenthemode
delayhaselapsed.

Parameter testing: The ACS software senseghe satellite
througha setof parameterswhich arethenexploited
to decideto sendsomecommandgo the actuatorsor



to switchmode.For the ACSto performcorrectly the
integrity of theseparameterss crucial; henceit must
be verifiedthatthey really reflectthe physicalstateof
thesatellite.

Functional testing: Finally, it isnecessarto make surethat
eachmodeaccomplisheits fundamentataskcorrectly
We needto checkthatthe ACSinterpretsthe parame-
terscorrectlyandthenissueghe right commandghat
have theexpectedeffect onthe spacecrafs attitude.

4.2 Whitebox Testing

Thewhiteboxtestingprocessavasdividedinto two different
steps:coverageevaluationandthe designof additionaltest
cases.

Thegoalof coverageevaluationis to identify the partsof
the codethathave beenleft unexploredby blackboxtesting
andthereforecouldcontainadditionalerrors.Threedifferent
tools were usedto help in assessinghe level of coverage
achievedby theblackboxtestcases:

¢ Attol TestCoveragerom Attol Testware[1]: Thistool
is compliantwith Level A of DO-178B (every point
of entryandexit in the programis checled usingthe
MC/DC criterion).

e Cantatarom IPL [3]: Thistool is notfully compliant
with level A of the standardbecausehe C versionof
the tool usesthe maskingversionof MC/DC, not the
uniguecauseversion.

e GCT (GenericCoverageTool, Free Software Foun-
dation): This tool only supportsdecisioncoverageor
multiple condition coverage ,not MC/DC, andit was
not designedspecificallyfor the DO-178B standard.
However, it is the coverageevaluationtool usedfor the
regressiontestsof the HETE software, so it wasalso
includedin the coverageavaluationprocess.

The coverageevaluationrevealedthat somepartsof the
codewerenotfully covered(accordingo theMC/DC crite-
rion) by blackboxtesting. Additional testcasesveredevel-
opedtofill thegaps.

5 Analysis of the Results

This sectionof the paperdescribeshe blackboxandwhite-
box testingresultsaswell asdiscussinghe implicationsof
the resultson the relation betweenMC/DC coverageand
softwaresafety thecompleity of satisfyingtheMC/DC cri-
terion, andthe difficulty of achieving MC/DC coveragein
this casestudy

5.1 Blackbox Testing Results

As expectedthevarioustypesof errorsfoundduringblack-
boxtestingwereoftenassociatewith off-nominaltestcases,
particularlyin the modeswitchinglogic. For example,un-
wantedmodeswitchingwasfoundto occurwhenavariable
time-in-modetook a negative value. Although this should
never happenjt could resultfrom a badinitialization. Be-
causdime-in-modes declaredasalong unsignednteger, it
shouldnever be ableto take on negative values. However,
somavherein the codeit is corvertedto along signedinte-
ger. During testingwe foundthatin every mode,an out of
rangetime-in-modevaluewill bring the ACS into the next
modeif the other parameterallow it evenif the required
modedelaytime hasnot elapsed.

A secondexampleof anerrordetectedy blackboxtest-
ing wasthattherequireddelayin mode3 wasnottakeninto
accountfor switchinginducedby one particularparameter
althoughit is takeninto accountvhenswitchingis theresult
of a differentparameter An examinationof the logic de-
tectedconfusionin theif-then-elsebranchingogic for mode
3 switching.

Othererrorsdetectedncludedmissingdefault casesan
incorrectdefinition of a threshold(the value should have
beenl.7453e-3rad/sor 6 arcmin/s,but insteadwas setto
1.7453) missingconditions,andthelack of arequiredabso-
lute valueabs()functionin somecomputations.

5.2 Whitebox Testing Results

The whiteboxcoverageanalysisrevealedsomepartsof the
codewerenot fully covered(accordingto the MC/DC cri-
terion) by blackboxtesting. As might be expected,these
partsprimarily involvederrorhandling. This factis consis-
tentwith datashaving thata large percentagef operational
errorsfoundin requirementivolve the errorhandlingrou-
tines, which are often not well tested. Theseroutinesare
difficult to testduringfunctionaltestingasthey involve un-
expectedand erroneoushehaior of the software, the ervi-
ronmentor theunderlyingdigital hardware,suchasbit flips
causedoy EMI. Someexamplesof the typesof uncovered
errorhandlingcodefor HETE-2:

e Thehandlerthatswitcheamodeshasadefaultthathan-
dleserroneousnodeg(i.e., modesoutside0-9),which
wasneverexercised.Similarunexerciseccodeinvolved
checkingfor incorrectvalues(1) in thelastelseclause
in a statementn which one of the precedingclauses
will alwaysbe taken unlessthereis an errorin other
partsof thecodeor (2) in ashort-circuitedBooleanex-
pressionin which the first clausewill alwaysbe true
unlessanincorrectpathhasbeentakenin the software
to reachthe decisionstatementAnothermode-related
testingomissioninvolvedthesituationwherethesatel-
lite entersmode6 with the paddlesalreadydeployed,



in which caseit shouldimmediatelyreturnto mode5.

¢ For redundanyg, therearetwo magnetometersn the
spacecraftThedetumble spinup,andreorientcontrol
logic selectseithermagnetometef or magnetometer
B usinganif-else statement.Becausea failure never
occurredduringsystentesting this decisionstatement
is notcovered.In anotheroutine,atestis madefor an
erroneousnagnetometevaluebut this testwasnever
exercisedduringsystentest.

e The software checksfor errorsin the sensordatato
detectpossibleerrorsin magnetometeré. andB, in
the differentsunsensorspr in the wheeltachometer
If anerroroccursthedataof thecorrespondinglevice
is not updatedandthe old valuesare used. No AUX
errorswere simulatedduring blackboxtesting,so the
branche®f the codethathandlethesesituationswere
not executed.

Somelimit casesverealsonever reachedluringsystem
test. For example,whenthe satelliteis not on station(i.e.,
for modes),1,2,3,4and6), thewheeltorqueis limited by a
function calledcontmol-wheelto a maximumof theabsolute
valueof 0.02Nms. During systemtest,the negative torque
limit was never reachedso a decisionin the contwol-wheel
routine was left uncovered. In anotherroutine, a function
calledlimit-mag-momentimiting thevalueof theprocessed
torquesin the on-stationcontrollersis never called. The
physicallimits for the coil torquesis givenby V/R x Ay
(whereV is the bus voltage, R is the coil resistanceand
Acyy is the effective areaof the coil). In the simulations,
thetorquesreturnedby the on-stationcontrollerssometimes
go well above this limit. However, they are later limited
by anotherfunction that processeshe raw commandsand
sendsthemto the actuators. So the magneticmomentsof
the coils are actually limited (albeitin anotherpart of the
software), and it was determinedafter the coverageevalu-
ation that the function limit-mag-momentvas not needed.
Otherinstancesnvolving limit checkingin whatwasdeter
minedto bedead(unreachable}odewerealsodetectedand
thecoderemoved.

Anotherunexercisecpartof thecoderesultedromachange

in the softwarethatwasnotimplementedeverywheren the
code.Theinertiamatrix of thesatelliteis differentif thepad-
dlesaredeployedor not. The controllerselectedhecorrect
inertiamatrix usingthefollowing decision:

i f (rom >paddl es-depl oyed == 1)
use | _depl oyed

el se
use | _stowed

The conditionrom->paddles-deployed= 1 is a holdover
from anold versionof thecode:initially thestateof thepad-
dleswasa binary variable (0 for paddlesstoved and 1 for

paddlesdeployed) but it wasdecidedlater thatthe deploy-
mentof the paddlesshouldbe monitoredindividually for
eachpaddle.Thereforethestateof thepaddlesvaschanged
to be denotedby four bits (0xO0 for all paddlesstoved and
OxF for all four paddlesdeployed). In the versionof the
codethat was tested,several placesin the code were not
updatedandthe single-bitnotationwasstill used. This er
ror resultsin a bad selectionof the inertia matrix for the
on-statiorcontrollerwhenthe paddlesareactuallydeployed
(rom->>paddles-deployeid notequalto 1 whenthe paddles
are deployed). The two inertia matricesare not very dif-
ferent,sothe badselectiorwasnot noticedin the blackbox
simulationsandtheerrorwasrevealedonly by thewhitebox
testing.

The ACS software alsowatchesfor time rollovers,i.e.,
whenthe presenttime is smallerthanthe time of the pre-
vious sample. Time rolloverscanoccurwhenatime regis-
ter reachests maximalvalue (this shouldnever happenon
HETE-2 becausea 64-bit digital clock permanentlykeeps
track of the time) or after a rebootof the processar Such
timing glitchescausea problemfor the ACS software, par
ticularly for the calculationsof thetime derivativesandthe
wheel speed,which usethe time differencesetweentwo
samples.If atime rollover doesoccur, the softwareis sup-
posedo usetheold valuesfor themagnetidield timederiva-
tive andthe tachometemwheel speedinsteadof computing
new ones.If the sensodatais too old by the time the com-
mandgo be sentto theactuatorsarecomputedthe software
setsall the commandgo zero, thus ensuringthat no out-
of-datecommandsreexecutedfor exampleaftera proces-
sorlockout. Thesetiming checksin the ACS softwarewere
never exercisedduringblackboxtesting.

Other sanity checkswere alsofound to be unexercised.
An exampleis the verificationof the busvoltagebeforethe
computationof the commanddor the torquecoils drivers.
If the bus voltagereadingis too low (lessthanonevolt) or
too high (morethan100volts), thereadingis assumedo be
erroneousinda nominalvoltage(28V) is usedinstead.Er-
roneoushusvoltagesdid not occurduringblackboxtesting.

The MC/DC coverageevaluationalso uncoverederrors
in thespecificationAn errorin thecodeinvolving thepaddles-
deployedvariablecausednebranchof the modeswitching
logic, which goesfrom mode2 to mode8 whenthe cam-
erasaretrackingandthe paddlesaredeployed, never to be
taken. This branchwasnotincludedin the specificationsso
theproblemwasnot noticedduringblackboxtesting.

In the DO-178Bspecifiedprocessafterthe partsof the
codenot coveredby blackboxtesting(with respecto a par
ticular coveragecriterion)areidentfied,additionaltestcases
mustbe designedo fill the gaps. Additional HETE-2 test
caseswere generatedo testthe detectionand handlingof
illegal modes;to determinewhethercorrectbehaior oc-
curredwhenthe satelliteentersmode6 with the paddlesal-
readydeployed (the ACS shouldswitch immediatelyback



to mode5 andthe on-stationcycling behaior continuenor-
mally, whichit wasfoundto doaftertheadditionaltestswvere
run); to determinehow the ACS softwarehandlesAUX er
rorsthatcancorruptthe datacomingfrom thedifferentsun
sensorsandfrom the wheeltachometerto testthe backup
magnetometeselectionlogic; to fully cover the codethat

generatethetorquecoil commandsto testlimit casegthresh-

old handling)in the torque coil and wheeltorque; andto
throughlytesttime rolloversandthe useof obsoletesensor
data.

Most of the new testingshawved the softwareto be cor
rect, but somepreviously undetectecrrorswere found by
the additionaltestcasegyeneratedo ensureMC/DC cover-
age. Onesuchcaseinvolved handlingAUX errors. When
an AUX error is detectedon only one of the sun sensors,
the software doesnot try to usethe othersensorgo com-
putethesun-pointingparameterdyut insteaddiscardsall the
sunsensotinformation. This algorithmoptimizesfor short
AUX bus blackouts, in which it is not worthwhile to lose
time going throughcomplex selectionlogic to pick up the
goodinformationsincethedatawill beavailableagainafew
sampledater However, the logic neededo be changedo
handlethe caseof a sunsensorhardware failure that pro-
ducesa permanengrror.

In anotherexample,the selectionof an incorrectmag-
netometewaluein atestrevealedan errorin the codethat
handleghis error (a pointeris never setandwhenit is refer
encedaterin theprogram,t causes segmentatiorfault).

5.3 Relation Between the MC/DC Criterion and
Software Safety

A mainquestiorin thisstudywasto determinavhethetMC/DC

coveragdamprovedthesafetyof thesoftware.In otherwords,
did the additionaltestsrequiredby the coveragecriterion
find importanterrorsor did they just consistof playingwith
somevariablego artificially toggleconditionsresultingin a
processn noway relatedto safetyor evento practicalissues
in softwareengineering.

We found that for the HETE-2 software, all the addi-
tional testsrequiredto satisfythe MC/DC criterionweredi-
rectly linkedto animportantfeatureof the software. More
precisely the needfor additionaltestscorrespondetb four
kindsof limitationsof the blackboxtestingprocess:

¢ Somethingwasforgottenduring blackboxtesting,for
example,the casewherethe sattellite entersmode 6
with the solarpaddlesalreadydeployed.

¢ Thesoftwarehasacomplelogic mechanismequiring
in-depthunderstandingnd precise,customizedest-
ing. This wasthe casefor the magnetometeselection
logic. Muchof theuntesteadtodewasinvolvedin error
handling.

¢ Somefeatureof the softwarewasnot includedin the
specificatiorandthereforecould not giverise to a test
casen ablackboxtestingcontext. This wasthe situa-
tion for the AUX errorchecksandthetime checksand
for the bus voltageverification beforethe coil torque
computations.The factthat the whiteboxtestingpro-
cesssenedasa verificationof thecompletenessf the
specificatiorwasvery useful.

e The effects of someerrorsweretoo small to be de-
tectedby blackboxtesting.In the caseof the paddles-
deployedvariable,we found that a badvaluewas as-
signedto this variablebecausehe conditionsin which
it wasinvolvedcouldnotbetoggled. Theconsequences
of this error had gone undetectegreviously because
thedifferencen outputwassosmall.

5.4 Complexity of Satisfying the MC/DC Criterion

A secondjuestiorto be exploredwaswhethetMC/DC cov-
eragewas excessve. Thatis, given that whitebox testing
is importantin ensuringsafety would it be possibleto use
a lower level of coverageandstill ensurethe samelevel of
safety?

The answerto this questionfor the HETE-2 software
wasclearlyno. For example,animportantproblemwasde-
tectedonly becaus¢he MC/DC criterionrequiredchecking
thesecondonditionin anconditionalexpressionTestcases
couldhave satisfieddecisioncoverageandcondition/decision
coveragewithout uncoveringthis problem. As it turnsout,
the problemwasnot crucial—it would not have causedary
damagehadit remainedundetectedHowever, thetestcases
thatdetectedan error concerninga critical systemvariable,
paddles-deployednvolvedthe samekind of Booleanfunc-
tion exceptthatthe AND operatorwas replacedby an OR.
The factthatthis importantproblemcould alsobe detected
by decisioncoveragereliesonly onthis smalldifferenceand
in generawould notbetrue.

5.5 Difficulty of Achieving MC/DC Coverage

A final questionconcerngrelative cost. Two comparisons
weremade.

First, we calculatedthe time requiredfor whiteboxtest-
ing in comparisorto the total testtime. In the caseof the
HETE-2 software, the coveragedeterminatiorand the de-
sign of the additionaltest casesrepresenteébout40% of
thetotal testingtime (the restwasdevotedto blackboxtest-
ing). Notethatpowerful tools wereusedto help determine
coverage sothe coverageevaluationprocessvasquite fast
andeasilyrepeatable.

Onefeatureof the software,inherentin the natureof the
codeitself, facilitatedwhiteboxtesting: part of the black-
box testingactity consistecbf checkingthe modeswitch-
ing logic, i.e., verifying that the differentbranchesof the



switchingdiagramweretaken underthe correctconditions.
Theseswitchingspecificationsre, in fact, very closeto the
structureof the sourcecodeitself, so part of the blackbox
testingwas equialentto testingthe sourcecodestructure.
Therefore,the numberof requiredwhitebox testswas re-
duced,andthe proportionof whiteboxto blackboxtesting
time was biasedin favor of whitebox testing. Therefore,
white box testingwas usefulin finding errorsin the code,
but it indeedrepresented time-consumingtepin thecom-
pletetestingprocess.

Secondit isinterestingo comparehedifficulty of achiev-
ing MC/DC coverageversusachievzing a simpler form of
coveragesuchas decisioncoverage. In fact, we found in
the caseof HETE-2 that MC/DC coveragewas not much
moredifficult to achieve thandecisioncoverage.Thisresult
wasdueto the programmingstyle of this code:only 11% of
thedecisionsverecomposeaf Booleanfunctionswhile all
the otherdecisionswere single-conditiordecisions.In this
latter case decisioncoverageandMC/DC areequivalent.

An importanttradeof is involvedhere. Thefactthatde-
cisionswerekeptsimplecontributedto makingthis software
well suitedfor MC/DC testing. However, keepingthe de-
cisionssimplein the sourcecodealsohasits dravbacks—
in generalsimplerdecisionsleadto more comple logical
structure In essencanultiple conditionslinked by Boolean
operatorsverereplacedy nestedf-else-ifinstructions.This
kind of logic is very proneto errors(as demonstratedfor
example,in the switchinglogic testingof mode3). So al-
thoughthis styleof codingfacilitatesMC/DC testing,it may
alsoleadto moreerrorsin thecodeandleadsto codethatis
alsomoredifficult to readandmaintain.

6 Conclusions

Although this casestudy providesonly one instanceof an
evaluationof the MC/DC coveragecriterion, it doespro-

vide examplef its usefulnesandeffectivenessFunctional
testingaugmentedvith testcasego extendcoverageto sat-
isfy theMC/DC criterionwhile relatively expensve,wasnot
significantlymoreexpensve thanachieving lower levels of

codecoverage. Importanterrorswere found by the addi-
tional testcasesequiredto achieve MC/DC coverage(i.e.,

in the softwarefound not to be coveredby blackboxfunc-

tionaltesting). Theuseof automatedoolsto evaluatecover-

agewashelpfulin reducingthe costsof structuralcoverage
testing.
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