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DETERMINING A RECURRENT PROBLEM
OF A COMPUTER RESOURCE USING
SIGNATURES

BACKGROUND

Computer systems in use today may be very complex and
are typically monitored using a large number of measurable
metrics. If a computer system is not functioning as expected,
an administrator may be called in to diagnose and solve the
problem. A variety of problems can be solved by simple
techniques, such as rebooting, but many cannot. Understand-
ing and documenting the likely causes of such problems is
difficult, because they often emerge from the behavior of a
collection of many metrics, such as CPU load, disk I/O rates,
etc. Therefore, simple “rules of thumb” focusing on a single
metric are usually misleading. Today, there is no systematic
and automated way to leverage past diagnostic efforts when a
problem arises, even though such efforts may be lucrative for
maintaining a computer system.

SUMMARY

According to an embodiment, A computer system includes
a signature creation engine operable to determine signatures
representing states of a computer resource from metrics for
the computer resource. The computer system also includes a
database operable to store the signatures along with an anno-
tation for each signature including information relating to a
state of the computer resource. The computer system is oper-
able to determine a recurrent problem of the computer
resource from stored signatures.

BRIEF DESCRIPTION OF THE DRAWINGS

The embodiments are illustrated by way of example and
without limitation in the accompanying figures in which like
numeral references refer to like elements, and wherein:

FIG. 1 shows a block diagram of a system for creating a
signature database, according to an embodiment;

FIG. 2 shows signatures in clusters overlaid on a reference
metric, according to an embodiment;

FIG. 3 shows a flow diagram of a method for creating a
signature database, according to an embodiment;

FIG. 4 shows a flow diagram of a method for searching a
signature database, according to an embodiment;

FIG. 5 shows a flow diagram of a method for determining
whether a recurrent problem exists, according to an embodi-
ment;

FIG. 6 shows a flow diagram of a method for determining
a syndrome of a problem, according to an embodiment;

FIG. 7 shows a flow diagram of a method for clustering
signatures, according to an embodiment; and

FIG. 8 shows a schematic diagram of a computer system in
which one or more of the embodiments may be implemented.

DETAILED DESCRIPTION

For simplicity and illustrative purposes, the principles are
shown by way of examples of systems and methods
described. In the following description, numerous specific
details are set forth in order to provide a thorough understand-
ing of the examples. It will be apparent however, to one of
ordinary skill in the art, that the examples may be practiced
without limitation to these specific details. In other instances,
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2

well known methods and structures are not described in detail
s0 as not to unnecessarily obscure understanding of the
examples.

According to an embodiment, a system collects metrics of
a computer resource. A computer resource is any resource
within a computing environment. A computer resource may
include hardware, such as one or more hardware components.
Examples of hardware components include processors, vola-
tile and non-volatile memory, and hard disks. A computer
resource may include software components, such as one or
more of applications, databases, operating systems, and net-
working software. A computer resource may include a com-
bination of hardware and software components. A computer
resource may include a computer system or a group of com-
puter systems, such as a server, a server group, or a router.
Another example of a computer resource is an Internet ser-
vice, such as an external- request-driven, interactive applica-
tion based on a standard three-tier architecture of a stateless
Web server, a tier containing application logic possibly run-
ning on top of a middleware platform, and a persistence tier
containing one or more databases. The metrics are any mea-
surable features of the computer resource. For instance,
server response time or pages served per time period are
examples of metrics. Other examples include CPU utiliza-
tion, memory utilization, disk utilization and bandwidth.
These features, for example, are related to the measured per-
formance of the computer resource.

The system collects metrics of the computer resource and
converts the metrics into a signature representing a state of the
computer resource. A signature is a representation of a state of
the computer resource. The signature is annotated with infor-
mation describing the state of the computer resource, referred
to as the annotation. The information may be associated with
a problem of the computer resource. A problem may include
a performance problem, a fault of the computer resource or a
failure of the computer resource and the signature is identified
when the computer resource is having the problem. The anno-
tation may include one or more of a description of the prob-
lem, a diagnosis of the problem and a solution to the problem.
Other information may also be included in the annotation,
such as a label, configuration of a system, identification of
system administrator and other similar information. Signa-
tures and annotations may be determined for a computer
resource even when the computer resource does not have a
problem and may be used for capacity planning and describ-
ing normalcy states of the computer resource, such as when
the computer resource is operating within predetermined
parameters.

One or more of the predetermined parameters, for
example, are determined from service level objectives
(SLOs) or service level agreements (SLAs). For example, the
annotation may describe a state where the computer resource
is load-balanced. SLOs are parameters that should be met by
a service, which may include one or more applications. For
example, the parameters may include service metrics that are
measured and compared to the parameters specified in the
SLOs. An example of an SLO is average response time of
requests to a service being less than 5 seconds. The response
time is measured and compared to the 5-second threshold to
determine whether there is a violation. SLOs may be specified
in SLAs. In another example, the computer resource’s opera-
tional policy defines one or more reference metrics, such as
average response time, request throughput, and others, and a
threshold on each of these metrics or a threshold over a
collection of metrics. These reference metrics and the thresh-
olds define a SL.O. The computer resource is in violation of an
SLO, forexample, if a reference metric exceeds a correspond-
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ing threshold, and computer resource is in compliance with its
SLO otherwise. The SLO may be defined as an aggregate, for
example, “at least 60% of requests during a S-minute interval
have a response time less than T.” Determining compliance or
violations of an SL.Ois performed, for example, to understand
the underlying causes of high-level system behavior and how
these causes manifest as an SLO violation or compliance.
These determinations may then be evaluated to identify, pri-
oritize and fix recurrent performance issues.

Signatures may be periodically determined, such as for
each time interval when metrics are collected. According to
an embodiment, the signatures and corresponding annota-
tions are stored in a database such that the signatures and
corresponding annotations are searchable. A user may use the
database to search for signatures. In one example, a user may
search for signatures to diagnose and fix problems associated
with another computer resource. This may be accomplished
by collecting metrics of the computer resource with the prob-
lem and converting the metrics into a signature. This signa-
ture, referred to as the search signature, is used to search the
database to identify a signature which is closely matches the
search signature. The user may then retrieve the annotation
associated with the known signature to possibly determine a
diagnosis and solution to the problem. This method signifi-
cantly reduces the time and effort usually needed to diagnosis
computer related problems. This is especially true in large
complex computer systems where the number of metrics to
consider may be very large.

According to an embodiment, the signatures and annota-
tions are stored and indexed, for example, in a database such
that similarity-based searches may be performed on the
stored signatures. An operator may search the database of
indexed signatures to find past occurrences of similar prob-
lems, and thus the searchable, indexed signatures allow the
operator to leverage past diagnostic and repair efforts to solve
current problems.

According to an embodiment, the stored signatures are
grouped for identifying recurrent problems and for identify-
ing collections of metrics that can represent a syndrome of a
problem. For example, the database of signatures is clustered
to find clusters of signatures that characterize different per-
formance problems and normal operation regimes. A syn-
drome of a problem, which may be a recurrent problem, is
determined from a common denominator characterizing sig-
natures in a group, such as signatures in a cluster. In one
embodiment, the common denominator is determined from a
cluster centroid. In another embodiment, the common
denominator is determined from a most frequently occurring
substring or a largest, most frequently occurring substring in
a group, for example, when a signature is represented as a
string. Other techniques may be used for determining the
common denominator. The syndrome may be a signature or a
substring and possibly an annotation that highlights the met-
rics that are characteristic of a set of manifestations of the
same problem.

Also, in one embodiment, grouping similar signatures is
used to identify recurrent problems and to gather statistics
regarding their frequency and periodicity. Based on the fre-
quency of each problem, problems may be prioritized. For
example, a recurrent problem may be given a higher priority
than a problem occurring only one time or only sporadically
over a period time. Problem-solving resources may be allo-
cated to higher-priority problems first.

With reference first to FIG. 1, there is shown a block
diagram of a system 100 for creating a signature database,
according to an embodiment. The system 100 includes a
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4

computer resource 102, a performance monitor 104, a signa-
ture creation engine 106, an interface 108, a database inter-
face 110, and a database 112.

In one example, the performance monitor 104 measures
metrics associated with the computer resource 102. The met-
rics may be measured over time periods. For instance, the
performance monitor 104 may measure a group of metrics
over 5 minute intervals. This time period is adjustable
depending on the nature and use of the computer resource
102. For instance, if the computer resource 102 is used in a
less predictable interactive environment, such as a web server
responding to customer requests, a small measurement inter-
val may be chosen to meaningful measure data spikes
throughout the day. On the other hand, if the computer
resource 102 is used in a controlled and more predictable
environment, such as computer resource running a batch job,
a longer measurement interval may be chosen to reduce the
amount of measurements required by the performance moni-
tor 104. In one example, measurements for a metric taken
during a measurement interval may be averaged and used as
the value for the metric for that time interval.

The metrics collected by the performance monitor 104 are
sent to the signature creation engine 106. The signature cre-
ation engine 106 uses the metrics to generate signatures. A
signature is a representation of a state of a computer resource.

In one embodiment, the signature creation engine 106 uses
raw values for each metric to create signatures. Raw values
are the measurements for each metric or values determined
from the measurements of each metric. For example, a mea-
sured CPU utilization for a time interval is 80%, which is a
measurement of a metric. In another example, the raw value is
a mean of a plurality of measurements. A signature may be
provided for each time interval. For example, the signature
may be represented as S,=[M,, M,, M;, . . . M,] where
M,, ... M, are raw values of the measured metrics and Sis
a signature for the time interval T.

In another embodiment, the signature creation engine 106
creates signatures using metric attribution to generate an
attribute vector. An example of determining an attribute vec-
tor using metric attribution is described in U.S. patent appli-
cation Ser. No. 10/987,611, entitled “Automated Diagnosis
and Forecasting of Service Level Objective States”, by Gold-
szmidt et al., which is assigned to the same assignee of the
presentapplication and is hereby incorporated by reference in
its entirety.

In one example of metric attribution, an attribute vector is
generated for a state of a computer resource indicative of a
violation or compliance of a SLO. An SLO can be any objec-
tive for computer resource performance. It will be apparent to
one of ordinary skill in the art that the attribute vector may be
generated for any state and not necessarily a state represent-
ing a violation of an SLO.

The signature creation engine 106 determines models rep-
resentative of system states in accordance with SLO defini-
tions. SLO models are determined for each possible state of
the computer resource. An SLO model may be a classifier
representing a probability distribution. Compliance with an
SLO is determined by comparing metrics collected by the
performance monitor 104 to the SLO models. Some of those
SLO models may represent a state indicative of a violation of
the SLO. Ifthe collected metrics closely fita model indicative
of a violation, then a performance problem is determined.

The signature creation engine 106 generates a model
including a representation for each possible state of the com-
puter resource for each SLO. The signature creation engine
106 also identifies key metrics within each model that are
alone or in combination indicative of the SLO state the model
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represents. Key metrics are metrics within a model that are
most indicative of the SLO state of the model. In one example,
the key metrics are identified by computing a relevance score
for each metric in a model and then ordering the metrics
according to relevance in decreasing order. In one embodi-
ment, the relevance score is a probability that a group of
metrics are indicative the SLO state for the model. In some
instances, the relevance score of a single metric or a group of
metrics is also a probability that the metric or group of metrics
indicate a root cause of a negative SLO state. The metrics
having a high probability, such as a probability greater than a
threshold, may be selected as the key metrics. Both the key
metrics and the models may be determined using a probabil-
ity distribution. In one embodiment, known classifier algo-
rithms, such as Bayesian classifiers, may be used for gener-
ating the models.

A more detailed description of an embodiment of the met-
ric attribution process is as follows. The input of the process,
for example, is the raw value vectors for each time period,
such as a data log containing raw values for metrics in each
time period and the stateY, such as compliance or violation, of
the computer resource. Y contains a discrete value depending
on whether the SLO was violated or not for each time period.
The data log may be generated by raw values determined by
the performance monitor 104.

Probabilistic models characterizing the behavior of the
metrics during intervals of both compliance and violation are
generated, for example, by the signature creation engine 106.
Each one of the models represents the relationship between
the metrics and the SLO state as a joint probability distribu-
tion. In one example, Tree-Augmented Naive Bayes models
(TAN), which are known in the art, are used to represent the
joint probability distribution.

From the probability distribution, a characterization of
each metric and its contribution to the SLO state is deter-
mined. For example, the term P(m;Im,,, S7) resulting proba-
bilistic model for metric m, under violations (s7), and term
P(m,Im,,,, $*) represents the probabilistic model for the same
metric under an SLO state of compliance. The term m,,; rep-
resents a metric directly correlated with metric mi in the
Bayesian network representation.

Using these models, for each time period, the signature
creation engine 106 identifies metrics that are more likely to
come from their characteristic distribution during violation.
For example, metrics having raw values having a probability
greater than a threshold in the probability distribution pro-
vided by a model for the time period are identified as key
metrics. This process is called metric attribution. For
example, for a given time period, a metric is flagged as “attrib-
utable” to a violation and is a key metric if log P(m,lm,,,
S7)>log P(m,Im,,, S*).

Similarly, key metrics may be determined from the models
that are indicative of compliance of an SLO. For example, for
a given time period, a metric is flagged as not attributable to a
violation and is a key metric if log P(m,m,, S*)>log
P(m,Im,,,, S7) by a predetermined amount. These key metrics
may be indicative of compliance with an SLO.

Some metrics are determined not to be indicative of a
violation or compliance, and these metrics are not key metrics
and are referred to as irrelevant.

The signature creation engine 106 determines an attribute
vector for each time interval. The attribute vector includes an
entry for each metric. For example, an entry s,=1 is assigned
to a metric if that metric is determined to be a key metric
whose raw value is determined to be indicative of a violation
based on one or more of the models for that time interval. That
metric is referred to as attributed.
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An entry s,=—1 is assigned to a metric if that metric is
determined to be a key metric whose raw value is not deter-
mined to be indicative of a violation based on one or more of
the models for that time interval. That metric is referred to as
not attributed.

An entry s,=0 is assigned to a metric if that metric is
determined not to be indicative of any state of the computer
resource, such as not being indicative of compliance or vio-
lation of an SLLO, based on the models for that time interval.
That metric is referred to as irrelevant to the SLO state.

The signature creation engine 106 determines attribute
vector signatures for each time interval including values of 0,
1 of -1 for each metric. These signatures are useful both for
characterization of the behavior of a computer resource in
compliance periods and in violation periods. Thus, given
traces collected on a computer resource, signatures may be
generated and stored in the database 112 describing computer
resource state coupled with the SLO state.

Another type of signature that may be generated by the
signature creation engine 106 includes the AND of raw values
and metric attribution. For example, the raw value of a metric
is multiplied by the metric attribution value for the metric.

Table 1 shows examples of three types of signatures, each
including a vector of values.

TABLE 1
Raw Value

Raw Metric AND Metric
Metric Name Value Attribution Attribution
transaction count 398.00 0 0
gbl app cpu util 97.47 1 97.47
gbl app alive proc 449.00 0 0
gbl app active proc 359.00 0 0
gbl app run queue 10.57 1 10.57
gbl app net in packet rate 817.00 1 817.00
gbl mem util 54.62 1 54.62
gbl mem user util 26.32 1 26.32
dbl cpu util 25.96 -1 -25.96

Table 1 lists values for three types of signatures, one or
more of which may be generated by the signature creation
engine 106 and stored in the database 112. For example, some
of the metrics collected by the performance monitor 104 are
listed in column 1. The raw value column lists the raw values
for each metric for a raw value signature. The metric attribu-
tion column lists values for metric attribution signature. The
raw value AND metric attribution column lists values for a
raw value AND metric attribution signature. Signatures may
be generated for each time interval.

Once a signature is created by the signature creation engine
106, an annotation may be provided by a user through the
interface 108. In another example, an automated system may
be used to generate the annotation. The interface 108 may be
a data entry system allowing a user, such as an administrator
or other user, to annotate the signature. The interface 108 is
optional, for example, if another interface is available for
entering an annotation, such as via the database interface 110.

If the signature represents a state of a computer resource
indicative of a problem, such as a performance problem, fault
or failure, or a violation of an SLO, the annotation may
include a description of the problem and a diagnosis of the
problem. Additionally, the user may annotate the signature
with a solution to the problem. Annotations may be deter-
mined for a computer resource even when the computer
resource does not have a problem and may be used for capac-
ity planning and describing normalcy states of the computer
resource, such as when the computer resource is operating
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within predetermined parameters. One or more of the prede-
termined parameters, for example, are determined from ser-
vice level objectives (SLOs) or service level agreements
(SLAs). For example, the annotation may describe a state
where the computer resource is load-balanced. Generally, an
annotation may be provided for any signature, regardless of
whether the state is indicative of a computer resource operat-
ing in a positive or negative manner. This information is input
to the database interface 110 and then stored in the database
112.

The database interface 110 is operable to store and retrieve
information in the database and search the database. F1G. 1
illustrates inputting a query 120 into the database 112 via the
database interface 110 and receiving search results 122 for the
query 120. The search results 122 may include signatures
from the database 112 that match or closely match the search
120 and the corresponding annotations. For example, an
administrator is having problems with a computer resource.
The administrator determines a signature representing the
state of the computer resource indicative of the problem and
generates the query 120 including the signature. The deter-
mined signature may be generated by the signature creation
engine 106. The search results 122 may include signatures
closely matching the signature in the query 120 and corre-
sponding annotations. These annotations may indicate solu-
tions or diagnosis of the problem. In another example, the
administrator is deigning a system and searches for signatures
representing positive performance, such as a load-balanced
state. The query 120 is not required to include a signature and,
for example, may include a text search for annotations meet-
ing the query. When a signature is used in the query 120, the
signature is of the same type of signatures stored in the data-
base so the signatures can be compared to identify close
matches. Examples of types of signatures may include raw
value vectors or attribute vectors described below.

As described above, the database interface 110 is operable
to retrieve signatures and corresponding annotations. For
example, the query 120 includes a signature, referred to as a
search signature. The database interface 110 is operable to
identify at least one signature closely matching the search
signature. A closely matching signature may include an exact
match or a signature determined to be similar to the search
signature. Known algorithms may be used to identify signa-
tures similar to the search signature. For example, a Hamming
distance may be used to identify and specify the degree of
similarity. For example, signatures within 2 Hamming dis-
tances from the search signature may be retrieved along with
corresponding annotations. Also, a distance metric used for
clustering, such as L1 and [.2 norms, may be used for select-
ing closely matching signatures or signatures that are similar.

In one embodiment, the database interface 110 is operable
to provide precision and recall for searching the database 110.
For example, user feedback is used to tag retrieved signatures
in the search results 122 that are considered relevant. This
process may be repeated for several searches and the results
may be prioritized or a subset of the results may be selected
based on metrics that are used to identify the most relevant
search results and the user feedback.

The number of signatures gathered and stored in the data-
base 112 may be rather large. In addition, a rather large
number of signatures may represent the same problem. As
such, the signatures and corresponding annotations may be
organized to optimize searches, such as through clustering.

According to an embodiment, the system 100 also includes
a similarity determination module 130, a recurrent problem
determination module 132 and a common denominator deter-
mination module 134. The similarity determination module
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130 is operable to determine signatures that are similar and
group signatures that are similar using, for example, a pattern
matching technique to find groups of signatures that charac-
terize different problems or normal operation regimes. The
recurrent problem determination module 132 is operable to
identify a recurrent problem based on whether signatures
from the same group occur during a recurring problem. The
common denominator determination module 134 is operable
to determine a common denominator for signatures in a group
that characterizes a problem.

According to an embodiment, the similarity determination
module 130 determines signatures that are similar and groups
signatures that are similar using a clustering algorithm. The
similarity determination module 130 determines clusters for
signatures stored in the database 112, for example, to find
groups of signatures that characterize different problems or
normal operation regimes. For example, the similarity deter-
mination module 130 applies a clustering algorithm to deter-
mine a set of clusters.

Ideally, each cluster should contain signatures belonging to
a single class of problems, such as SLO violations, or else
signatures belonging only to periods of SLO compliance.
However, in many instances clusters may include signatures
diverging from a state represented by the majority of signa-
tures in the class. According to an embodiment, the similarity
determination module 130 may also determine a purity for
each cluster. The purity is a metric indicating whether the
signatures in a cluster represent symptoms of a characteriza-
tion of the same problem, or same normal operation regime.
The purity may be used as a measure of how accurate a cluster
is or how well a cluster represents a particular problem or
normal operation regime. The purity may be used for com-
paring clusters and may be used as a stopping criteria for the
clustering algorithm.

In one embodiment, the purity of a cluster is based on the
similarities between the labels for signatures in the cluster.
Labels are assigned to signatures in a cluster and are used to
determine the purity of the cluster. For example, the purity is
based on how many signatures in a cluster are representative
of the same state of a computer resource, such as how many
signatures represent a single class of problems, such as an
SLO violation, or how many signatures in the cluster are
representative of SLO compliance. A label is assigned to each
signature in the cluster as “compliant” or “violation”. For
example, compliance may be based on one or a group of
metrics from a signature are used to determine a value for the
SLO, and the value is compared to a threshold to determine
compliance or violation. There may be more than two labels
that can be assigned in a cluster, and labeling may be per-
formed by an administrator or may be automated. Also, based
on a prior determination, signatures may be labeled as com-
pliant or a violation of an SLO, for example, based on an
analysis of values in the signature and whether an SLO was
violated when the raw values for the signature were mea-
sured.

Counts may be performed to determine the number of
signatures having the same label in each cluster. For example,
the number of signatures in each cluster that describe epochs
or time periods of compliance and the number of signatures
that describe epochs of violations are determined and the
purity of the cluster may be based on this determination.

Entropy is one measure of purity. For example, counts for
compliance and violation are determined. In another
example, signatures having the same annotations are counted
in the same group, such as a group including the compliance
count or a group including the violation count. These counts
are then normalized by the total number of signatures in the
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cluster, such as the sum of the two, to produce probability
estimates for compliance, p,, or for violations p,. For
example, p_+p,=1. A cluster is pure, for example, if it contains
signatures of only compliance or only violation epochs, i.e., if
either p_. or p, are 1. With these probabilities, the entropy of
each cluster, given as —p_ log,(p.)-p, log,(p,) is computed.
For a pure cluster, entropy is 0, which is the best result. The
entropy is 1 when the cluster is evenly split between the two
types of signatures, such as p_=p =0.5.

The overall average entropy of all the clusters weighted by
the normalized cluster size may be determined to provide a
measure of purity of the cluster. Average entropy close to 0 is
a strong indication that the signatures in a cluster captured
meaningful characteristics of the periods of violations in con-
trast to periods of non-violation.

Table 2 below provides examples of clustering instances
based on metric attribution.

TABLE 2
# #

Cluster # vio compl Entropy
1 552 27 0.27
2 225 0 0.00
3 265 2 0.06
4 0 1304 0.00
5 1 1557 0.00
6 0 1555 0.00
7 0 1302 0.00
8 216 274 0.99
9 100 128 0.99

The first column is the number of violation instances, the
second column is the number of compliance instances, and
the third column shows the cluster entropy based on the purity
of the cluster. Clusters with a number of violations and com-
pliances that are equal or are nearly equal have entropies
closer to 1, such as clusters 8 and 9. Clusters with substan-
tially all violations or all compliances have entropies closerto
0, such as clusters 1-7.

The violation and compliance counts in a cluster along
with a corresponding entropy for each cluster may be stored
in the database 112. The number of violations and compli-
ances may be useful to an administrator for providing a sense
of the intensity of the pure clusters, giving the capability to
focus attention on the more prominent clusters of perfor-
mance problem instances. However, storing these counts is
optional.

Clusters are one example of groups of similar signatures
that may be determined by the similarity determination mod-
ule 130. Pattern matching techniques, other than clustering
algorithms, may be used to determine similar signatures.

The common denominator determination module 134
determines a common denominator that characterizes a group
of' similar signatures determined, for example, by the similar-
ity determination module 130. A group of signatures may be
representative of a problem, such as an SLO violation, or a
normal operating regime, such as compliance ofan SLO for a
period of time. Thus, the common denominator may be a
syndrome of a problem, such as an SLO violation, or a char-
acterization of a normal operating period.

In one embodiment, a cluster centroid is used to determine
the common denominator. A cluster centroid of a cluster of
signatures determined to be representative of a problem can
be used as a syndrome for the problem, since it highlights the
metrics that are characteristic of a set of manifestations of the
same problem. A cluster centroid is the point to which the sum
of distances from all objects in that cluster is minimized. A
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syndrome of a problem may be determined by identifying all
the signatures closest to the centroid and determining metrics
for those signatures that are representative of a problem.
Those metrics are used to characterize the syndrome of the
problem. The signatures may be annotated with the syndrome
and a fix for the problem to diagnose and fix similar problems
that may occur in the future for the same computer resource or
for diagnosing a problem of another computer resource.

Table 3 below depicts examples of cluster centroids for
four of the clusters from table 2. The cluster centroids in this
example include a subset of the metrics in a signature. In other
embodiments, the clusters may be represented using all the
metrics in a signature. The four clusters are for clusters 1 and
3, which contained mostly violation signatures, and clusters 4
and 7, which contained mostly compliance signatures.

TABLE 3

Metric Name Cluster 1  Cluster 3 Cluster4  Cluster 7

-1
0 -1
1 -1
-1

gbl cpu total__util 1
1
1
0
0 -1 1
0
0
1

gbl app alive proc

gbl app active proc

gbl app run queue

gbl app net in packet rate
gbl mem util

gbl mem sys util

dbl cpu busy

—_ 00 o= OO =

-1
-1
-1

The centroids for clusters 4 and 7 corresponding to groups
of compliance signatures deem most metrics as not attributed
to a violation state, such as metrics with values of -1, while
the centroids for clusters 1 and 3 corresponding to groups of
violation signatures deem some of the metrics as attributed to
a violation state, such as metrics with a value of 1, and others
as either irrelevant, value of 0, or non-attributed, value of —1.
In certain instances, based on cluster centroids, an adminis-
trator may identify irrelevant metrics and modify the data
collection process, such as performed by the performance
monitor 104, to eliminate these metrics. However, the elimi-
nation of these metrics may be problematic if future viola-
tions would have identified these metrics as attributed.

The difference between the centroids of the violation clus-
ters 1 and 3 with respect to the metrics that are deemed
attributed should be noted. For example, the centroid of clus-
ter 1 has the database tier CPU utilization (db1 cpu busy) as
attributed but assigned a -1 value for the application server
CPU utilization (gb1 cpu total util). In contrast, the centroid
of cluster 3 has the application server CPU as attributed,
together with the number of alive processes and active pro-
cesses on the application server. These differences point out
the differences in symptoms of problems represented by the
members in each cluster and are included in the syndromes.
The centroids may thus be useful when determining the cause
of a violation and distinguishing between different causes of
a violation.

The syndrome of the problem may also be used as a label
for signatures in a cluster. For example, signatures closest to
a cluster may be given a centroid as a label, and the label is
used to determine purity. The centroid may be determined
from the mean or medium of the cluster.

In addition to determining a syndrome of a problem, the
system 100 is operable to identify a recurrent problem from
signatures determined by the signature creation engine 106.
The recurrent problem determination module 132 is operable
to identify recurrent problems from signatures, such as sig-
natures stored in database 112. In one embodiment, the recur-
rent problem determination module 132 identifies signatures
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occurring during violation of an SLO and determines whether
the signatures belong to a single group of signatures deter-
mined by the similarity determination module 130, such as a
single cluster, or different groups. The recurrent problem
determination module 132 may determine that a recurrent
problem exists if the signatures belong to a single group. The
time of occurrence of a signature may be determined from the
time the metrics for the signature were measured or otherwise
captured.

FIG. 2 illustrates signatures for clusters 1, 2 and 3 from
table 2 overlaid on the reference metric average response
time. For example, the average response time SL.O threshold
is represented by the dashed line in FIG. 2. As shown in FIG.
2, a simple graph plotting the signatures from different clus-
ters may be used to quickly identify recurrent problems. For
example, five circled violations of the average response time
SLO are shown. Signatures from cluster 3 occur at the time of
the violations. Thus, the signatures of cluster 3 are represen-
tative of a recurrent problem. Similarly, the signatures of
clusters 2 and 3 may also be considered representative of a
recurrent problem, but each cluster centroid may specify dif-
ferent symptoms. For example, cluster 1 has symptoms of
higher database CPU utilization, such as an average of
approximately 60% compared to approximately 20% in most
other times, while at the same time all application server
utilization metrics were not attributed, and were in fact nor-
mal. Cluster 2 has memory and disk utilization metrics as
attributed to the violation.

The recurrent problem determination module 132 is oper-
able to identify recurrent problems from the graph shown in
FIG. 2, for example, by determining whether signatures
occurring during the violations are from the same cluster. An
administrator may also look at the time of occurrence of the
signatures in each cluster to identify recurrent problems.

The system 100 or an administrator reviewing data deter-
mined from the system 100 is also operable to prioritize
problems. For example, recurrent problems are given a higher
priority and resources for fixing problems are devoted to
those problems first. Priority may be based on one or more
factors, such as the frequency of occurrence of a problem and
whether the same or similar problem is occurring in more than
one computer resource.

Signatures and clustering may also be used to diagnose
problems on different computer resources. For example, a
data center in America may be exhibiting problems. Signa-
tures are determined and annotated with the problems. The
signatures are clustered, for example, resulting in cluster 3.
The signatures of cluster 3 are further annotated with the fix to
the problem, for example, as determined by an administrator.
An administrator for a data center in Asia is having problems.
Signatures are determined. A determined signature annotated
with the problem in the Asia data center is used to search the
database 112. A signature in the cluster 3 is returned as aresult
of the search and is annotated with the fix to the problem,
which may be applied by the administrator for the data center
in Asia.

It should be noted that the three types of signatures
described above, such as raw values, metric attribution, and
raw values AND metric attribution, may be used for cluster-
ing. However, the metric attribution signatures yielded the
most accurate search results when used to search and retrieve
similar signatures from the database. Also, the metric attribu-
tion signatures generated the purest clusters.

FIGS. 3 and 4 show flow diagrams of methods 300 and 400,
respectively. The following description of the methods 300
and 400 are made with reference to the system 100 illustrated
in FIG. 1, and thus makes reference to the elements cited
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therein. The methods 300 and 400 are described with respect
to the system 100 by way of example and not limitation.

According to an embodiment, in the method 300, at step
302 one or more metrics for a computer resource are col-
lected. For example, the signature creation engine 106
receives metrics measured for the computer resource 102 by
the performance monitor 104. The metrics, for example, are
measured values or values calculated from measured values,
such as a mean of values for metric measured during a time
interval using the performance monitor 104. At step 304, the
signature creation engine 106 determines a signature repre-
senting a state of the computer resource 102 from the metrics.
Examples of signatures may include raw values, metric attri-
bution, and raw value AND metric attribution vectors. At step
306, a user or an automated system determines an annotation
associated with the at least one state of the computer resource.
For example, the annotation may describe the problem, such
as symptoms determined from the signature, and/or a fix to
the problem. This annotation is received by the database
interface 110. For example, the user inputs the annotation
through the interface 108. The database interface 110 stores
the signature and the annotation in the database 112 at step
308.

According to an embodiment, in the method 400, at step
402 one or more metrics for a second computer resource, such
as the computer resource 102, are collected. This may include
receiving metrics, measuring the metrics, and/or using mea-
sured values to calculate other values, such as a mean, as
metrics. At step 404, the signature creation engine 106 deter-
mines a signature from the one or more metrics. The signature
is a search signature used to search the database 112. Steps
304, 306, and/or 308 may be performed to determine the
search signature. At step 406, the database interface 110
searches the database 112 using the search signature. At step
408, one or more signatures closely matching the search
signature are identified from the database and the annotations
corresponding to the closely matching signatures are
retrieved possibly along with the signatures. These annota-
tions may be used to diagnose and determine solutions for a
problem for the second computer resource 116. One signature
or multiple signatures closely matching the search signature
may be identified at step 406. Thus, the system 100 allows a
system administrator facing a current problem to efficiently
leverage past problem diagnosis and solutions to diagnose
and fix a current problem. The diagnosis may include a syn-
drome of a problem, such as determined by the syndrome
determination module 134. The problem may include a recur-
rent problem, such as identified by the recurrent problem
determination module 132.

FIG. 5 illustrates a method 500 for identifying a recurrent
problem of at least one computer resource, according to an
embodiment. The at least one computer resource may include
a single computer resource or multiple different computer
resources that may be located in different geographic areas.
The following description of the method 500 is made with
reference to the system 100 illustrated in FIG. 1, and thus
makes reference to the elements cited therein. The method
500 is described with respect to the system 100 by way of
example and not limitation.

At step 502, the system 100 determines signatures. Steps
304, 306, and/or 308 may be performed to determine the
signatures. Examples of signatures includes raw values, met-
ric attribution and a combination of raw values and metric
attribution.

At step 504, the system 100 determines similarities
between the signatures. A pattern matching technique may be
applied to determine similarities between signatures. In one
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embodiment, the pattern matching technique includes group-
ing signatures. One example of grouping signatures includes
applying the clustering algorithm described above and with
respect to FIG. 7. Determining similarities, which may
include grouping signatures based on their similarities, may
be determined automatically, for example, by the similarity
determination module 130.

Atstep 506, the system 100 determines a recurrent problem
of' a computer resource exists based on at least some of the
similarities. For example, the recurrent problem determina-
tion module 132 determines the time of occurrence of signa-
tures in the database 112 and identifies signatures that
occurred during SLO violations. If the signatures are in the
same group, such as determined from at least some of the
similarities determined at step 504, then a recurrent problem
may exist. Also, if the signatures that occurred during the
SLO violations are in the same cluster, the cluster may be
evaluated to determine whether the cluster is representative of
a SLO violation. For example, the purity of the cluster may be
compared to a threshold.

FIG. 6 illustrates a method 600 for identifying a syndrome
of'a problem of at least one computer resource, according to
an embodiment. The following description of the method 600
is made with reference to the system 100 illustrated in FIG. 1,
and thus makes reference to the elements cited therein. The
method 600 is described with respect to the system 100 by
way of example and not limitation.

At step 602, the system 100 groups signatures based on
similarities. For example, the similarity determination mod-
ule 130 groups signatures. Signatures stored in the database
112 may include a group identifier identifying the group the
signature belongs to, which may be determined by the simi-
larity determination module 130. One example of grouping
includes applying the clustering algorithm described above
and with respect to FIG. 7.

Atstep 604, the system 100 determines a common denomi-
nator that characterizes a group of signatures associated with
aproblem. The common denominator represents a syndrome
of'aproblem. For example, some of the groups may include a
majority of signatures representing a normal operating
regime of a computer resource. Other groups may include a
majority of signatures representing a problem of a computer
resource. The syndrome determination module 134 deter-
mines syndromes for the groups representing problems. One
example of determining a syndrome includes determining a
syndrome from a cluster centroid. Another example includes
identifying a substring or a largest substring that has the
highest frequency of occurrence in a group of signatures. In
this example, the signatures may include a string of characters
and a substring includes a subset of the characters, which may
be consecutive.

FIG. 7 illustrates a method 700 for clustering signatures
according to an embodiment. The following description of
the method 700 is made with reference to the system 100
illustrated in FIG. 1, and thus makes reference to the elements
cited therein. The method 700 is described with respect to the
system 100 by way of example and not limitation.

At step 702, the clustering module 130 clusters signatures
using a clustering algorithm, such as k-means or k-medians
clustering algorithm. Other types of clustering algorithms
may be used. The clustering algorithm, for example, is
applied to the signatures stored in the database 112 to yield
“k” clusters.

At step 704, the clustering module 130 determines the
purity of each cluster. For example, the entropy is determined
for each cluster, such as shown in table 2. Other examples of
determining purity may include determining a count of simi-
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lar signatures in each cluster, such as signatures representing
the same state which may include a compliance state or vio-
lation state for a service level objective.

At step 706, the clustering module 130 compares the purity
for each cluster to a threshold to determine whether the purity
of any of the clusters is less than a predetermined purity. For
example, for each cluster, if the purity is below a threshold,
then the signatures in a cluster having a purity less than a
predetermined purity are re-clustered at step 707, such as by
repeating steps 702 and 704 for that cluster. For example, if
the entropy for a cluster is determined to be greater than a
threshold, then that cluster is marked for re-clustering. For
example, the clustering algorithm used at step 702 is applied
to the signatures in that cluster and the purity of the resulting
“k” clusters is compared to a threshold. The steps 702 and 704
may be repeated for clusters found to have a purity below a
predetermined purity, for example, until a predetermined
maximum number of clusters have been created. Thus, the
purity may be used as a stopping criteria for clustering.

At least some of the steps illustrated in the methods 300-
700 and other steps described herein may be contained as a
utility, program, subprogram, in any desired computer acces-
sible medium. In addition, at least some ofthe steps illustrated
in the methods 300-700 and other steps described herein may
be embodied by a computer program or a plurality of com-
puter programs, which may exist in a variety of forms both
active and inactive in a single computer system or across
multiple computer systems. For example, they may exist as
software program(s) comprised of program instructions in
source code, object code, executable code or other formats for
performing some of the steps. Any of the above may be
embodied on a computer readable medium, which include
storage devices and signals, in compressed or uncompressed
form.

Examples of suitable computer readable storage devices
include conventional computer system RAM (random access
memory), ROM (read only memory), EPROM (erasable, pro-
grammable ROM), EEPROM (electrically erasable, pro-
grammable ROM), and magnetic or optical disks or tapes.
Examples of computer readable signals, whether modulated
using a carrier or not, are signals that a computer system
hosting or running the computer program may be configured
to access, including signals downloaded through the Internet
or other networks. Concrete examples of the foregoing
include distribution of the programs on a CD ROM or via
Internet download. In a sense, the Internet itself, as an abstract
entity, is a computer readable medium. The same is true of
computer networks in general. It is therefore to be understood
that those functions enumerated below may be performed by
any electronic device capable of executing the above-de-
scribed functions.

FIG. 8 illustrates an exemplary block diagram of a com-
puter system 800 that includes one or more processors, such
as processor 802, providing an execution platform for execut-
ing software, for example, including at least some of the steps
illustrated in the methods 300-600 and other steps described
herein. The processor 8§02 may also execute an operating
system (not shown) for executing the software in addition to
performing operating system tasks.

The computer system 800 also includes a main memory
804, such as a Random Access Memory (RAM), where soft-
ware may be resident during runtime, and mass storage 808.
The mass storage 806 may include a hard disk drive 808
and/or a removable storage drive 810, representing a floppy
diskette drive, a magnetic tape drive, a compact disk drive, or
a nonvolatile memory where a copy of software or data may
be stored. Applications and resources may be stored in the
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mass memory 806 and transferred to the main memory 804
during run time. The mass memory 806 may also include
ROM (read only memory), EPROM (erasable, programmable
ROM), EEPROM (electrically erasable, programmable
ROM).

A user interfaces with the computer system 800 with one or
more input devices 812, such as akeyboard, a mouse, a stylus,
or any other input device and views results through a display
814. A network interface 816 is provided for communicating
through a network 818 with remote resources 820. The
remote resources 820 may include servers, remote storage
devices, data warehouses, or any other remote device capable
of interacting with the computer system 800.

What has been described and illustrated herein are
examples of the systems and methods described herein along
with some of their variations. The terms, descriptions and
figures used herein are set forth by way of illustration only
and are not meant as limitations. Those skilled in the art will
recognize that many variations are possible within the spirit
and scope of these examples, which intended to be defined by
the following claims and their equivalents in which all terms
are meant in their broadest reasonable sense unless otherwise
indicated.

What is claimed is:

1. A method of determining a recurrent problem of at least
one computer resource, the method comprising:

determining signatures for at least one computer resource,

each signature representing a state of the at least one
computer resource;
storing annotations with the signatures, the annotations
including descriptions of a service level objective viola-
tion and a solution for fixing the violation;

automatically determining similarities between the signa-
tures;

determining whether a recurrent problem of the at least one

computer resource exists based on at least some of the
similarities.

2. The method of claim 1, wherein automatically determin-
ing similarities between the signatures further comprises:

determining groups of similar signatures.

3. The method of claim 1, further comprising:

prioritizing problems of the at least one computer resource

based on at least one of a frequency of occurrence of the
problems and whether a problem has occurred in one
computer resource or multiple computer resources.

4. The method of claim 1, wherein the at least one computer
resource comprises different computer systems operable to
be located in different geographic areas.

5. The method of claim 1, wherein the recurrent problem
comprises a performance problem.

6. The method of claim 1, wherein determining the signa-
tures further comprises:

determining the signatures using at least one of raw values,

metric attribution, and a combination of raw values and
metric attribution.

7. The method of claim 1, further comprising:

collecting a plurality of metrics for the at least one com-

puter resource; and

determining the signatures using metric attribution of the

plurality of metrics, wherein the metric attribution
includes determining whether a metric of the plurality of
metrics is attributed to a service level objective viola-
tion.

8. A method of determining a recurrent problem of at least
one computer resource, the method comprising:
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determining signatures for at least one computer resource,
each signature representing a state of the at least one
computer resource;

automatically determining similarities between the signa-

tures by determining groups of similar signatures;

determining whether a recurrent problem of the at least one

computer resource exists based on at least some of the

similarities and by

determining a time of occurrence of the signatures in
each group; and

identifying signatures in the same group having metrics
captured during service level objective violations for
the at least one computer resource.

9. The method of claim 8, wherein the groups are clusters
determined using a clustering algorithm and the method fur-
ther comprises:

evaluating a purity of a cluster having the identified signa-

tures and a similarity between signatures in the cluster.

10. The method of claim 9, further comprising:

identifying labels for the signatures in the cluster; and

determining the purity of the cluster based on similarities
between the labels of the signatures in the cluster.

11. The method of claim 8, further comprising:

determining whether the recurrent problem comprises at

least two different problems or a single recurrent prob-
lem based on whether signatures having metrics cap-
tured during the service level objective violations are
included in a same group or in different groups.

12. A method of determining a recurrent problem of at least
one computer resource, the method comprising:

determining signatures for at least one computer resource,

each signature representing a state of the at least one
computer resource;

automatically determining similarities between the signa-

tures by determining groups of similar signatures,

wherein the determining of groups of similar signatures

includes

determining clusters of signatures;

determining a purity of each cluster;

determining whether the purity of any of the clusters is
less than a predetermined purity; and

for each cluster determined to have a purity less than the
predetermined purity, determining new clusters for
signatures from the cluster; and

determining whether a recurrent problem of the at least one

computer resource exists based on at least some of the
similarities.

13. The method of claim 12, further comprising:

determining a label for each of the signatures, wherein the

label is representative of a state of a computer resource;
and

identifying signatures having a same label in each cluster to

determine the purity of each cluster.

14. The method of claim 12, wherein determining the
purity based on the similarity further comprises:

determining an entropy for each cluster, wherein the

entropy is based on probability estimates that signatures
in a cluster refer to the same label.

15. The method of claim 14, wherein the label for each
signature represents a violation of a service level objective or
represents a compliance with the service level objective.

16. The method of claim 14, wherein the label for a signa-
ture in a cluster of the clusters is based on a centroid of the
cluster.

17. The method of claim 16, wherein the centroid is asso-
ciated with a mean of the cluster or a median of the cluster.
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18. The method of claim 14, further comprising:

providing the label for each signature in an annotation for
each signature.

19. The method of claim 12 wherein new clusters are
determined until purity is at least as pure as the predetermined
purity for all the clusters or until a total number of clusters
exceeds a threshold.

20. The method of claim 12, wherein the purity for each
cluster is a metric indicating the homogeneity of labels for
signatures in a respective cluster and the method further com-
prises:

evaluating whether a cluster is representative of a single
state of'a computer resource based on the purity.

21. The method of claim 12, wherein determining clusters

of signatures comprises:

using a distance metric to determine similarities between
the signatures and to assign the signatures to clusters.

22. A method of determining a syndrome of a computer
resource problem, the method comprising:

grouping signatures of at least one computer resource
based on similarities, wherein the signatures represent
states of the at least one computer resource;

annotating signatures in a group with the syndrome of the
problem of the at least one computer resource, wherein
the annotating of signatures includes
generating a label corresponding to the syndrome of the

problem of the at least one computer resource; and
annotating the signatures in the group with the label; and
for at least one of the groups, determining a common
denominator that characterizes the signatures in the
group, wherein the common denominator is representa-
tive of a syndrome of a problem of the at least one
computer resource.

23. The method of claim 22, wherein grouping signatures
of at least one computer resource based on similarities further
comprises:

determining clusters of the signatures based on similarities
of the signatures.

24. The method of claim 22, wherein determining a com-

mon denominator further comprises:

determining a centroid for each cluster including signa-
tures associated with a problem of the at least one com-
puter resource.

25. The method of claim 22, wherein determining a com-

mon denominator further comprises:

determining a most frequently occurring substring in the
signatures in each cluster including signatures associ-
ated with a problem of the at least one computer
resource.

26. The method of claim 22, wherein determining a com-

mon denominator further comprises:

determining a largest, most frequently occurring substring
in the signatures in each group.

27. The method of claim 22, further comprising:

using at least one signature annotated with the syndrome of
the problem of the at least one computer resource to
diagnose a problem with another computer resource
having a signature similar to the at least one annotated
signature.

28. A computer system comprising:

a signature creation engine operable to determine signa-
tures representing states of at least one computer
resource from metrics for the at least one computer
resource;

a recurrent problem identifier module operable to identify
arecurrent problem ofthe at least one computer resource
from the signatures; and
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a database operable to store the signatures on a tangible
computer readable storage medium along with an anno-
tation for each signature including information relating
to a state of the at least one computer resource, wherein
the annotations include labels corresponding to a syn-
drome of a problem ofthe at least one computer resource
and signatures included in a same group based on simi-
larities have annotations with a same label.

29. The computer system of claim 28, further comprising:

a common denominator module operable to determine a
syndrome of a problem of the at least one computer
resource from the signatures.

30. The computer system of claim 28, wherein the annota-
tions include at least one of a diagnosis of a problem, a
solution to the problem, configuration of a system, identifi-
cation ofa system administrator, a label identifying a problem
associated with the signature, and a purity of a cluster includ-
ing the signature.

31. The computer system of claim 28, further comprising:

an interface operable to allow a user to annotate the signa-
tures with the annotations.

32. The computer system of claim 28, wherein the database
is searchable to identify at least one signature closely match-
ing a signature for another computer resource used to search
the database and is operable to retrieve each closely matching
signature and information annotated for each closely match-
ing signature to diagnose a problem for the another computer
resource.

33. A method comprising:

receiving a search signature including a signature for a first
computer system having a problem; and

searching clusters of stored signatures for at least one sig-
nature similar to the search signature, wherein the sig-
natures are clustered to group similar signatures and
each signature includes an annotation including a
description of a state of a computer system associated
with the signature,
wherein the annotations include labels corresponding to

a syndrome of a problem of a computer system and
signatures included in a same group based on simi-
larities have annotations with a same label; and
retrieving the annotation for at least one of the similar
signatures.

34. The method of claim 33, wherein searching clusters of
stored signatures further comprises:

determining similarities between the search signature and
at least one signature or a centroid of each cluster.

35. The method of claim 33, further comprising:

at least one of diagnosing the problem of the first computer
and determining a solution to the problem using the
retrieved annotation.

36. The method of claim 33, wherein the stored signatures
comprise signatures associated with at least one other com-
puter system different from the first computer system.

37. An apparatus comprising:

means for determining signatures representing states of at
least one computer resource;

means for storing the signatures and an annotation for each
signature including information associated with a state
of the at least one computer resource,
wherein the annotations include labels corresponding to

a syndrome of a problem of a computer resource and
signatures included in a same group based on simi-
larities have annotations with a same label;

means for determining a recurrent problem of the at least
one computer resource from at least some of the signa-
tures;
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means for determining a syndrome of a problem of the at another computer resource to at least one of diagnose
least one computer resource from at least some of the and determine a solution of a problem of the another
signatures; and computer resource.

means for searching the stored signatures to identify at
least one closely matching signature of a signature of ok ok k%
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