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Setting Configuration Is Difficult
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Misconfiguration + Invalid Configuration

* Misconfiguration detection (PeerPressure[0SDI'04], Pcheck[OSDI’16])
o "HWL ()*H'H,
o "#t-. (J0* (12314$* -, *1/)*-)

* Many misconfiguration are valid setting
o 456781~590:81.;1<")0.#;",/7-%t" . #)1=0S*1>* - *0+H310* , W >0-%<<*+*-)?
o @=*1%;;*0H%-*1=0%- (1. [>-* COH*$*#L; . -I*A>*-+)
o B%/)*1)*$*-*Iperformance '))/*I'#1>-. (/0+' . #

For simplicity, we call them specious configuration

*: An Empirical Study on Configuration Errors in Commercial and Open Source Systems. SOSP’11



An Example Specious-Configuration Incident
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An Example Specious-Configuration Incident
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An Example Specious-Configuration Incident

#QUERYTUNING
enable bltmapscan on
enable_hashagg = on

N REESS AL query use a wrong query plan
PUBLIC enable.dndexanlyscanm@Ago Active 4 months ago  Viewed 118k times

= enable_material =

enable_mergejoin = on

enable_nestloop = on

enable_parallel_append = on

%ﬁb{fﬂe{b‘lem typically happens when the estimated

enable sort=on

105 | cost of an index scan is too high and doesn't

stackoverflow

# - Planner, 1ost Co tan_'<i |

&9 Jg«;t rea Ity # measured on an arbitrary scale
random_page_cost =1.0 # same scale as above
cpu_tuple_cost =0.01 # same scale as above
cpu_index_tuple_cost = 0.005 # same scale as above
cpu_operator_cost = 0.0025 # same scale as above
parallel_tuple_cost =0.1 # same scale as above
parallel_setup_cost = 1000.0 # same scale as above
jit_above_cost = 100000 # perform JIT compilation
jit_inline_above_cost = 500000 # inline small functions
jit_optimize_above_cost = 500000 # use expensive JIT optimizations

min_parallel_table_scan_size = 8MB
min_parallel_index_scan_size = 512kB
effective_cache_size = 4GB




An Example Specious-Configuration Incident

#QUERY TUNING
enable_bitmapscan = on
enable_hashagg = on
enable_hashjoin = on
enable_indexscan = on
enable_indexonlyscan = on
enable_material = on
enable_mergejoin = on
enable_nestloop = on
enable_parallel_append = on
enable_seqgscan = on
enable_sort =on

H - dnne 0 Ol
seq_page_cost=1.0
random_page_cost = 1.0

cpu_index_tuple_cost = 0.005
cpu_operator_cost = 0.0025
parallel_tuple_cost =0.1
parallel_setup_cost = 1000.0
jit_above_cost = 100000
jit_inline_above_cost = 500000
jit_optimize_above_cost = 500000
min_parallel_table_scan_size = 8MB
min_parallel_index_scan_size = 512kB
effective_cache_size = 4GB

# measured on an arbitrary scale
# same scale as above

cl cl diJUVC

# same scale as above
# same scale as above
# same scale as above

# same scale as above

# perform JIT compilation

# inline small functions

# use expensive JIT optimizations




Specious Configuration Is Prevalent

More Details on Today's Outage
Today'’s outage for several Google services & | °
S ot today most Googe users o use ogged i services e Gl Googles Early today Facebook was down or unreachable for many of you for approximately 2.5 hours.

VP, Engineering Calendar and Documents found they were unable to access those services for This is the worst outage we've had in over four years, and we wanted to first of all apologize
approximately 20 minutes. For about 10 percent of users, e problem persisted for as for it. We also wanted to provide much more technical detail on what happened and share

Published Jan 24, 2014

much as 30 minutes longer. Whether the effect was brief or lasted the better part of an

Summary of the December 24, 2072 Amazon ELB Service Event in th @aSSEaEIgUIE el ils[Vig=1(ely MY 2Tl o Rig LR Er=Te= oleTe] GOV =To [

o . R . .
We would like to share more details with our customers about the event that occurred with the Amazon Elastic Load Balancing Service [&al] AIphaAtIas @ Mar 15, 2019 €>> cloud facebook service Upt|me
While the service disruption only affected applications using the ELB service (and only a fraction of the ELB load balancers were affectd
impact for a prolonged period of time.

Google apologizes for service outage,
reveals a 10% drop in YouTube views

A simple misconfiguration caused the outage

<_

Thread

Lorin Hochstein E_TOO_SPOOKY v

hochstein

[l T = S S N S|

And if config changes in cloud infrastructure systems
contributing to incidents is your thing, we also have
one from Google this week (@SREWeekly is the gift that
keeps on giving):
status.cloud.google.com/incident/zall/...

~

g By Rounak Jain June 5, 2019, 1:13 p.m.

:34 AM - Oct 5, 2020 - Twitter Web App



What Is Missing From Current Tool?

e Black-box testing is experimental
o C'<"(10. (*10.$*-%,*
O @G -*F (U W) 4#, IHS - <) >*0"010. #;", /% . 2l (V> 7+

* Administrators have more questions:
o E=WH=0>>*#)1":1"0=Y#, *1+=")))*+'#, ;- . <IFl+. IGH
1. 31T Zi(=") ) H'#, 1>%-; . -<IJ+=19KKI# . (F)H
"1<31J . -Li. % (L0=%#, *) 1+ . 1< . )H31-*% (. D) H=") 1) *++'# , 1%00*>+%24*H

>0 1L/> %L - - <<UENNLH100ND) =L Z6(UL/> (Bt *1+=*10 . #; ', H
I

O O O O



To tackle specious configuration, we need an
analytical approach to systematically reason
about the performance effect of configuration



Our Solution: Violet

S1: Explore performance effect with symbolic execution
o PUL*I0.#;",/-%+ _#1%# (U#>/HB) L #*143>*1 1) 3<2 . {'0l'#>/ 4
o 03<2_{0I*A>L. -*1+=*1)3)+*<Icode >%+=1J"+=1)3<<2.4'010.#;",1QI'#>/+
o N*¥-"$*1>*- -<U#0*'<>U0+1< . (Fil; . -1*%0=10.#;", /%' . #

S2: Given concrete input, parameters, env info
o R#)I*-1(<'"#)ST/*)+ . #)
o U'. @ +0=*0L*-1(*+*0+)1)>*0". /)10.#;", /-0t . #12%)* (. #l+=*1'<>%0+1< . (¥
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** Specious Configuration Code Patterns
** Violet Overview
»* Evaluation



Code Pattern 1: Costly Operation

int write_row() {
if (autocommit) {

trx_commit_complete();
} else {

trx_mark_sqgl_stat_end(); . . . _
}  Some expensive operations is executed in

} one branch

ulint trx_commit_complete() {

if (flush_at_trx_commit==1) {
log_group_write_buf();
fil_flush();

} elseif (flush_at_trx_commit==2) {
log_group_write_buf();

} else {

I* do nothing */

}




Code Pattern 2: Additional Synchronization

void mysql_parse(THD *thd) {
if (send_result_to_client(thd) <= 0) {
mysql_execute_command(thd);
}

}
int mysqgl_execute_command(THD *thd) {

case SQLCOM_SELECT:
open_and_lock_tables(thd, all_tables);
break;
case SQLCOM_LOCK_TABLES:
lock_tables_open_and_lock_tables(thd);
if (query_cache_wlock_invalidate)
invalidate_query_block_1list();

 Lead to additional table lock

}
void invalidate_query_block_1list() {

free_query(list_root->block());
} free query cache



Code Pattern 3: Slow Execution Flow

void mysql_parse(THD *thd) {
if (send_result_to_client(thd) <= 0) {
mysql_execute_command(thd);
}

}
int mysqgl_execute_command(THD *thd) {

case SQLCOM_SELECT:
open_and_lock_tables(thd, all_tables);
break;
case SQLCOM_LOCK_TABLES:
lock_tables_open_and_lock_tables(thd);
if (query_cache_wlock_invalidate)
invalidate_query_block_1list();

e |Lead to slow execution flow

}
void invalidate_query_block_1list() {

free_query(list_root->block());
} free query cache

15



Code Pattern 4: Frequent Crossing Threshold

uinté4_t log_reserve_and_open(uint 1len) {
loop:
f if (len >= log->buf size | 2) {

log_buffer_extend((len + 1) * 2);

}
len_upper_limit = LOG_BUF_WRITE_MARGIN + (5 * len) [/ 4;

if (Log->buf_free + len_upper_limit > log-=buf_size) {

mutex_exit(&(log->mutex)); )
log_buffer_flush_to_disk(); <
goto loop;

}
}

* Costly operation being frequently triggered the costly operation



Static Analysis?

* The four patterns are high-level characterizations
o PW>>"#, l+=*<l+.1)>*0";'010.. (*1-*T/"-*) 1%l . +1. ;1 . <W'#L#. I (, *

* Patterns are incomplete
o V+=*-1>0+*-#) 1068 (1<U#31$%-"%#+)

e Fundamental limitations
o "H*U) 24+ 1>0+=)
o W*-; _-<<W#0*1")1=00-(1+. 127 1%)+' <Ut™> (1) +%+" 0%43



Parameter Affects Execution Flows

* A general characteristic is... «— Config
o N5 %% I>U-0<*+%-10%/ ) * )L (' *-*#+] Input
*A*0/+' _#10 . (KW= /
o 0. <*>Yt=1")FA+-*<*{31)h. J*-1+=ttl . +=*-) Slow path
0 B #AHI(F>* (03 /

Detecting specious configuration = finding slow execution
path + deducing triggering condition

18



Symbolic Execution

* Violet uses symbolic execution to find many slow paths
and deduce their triggering conditions

 Advantages
o R#W3X*)3)+*<<l0. (F1J'+=_/+12%'#, 1k’ <"+* (12310 . (*1>Ut+*-#)
o YASE. -*(1>U+=)1%-*1;%%) " 20" #1#%+ $*1*A*0/+' . #
o P*0)/-*10_#0-*+¥1>*-:  -<WH0*1;- . <[*AX0/+ _#
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System code

Violet Hook

Violet Overview

Config 1

/>C<ﬁg2
é-
2E

Path Comparison

S

—>__o

Config dependency file

onsti o
0&flush==1 fil_flush SQL == INSERT
0 & flush == 2 NULL SQL == INSERT
0 & flush 1=2 NULL SQL == INSERT
auto==0 NULL SQL != INSERT

21



How to Make Configuration Symbolic

 Making configuration file symbolic
o WopH=1*A>E. )" . #(/*1+ . L=*1>0-)*-]

* Observation:
o 03)+*<<1/)/%i3IL**>)1%ldictionary +.1<W>10.#;", /-%t" . #1+ . 1$%-"%20*
o Z/H1I*1N) . 1#** (1$%-"%20*1+3>*N-%# , * 1% (L(*; %/ eH$%/* 1+ . 1<WL*1'+1)3<<2 .40

* Our approach:
O "H)*-+lUil=. (LIt /<< F10 . #;", 15%-"%20% ) 106t (L <<UL*1
t=*<[)3<2 .10



Hooking API

static int get_options(int *argc_ptr, char ***argv_ptr)
{
NN K106 1% IS0 - ' my_init_dynamic_array(&all_options, sizeof(my_option));
#) +1/0’+ 1> ) 1’/#0+ H for (opt= my_long_options; opt < my_options_end; opt++) {
insert_dynamic(&all_options, (uchar*) opt);

Yt > 1%00hL+="*1S%- "% 24> b

+ violet_make_mysqgl_options_symbolic();
return O;

"SPF<FHH<UL*F[)3<2.4'0 ¢}
;- -1*U0=15%-"%28*[+3>*

void violet_make_mysqgl_options_symbolic()
{
for (sys_var *var=all_sys_vars.first; var; var= var->next)
if (1s_config_4in_targets(var->name.str))
var->make_symbolic();

+ + + + + +



Violet Overview

Config 1
é -

Config 2
System code
S2E
Path Comparison
Violet Hook
onfig dependency file

onsti o
0&flush==1 fil_flush SQL == INSERT
0 & flush == 2 NULL SQL == INSERT
0 & flush 1=2 NULL SQL == INSERT
auto==0 NULL SQL != INSERT

24



Which Configuration to Make Symbolic?

 Making all configuration symbolic
o @. 1<W#310.#;",/-%+ - #)IND>Y+=1*A>.)" . #
o PUH3ISI=)1 %) +* 1+ <] L #1 - SUtt+ XA 0/ +' . #
o Rl +_;1>%+=10. #)+-%'#+) 1%-*1<")i*% ('#, |



Making Irrelevant Configuration Symbolic

int write_row() {

.o opt_cisirrelevant because it doesn’t impact the autcommit

} else {
task20) \
} Wasting long time to reach target configuration

if (autocommit) {

trx_commit_complete();

} else { misleading result
trx_mark_sqgl_stat_end(); \
}
}
ulint trx_commit_complete() { ¥ Constraints: autocommit!=0&flush==1&opt_c==1

iIf (flush_at_trx_commit==1) {
log_group_write_buf();
fil_flush();

} elseif

1og_g Only making related configuration symbolic

} else { - -
* do nothing */ Unrelated config

} I Related config
} Costly operation 26




How to Find Related Configuration

* Arelated config is in some execution flow of target config

* Control dependency
o FINO0.#- U C>*# O+l #IGL IFS) XAX0/+ _#L(>*# O #1%14%) +%HG

void main() {
if (opty > 100)
If t
| ig;_?c_):()(); SHA 0L UCS*HCHHLLHLL >3

) C>HAD. 43 YRRk (10 4", /' )]



Relax Control Dependency

int write_row() {
iIf (autocommit) {

° "V_F0h+* ]
pip— flush Y 1-*t%+*( +.lautocommit

(rxcommit_compietell o fush YL+ 0. #t-  LCSFHCH B/ 0. <<t

} else {

\ trx_mark_sql_stat_end();  2*0%/)*1.>+[0 ")12*+J**#lautocommit %# (Iflush

| ‘
ulint trx_commit_complete() {

 (FUSHIELERCCOMEL 1) { - Relaxing +=*1(*; '+ #l+ . IF)I*A*0/+  #I(->*# ()]
i L) H UGG 10 (L 4= 10T %)

} elseif (flush_at_trx_commit==2) {
log_group_write_buf();

} else {

I* do nothing */ BN Target config
} Unrelated config
} B Related config

28




Detecting Related Configuration

Algorithm 1: Compute related parameters

Func: GetRelatedConfigs ° ]'#(1*#%2&*-1>%-%<*+*-]_)*+
Input: P: target program, C: all parameter vars in P
Output: M: map from each parameter in C to the set of

related parameters o ] '#(1'#’& J*HO* (1>%_%<*+*_1) *4
M < {}, es_map < {}, ins_map < {}
foreach p € C do

es < G[et]EnablerConfig(p, P) o NH' #12 _ +:1>%_%<*+*_1)*+1%)1
es_map[p] < es
foreach g € es do '*&%'l'* (1>%'%<*+*'

|ins_map[q] < ins_map[q] U {p}

foreach p € C do
| M[p] < es_map[p] U ins_map[p]

return M

29



System code

Violet Hook

Violet Overview

Config dependency file

fil flush | SQL == INSERT

NULL SQL == INSERT

NULL SQL == INSERT

NULL SQL != INSERT

30



Lightweight Symbolic Tracer

* Extensive profiling can incur too much overhead to the
symbolic engine and cause inaccuracy of tracing result

* Principles of reducing tracing overhead
o N)*IC. IS, H#0h'; 1> ) 20
O N**-[*AS*H)'$*10. <>/ #l+ _ +=*1*# (1L ;1%%0=1>%+=]
o R$.'(I<*<<.-3l-*p+* (1. >*-Yt' _#!



Trace Latency + Construct Call Chain

g—’__-pa'réﬂl__—_-

EIP : Ox03 EIP : 0x02

ret : 0x02 ret : Ox01
time : A time : 9K

void f1() {
Call List

s —— call signal
£2(); «—— execution  12(): 35

} <«——— return signal
EIP : 0x02 EIP : O0x03

ret : 0x01 —’ ret : 0x02

time:4 time : A

Return List
32



Trace Logical Cost Metric

Besides latency and call stack, we also trace:
o @=*1"1.;I'#)+-/0+" . #)N)3)+*<<10%)DL; "E*1"a\V10%k) 01 aV/ 1+-%; ;" 0L (1*+06
o E*10=*<li_,"0%0.)+H<*+-'0)

Some specious configurations are not obvious in latency

Logical metrics can capture subtle effect and are
independent to the environment



System code

Violet Hook

Violet Overview

Config 1

Path Comparison

é—

Config dependency file

onsti o
0&flush==1 fil_flush SQL == INSERT
0 & flush == 2 NULL SQL == INSERT
0 & flush 1=2 NULL SQL == INSERT
auto==0 NULL SQL != INSERT

34



Generate Performance Impact Model

int write_row() {

if (autocommit) { _

trx_commit_complete();

} else {

trx_mark_sqgl_stat_end();

}
}

ulint trx_commit_complete() {
if (flush_at_trx_commit==1) {
log_group_write_buf();

fil_flush();

} elseif (flush_at_trx_commit==2) {
log_group_write_buf();

} else {
I* do nothing */

}

B Configuration
Costly operation

Constraints

auto ==

Workload

SQL == ALL

35



Generate Performance Impact Model

int write_row() {

if (autocommit) {

trx_commit_complete();

} else {

trx_mark_sqgl_stat_end();

}
}

ulint trx_commit_complete() {

if (Flush_at_trx_commit==1) { _

log_group_write_buf();

fil_flush();

} elseif (flush_at_trx_commit==2) {
log_group_write_buf();

} else {
I* do nothing */

}

B Configuration
Costly operation

[ fil_flush+X

Constraints Cost Workload
auto == X SQL == ALL
auto !=0 & flush == fil_flush+X | SQL == INSERT

36



Generate Performance Impact Model

int write_row() {
if (autocommit) {

trx_commit_complete();
} else {
trx_mark_sqgl_stat_end();

}
}

ulint trx_commit_complete() {
if (flush_at_trx_commit==1) {

[ fil_flush+X

flush ==
log_group_write_buf();
fil_flush();

X
} elseif (flush_at_trx_commit==2) {_ [

log_group_write_buf();

} else { ]
I* do nothing */ Constraints Cost Workload
} B Configuration auto == X sQL == ALL

Costly operation auto I=0 & flush==1 | fil_flush+X | SQL == INSERT




Generate Performance Impact Model

Constraints Workload
auto == X SQL == ALL
auto !=0 & flush == fil_flush+X | SQL == INSERT
auto !=0 & flush == X SQL == INSERT

auto =0 & flush =2 X SQL == INSERT




Performance Comparison

* Compare the cost between each pair

Constraints Cost Workload
auto == 0 & flush==1 X SQL == ALL
auto == 0 & flush==2 X SQL == ALL

auto==0 & flush!=2 X SQL == ALL

auto!=0 & flush==1 fil_flush+X | SQL == INSERT

auto!=0 & flush==2 X SQL == INSERT

auto!=0 & flush!=2 X SQL == INSERT




Performance Comparison

* Compare the cost between each pair

Constraints Cost Workload
auto == 0 & flush==1 X SQL == ALL
auto == 0 & flush==2 X SQL == ALL

auto==0 & flush!=2 X SQL == ALL

auto!=0 & flush==1 fil_flush+X | SQL == INSERT

auto!=0 & flush==2 X SQL == INSERT

auto!=0 & flush!=2 X SQL == INSERT




Performance Comparison

 Some path comparisons are not very meaningful

%

Constraints Cost Workload
auto == 0 & flush==1 X SQL == ALL
auto == 0 & flush==2 X SQL == ALL

auto==0 & flush!=2 X SQL == ALL

auto!=0 & flush==1 fil_flush+X | SQL == INSERT
auto!=0 & flush==2 X SQL == INSERT
auto!=0 & flush!=2 X SQL == INSERT

>)+=1901%/+ . 1lcclKIQL; /) =lccld
>h+=1dbl%/+. leclK1QL;4/)=lccl9

41



“Similar” Path First Comparison

* The paths with the most “similar” constraint compare first
o " 110 . #)+-U#>>*0-) 12  +=1)#00% (L. #F 14 1) <'96-"+31) 0. -*

* |f two paths don’t have common constraint
o N.##0. <<>U-*t=*<



Implementation

* Violet components are mostly written in C/C++
o U'.EFH-U0*-1") ' <> <*#* (1%)10dY1>I/ , '#)
o U 1%+ 106+ OL06H93X*>-1") 12/ 44 . #1+ . >1 . ;1ICCUP

e S2E [ASPLOS '11]
o 03<<2_{'01*A*0/+" . #1>00t; . -<
o J%)HI'#I$'S.



Selective Symbolic Execution

 Complex constraint and path explosion

* Selective symbolic execution
o 0't*#H3lconcretize $h-"%20*12*; . -*I1§' 2-%-310%4d1 . -1)3) 0%éd
o ROO/Z-%+*12/+1# . +10 . <>i*+*
o FHIBAL-ZE*) 1+ 100="*$*1, . . (10. <>P*+*#*))



Outline

** Motivation

»* Specious Configuration Code Patterns
** Violet Overview

»* Evaluation

45



Evaluation Questions

** How effective is Violet in detecting specious
configurations and unknow cases.

*+* How useful is Violet?

*** What is the performance of Violet?



Experiment Setup

* Evaluated systems
o P30gCiw.)+,-*0gClIR>%0=*M0T/"(

* The manual effort to add hook is small

m SLOC # of conflg Line of Hook

P30gC 9%dP
W.)+,-*0gC 147) d:4 95_
R>%0=* 9::) 9hd 9 1

0T/'( ohij 7dh -5

47



17 Specious Configurations
| Application | Configuration Name | DataType | Detect

MysQL
MySQL
MysSQL
MySQL
MySQL
MySQL

PostgreSQL

PostgreSQL

PostgreSQL

PostgreSQL

PostgreSQL
Apache
Apache
Apache
Apache

Squid
Squid

autocommit
query_cache_wlock_invalidate
general_log
query_cache_type
sync_binlog
innodb_log_buffer_size
wal_sync_method
archive_mode
max_wal_size
checkpoint_completion_target
bgwriter_Iru_multiplier
HostNamelookup
Deny/Domain
MaxKeepAliveRequests
KeepAliveTineOut
Cache

Buffered_logs

Boolean
Boolean
Boolean
Enumeration
Integer
Integer
Enumeration
Enumeration
Integer
Float
Float
Enumberation
Enum/String
Integer
Integer
String

Integer

< < & & € € & & & & <& <& <

X

48



Discover New Specious Configuration

0>*0". /)10 4", /Ut L) IOKU=*D) %+, 1T = . Y<L(*: 0/ W $Ue/ *10%7 ) %)
S¥_s YO %)) #I1AK) L <> *-; L -<UHOR <SU0) . H( O <*#+*(

Application Configuration Name Performance Impact

MySQL
MySQL
PostgreSQL
PostgreSQL
PostgreSQL
PostgreSQL
PostgreSQL

PostgreSQL
Squid
Squid
Squid

optimizer_search_depth Default cause would cause bad performance for some join query
concurrent_insert Enable it would cause bad performance for read workload
vacuum_cost_delay Default value is significantly worse than low values for write workload
archive_timeout Small values cause performance penalties
random_page_cost Value larger than 1.2 cause bad perf on SSD for join queries
log_statement Setting mod cause bad perf for write workload when synchromous_commit is off
parallel_setup_cost A higher value would avoid unnecessary parallelism
parallel_leader_participation Enabling it can cause select join query to be slow
ipcache_size The default value is relatively small and may cause performance reduction
cache_log Enable cachelog with higher debug_option would cause extra I/0
store_objects_per_bucket Decrease the setting would short the search time

8 new cases are confirmed by developers
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Coverage Experiment for Violet
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Analysis Time (seconds)
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Related Work

Misconfiguration Detection
o Pcheck[OSDI'16], LearnConf[Eurosys'20], PeerPressure[OSDI'04],

EnCore[ASPLOS 14]
Specious Config

Misconfiguration Diagnosis

optimal Config
o ConfAid[OSDI’10], X-ray[OSDI’12] ‘l .

° Proper Configuration isConfiguration
Performance Tuning per o] MieConfiewrr
o Starfish [CIDR’11], Strider [LISA’03],SmartConf[ASPLOS 18]




Conclusion

1. Detecting specious configuration is a difficult task

2. Need to systematically reason about the performance
effect of configuration from source code

3. Violet — an analytical approach to detect specious
configuration in large system by symbolic execution

4. Detect 15 known specious configuration and 11 new cases

Q https://github.com/OrderLab/violet



https://github.com/OrderLab/violet

Thank you!

Contact Information: hyigongl@jhu.edu
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