
CS 424/624 Reliable Software Systems

Lecture 2: Empirical Study

Prof. Ryan Huang

Spring 2021



Administrivia

• Sign up paper presentations

• Look for course project teammates

• Join “#paper-discussion” channel on Slack
- Can use Anonymous bot
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Importance of Studying System Failures

• We often learn more about reliability design from systems that 
failed than systems that succeeded
- Many surprises…

• Study ≫ number game

• A good study on system failures yields deep insights that inspire 
solutions
- Which problems are important but overlooked, what the common patterns are, 

etc.
- E.g., the concept of margin of safety
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A Standard Practice in Industry

• Regular meetings to review and 
analyze all major incidents
- A written report to summarize what 

went wrong, how the issue was 
resolved, what to improve, etc.

- Typically called Root Cause Analysis
(RCA) or Postmortem Analysis

- Reports of very serious outages are 
usually posted publicly 
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A Common Research 
Topic In Academia
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• Numerous papers that 
study failures on different 
kinds of systems
- Some focus on a sub-type of 

failures



Today: Two Early Empirical Studies

• One is a classic work that basically 
started this line of research in 
systems community

• The second is one of first systematic 
studies on OS bugs 
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Why Do Computers Stop 
and What Can Be Done 

About It?
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Author

• Jim Gray
- A pioneer computer scientist
- Received the Turing Award in 1998

§ for seminal contributions to database and 
transaction processing research and technical 
leadership in system implementation

- “ACID”, granular database locking, “five-
minute rule” in caching, …

- Disappeared with his sailboat in the waters 
in San Francisco in Jan 2007 

1/28/21 CS 624 – Lecture 2 8



Background: MTBF, MTTR, MTTF

• Mean Time Between Failure (MTBF)

• Mean Time To Recovery (MTTR)

• Mean Time To Failure (MTTF)
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Background: Reliability vs. Availability

• Reliability:  systems not doing wrong things
- proportional to MTBF

• Availability: systems doing right things on time 
- related to MTBF and MTTR
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Definition 1

𝐴𝑣𝑎𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 =
𝐸[𝑢𝑝𝑡𝑖𝑚𝑒]

𝐸 𝑢𝑝𝑡𝑖𝑚𝑒 + 𝐸[𝑑𝑜𝑤𝑛𝑡𝑖𝑚𝑒]

Definition 2

𝐴𝑣𝑎𝑙𝑎𝑏𝑖𝑙𝑖𝑡𝑦 ≈
𝑀𝑇𝐵𝐹

𝑀𝑇𝐵𝐹 +𝑀𝑇𝑇𝑅
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An Empirical Study of 
Operating Systems Errors
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How Complex Systems Fail
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