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Memory Consistency Models (MCMs)
Specify rules and guarantees about the ordering and
visibility of accesses to shared memory [Sorin et al.,2011].
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ADefined by [Lamport 1979], execution is the same as if:
(R1) Memory ops of each processor appear in program order

(R2) Memory ops of all processors were executed in some total order

(load reads the value of last store to its address in the total order)

Program (mp litmus test)
(all addrs initially 0)
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1
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AA2a0 LINPOS&aaz2NB R2y QU AYLIX SYS
Ax86: Total Store Order (TSO): Relaxes WRead ordering
AARMvS and Power relax more orderings

ACompilation to weak memory ISAs must maintain ordering guaran
A [Owens et al. TPHOLS 2009], [Batty et al. POPL 2011, POPM2Eke s dret al. OOPSLA 2025]

C11 Source Code

atomic<int> x = 0;
atomic<int>y = 0;

Thread O Thread 1
X=1; L=y,
y =1, r2 =X;

Cll Forbids:rl1=1,r2=0
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AA2a0 LINPOS&aaz2NB R2y QU AYLIX SYS
Ax86: Total Store Order (TSO): Relaxes WRead ordering
AARMvS and Power relax more orderings

ACompilation to weak memory ISAs must maintain ordering guaran
A [Owens et al. TPHOLS 2009], [Batty et al. POPL 2011, POPM2Eke s dret al. OOPSLA 2025]

C11 Source Code

atomic<int> x = 0: ARMv8 Assembly Language
atomic<int>y = 0; Initially, [X] = [y] =0
Thread O Thread 1 Core 0O Core 1
X =1; rL=y; > stl #1, [X] Ida r1, [y]
y=1; 2 = X; stl  #1, [y] lda r2, [X]
Cll Forbids:r1=1,r2=0 ARMvS8 forbids: r1=1,r2=0




Is the ARMv8 hardware correctly implementin
the ARMv8 MCM?




MCM Verification 1s a Full-Stack Problem!

Is compiler maintaining
HLL guarantees?

HighLevel Languages (HL

[Batty et al. POPL 2011, POPL 20
[Alglaveet al. TOPLAS 2014] _
[Wickersonet al. OOPSLA 2015] Compiler
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Architecture (ISA) formally defined?

AEach layer has responsibilities for ensuring correct MCM operatior
ANeed MCM checking tools at all layers of the computing stack!




MCM Verification I1s a Full-Stack Problem!

Is compiler maintaining
HLL guarantees?

HighLevel Languages (HL

[Batty et al. POPL 2011, POPL 20
[Alglaveet al. TOPLAS 2014] _
[Wickersonet al. OOPSLA 2015] Compiler

X

Are virtual memory
mappings correct?

Is the ISAlevel MCM

Architecture (ISA) formally defined?

Is hardware incorrectly

Microarchitecture o _
reordering instructions?

Is RTL correctly
Processor RTL implementing

microarchitecture?

AEach layer has responsibilities for ensuring correct MCM operatior
ANeed MCM checking tools at all layers of the computing stack!




MCM Verification I1s a Full-Stack Problem!

Is compiler maintaining
HLL guarantees?

HighLevel Languages (HL

[Batty et al. POPL 2011, POPL 20
[Alglaveet al. TOPLAS 2014] _
[Wickersonet al. OOPSLA 2015] Compiler

X

Are virtual memory
mappings correct?

Is the ISAlevel MCM
formally defined?

Microarchitecture Is hardware incorrectl
reordering instructions
Is RTL correctly

Processor RTL implementing
microarchitecture?

AEach layer has responsibilities for ensuring correct MCM operatior
ANeed MCM checking tools at all layers of the computing stack!

Architecture (ISA)




MCM Verification I1s a Full-Stack Problem!

Is compiler maintaining
HLL guarantees?

HighLevel Languages (HL

[Batty et al. POPL 2011, POPL 20
[Alglaveet al. TOPLAS 2014] _
[Wickersonet al. OOPSLA 2015] Compiler

X

Are virtual memory
mappings correct?

Is the ISAlevel MCM

Architecture (ISA) formally defined?

Is hardware incorrectly

Microarchitecture o _
reordering instructions?

Is RTL correctly
Processor RTL implementing

microarchitecture?

AEach layer has responsibilities for ensuring correct MCM operatior
ANeed MCM checking tools at all layers of the computing stack!




Check Suite: Full-Stack Automated MCM Analysis

TriCheck

[Trippel et al. ASPLOS 2017]
Compiler

COATCheck

[Lustig et al. ASPLOS 2016]
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Microarchitecture [Manerkar et al. MICRO 2015]
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Processor RTL

ASuite of tools at various levels of computing stack
AAutomated FuliStack MCM checkingcross litmus test suites
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Compiler

COATCheck

[Lustig et al. ASPLOS 2016]

Architecture (ISA)

PipeChecl& CCICheck
[Lustig et al. MICRO 2014]
[Manerkar et al. MICRO 2015]

Manerkar et al. MICRO 201 : .

Does RTL like Verilog correctly
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Check Suite: Full-Stack Automated MCM Analysis

Do HLL, Compiler, ang
TiChock mltcroatrrﬁ:hltectureﬂvvgr <
Trippel et al. ASPLOS 20 Ogetner correctly -

COATCheck
[Lustig et al. ASPLOS 2016]

Compiler

Architecture (ISA)

PipeChecl& CCICheck
[Lustig et al. MICRO 2014]
Microarchitecture [Manerkar et al. MICRO 2015]

RTLCheck
[Manerkar et al. MICRO 2017]
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TriCheck So far, tools have found bugs in:
[Trippel et al. ASPLOS 2017] Widelyusedgem5Research simulatc

Cache coherence paparOCJ
COATCheck

[Lustig et al. ASPLOS 2016]
Architecture (ISA)
PipeChecl& CCICheck

[Lustig et al. MICRO 2014]
Microarchitecture [Manerkar et al. MICRO 2015]

In-design commercial processors
RISEV draft ISAspecification
Compiler mapping proofs
Cllmemory model

IBM XL C+eompiler (fixed in v13.1.5

\J

T T 3> 3> 3o I I D>

Opensource processdrRTL

RTLCheck
[Manerkar et al. MICRO 2017]

Processor RTL

ASuite of tools at various levels of computing stack
AAutomated FuliStack MCM checkingcross litmus test suites
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AHardware enforces consistency model using smaller localized orc
A2 NRSNJ FSGOKk RSO2RSk SESOdzi S X
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— — may be FIFO to
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execution




Do individual orderings correctly workogether

to satisfy consistency model?




Microarchitecturein pspec DSL

Axiom Z2Decode is FIFO™
EdgeExists ((i1, Decode), (i2, Decode))
=> AddEdge ((i1, Execute), (i2, Execute)).

Axiom "PO Fetch™
SameCoreili2/ \ ProgramOrder i1i2=>
AddEdge ((i1, Fetch), (i2, Fetch)).

+

Litmus Test

Core 0 Core 1
(i1) [x] <=1 | (i3) r1 « [y]
(i2) [y] « 1 | (i4) r2 « [x]
Under SC: Forbid r1=1, r2=0




Microarchitectural Consistency Checking

Microarchitecturein uspec DSL
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AddEdge ((i1, Fetch)/ fi2, Fetch)).

Eachaxiom specifies an orderi
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Microarchitecturein pspec DSL
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Microarchitectural Consistency Checking

Microarchitecturein pspec DSL

Axiom Z2Decode is FIFO™
EdgeExists ((i1, Decode), (i2, Decode)) e
=> AddEdge ((i1, Execute), (i2, Execute)). | QW § [0/~

Axiom "PO Fetch™
SameCoreili2/ \ ProgramOrder ili2 =>
AddEdge ((i1, Fetch), (i2, Fetch)).

......................

Microarch verification checks that
combination of axioms satisfies MCI\

itectural happenrBefore (jhb) graphs
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PipeCheck: Executions as hb Graphs [Lustig et al. MICRO 2014]
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PipeCheck: Executions as hb Graphs [Lustig et al. MICRO 2014]
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PipeCheck: Executions as hb Graphs [Lustig et al. MICRO 2014]
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PipeCheck: Executions as hb Graphs [Lustig et al. MICRO 2014]
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PipeCheck: Executions as hb Graphs [Lustig et al. MICRO 2014]
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PipeCheck: Microarchitectural Correctness
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ACompare against 1Savel outcome from
herd [Alglaveet al. TOPLAS 2014]
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OK étricter

Allowed OK
than necessary)

Forbidden | Consistency violation OK
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Abstracted memory hierarchy prevents

verification of complex coherence issues!




AMemory hierarchy is a collection of caches

ACoherence protocols ensure that all caches agree on the v
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Coherence Protocol Example
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Coherence Protocol Example
Alf P1 updates the value of x to 200, the stale value of x in other
orocessors must bavalidated

Alf P3 wants to subsequently read/write x, it must request the new
ASWMR= SingléNriter Multiple Reader€)VI= Data Value Invariant

Processors

Caches
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AThree optimizations: correct individually, but not in combinatio
1. Prefetching

2. Invalidation before use

A Invalidation can arrive before data

A Acknowledge Inv early rather than wait for data to arrive

A . dzi NBLISI SR likelodkuwaodcFeR Nbosdzd S
3. Livelock avoidanceilow destination core to perforione

operation on data when it arriveayen if already invalidated
[Sorin et al. Primer 2011]

A Doesnot break coherence
A Sometimesntentionallyreturns stale data
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The Coherence-Consistency Interface (CCl)

ACCI oherence protocol guarantees tmicroarch +
Expected Coherencs

Violation!




ANeed a way to model cache occupancy and coherence events for
ACoherence protocol optimizationsg Peekaboo)
APartial incoherence and lazy coherence (GBJs,

AAVIClis a 4tuple:
(cache_idaddressgata valuegeneration_idl
Acache_icandgeneration_idiniquely identify each cache line

AAViCl4-tuple maps on to the period of time over which the cache
line serves the data value for the address
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StoreBuffer  (J-- - -3 AUse pipeline model from
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FetchStage
DecodeStage
ExecuteStage
MemoryStage
WritebackStage
StoreBuffer
Completed

L1 ViCL Create
L1 ViCL Expire
L2 ViCL Create

L2 ViCL Expire
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NoDups
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AViClLstart at aViClCreateevent
and end at &/iCLEXxpiresvent

ACorrespond to nodes irhjp graphs

AAxioms over these nodes and
edges enforce coherence and dat
movement orderings

AUse pipeline model from
PipeCheckbut addViClnodes

and edges

SourcedFrom Litmus Testo - mp
Core 0 Core 1
(i1) St [x| «+— 1 | (i3) Ld r1 « [x]
(i2) St [x] < 2 | (i4) Ld r2 « [x]
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DecodeStage
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. 7 70 request [Sorin et al. Primer 2011]
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Completed ATSQCC protocolHlverand

Nagarajan HPCA 2014] was
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ACoherence & consistency often closely coupled in implementation
Aln such cases, coherence & consistency cannot be verified separ:

ACCICheckCClaware microarchitectural MCM checking
AUsesViCL(Value in Cache Lifetime) abstraction

ADiscovered bug in TSTL lazy coherence protocol
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HighLevel Languages (HL
2
Which orderings dods

the compiler need t

enforce?
]

[
Which orderings

must be guarantee
by hardware?

¥

Hardware



TriCheckchecks that HLL, compiler, ISA, anc

hardware align on MCM requirements




TriCheck: Layers of the Stack are Intertwined

AlSAlevel MCMs should allow microarchitectural
optimizations but also be compatible with HLLS

Compiler ATriChecHTrippel et al. ASPLOS 201&fables
holistic analysis of HLL memory model;|&vAl
Architecture (ISA) MCM, compiler mappings, and microarchitectures

AMapping: translation of HLL synchronization primitives
Microarchitecture one or more assembly language instructions

AAlso useful for checking HLL compiler mappings |
ISAlevel MCMSs

A b4 V 4 A 4

HighLevel Languages (HL

Conferences T2 NJ HAMT



HLL | _ HLL to ISA uspec
Model HLL Litmus Compiler Microarch
e.g.C11 | estVaranis Mapping Model

Four Primary Inputg

-~




TriCheck: Comparing HLL to Microarchitecture

HLL Litmus
Test Variants

Examine all C11

memory_order

combinations
(release , acquire |,
relaxed ,seq cst)
for HLL litmus tests

HLL to IS
Compiler

LiSpec
Microarch
Model




TnCheck Comparlng HLL to I\/Ilcroarck

HLL '[O |S
litmus tests

HLL |
Test Variants

Translate HLL Litmus Tests
to ISAlevel litmus tests

|

itecture

LiSpec
Microarch
Model




HLL HLL to ISA uspec
Model HLL Litmus : > Compiler : )| [SAlevel Microarch
E«W P litmus tests

e.g. Cl1l1 Mapping Model
¥
Herd Use Herd tc

[Alglaveet al. | check HL
TOPLAS 2014} outcomes

v
HLL Outcome
Forbidden/Allowed?




HLL
Model
e.g. Cl11

HLL Litmus M: >
Test Variants

v
Herd
[Alglaveet al.

TOPLAS 2014]

v

HLL Outcome
Forbidden/Allowed?

HLL to ISA ' uspec
iler :> ISAlevel Microarch
Compl < litmus tests |

e Model
: v
Use |hb analysis tc hb Analvsi
_ phb Analysis
checkmicroarch with Check
outcomes
\ 4

Microarch OQutcome
Observable/Unobservable?

\J




HLL ! HLL to ISA ' uspec
Model HLL Litmus : > Compiler : )| [SAlevel Microarch
E«W P litmus tests

e.g. Cl1l1 Mapping Model
v \ 4
Herd :
hb Analysis
[Alglaveet al. uwith Chgck
TOPLAS 2014

|

| Compare HLL and

: microarch outcomes 5
v ? v

HLL Outcome | | Microarch Outcome
Forbidden/Allowed? | | Observable/Unobservable?

\J




HLL ! HLL to ISA ' uspec
Model HLL Litmus : > Compiler : )| [SAlevel Microarch
E«W P litmus tests

e.g. Cl1l1 Mapping Model
v \ 4
Herd :
hb Analysis
[Alglaveet al. uwith Chgck
TOPLAS 2014

|

| Compare HLL and

: microarch outcomes 5
v ? v

HLL Outcome | | Microarch Outcome
Forbidden ? | | Observable P




HLL ! HLL to ISA ' uspec
Model HLL Litmus : > Compiler : )| [SAlevel Microarch
E«W P litmus tests

e.g. C11 Mapping Model
v v
Herd |
[Alglaveet al. khb Analysis
TOPLAS 2014] with Check
. Compare HLL and
microarch outcomes
v v

HLL Outcome Microarch OQutcome
Forbidden ? BUG! Observable P




HLL HLL to ISA uspec
Model HLL Litmus : > Compiler : )| [SAlevel Microarch
E«W P litmus tests

e.g. Cl1l1 Mapping Model
H* . If bugs founditerate v
< by changing the 1hb Analysis
[Alglaveet al. _ with Check
TOPLAS 2014] Inputs and rerun
v v

HLL Outcome Microarch OQutcome
Forbidden ? BUG! Observable P




ARanTriC
AC11H
ACompi

neclon draft RISV ISA MCM with
_ L MCM [Batty et al. POPL 2011] [Batty et al. POPL 2016]

er mappings based on R\&@anual

AVariety of microarchitectures that relaxed various memory orderings
1 All legal according to draft RISCspec

I Ranging from SC microarchitecture to one watbrderingsallowed by ARM/Power

ADraft RIS MCM for Base |1S#capableof correctly compiling C11:
AC11 outcome forbidden, bimpossibleto forbid on hardware

ARISOS/

fencesoo weakto restore orderings that implementations could rels



Aln response to our findings, RIS®emory Model Working Group
was formed (we are members)

AMandate to create an MCM for RI8Ghat satisfies community needs

AWorking Group has developed an MCM proposal that fixes the
aforementioned bugs (and other issues)

AMCM proposal recently passed the 4fay public feedback period!
AWell on its way to being included in the next version of the-RIS@ spec



TnCheck Analysmg Compller I\/Iapplngs

HLL to IS uspec
Test Variants Iltmus tests Model

Fix HLL model,

5 microarchmodel, :
*d and ISAlevel MC v
Her |
uhb Analysis
e ] with Check

v
Microarch OQutcome
Observable/Unobservable?

HLL Outcome
Forbidden/Allowed?

I~

\J




HLL ! HLL to ISA ' uspec
Model HLL Litmus : > Compiler : )| [SAlevel Microarch
Et/\/@g P litmus tests

e.qg. Cl11 Mapping Model
\ 4 v
Herd :
[Alglaveet al. qui?hAgﬁg;I(S
TOPLAS 2014]
v v

HLL Outcome Microarch OQutcome
Forbidden ? BUG! Observable P




ARanTriCheclon microarch with reordering similar to ARMv7/Power
AUtilisedd O NJ-arefyAQE3 O2 YLIAf SNI YI LIWA Y3 w. |
ADiscovered 2 cases where C11 outcdonkidden, butallowed by hardware!
ADeduced that the mapping must be flawed

AMapping was supposedly proven correct [Batty et al. POPL 2012]
AC NI OSR (KS f22LK2fS Ay 0GKS LINR2TF
AProblem: C11 model slightly too strong for mappings
AC11 has happeHsefore [Qordering and total order on all SC accedsgs (

A Qandi ®@rders must agree with each other
ATrailingsync mapping does not guarantee this for our counterexamples




Ad[ SI-RAYWQA¢ Y I LILIA Y 3Sivera20Y]Syy Seé |
ACounterexample discovered concurrently toliehfwet al. PLDI 2017]
ABoth mappings currently broken

APossible solutions under discussion by C11 memory model comrr

ARC11l[ahawt al. PLDI 2017]: remove req. thatand Qdorders agree
1 Current mappings work, but reduces intuition in an already complicated C11 mode

AAdding extra fences to mappings
1 low performance, requires recompilation, counterexample pattern not common



ABoth HLL memory models and microarchitectural optimizations
Influence the design of 198vel MCMs

ATriCheckenables holistic analysis of HLL memory modelel@h
MCM, compiler mappings, and microarchitectural implementations

ATriChecldiscovered numerous issues with draft RIS@CM
Alnfluenced the design of the new RIS®ICM

ADiscovered two counterexamples to G2JARMv7/Power compiler
mappings
Aal LILIAYy3&a 6SNBE LINSGAZ2dzaf & aLINR OSY
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Memory Consistency Checking for RTL
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ARTLChecfManerkar et al. MICRO 201 &nables
checking microarchitectural axioms against an
AYLI SYSYUlF A2y Qa + SN

AThis helps ensure that the RTL maintains orderin
required for consistency

A b4 V 4 A A4

Al St SOGSR A Yy | 2y FoNPidk
of Comp. Arch. ConferenEes T2 NJ HAMT

Microarchitecture

Processor RTL
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AOften useSystemVerilodssertions (SVA)

/ISAFormal [Reid et al. CAV 20\16]( DOGRelStewart et al. DIFTS 2014]

-Instr. Operational Semantics -Memory subsystem transactions

\[ No MCM verification L LNO multicore MCM verification (?

Kami
[Vijayaraghavaret al. CAV 2015] [Chol et al. ICFP 2017]
al/ a O2NNBOUySaa F2NJ Fff LINEINI

[ NeedsBluespedalesign and manual proofs!}




Lack of automated memory

consistency verification at RTL!




RTLCheck: Checking RTL Consistency Orderings
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RTLCheck: Checking RTL Consistency Orderings
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Design Test AXIOMS Functions
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TemporalSystemVerilog

Assertions (SVA Properties may beroven
or counterexamplefound
| Cadence]asperGoI Proven?

(RTL Verifier)









Meaning can be Lost in Translation!

(Caution: Slippery Floc

[Image: Barbara Younger]
[Inspiration: Tae Jun Ham]
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AOutcome FilteringRestrict test outcome to one particular outcome
AAllows for more efficient verification

AAxiomatic models make outcome filterigasy

mp (Message Passing)
Core O Corel
(11) x = 1; (1I3) rl =;
(12) y = 1; (14) r2 = X;
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SO outcome can be enforced




AFiltering executions by outcome requisgensive global analysis
ANot doneby many SVA verifiers, includifagperGold
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Core 0 Core 1
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(i2) y = 1; (i4) r2 = x;
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AFiltering executions by outcome requisgensive global analysis
ANot doneby many SVA verifiers, includifagperGold

mp :
g — Neec_l to examinell
(1) x = 1; (i3)rL=y; possible pathdrom
12)y=1; (4)r2=x current step to end of
Isrl =1, r2 =0 possible?

execution:too expensive!

(i3)rl=y=0 }4
(i) x=1 (i2)y=1 (13) rl #fy 21 (i4)r2=x=1
Step 1 ep 2 v Step 3 : Step 4

(i4) r2 = x = 0?




SVA Verifier ApproximationOnly check if
constraints holdup to current step

Makes Outcome Filtering impossible!




mp

Core O Core 1
(1) x = 1; (i3) rl =vy;
(i2)y =1, (i4) r2 = x;

SCForbids: r1=1,r2=0

Axiom " Read Values":
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Note: Axioms abstracted for brevi
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uspec Analysis Uses Outcome Filtering
mp

Core 0 Core 1
(1) x = 1; (i3) rl =vy;
(i2)y =1
SC Forbids: r1=1,r2=p

Axiom " Read Values":
E=vehkload eitherkeads BeforeAllWrites  ~i==toate—tatoriatoctitliom—
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Note: Axioms abstracted for brevi
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Temporal Outcome Filtering Falls! —<xeo Core 1

Filtered Read Values: (1) x=1; (3) r1 =y;
Unless Load returns non - zero value (i2)y = 1; ({[4)r2=x;, |
Load happens before all stores to its address SC Forbids: r1=1,r2=p |
Time (cycles)
1 5 2 After 3 cycles:
ok LI LI Lo Store happens before loac

Property Violated?

Core[0]. SData After 6 cycles:

- ‘ Load does not read O
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| 7 ;A
coreft]. Lbata N NN cdzi { ! S NA
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Counterexample flagged despite 4
hardware doinghothing wrong! | _ |
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Core 0O Core 1l
(i1) x = 1; (i3) rl =vy;

A2y QiU aAYLX A Falcases A 2 Vgt 0K

ATag each case with appropridbad value constraints
Areflect the data constraints required for edge(s)

Axiom " Read Values":
Every load either reads BeforeAllWrites ORreads

Property to check:
mapNodéLd @ vy 3 Qd @+=0 )or mapNodé );

Note: Axioms and properties abstracted for brev
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Every load either reads BeforeAllWrites @reads
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Multi-V-scale: a Multicore Case Study
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Multi-V-scale: a Multicore Case Study

Core O Core 1 Core 2 Core 3
|F |F |F |F
| | | |
DX DX DX DX
| | | |
WB WB WB WB

Arbiter
enforces that
onlyone core

can access
memory at an
time




AV-scale memory Internally writes cgore 0

_ Core 1 Core 2 Core 3
stores towdata register = [F F F
Awdata pushed to memory when| —SX— _SX_ _SX_
subsequent store occurs ﬁ 5 \ﬁB
AAKin to singleentry store buffer -1 1 1
AWhen two stores are sent to Arbiter
memory in successive cycles,
first of two stores isdropped by Memory
memory! Store
AFixed bug by eliminatingdata wdata
AV-scale has since been 1 Mem array
deprecated by RISCFoundation [T 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
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AMicroarchitectural models must be validated against RTL

ARTLCheckAutomated translation ahicroarch axiomsinto
equivalent temporabVA propertiedor litmus test suites

ATranslation is complicated by the axiomdgimporal mismatch
AJasperGolwvas able to prove 90% of properties/test in 11 hours runtime

ALast piece of the Check suite; now have tools at all levels of the st




AThe Check suite provides automated-$teick
MCM checking of implementations
ALitmustest based verification to concentrate on
error-prone cases

Almplementation of HLL requirements

AVirtual memory implementation

Processor RTL AHLI— Comp”er mappings

AMicroarchitectural Orderings (including coherence)
Aand even RTL (Verilog)!

AAll tools are opersource and publicly available!

Microarchitecture




ACollaborators:
AMargaretMartonosi
ADaniel Lustig
ACaroline Trippel
AMichaelPellauer
AAarti Gupta

AFunding:
APrinceton Wallace Memorial Honorific Fellowship
ASTARNEG-FAR (Center for Future Architectures Research)
AJUMP ADA Center (Applications Driving Architectures)
ANational Science Foundation




Questions?

http://www.cs.princeton.edu/~manerkar

A Yatin A. Manerkay Daniel Lustig, Margarbtartonosj and MichaePellauerRTLCheckerifying the Memory Consistency of
RTL Designs. The 50th Annual IEEE/ACM International Symposium on Microarchitecture (MICRO), October 2017.

A Yatin A. Manerkay Caroline Trippel, Daniel Lustig, MiclRallauerand MargareMartonosi Counterexamples and Proof
Loophole for the C/C++ to POWER and ARMv7 HayingCompiler MappingSoRRabs/1611.01507, November 2016.

A Caroline Trippelatin A. Manerkay Daniel Lustig, MichaBkllauerand MargareMartonosi TriCheckMemory Model
Verification at the Trisection of Software, Hardware, and ISA. The 22nd International Conference on Architectural Sup
Programming Languages and Operating Systems (ASPLOS), April 2017.

A Yatin A. Manerkay Daniel Lustig, MichaBEllauerand MargareMartonosi CCICheckJsing b Graphs to Verify the
CoherenceConsistency Interface. The 48th Annual IEEE/ACM International Symposium on Microarchitecture (MICRO
December 2015.

http://check.cs.princeton.edu/




Coherence and Consistency

AMost coherence protocols are not that simple!
APartial incoherence (e.g. GPU&)dkersoret al. OOPSLA 2016]
ALazy coherence (e.g. FT80) Elverand Nagarajan HPCA 2014]

ACCI: Coherene€onsistency Interface
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Issue with Draft RISC-V MCM: Cumulativity
AConsider this litmus test variant (WRC):

AC11 atomics can specify memory orderings: REL = release, ACQ = acqu

Thread O
St (x, 1, REL)

Thread 1

0= Ld (x, ACQ)

Thread 2
rl1= Ld (y, ACQ)

St (y, 1, REL)

2= Ld (x, ACQ)

Forbidden by C11:r0=1,r1=1,12=0

ARIS©Y/ lacked cumulative fences to enforce this ordering:
A(x5 and x6 contain addresses of x and y)

Core 0 Core 1 Core 2
sw x1, (x5) lw X2, (X5) lw X3, (X6)
fencer, rw fencer, rw
fence rw,w lw x4, (x5)
SW X2, (x6)

Allowed bydraft RISC -V:x1=1,x2=1,x3=1,x4=0
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ARMv7/Power Trailing-Sync Counterexample
AConsider this litmus test variant (IRIW):

ATotal order over all SC atomic accesses is required
Thread 0 Thread 1 Thread 2 Thread 3

St (x, 1, SC) St (y, 1, SC) r0= Ld (x, ACQ) |r2= Ld (y, ACQ)
rl= Ld (y, SC) r3= Ld (x, SC)
Forbidden by C11:r0=1,r1=0,r2=1,r3=0

AWith the trailingsync mapping, this compiles to the following:
AAllowed on Power [Sarkar et al. PLDI 2011] and ARNgIZeet al. TOPLAS

2014]
Core 0 Core 1 Core 2 Core 3
str 1, [X] str 1, [y] ldr rl, [X] ldr 13, [y]
ctrlisb  / ctrlisync ctrlisb  / ctrlisync
ldr 2, [y] ldr r4, [X]
Allowed by Power/ARMv7:r1=1,r2=0,r3=1,14=0




ARMv7/Power Trailing-Sync Counterexample
AConsider this litmus test variant (IRIW):

ATotal order over all SC atomic accesses is required
Thread 0 Thread 1 Thread 2 Thread 3

St (x, 1, SC) St (y, 1, SC) r0= Ld (x, ACQ) |r2= Ld (y, ACQ)
rl= Ld (y, SC) r3= Ld (x, SC)
Forbidden by C11:r0=1,r1=0,r2=1,r3=0

ASC total order must respect happesefore i.e. (sb dwi+

a:Wna x=0
S
b:Wna y=0
\ w
c:Wsc x=1 d:Wsc y=1 e:Racq x=1 g:Racq y=1
— i i | 4—-“""
SwW S S

[Generated with CPPMEM from Cambridge] f:Rsc y=0 h:Rsc x=0
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AConsider this litmus test variant (IRIW):

ATotal order over all SC atomic accesses is required
Thread 0 Thread 1 Thread 2 Thread 3

St (x, 1, SC) St (y, 1, SC) r0= Ld (x, ACQ) |r2= Ld (y, ACQ)
rl= Ld (y, SC) r3= Ld (x, SC)
Forbidden by C11:r0=1,r1=0,r2=1,r3=0

ASC total order must respect happesefore i.e. (sb dwi+

a:Wna x=0

—» >
SwW S Si
[Generated with CPPMEM from Cambridge] h:Rsc x=0



ARMv7/Power Trailing-Sync Counterexample
AConsider this litmus test variant (IRIW):

ATotal order over all SC atomic accesses is required

Thread O
St (x, 1, SC)

Thread 1
St (y, 1, SC)

Thread 2

0= Ld (x, ACQ)

r2= Ld (y, ACQ)

Thread 3

rl= Ld (y, SC)

3= Ld (x, SC)

Forbidden by C11:r0=1,r1=0,r2=1,r3=0

ASC total order must respect happesefore i.e. (sb dwi+

a:Wna x=0

[Generated with CPPMEM from Cambridge]




ARMv7/Power Trailing-Sync Counterexample
AConsider this litmus test variant (IRIW):

ATotal order over all SC atomic accesses is required
Thread 0 Thread 1 Thread 2 Thread 3

St (x, 1, SC) St (y, 1, SC) r0= Ld (x, ACQ) |r2= Ld (y, ACQ)
rl= Ld (y, SC) r3= Ld (x, SC)
Forbidden by C11:r0=1,r1=0,r2=1,r3=0

ASC total order must respect happdyefore i.e. (sb dw)+

a:Wna x=0

\\ f. Rscy = 0 h: Rscx = 0
c:Wsc x=1 - d:Wsc y=1 e:Racq x=1 - g:Racq y=1
SW S Ib s

[Generated with CPPMEM from Cambridge] f:Rsc y=0 h:Rsc x=0



ARMv7/Power Trailing-Sync Counterexample
AConsider this litmus test variant (IRIW):

ATotal order over all SC atomic accesses is required
Thread 0 Thread 1 Thread 2 Thread 3

St (x, 1, SC) St (y, 1, SC) r0= Ld (x, ACQ) |r2= Ld (y, ACQ)
rl= Ld (y, SC) r3= Ld (x, SC)
Forbidden by C11:r0=1,r1=0,r2=1,r3=0

ASC reads must be before later SC writes

a:Wna x=0
S
b:Wna y=0
M
‘W =1 ‘W 1
c:Wsc x - d:Wscy

[Generated with CPPMEM from Cambridge] f:Rsc y=0 h:Rsc x=0



A Cycle in the SC order implies outcomefashidden
A But compiled codeallowsthe behaviour!




Alt was thought that program order and coherence edije=ctly
netween SC accessegre all that needed enforcing [Batty et al.
POPL 2012]

ABut'Qcedges can arise between SC accesses through the transitiy
composition of edges to and from a nRBAIntermediateaccess

AOccurs in IRIW counterexample:

c:Wsc x=1 - d:Wsc y=1 e:Racq x=1
—— __'
SW sb]
\

f:Rsc y=0



Alt was thought that program order and coherence edije=ctly
netween SC accessegre all that needed enforcing [Batty et al.
POPL 2012]

ABut'Qcedges can arise between SC accesses through the transitiy
composition of edges to and from a nRBAIntermediateaccess

AOccurs in IRIW counterexample:

c:Wsc x=1 ~ d:Wsc y="1

e

SW

f:Rsc y=0



Alt was thought that program order and coherence edijs=ctly
netween SC accessegre all that needed enforcing [Batty et al.
POPL 2012]

ABut'Qcedges can arise between SC accesses through the transitiy
composition of edges to and from a nRBAIntermediateaccess

AOccurs in IRIW counterexample:

c:Wsc x=1 ~ d:Wsc y="1

L e

SW




ANeed to restrict executions to those of litmus test

AThree classes of assumptions:
AMemory initialization

I Instr. mem and data mem
ARegister initialization
AValue assumptions

T Load value assumptiorieads return correct valuavhen they occur
1 Final value assumptiorRequired final values of memory are respected

ARTLCheajeneratesSystemVerilogssumptionso constrain execution
AUtilisesuserprovidedprogram mapping function




ACovering traceexecution where assumption condition is enforced
AEg execution where load of x returns 0
AMust obeyall assumptions

ACovering final valueassum == finding forbidden execution!
ANo covering trace => equivalent to verifying overall test!

AQuicker verification for some tests
AExpect benefit to be largest for small designs




AWhy generate final value assumptions if test has no final conditior
AAnswer:Covering tracesan lead to faster verification

AThese are traces where assumption condition occurs and can be

enforced 1 2 1 3 1 4 1 5 1 6 1/
clk

I I I I I I
Core[0].DX aa - -
I I I I I I
Core[0]l.WB ||| | |
.. . .
[
Core[1].DX -- | -
I
Core[1].WB ||| | |
XX X oa)X oa)

Core[0]. SData

Core[l]. LData



AWhy generate final value assumptions if test has no final conditior
AAnswer:Covering tracesan lead to faster verification

AThese are traces where assumption condition occurs and can be

enforced 12 13 14 5 16 7
clk |

Covering trace for finagal

| | | | |
assumption igomplete Core[0].DX X X ]
| | | | |

executionof litmus test

Core[0].WB ||.|

Core[0]. SData |I||

Core[1].DX -- |
|

Core[1].WB |...

Core[l]. LData ==_=




AWhy generate final value assumptions if test has no final conditior
AAnswer:Covering tracesan lead to faster verification

AThese are traces where assumption condition occurs and can be

enforced 12 13 14 5 16 7
clk |

Covering trace for finagal

| | | | |
assumption igomplete Core[0].DX X X ]
| | | | |

executionof litmus test

Covering trace must also obey other Core[0].WB |||| --
assumptions, includirigadvalassumptions ,
(FormpLd y=1 and Ld x=0 ) Core[0]. SDatal ||| --
|

Core[1].DX -- -

| | | | |
Core[1].WB - - -

] ] ]

Core[1]. LDatal__X___ X X X ox X 0xi}




AWhy generate final value assumptions if test has no final conditior
AAnswer:Covering tracesan lead to faster verification

AThese are traces where assumption condition occurs and can be

enforced 12 13 14 5 16 7
clk |

Covering trace for finagal

| | | | |
assumption igomplete Core[0].DX X X ]
| | | | |

executionof litmus test

Covering trace must also obey other Core[0] WB ,-,-St - .lSt , j

assumptions, includirlgadvalassumptions

(FormpLd y=1 and Ld x=0) Core[0]. SDatal || --

I
Thus, covering trace fonpfinalval | ©ocreltl-bX |||.|
assumption (full execution wittd y=1 ! ]
: . .y Ld Ld X
forbidden executiowf mp Coreft]. Loatal XXX X oa X_oa)
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