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Privacy Enhanced Computation (PEC) 

■ Computing directly on encrypted data.

■ A fast growing field.

■ Holds a great promise for the future of 
computing.
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PEC Frameworks 

■ Homomorphic Encryption (HE)

■ Multi-Party Computation (MPC)

■ Trusted Execution Environment (TEE)
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VIP-Bench

■ Computation capability comparison benchmark for PEC 
frameworks.

■ Defines a central computation model to which all 
benchmarks adhere.

■ Provides 18 benchmarks that were selected to be 
representative of applications that would benefit from 
enhanced privacy.
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VIP Benchmark 
Has 18 workloads organized by 

A. Operation Complexity
B. Depth of Computation 

Modes of Operation
1) Native (NA)
2) Data Oblivious (DO)
3) Encrypted (ENC) 

 

Unified PEC Programming Interface
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VIP COMPUTATION MODEL

■ Makes three assumptions about the PEC frameworks: 

● Sensitive data is always encrypted, including in 
registers and memory.

● Encrypted variables cannot be used to resolve 
branches.

● Encrypted variables cannot be used to compute 
memory addresses.
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VIP COMPUTATION MODEL

Encrypted variable definitions Operations on encrypted variables 
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VIP COMPUTATIONAL MODEL
Transformation to use data oblivious operations

Transform 
a) Program control flow and
b) Memory accesses
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Program Control Flow Transformation  
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Memory accesses Transformation 

Prevents inferring of the 
encrypted variable 

Idx -> encrypted  
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Results 
Computed on 
Native,Data Oblivious 
and Encrypted (ENC)

Compared using 

Instruction count and 
execution time 
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Commentary 

- Best
- First PEC benchmark/programming model

- Limitations
- Small number of test programs  
- Doesn’t evaluate security
- Manual algorithm conversion to data oblivious mode 
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