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Responsibility of Manufacturer
! Medical device cybersecurity risks are now foreseeable

" Design controls should address foreseeable risks (510(k), PMAA)
! FALSE: FDA rules prevent software updates

" No, but I can understand where that perception comes from
" Pre-market review rare in cybersecurity updates of COTS software
" But no one said manufacturing medical device software is easy
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How Much SW in Medical Devices?

4
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! 1983-1997
" 6% of all recalls attributed to SW 

! 1999-2005
" Almost doubled: 11.3% of all recalls attributed to SW
" 49% of all recalled devices relied on software (up from 24%)

! 1991-2000
" Doubled: # of pacemakers and ICDs recalled because of SW

! 2006
" Milestone: Over half of medical devices now involve software

! 2002-2010
" 537+ recalls of SW-based devices affecting 1,527,311+ devices
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FDA Center for Devices and Radiological Health

Regulatory pathways

It’s complicated.
http://www.iom.edu/Activities/PublicHealth/510KProcess/2010-MAR-01.aspx
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FDA Center for Devices and Radiological Health

Regulatory pathways

It’s complicated.
http://www.iom.edu/Activities/PublicHealth/510KProcess/2010-MAR-01.aspx
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510(k) Substantial Equivalence
! “One of the interesting classes is 

radiation equipment...Even the 
software, which I wonder where they 
got the first predicate for software.”

-David Feigal
Fmr. Director, FDA Center for Devices 
and Radiological Health (CDRH)
[Institute of Medicine Meeting 2, June 2010:
Public Health Effectiveness of the FDA 510(k) Clearance Process]
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Foreseeable Cybersecurity Risks...

7

Accidents

Sabotage

Foreseeable risk-o-meter

Unsafe
Practices
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Managerial issues:
Diffusion of responsibility
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Dirty Secrets: SW Maintenance



10

! Health Information Technology (HIT) devices globally 
rendered unavailable

! Cause: Automated software update went haywire
! Numerous hospitals were affected April 21, 2010

" Rhode Island: a third of the hospitals were forced ``to postpone 
elective surgeries and stop treating patients without traumas in 
emergency rooms.”

" Upstate University Hospital in New York:  2,500 of the 6,000 
computers were affected.

Software Update Woes
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Still Not It: Hospitals, Manufacturers

13
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Managerial issues:
Diffusion of responsibility

Who’s covered when
Secure Health IT hits the fan?
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Foreseeable Cybersecurity Risks...
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Accidents

Sabotage

Foreseeable risk-o-meter

Unsafe
Practices
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Device Programmer

Implantation of Defibrillator

1. Doctor sets patient info
2. Surgically implants
3. Tests defibrillation
4. Ongoing monitoring

Photos: Medtronic;  Video: or-live.com
16
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Implantation of Defibrillator
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Implantation of Defibrillator

1. Doctor sets patient info
2. Surgically implants
3. Tests defibrillation
4. Ongoing monitoring

Home monitor

Photos: Medtronic;  Video: or-live.com
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Privacy??



Privacy??
DiagnosisImplanting 

physician

Hospital

Also:
Device state
Patient name
Date of birth
Make & model
Serial no.
... and more





Hanna,%et%al.!The!case!for!So,ware!Security!Evalua5ons!of!Medical!Devices,!USENIX!HealthSec

AED!Firmware!Replacement
• Device!accepts!unauthen5c!
firmware!updates

• How!do!risks!change!when!AEDs!
become!wireless!with!InternetI
based!so,ware!updates?

DEVICE%COMPROMISED
21
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Hospitals & Malware
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WAF 

General System Counts

Systems with AV…...6398
Printers……………...2074
Medical equipment...905
Misc………………….2460
--------------------------------------
Total Devices:……..11837

OS Makeup – Medical 

Windows 95………..1
Windows 98 ……….15
Windows 2000……..23
Windows CE………..9
Windows Vista……...0
Windows XP………..600
Windows XP SP1…..0
Windows XP SP2….15
Windows XP SP3…..1
--------------------------------------
Total……………….. 664

Average Time to Infection

Clinical Systems , 510K, no AV..: 12 days
Systems running AV/Patches…..: 300+ days

 
Ideally:   FDA 510K is updated to include a requirement for the provision 
of industry accepted security controls for devices utilizing embedded 
operating systems or other controllers associated with a medical device

Alternatively:  The FDA issues a clear statement to the community that 
FDA 510K is not jeopardized by permitting Anti-Virus or Operating 
System patching to the supporting systems associated with a certified 
medical device

Hospitals Stuck With Windows XP

23
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Last security 
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Last security 
patch: 2007

User facilities are asking for 
requirement of security controls 
for embedded software within 510(k).

FDA seems to be listening.
http://blog.secure-medicine.org/
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Waiter, there’s a virus in my SW!
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Don't worry sir, they don't eat much!
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But According to FDA...

26

Center for Devices and  
Radiological Health 

3 

The burning question… 

Q.  Is FDA policy degrading network security and 
performance by impeding the timely 
implementation of security and other maintenance 
patches in commercial off-the-shelf (COTS) 
software used in network connected medical 
devices? 

A.  No.  But there seems to be some confusion over 
what is required, and mistaken interpretations 
of FDA policy (and the law) may be 
contributing to the problem. 

“Virtual Patient 
Safety: Worms, 
Viruses and Other 
Threats to 
Computer-Based 
Medical 
Technology” by Al 
Taylor of FDA 
CDRH
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The burning question… 

Q.  Is FDA policy degrading network security and 
performance by impeding the timely 
implementation of security and other maintenance 
patches in commercial off-the-shelf (COTS) 
software used in network connected medical 
devices? 

A.  No.  But there seems to be some confusion over 
what is required, and mistaken interpretations 
of FDA policy (and the law) may be 
contributing to the problem. 

“Virtual Patient 
Safety: Worms, 
Viruses and Other 
Threats to 
Computer-Based 
Medical 
Technology” by Al 
Taylor of FDA 
CDRH

Unspecified manufacturers 
have reportedly told hospital 
IT staff that they can’t install 
security patches “because of 

FDA rules.”

Biomedical engineering 
staff need to report SW 

security problems to FDA 
for things to change!!!
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How significant are
intentional,
malicious

malfunctions
in software?
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21 CFR 211.132 and Security

29

(a)General. The Food and Drug Administration has the 
authority under the Federal Food, Drug, and Cosmetic Act 
(the act) to establish a uniform national requirement for 
tamper-evident packaging of OTC drug products that will 
improve the security of OTC drug packaging
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The Tylenol Scare of 1982

30

[Source: truTV crime library]
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Bad People Do Exist: Vandals

31
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19 Days in April 2012

Pre-April 2012:  
No Mac threats, 

therefore never will be.
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32

19 Days in April 2012

Pre-April 2012:  
No Mac threats, 

therefore never will be.

Oh, Crap.
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   Halo of Improved Security on Horizon!

33
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"This is an 
evolution from 

having to think about 
security and safety 

as a healthcare company, and 
really about keeping people 
safe on our therapy, to this 

different question about 
keeping people safe 
around criminal or 
malicious intent."

Catherine 
Szyman
President, 
Medtronic 
Diabetes
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Security Built In: A New Hope?
! Slide 

excerpt 
from 
Boston 
Scientific 

! (not me)

34

CRM-92205-AA JUN2012 

Security Risk Assessment Process 

Security Risk process 
parallels safety risk 
•  Driven by IEC 14971 

Cross-functional analysis, 
maintained across 
development lifecycle 
•  Starting at concept phase 

Broad list of threat classes 
and protectable assets to 
consider 
Risk axes 
•  Attractiveness (likelihood) 
•  Impact (severity) 

39 Copyright © 2012 by Boston Scientific Corporation or its affiliates.  All rights reserved. 
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Abstract

Background: Medical devices increasingly depend on computing functions such as wireless communication and Internet
connectivity for software-based control of therapies and network-based transmission of patients’ stored medical
information. These computing capabilities introduce security and privacy risks, yet little is known about the prevalence of
such risks within the clinical setting.

Methods: We used three comprehensive, publicly available databases maintained by the Food and Drug Administration
(FDA) to evaluate recalls and adverse events related to security and privacy risks of medical devices.

Results: Review of weekly enforcement reports identified 1,845 recalls; 605 (32.8%) of these included computers, 35 (1.9%)
stored patient data, and 31 (1.7%) were capable of wireless communication. Searches of databases specific to recalls and
adverse events identified only one event with a specific connection to security or privacy. Software-related recalls were
relatively common, and most (81.8%) mentioned the possibility of upgrades, though only half of these provided specific
instructions for the update mechanism.

Conclusions: Our review of recalls and adverse events from federal government databases reveals sharp inconsistencies
with databases at individual providers with respect to security and privacy risks. Recalls related to software may increase
security risks because of unprotected update and correction mechanisms. To detect signals of security and privacy
problems that adversely affect public health, federal postmarket surveillance strategies should rethink how to effectively
and efficiently collect data on security and privacy problems in devices that increasingly depend on computing systems
susceptible to malware.
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Introduction

Medical devices play a growing role in the care of millions of
patients worldwide.[1,2] Devices for diseases ranging from heart
failure to diabetes improve patient outcomes and may ease disease
management.[3] Recent innovations in medical device design
include more complex diagnostics and the storage of patient data.
In many cases, this information can be transmitted directly to
physicians or indirectly through a third-party provider, sometimes
using wireless systems, to assist with diagnosis and management of
chronic medical problems. At present, information flow between
implanted devices and providers is predominantly unidirectional
(from device to provider). Theoretically, however, current
technologies could easily be modified such that remote interactions
between providers and medical devices (e.g. to reprogram an
insulin pump or pacemaker) would be possible. The possibility of

hacking into an insulin pump was recently demonstrated by a
Type 1 diabetic on his own device.[4].

The rapid dissemination of medical devices capable of storing
and transmitting patients’ medical information and the theoretical
possibility of remotely reprogramming implanted medical devices
raise important concerns regarding security, privacy, and
safety.[5] Investigators have demonstrated limitations of the
security functions for implantable cardioverter-defibrillators
(ICDs), for example, by proving the feasibility of communicating
with an ICD through an unauthorized radio-based approach that
theoretically could interfere with appropriate device therapy.[6]
While there are hundreds of confirmed reports of conventional
computer viruses infecting medical devices in radiology, cardiac
catheterization labs, sleep labs, and other clinical departments,
there are no known case reports of malevolent interference that
specifically target medical device function.[7,8] A growing list of
confirmed cybersecurity vulnerabilities in medical devices pose

PLoS ONE | www.plosone.org 1 July 2012 | Volume 7 | Issue 7 | e40200
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Regulators and manufacturers should carefully weigh 
the premarket evaluation of security and privacy 
elements of their devices and systems, and to design 
postmarket systems that enable effective collection of 
cybersecurity threat indicators for medical devices.
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Computer Viruses Are "Rampant" on
Medical Devices in Hospitals
A meeting of government officials reveals that medical equipment is becoming
riddled with malware.

DAVID TALBOT
Wednesday, October 17, 2012

Health scare: Much hospital equipment uses software that can be vulnerable to viruses. 
PR Newswire

Computerized hospital equipment is increasingly vulnerable to malware infections, according
to participants in a recent government panel. These infections can clog patient-monitoring
equipment and other software systems, at times rendering the devices temporarily
inoperable.

While no injuries have been reported, the malware problem at hospitals is clearly rising
nationwide, says Kevin Fu, a leading expert on medical-device security and a computer
scientist at the University of Michigan and the University of Massachusetts, Amherst, who
took part in the panel discussion.

Software-controlled medical equipment has become increasingly interconnected in recent
years, and many systems run on variants of Windows, a common target for hackers
elsewhere. The devices are usually connected to an internal network that is itself connected
to the Internet, and they are also vulnerable to infections from laptops or other device
brought into hospitals. The problem is exacerbated by the fact that manufacturers often will
not allow their equipment to be modified, even to add security features.

In a typical example, at Beth Israel
Deaconess Medical Center in Boston, 664
pieces of medical equipment are running on
older Windows operating systems that
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Semmelweis to Software Sepsis
1.  Implantable medical devices should be trustworthy
2.  Improved security will enable medical device innovation
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Sterile Technique or Software Sepsis?
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A senior faculty member 
serially infected a 
number of cath and EP 
lab systems, and solved 
this problem by plugging 
thumb drives into a fellow’s 
laptop to erase the malware 
he was spreading.  

-Dr. Anonymous
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Compliance? Ask your Engineers...
! What design controls address cybersecurity risks?

" Using wireless?  Radio?  USB port?  Networking?  Cloud?
" A manufacturer can no longer claim unawareness of security risks

! How often are software updates issued to customers?
" Windows XP has several critical security flaws per year
" Engineers need resource$ to regularly issue software updates

! Oxymorons that raise my eyebrows.  Watch out for:

" Windows XP security
" Cloud security
" Wireless security
" Unbreakable cryptography
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" Firewall-based security
" Proprietary security
" Private networks
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←Ways Forward ➚
Security should
be designed in

not bolted on
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Summary: Responsibility is Yours
! Biggest risk: 

" Hackers breaking into medical devices
" Wide-scale unavailability of patient care
" Integrity of medical sensors

! Security can’t be bolted on.  Build it in. 

! Cybersecurity responsibility
" Cybersecurity risks are now considered foreseeable risks
" Design controls in early manufacturing should address risks
" Update your Windows software!!  Don’t party like it’s 1999.
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Security part of the solution: 
safe and effective medical device software

Assurance
Predictability

Dependability

Safety
Effectiveness

Meaningful 
use

Patient/clinic 
acceptance

Reliability
Reduce 
costs
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