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Motivation Definition 2 (¢—DP). The Laplace mechanism is called e— DP if, for any outcome
Power system dynamics governs how the grid responds to disturbances and rapidly 0 in the range of the mechanism, and any two a—adjacent vectors @ and 0, the
changing conditions. Accurate dynamic models are imperative for resilient control and ratio of probabilities of observing the same outcome is bounded as
post-event analysis of blackouts. Yet, releasing real-world dynamic models is hindered PriO + Lap(a/e)" — 0
by privacy and cybersecurity concerns. For example, it took two years for the dynamics log ( — — ~) < €,
of 2025 Iberian Peninsula blackout to be released. Prl@’+ Lap(ar/e) = 0

To ensure DP guarantee, we first do 8° = 8 + Lap(a/e)". Since the noise will decrease
the fidelity of the model, we have the post-processing optimization with ODE constraints

T
Research Questions minimize J(x, ) := /HHx(t)— )5 dt + p||6 — 6°)|3 (4a)
e How to enable the secure release of power system dynamics models? subje ct, to x(t) = f(x(to) 9) A x(0)=0 (4h)

o How to ensure the fidelity of the released dynamics models? where 0 is the model parameters to be released,x = (w, d, p) the system states, and w

the publicly known trajectory. The optimization is solved via gradient descent, where
the gradient is computed using the adjoint method.

Grid Dynamics and Sensitive Parameters

The linearized transmission system dynamics model is posed as

Mw=Kd+p—£—Dw (1a) Results
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Separate the SyStem nodes into two SetS, boundary nodes Y that includes all generator Distribution of frequency trajectories with Laplacian noise only and after post-processing (¢ = 1)
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M, 0] |w, _ Ky K| |0, Py | | D0 |w, tially from the true one (red). Post-processing restores fidelity (blue).
0 0| |wg Ks, Kgs | |03 0 % 00 0 _ .
| ‘ / - .. Distribution of Inertia M (e = 2) Distribution of Damping D (e = 2)
aplace (box: 25-75%, whiskers: 10-90% 407 . o . . o
30 A .II;ozlt-prog:asseiS(bZi:/ 25—255/0, wh1igk2r2:/ 1)0—90%) 30 - B Iﬁi‘:fgigﬁ;&is&)Zi./ oé;i P;lgcl;ers.r;l_ol: %0 / 01)0 90%)
. . . ) .. . e True . o, Whiskers: 10-90%
Kron reduction renders a reduced dynamic model via Gaussian elimination 01 ] 20 * True
. ° 10 1 T°+ +'+ : —3 : : | '-r +’-I- o 10 - | . | + - | . | : |
M, w, = K0y — Dyw, + (p — £,) — Kakp (3a) 8 o — . v —————— —
: © Distribution of Inertia M (€ = 0.5) 2 Distribution of Damping D (€ = 0.5)
0y = Wy (3b) g 2 0
_ 30+ ‘ . Q 301
Py = _TW(pV + R""v) (30) 20 ] | ‘ [ 20 ) ‘ . :
_1 o . . 10 _o+ —o+ —o+ _.+ —.* _.+ 104 | ° * ‘ ‘ s + | 4
where K. = K., — K3K 5 5K57 is the reduced coefficient matrix, and K,. = 1 | | | | | N = B ey - R
MI_1 IVII_2 MI_5 MI_8 M_I1 1 IVI_I1 3 D | 1 DI_2 DI_5 DI_8 D_I1 1 D_I1 3

—Kngﬂl is the accompanying matrix that maps the load disturbance of the reduced
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(a) Original IEEE 30-bus system (b) Kron-reduced system

e Some parameters that changes a lot after post-processing (e.g., My, Ds, k1o, ko3)
means they are essential for restoring true frequency trajectories.

Parameter Obfuscation via Differential Privacy

The goal of DP algorithm is that, given a vector @ of model parameter, it produces Conclusion
synthetic counterpart @ that yields similar frequency dynamics yet does not disclose

the original parameters up to prescribed privacy guarantees e This work extends DP from steady-state grid optimization data to grid dynamics,

s . | | | protecting the dynamical model itself while preserving its frequency response.
Definition 1 (Adjacency). Two vectors 0,0 € R" are a—adjacent if they are dif-

ferent in one item by at most . < e Stricter privacy requirements increase irequency trajectory deviation, yet post-

processing consistently recovers fidelity across all privacy levels.
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