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Data gap between power systems and other communities

↭ Open-access datasets have fueled breakthroughs in many fields:

Computer vision

(ImageNet)

Speech recognition

(LibriSpeech)

Biology

(UniProt)

↭ Power systems research lags behind:

Real grid data are hard to access — due to security and regulation

↭ Most available datasets are synthetic, limiting realism and impact

↭ Result: Enthusiasm and progress in AI, optimization, and control in power systems does not convert

to immediate benefits to real-world systems
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Where energy data should go?

data

Arguments in favor of private data:

↭ Privacy and security

↭ Regulatory compliance

↭ Competitive advantage

Arguments in favor of public data:

↭ Improved decision-making

↭ Less barriers for entry

↭ Innovation, research

Is there an non-discrete answer to this question?
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Grid data access is heavily regulated

↭ Typical response to data sharing request looks something like this:

“We will not be able to share actual grid data due to FERC CEII restrictions.”

↭ Grid engineers are not trained in data transparency and management to think how to overcome such barriers

↭ Vendors of power systems components are hesitant to disclose proprietary parameters and models
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Synthetic data is a viable alternative to real data sharing
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Synthetic power systems datasets

Texas A&M University Grid Datasets

(from 37 to 80k+ bus networks)
PyPSA-Eur: synthetic dataset of

Europe covering the full ENTSO-E area

Synthetic Data of the National

Electricity Market (Australia)

Why these datasets may not satisfy our needs?

↭ “[...] data bears no relation to the actual grid [...] except that
generation and load profiles are similar, based on public data”

↭ “This test case represents a synthetic (fictitious) transmission”

↭ “This case is synthetic and does not model the actual grid”
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This talk

We introduce algorithms to synthesize credible synthetic datasets from
real power systems, while controlling privacy and security risks

↭ Algorithmic formalization of trust in energy data sharing
→ Moving from subjective decisions to quantitative guarantees

↭ Private or public grid data? Our algorithms provide a non-discrete solution to this dilemma
→ Spectrum of privacy-utility tradeo!s, not just share/don’t share

↭ Comprehensive data scope:
→ Optimization datasets (OPF, unit commitment, economic dispatch)

→ Dynamic models (e.g., grid frequency dynamics)

→ Operational records (e.g., power flow datasets)

Our algorithms enable controlled grid data disclosures while
resolving privacy, security, and logistical concerns
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1. Intro

2. Formalization of energy data privacy

3. Synthesizing optimization data with privacy and cyber security guarantees

4. Synthesizing power system dynamics models with privacy guarantees

5. Outro



Formalizing di!erential privacy (DP)

ŷ

—— ↭ exp(ω)

wind power output

0 1

y →y → y →→

ω
↫ Wind power records y , y →, y →→, ... → [0, 1]
↫ For given ω > 0, records y and y →

are ω↑adjacent if ↓y ↑ y →↓ ↭ ω

↫ Let Lap(ω/ω) be a zero-mean random Laplacian noise

↫ The synthetic counterpart of real record y is ŷ(y) = y + Lap(ω/ω)
↫ For some parameter ω > 0, the release ŷ(y) is ω↑DP if

for any ω↑adjacent pair (y , y →
) :

∣∣∣∣log
(
P [ ŷ(y →

) ]

P [ ŷ(y →) ]

)∣∣∣∣ ↭ ω (bounded log-likelihood ratio)
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(e.g., generation at small wind speeds)



Key principle of data privacy: perturb data but preserve its value

The Starry Night by Vincent Van Gogh

1888 (Musée d’Orsay’s, Paris) 1889 (MuseumofModernArt, NYC)

The value of each painting is well over $100 million
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Di!erential privacy (DP) enables controlled disclosure of grid data

DC-OPF
optimization

real data solution

(dispatch)

DC-OPF
optimization

DP data solution

(dispatch)

→↑ ↑

↭ DP principle: obfuscate real data (add noise) but preserve its value

↭ In the DC-OPF setting: obfuscate grid data but preserve the OPF solution

↭ Formal privacy guarantee: released DP data does NOT disclose the real data

↭ Many applications to synthesizing high-quality transmission, load and generation data
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Example: Synthesizing DP transmission data for optimal power flow optimization

↭ IEEE 73-RTS benchmark

↭ Step 1: add random noise to trans capacity

ω1 = f + calibrated noise

↭ Step 2: post-process ω1 to ensure OPF feasibility
and cost-consistency w.r.t. real trans capacity

ω2 → argmin
ω

↑c(f )↓ c(ω)↑+ ↑ω↓ ω1↑

s.t. c(ω) = min
p

c(p) opf cost

s.t. p → P(ω) opf feas

↭ Step 3-N : repeat Step 2 until OPF feasibility and
cost-consistency are restored across many scenarios

Dvorkin, V., Botterud A. Di!erentially private algorithms for synthetic power system datasets, IEEE Control Systems Letters, 2023.
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Challenge: If DP synthetic datasets are so good, do they pose any security risks?

↭ Grid datasets are used for calibrating cyberattacks on power grids

↭ Hypothesis: high-quality synthetic data → well-calibrated attacks

↭ Classes of cyberattacks: false data injection, line outage masking, physical attacks, ...

Contribution: We identify cyberattack risks in releasing DP grid
data and propose new algorithms to guarantee both privacy and

cyber resilience to source grids

Shengyang Wu
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Load redistribution attack

↭ Given load d, the attack corrupts the load d+ ω with bus injection ω from admissible set !

! ↫
{
ω

∣∣∣∣
ω ↬ ω ↬ ω injection limits for each bus

1→ω = 0 total load remains unchanged

}

↭ Amounts solving a bi-level optimization problem:

C
BO

att (d) = max
ω↑!

Copf(d+ ω) maximize the cost

s.t. Copf(d+ ω) = min
x

c→x feedback from OPF

s.t. a→k x+ b→
k (d+ ω) + ek ↬ 0

PQ

ω

ω

PQ

PQ

PV

PV

↭ The problem seeks a stealthy attack vector ω that maximizes the OPF cost

Can DP grid data be used to successfully execute the load redistribution attack?
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Numerical evidence
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Post-processing optimization to minimize attack damage

level 3

level 2

level 1minimize
d

→CBO

att (d)↑ C̃opf→︸ ︷︷ ︸
power of attack

+ω →Copf(d)↑ C̃opf→︸ ︷︷ ︸
cost consistency

+ ε→d↑ d1→︸ ︷︷ ︸
regularization

subject to Copf(d) =

C
BO

att (d) = maximize
ω→!

Copf(ω)

subject to Copf(ω) = minimize
x

Copf(x)

subject to x ↓ opf-eq(d+ ω)

minimize
x

Copf(x)

subject to x ↓ opf-eq(d)

Figure: Tri-level structure of the cyber-resilient post-processing of DP load data.

↭ Step 1: add random noise to real loads: d1 = d+ calibrated noise
↭ Step 2: post-process d1 by solving a tri-level optimization:

↭ Level-1: Optimize synthetic load d to balance attack damage and cost-consistency

↭ Level-2: Feedback from both OPF and attack optimization

↭ Level-3: Embedded OPF for attack calibration

↭ Result: DP load vector d balancing attack damage and cost-consistency
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Tractable approximation of the tri-level problem

↭ Optimizing synthetic loads over bi-level optimization is computationally challenging

↭ We drawn on the connection between bi-level and robust (single-level) optimization

Bi-level attack optimization

C
BO

att (d) = max
ω→!

Copf(d+ ω)

x → argmin
x

c↑x

s.t. a↑k x+ b↑
k (d+ ω) + ek ↫ 0 ↑k

(uniform attack)

Robust optimization (RO) approximation

C
RO

att (d) = min
x

c↑x

s.t. max
ωk→!

[
a↑k x+ b↑

k (d+ ωk) + ek

]
↫ 0 ↑k

a↑k

(per constraint attack)

Proposition: For any feasible load d, relation C
RO

att (d) ↬ C
BO

att (d) holds.
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Cyber Resilient Obfuscation (CRO) Algorithm

↭ Step 1: Obfuscate real load data

DP load d1 = d+ calibrated noise

DP estimation of OPF costs: C̃opf = Copf(d) + calibrated noise

↭ Step 2: Post-process d1 to balance cost-consistency and cyber resilience P

minimize
d

→CRO

att (d)↑ C̃opf→︸ ︷︷ ︸
power of attack

+ω →Copf(d)↑ C̃opf→︸ ︷︷ ︸
cost consistency

+ ε→d↑ d1→︸ ︷︷ ︸
regularization

↭ Replacing the two embedded optimization problems with their Karush–Kuhn–Tucker conditions leads to
a single-level mixed-integer problem.
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CRO-Exp: selecting only important constraints for post-processing

C
RO

att,ω (d) = min
x

c→x

s.t. max
ωk↑!

[
a→k x+ b→

k (d+ ωk) + ek

]
↭ 0 →k ↑ K↓

RO-reformulated cons

max
ωk↑!

[
a→k x+ b→

k (d+ωk) + ek

]
↭ 0 →k ↑ K original problem cons

↫ We select only most important ω constraints for RO reformulation

↫ Most important constraints in K↓ are function of original loads

↫ Exponential mechanism of DP to obfuscate loads when selecting K↓

Selecting only important
constraints substantially reduces

the computational burden
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CRO application to PJM 5-Bus system

OPF cost distributions in normal and post-attack operation

↭ Blue distributions - normal operation

↭ Red distributions - post-attack operation

↭ Top row - standard DP post-processing

↭ Bottom row - proposed CRO post-processing

CRO sends important signal to attackers: the attacks
do not lead to extra OPF cost to the system.
(normal and post-attack distributions overlap)
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CRO-Exp application to larger systems

Post-attack damage as a function of constraints selected for

post-processing optimization

↭ The more constraints under attack → more resilent
the source grid to load redistribution attacks

↭ 5 constraints on average to minimize the damage

After 5 iterations, the CRO-Exp algorithm identified the
most important constraints for post-processing synthetic

loads and ensuring grid resilience.
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Preliminary conclusions

↭ Synthetic grid data is optimized to guarantee privacy, quality and cyber resilience simultaneously

↭ Trade-o!s under linear cost functions are “flat”: resilience is achieved with little to no impact on data quality

↭ The tri-level post-processing optimization can be e”ciently collapsed to single-level optimization under
reasonable and judicious approximations (connecting bi-level and robust optimization techniques)

Check paper for details on:

↭ DP guarantees of CRO and CRO-Exp

↭ Connection between Bi-level and RO

↭ Experiment settings, data and code
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The Challenge

↭ Stability of power grids is critical

Renewables, inverter-based resources, and data centers reshape grid dynamics

↭ We need a shared dynamical model so independent parties can design optimal control

↭ But releasing the real model exposes sensitive system details

↭ Goal: Synthesize a model that behaves nearly identically — without disclosing the original model

picture courtesy of Sairaj Dhople
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Grid frequency dynamic model

picture courtesy of Sairaj Dhople

ω̇ = M→1(Kε + p→ d→Dω) swing equation

ε̇ = ω phase angle dynamics

ṗ = → 1
T
(p→ r + Rω) generator control

How to release the parameters of system dynamics in a privacy-preserving way?
>>> Vladimir Dvorkin - EECS University of Michigan 22 / 31
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Classic solution based on Kron reduction

ω

ω

ω

g

g

ω

g

g

Kron

reduction

↭ Partitioning of the swing equation:
[

Mg 0
0 0

] [
ωg

ωω

]
=

[
Kgg Kgω

Kωg Kωω

] [
εg

εω

]
+

[
pg

0

]
→

[
dg

dω

]
→

[
Dg 0
0 Dω

] [
ωg

ωω

]

↭ Kron-reduced swing equation with the identical dynamics

Mg ω̇g = Kredεg →Dgωg + (p→ dg )→ Kacdω

↭ Does the release of the reduced equation preserves privacy?
No! [SH Low (2024); Deka, Kekatos & Cavraro (2024)]
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Di!erentially private obfuscation of the frequency dynamic model

↭ Step 1: Perturb dynamic model with random Laplace noise:

M̃ = M+ Lap(ωM/εM), K̃ = K+ Lap(ωK/εK), D̃ = D+ Lap(ωD/εD)

↭ Step 2: Post-process the perturb parameters

minimize
M,K,D → ω,ε,p

∫ T

0

∥∥ω(t
∣∣M,K,D)→ ωpub(t)

∥∥2

2︸ ︷︷ ︸
model fidelity

dt + ϑ
∥∥M→ M̃

∥∥2

2
+ . . .

︸ ︷︷ ︸
regularization

subject to Mω̇ = Kredε →Dω + (p→ dg )→ Kacdω

. . .

↭ The optimal solution M,K,D is optimized to recover the public frequency dynamic

↭ Solved over iterations using the combination of the gradient descent and adjoint method

↭ Privacy guarantee: M,K,D preserves ε→DP for ω→adjacent model parameters when setting

εM = εK = εD =
1
3
ε
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Example: IEEE 30-bus system

Kron reduction
=→

↭ Kron reduction from 30 to 6 buses

↭ DP parameters ω = 1pu, ε = {2, 1, 0.5}

↭ Synthetic inertia M̃ = M+ Lap(1/ε)

↭ Synthetic topology K̃ = K+ Lap(1/ε)

↭ Synthetic damping D̃ = D+ Lap(1/ε)
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Loss function over iterations
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Fig. 4. IEEE 30-bus system (Kron-Reduced Network)

Fig. 5. Loss curves of post processing under different privacy loss ω for the
first 100 gradient descent iterations.

15 lines. The adjacency of system parameters are set as
ωk = 1 p.u. power,ωm = 1 p.u. power ·s/p.u. frequency,ωd =
1 p.u. power /p.u. frequency. Three levels of privacy loss ε =
2, ε = 1, ε = 0.5 are chosen in the experiments, representing
weak, medium and strong privacy, respectively.

For each level of privacy loss, we run Algorithm.1 for 100
times and get 100 set of synthetic parameters for the dynamical
model. The range of parameters within the algorithm are
set as k → [1, 100] p.u. power, m → [1, 40] p.u. power ·

s/p.u. frequency and d → [1, 40] p.u. power /p.u. frequency.
The iterations are set as Im = 500 and step size as ϑ = 100.
This large step size arises from the order-of-magnitude dispar-
ity between the frequency values and the model parameters.
The losses over gradient descent are shown in Fig.5. Higher
losses appear when privacy loss drops as more noise are
imposed on the system parameters, but the losses of all
samples are descending and converges within 100 iterations,
indicating a stable increase of model fidelity over iterations.

The performance of the synthetic dynamic models are
measured by the fidelity of its frequency trajectory, i.e., the dif-
ference between the true trajectories and trajectories from the

Fig. 6. Distribution of frequency trajectory deviation Llap and Lpp in 100
samples under randomly sampled transients. The blue and yellow shaded area
shows 80% interval of Llap and Lpp, respectively, while the dotted lines shows
the mean value.

dynamical model given the same load transient. Although there
is only one transient used in post processing, the performance
will be evaluated under 10 randomly generated transients. We
define this variation as

Llap =
1

10

10∑

s=1

∫ 30

0
↑ωs

lap(t)↓ ωs
ref(t)↑

2
2 dt (28a)

Lpp =
1

10

10∑

s=1

∫ 30

0
↑ωs

pp(t)↓ ωs
ref(t)↑

2
2 dt (28b)

where s is the index of transient. ωs
lap(·), ω

s
pp(·) and ωs

ref(·)
denotes the frequency trajectories under transient s, generated
by the model with only Laplacian perturbation, the post
processed synthetic model, and the true model, respectively.
The results are shown in Fig.6. When using the parameters
without post processing, the frequency trajectories have a high
deviation from the true trajectories, with an average of about
1.5 ↔ 10→4 when ε = 0.2, amounting to about 0.012Hz of
deviation at every point of the trajectory. This deviation value
decreases to about 2↔ 10→5 when using the parameters after
post-processing, amounting to about 0.004Hz of deviation at
every point of the trajectory. As ε becomes higher and the
privacy guarantee get relaxed, the deviation further decreases.

Fig.7 gives 5 examples of the synthetic model performances
by showing 100 frequency trajectories under two different
transient. The Laplacian itself is not enough to guarantee
the fidelity of the model as the yellow lines exhibits wide
range of deviation from the true trajectory. The deviations are
significantly smaller when the dynamical model parameters
are post processed, showing a narrow distribution of blue lines
around the true trajectory. The model performs best in transient
1, where the load perturbation is similar to that of the publicly
known trajectories. Although performance slightly degrades
when the pattern of load perturbation becomes different (es-
pecially notable in node 11 and 13 under transient 5), the
blues trajectories stills aligns better with the true trajectories
than the yellow ones, indicating great improvement of model
fidelity after post-processing.

C. Analysis of Synthetic Model Parameters

To see the structure of the released dynamical model pa-
rameters, we show the distribution of this parameters from
100 samples in Fig.8, 9 and 10.
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deviation at every point of the trajectory. This deviation value
decreases to about 2↔ 10→5 when using the parameters after
post-processing, amounting to about 0.004Hz of deviation at
every point of the trajectory. As ε becomes higher and the
privacy guarantee get relaxed, the deviation further decreases.

Fig.7 gives 5 examples of the synthetic model performances
by showing 100 frequency trajectories under two different
transient. The Laplacian itself is not enough to guarantee
the fidelity of the model as the yellow lines exhibits wide
range of deviation from the true trajectory. The deviations are
significantly smaller when the dynamical model parameters
are post processed, showing a narrow distribution of blue lines
around the true trajectory. The model performs best in transient
1, where the load perturbation is similar to that of the publicly
known trajectories. Although performance slightly degrades
when the pattern of load perturbation becomes different (es-
pecially notable in node 11 and 13 under transient 5), the
blues trajectories stills aligns better with the true trajectories
than the yellow ones, indicating great improvement of model
fidelity after post-processing.

C. Analysis of Synthetic Model Parameters

To see the structure of the released dynamical model pa-
rameters, we show the distribution of this parameters from
100 samples in Fig.8, 9 and 10.
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Fig. 4. IEEE 30-bus system (Kron-Reduced Network)

Fig. 5. Loss curves of post processing under different privacy loss ω for the
first 100 gradient descent iterations.

15 lines. The adjacency of system parameters are set as
ωk = 1 p.u. power,ωm = 1 p.u. power ·s/p.u. frequency,ωd =
1 p.u. power /p.u. frequency. Three levels of privacy loss ε =
2, ε = 1, ε = 0.5 are chosen in the experiments, representing
weak, medium and strong privacy, respectively.

For each level of privacy loss, we run Algorithm.1 for 100
times and get 100 set of synthetic parameters for the dynamical
model. The range of parameters within the algorithm are
set as k → [1, 100] p.u. power, m → [1, 40] p.u. power ·

s/p.u. frequency and d → [1, 40] p.u. power /p.u. frequency.
The iterations are set as Im = 500 and step size as ϑ = 100.
This large step size arises from the order-of-magnitude dispar-
ity between the frequency values and the model parameters.
The losses over gradient descent are shown in Fig.5. Higher
losses appear when privacy loss drops as more noise are
imposed on the system parameters, but the losses of all
samples are descending and converges within 100 iterations,
indicating a stable increase of model fidelity over iterations.

The performance of the synthetic dynamic models are
measured by the fidelity of its frequency trajectory, i.e., the dif-
ference between the true trajectories and trajectories from the

Fig. 6. Distribution of frequency trajectory deviation Llap and Lpp in 100
samples under randomly sampled transients. The blue and yellow shaded area
shows 80% interval of Llap and Lpp, respectively, while the dotted lines shows
the mean value.

dynamical model given the same load transient. Although there
is only one transient used in post processing, the performance
will be evaluated under 10 randomly generated transients. We
define this variation as

Llap =
1

10

10∑

s=1

∫ 30

0
↑ωs

lap(t)↓ ωs
ref(t)↑

2
2 dt (28a)

Lpp =
1

10

10∑

s=1

∫ 30

0
↑ωs

pp(t)↓ ωs
ref(t)↑

2
2 dt (28b)

where s is the index of transient. ωs
lap(·), ω

s
pp(·) and ωs

ref(·)
denotes the frequency trajectories under transient s, generated
by the model with only Laplacian perturbation, the post
processed synthetic model, and the true model, respectively.
The results are shown in Fig.6. When using the parameters
without post processing, the frequency trajectories have a high
deviation from the true trajectories, with an average of about
1.5 ↔ 10→4 when ε = 0.2, amounting to about 0.012Hz of
deviation at every point of the trajectory. This deviation value
decreases to about 2↔ 10→5 when using the parameters after
post-processing, amounting to about 0.004Hz of deviation at
every point of the trajectory. As ε becomes higher and the
privacy guarantee get relaxed, the deviation further decreases.

Fig.7 gives 5 examples of the synthetic model performances
by showing 100 frequency trajectories under two different
transient. The Laplacian itself is not enough to guarantee
the fidelity of the model as the yellow lines exhibits wide
range of deviation from the true trajectory. The deviations are
significantly smaller when the dynamical model parameters
are post processed, showing a narrow distribution of blue lines
around the true trajectory. The model performs best in transient
1, where the load perturbation is similar to that of the publicly
known trajectories. Although performance slightly degrades
when the pattern of load perturbation becomes different (es-
pecially notable in node 11 and 13 under transient 5), the
blues trajectories stills aligns better with the true trajectories
than the yellow ones, indicating great improvement of model
fidelity after post-processing.

C. Analysis of Synthetic Model Parameters

To see the structure of the released dynamical model pa-
rameters, we show the distribution of this parameters from
100 samples in Fig.8, 9 and 10.

Improved fidelity with the same amount of privacy-preserving noise 
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Fig. 7. Distribution of frequency trajectories under two transients with ω = 0.5. The transient starts at t = 10s. In transient 1, all loads increases by 5%
(total of 0.15 p.u.). In transient 2, loads at node 3 and 4 increase by 0.2 p.u. In transient 3, loads at node 5 and 20 increase by 0.2 p.u. In transient 4, 100%
of loads on node 10 and node 30 (total of 0.17 p.u.) of the original systems are lost. In transient 5, 0.5 p.u. of load are added on bus 1. Yellow lines shows
the frequency trajectories using Laplacian perturbed parameters before post-processing. Blue lines shows the frequency trajectories using the post-processed
parameters. Red lines gives the true trajectory from the dynamical model with true parameters.

Fig. 8 shows the distribution of the power flow sensitivity
vector k under different privacy levels ω. As ω decreases (i.e.,
stronger privacy protection), more noise is injected, leading
to a wider spread in the distributions. This effect is reflected
in the larger interquartile ranges and longer whiskers of both
the blue and yellow box plots. For certain lines, such as 2–3
and 5–6, the post-processing optimization substantially shifts
the values of k, indicating that the power flow sensitivities
on these lines are essential for restoring the true frequency
trajectories. Some power flow sensitivity like k56 and k46 is
especially important, as the interquartile range of the post-
processed sensitivities are even wider than that before post-
processing. In contrast, for lines such as 1–2, the distributions
before and after post-processing remain similar, suggesting
that the changes of k on these lines are not necessary
to recover the system dynamics. Finally, both the Laplace-
perturbed sensitivities k̃

0
red and the post-processed sensitivities

k̃red have mean values close to the true sensitivities, which is
consistent with the zero-mean property of the Laplace noise.

The distribution of generator inertia is shown in Fig.9. The
interquartile ranges of both the yellow and blue boxes increase
as ω increases. With weak privacy guarantees (ω = 2), the

Fig. 8. Boxplot of the distribution of power flow sensitivity before and after
post-processing. Yellow and blue boxes shows the distribution of k̃0

red with
only Laplacian perturbation and k̃red after post-processing. Green dots shows
the true power flow sensitivity kred in the reduced model.
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Fig. 9. Boxplot of the distribution of generator inertia before and after post-
processing. Yellow and blue boxes shows the distribution of diagonal elements
in M̃0

ω with only Laplacian perturbation and in M̃ω after post-processing.
Green dots shows the true inertia Mω .

Fig. 10. Boxplot of the distribution of damping before and after post-
processing. Yellow and blue boxes shows the distribution of diagonal elements
in D̃0

ω with only Laplacian perturbation and in D̃ω after post-processing.
Green dots shows the true damping Dω .

magnitude of Laplacian noise is small, and the obfuscated
inertia may still be similar as the true inertia. However,
with stronger privacy guarantees (ω = 2), there are wider
interquantiles in all boxes and whiskers, making it more
difficult to identify the true inertia. Some inertia (e.g., inertia
of generator 5 and 13) are substantially changed after post-
processing, indicating that they are critical for restoring the
true frequency trajectories.

Similar patterns goes for the distribution of the synthetic
damping as the privacy loss decreases, as shown in Fig.10.
The damping of all generators are substantially changed after
post-processing, meaning that they are all contributing to the
restoring of frequency trajectories.

VII. CONCLUSION

This paper presents a principled framework for the privacy-
preserving release of power system dynamic models. By
integrating differential privacy with Kron reduction and an
adjoint-based post-processing method, we provide privacy and
fidelity guarantees for the dynamic model. We show that Kron
reduction can obfuscate grid topology, but not the specific
parameters if the adversary knows the true system topology. To
address this vulnerability, we introduce DP Kron reduction that
injects calibrated Laplace noise into the underlying parameters,
rendering adjacent models statistically indistinguishable. We
further demonstrate that post-processing through an ODE-
constrained optimization can substantially improve the fidelity
of the Laplacian-perturbed model leveraging publicly known
frequency trajectories. Unlike prior work that focuses on
protecting steady-state grid data or time-series measurements,
our approach protects the dynamical model itself, including
sensitive grid and generator parameters, while preserving its
frequency response under load transients.

Case studies on the IEEE 30-bus system validate the
effectiveness of the proposed framework. Across different
privacy levels, the post-processed models consistently achieve
substantially lower frequency trajectory deviations than Lapla-
cian perturbation alone. Moreover, the parameter distributions
reveal interpretable structure: lines and generators that are
more influential for system dynamics undergo larger post-
processing adjustments, while less critical components retain
wider variability. These results confirm that the proposed
method achieves a practical balance between privacy protec-
tion and dynamic accuracy.

Overall, this work establishes a new pathway for releasing
power system dynamic models in a privacy-aware manner.
The methodology is general and can be extended to richer
generator, inverter, and control models, as well as to other
classes of linear dynamical systems. Future work will incorpo-
rate faults and contingency events into the privacy-preserving
framework, and explore the privacy guarantees when publicly
known transients becomes unavailable.
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Fig. 9. Boxplot of the distribution of generator inertia before and after post-
processing. Yellow and blue boxes shows the distribution of diagonal elements
in M̃0

ω with only Laplacian perturbation and in M̃ω after post-processing.
Green dots shows the true inertia Mω .

Fig. 10. Boxplot of the distribution of damping before and after post-
processing. Yellow and blue boxes shows the distribution of diagonal elements
in D̃0

ω with only Laplacian perturbation and in D̃ω after post-processing.
Green dots shows the true damping Dω .

magnitude of Laplacian noise is small, and the obfuscated
inertia may still be similar as the true inertia. However,
with stronger privacy guarantees (ω = 2), there are wider
interquantiles in all boxes and whiskers, making it more
difficult to identify the true inertia. Some inertia (e.g., inertia
of generator 5 and 13) are substantially changed after post-
processing, indicating that they are critical for restoring the
true frequency trajectories.

Similar patterns goes for the distribution of the synthetic
damping as the privacy loss decreases, as shown in Fig.10.
The damping of all generators are substantially changed after
post-processing, meaning that they are all contributing to the
restoring of frequency trajectories.

VII. CONCLUSION

This paper presents a principled framework for the privacy-
preserving release of power system dynamic models. By
integrating differential privacy with Kron reduction and an
adjoint-based post-processing method, we provide privacy and
fidelity guarantees for the dynamic model. We show that Kron
reduction can obfuscate grid topology, but not the specific
parameters if the adversary knows the true system topology. To
address this vulnerability, we introduce DP Kron reduction that
injects calibrated Laplace noise into the underlying parameters,
rendering adjacent models statistically indistinguishable. We
further demonstrate that post-processing through an ODE-
constrained optimization can substantially improve the fidelity
of the Laplacian-perturbed model leveraging publicly known
frequency trajectories. Unlike prior work that focuses on
protecting steady-state grid data or time-series measurements,
our approach protects the dynamical model itself, including
sensitive grid and generator parameters, while preserving its
frequency response under load transients.

Case studies on the IEEE 30-bus system validate the
effectiveness of the proposed framework. Across different
privacy levels, the post-processed models consistently achieve
substantially lower frequency trajectory deviations than Lapla-
cian perturbation alone. Moreover, the parameter distributions
reveal interpretable structure: lines and generators that are
more influential for system dynamics undergo larger post-
processing adjustments, while less critical components retain
wider variability. These results confirm that the proposed
method achieves a practical balance between privacy protec-
tion and dynamic accuracy.

Overall, this work establishes a new pathway for releasing
power system dynamic models in a privacy-aware manner.
The methodology is general and can be extended to richer
generator, inverter, and control models, as well as to other
classes of linear dynamical systems. Future work will incorpo-
rate faults and contingency events into the privacy-preserving
framework, and explore the privacy guarantees when publicly
known transients becomes unavailable.
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Di!erentially private obfuscation of the frequency dynamic model

↭ Step 1: Perturb dynamic model with random Laplace noise:

M̃ = M+ Lap(ωM/εM), K̃ = K+ Lap(ωK/εK), D̃ = D+ Lap(ωD/εD)

↭ Step 2: Post-process the perturb parameters

minimize
M,K,D → ω,ε,p

∫ T

0

∥∥ω(t
∣∣M,K,D)→ ωpub(t)

∥∥2

2︸ ︷︷ ︸
model fidelity

dt + ϑ
∥∥M→ M̃

∥∥2

2
+ . . .

︸ ︷︷ ︸
regularization

subject to Mω̇ = Kredε →Dω + (p→ dg )→ Kacdω

. . .

↭ The optimal solution M,K,D is optimized to recover the public frequency dynamic

↭ Solved over iterations using the combination of the gradient descent and adjoint method

↭ Privacy guarantee: M,K,D preserves ε→DP for ω→adjacent model parameters when setting

εM = εK = εD =
1
3
ε
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Fig. 7. Distribution of frequency trajectories under two transients with ω = 0.5. The transient starts at t = 10s. In transient 1, all loads increases by 5%
(total of 0.15 p.u.). In transient 2, loads at node 3 and 4 increase by 0.2 p.u. In transient 3, loads at node 5 and 20 increase by 0.2 p.u. In transient 4, 100%
of loads on node 10 and node 30 (total of 0.17 p.u.) of the original systems are lost. In transient 5, 0.5 p.u. of load are added on bus 1. Yellow lines shows
the frequency trajectories using Laplacian perturbed parameters before post-processing. Blue lines shows the frequency trajectories using the post-processed
parameters. Red lines gives the true trajectory from the dynamical model with true parameters.

Fig. 8 shows the distribution of the power flow sensitivity
vector k under different privacy levels ω. As ω decreases (i.e.,
stronger privacy protection), more noise is injected, leading
to a wider spread in the distributions. This effect is reflected
in the larger interquartile ranges and longer whiskers of both
the blue and yellow box plots. For certain lines, such as 2–3
and 5–6, the post-processing optimization substantially shifts
the values of k, indicating that the power flow sensitivities
on these lines are essential for restoring the true frequency
trajectories. Some power flow sensitivity like k56 and k46 is
especially important, as the interquartile range of the post-
processed sensitivities are even wider than that before post-
processing. In contrast, for lines such as 1–2, the distributions
before and after post-processing remain similar, suggesting
that the changes of k on these lines are not necessary
to recover the system dynamics. Finally, both the Laplace-
perturbed sensitivities k̃

0
red and the post-processed sensitivities

k̃red have mean values close to the true sensitivities, which is
consistent with the zero-mean property of the Laplace noise.

The distribution of generator inertia is shown in Fig.9. The
interquartile ranges of both the yellow and blue boxes increase
as ω increases. With weak privacy guarantees (ω = 2), the

Fig. 8. Boxplot of the distribution of power flow sensitivity before and after
post-processing. Yellow and blue boxes shows the distribution of k̃0

red with
only Laplacian perturbation and k̃red after post-processing. Green dots shows
the true power flow sensitivity kred in the reduced model.
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Fig. 9. Boxplot of the distribution of generator inertia before and after post-
processing. Yellow and blue boxes shows the distribution of diagonal elements
in M̃0

ω with only Laplacian perturbation and in M̃ω after post-processing.
Green dots shows the true inertia Mω .

Fig. 10. Boxplot of the distribution of damping before and after post-
processing. Yellow and blue boxes shows the distribution of diagonal elements
in D̃0

ω with only Laplacian perturbation and in D̃ω after post-processing.
Green dots shows the true damping Dω .

magnitude of Laplacian noise is small, and the obfuscated
inertia may still be similar as the true inertia. However,
with stronger privacy guarantees (ω = 2), there are wider
interquantiles in all boxes and whiskers, making it more
difficult to identify the true inertia. Some inertia (e.g., inertia
of generator 5 and 13) are substantially changed after post-
processing, indicating that they are critical for restoring the
true frequency trajectories.

Similar patterns goes for the distribution of the synthetic
damping as the privacy loss decreases, as shown in Fig.10.
The damping of all generators are substantially changed after
post-processing, meaning that they are all contributing to the
restoring of frequency trajectories.

VII. CONCLUSION

This paper presents a principled framework for the privacy-
preserving release of power system dynamic models. By
integrating differential privacy with Kron reduction and an
adjoint-based post-processing method, we provide privacy and
fidelity guarantees for the dynamic model. We show that Kron
reduction can obfuscate grid topology, but not the specific
parameters if the adversary knows the true system topology. To
address this vulnerability, we introduce DP Kron reduction that
injects calibrated Laplace noise into the underlying parameters,
rendering adjacent models statistically indistinguishable. We
further demonstrate that post-processing through an ODE-
constrained optimization can substantially improve the fidelity
of the Laplacian-perturbed model leveraging publicly known
frequency trajectories. Unlike prior work that focuses on
protecting steady-state grid data or time-series measurements,
our approach protects the dynamical model itself, including
sensitive grid and generator parameters, while preserving its
frequency response under load transients.

Case studies on the IEEE 30-bus system validate the
effectiveness of the proposed framework. Across different
privacy levels, the post-processed models consistently achieve
substantially lower frequency trajectory deviations than Lapla-
cian perturbation alone. Moreover, the parameter distributions
reveal interpretable structure: lines and generators that are
more influential for system dynamics undergo larger post-
processing adjustments, while less critical components retain
wider variability. These results confirm that the proposed
method achieves a practical balance between privacy protec-
tion and dynamic accuracy.

Overall, this work establishes a new pathway for releasing
power system dynamic models in a privacy-aware manner.
The methodology is general and can be extended to richer
generator, inverter, and control models, as well as to other
classes of linear dynamical systems. Future work will incorpo-
rate faults and contingency events into the privacy-preserving
framework, and explore the privacy guarantees when publicly
known transients becomes unavailable.

REFERENCES

[1] S. Geng and I. A. Hiskens, “Unified grid-forming/following inverter
control,” IEEE Open Access Journal of Power and Energy, vol. 9, pp.
489–500, 2022.

[2] B. K. Poolla, D. Groß, and F. Dörfler, “Placement and implementation
of grid-forming and grid-following virtual inertia and fast frequency
response,” IEEE Transactions on Power Systems, vol. 34, no. 4, pp.
3035–3046, 2019.

[3] Y. Li, M. Mughees, Y. Chen, and Y. R. Li, “The unseen ai disruptions for
power grids: Llm-induced transients,” arXiv preprint arXiv:2409.11416,
2024.

[4] N. Li, C. Zhao, and L. Chen, “Connecting automatic generation control
and economic dispatch from an optimization view,” IEEE Transactions

on Control of Network Systems, vol. 3, no. 3, pp. 254–264, 2016.
[5] E. Mallada, C. Zhao, and S. Low, “Optimal load-side control for

frequency regulation in smart grids,” IEEE Transactions on Automatic

Control, vol. 62, no. 12, pp. 6294–6309, 2017.
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Fig. 9. Boxplot of the distribution of generator inertia before and after post-
processing. Yellow and blue boxes shows the distribution of diagonal elements
in M̃0

ω with only Laplacian perturbation and in M̃ω after post-processing.
Green dots shows the true inertia Mω .

Fig. 10. Boxplot of the distribution of damping before and after post-
processing. Yellow and blue boxes shows the distribution of diagonal elements
in D̃0

ω with only Laplacian perturbation and in D̃ω after post-processing.
Green dots shows the true damping Dω .

magnitude of Laplacian noise is small, and the obfuscated
inertia may still be similar as the true inertia. However,
with stronger privacy guarantees (ω = 2), there are wider
interquantiles in all boxes and whiskers, making it more
difficult to identify the true inertia. Some inertia (e.g., inertia
of generator 5 and 13) are substantially changed after post-
processing, indicating that they are critical for restoring the
true frequency trajectories.

Similar patterns goes for the distribution of the synthetic
damping as the privacy loss decreases, as shown in Fig.10.
The damping of all generators are substantially changed after
post-processing, meaning that they are all contributing to the
restoring of frequency trajectories.

VII. CONCLUSION

This paper presents a principled framework for the privacy-
preserving release of power system dynamic models. By
integrating differential privacy with Kron reduction and an
adjoint-based post-processing method, we provide privacy and
fidelity guarantees for the dynamic model. We show that Kron
reduction can obfuscate grid topology, but not the specific
parameters if the adversary knows the true system topology. To
address this vulnerability, we introduce DP Kron reduction that
injects calibrated Laplace noise into the underlying parameters,
rendering adjacent models statistically indistinguishable. We
further demonstrate that post-processing through an ODE-
constrained optimization can substantially improve the fidelity
of the Laplacian-perturbed model leveraging publicly known
frequency trajectories. Unlike prior work that focuses on
protecting steady-state grid data or time-series measurements,
our approach protects the dynamical model itself, including
sensitive grid and generator parameters, while preserving its
frequency response under load transients.

Case studies on the IEEE 30-bus system validate the
effectiveness of the proposed framework. Across different
privacy levels, the post-processed models consistently achieve
substantially lower frequency trajectory deviations than Lapla-
cian perturbation alone. Moreover, the parameter distributions
reveal interpretable structure: lines and generators that are
more influential for system dynamics undergo larger post-
processing adjustments, while less critical components retain
wider variability. These results confirm that the proposed
method achieves a practical balance between privacy protec-
tion and dynamic accuracy.

Overall, this work establishes a new pathway for releasing
power system dynamic models in a privacy-aware manner.
The methodology is general and can be extended to richer
generator, inverter, and control models, as well as to other
classes of linear dynamical systems. Future work will incorpo-
rate faults and contingency events into the privacy-preserving
framework, and explore the privacy guarantees when publicly
known transients becomes unavailable.
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Di!erentially private obfuscation of the frequency dynamic model

↭ Step 1: Perturb dynamic model with random Laplace noise:

M̃ = M+ Lap(ωM/εM), K̃ = K+ Lap(ωK/εK), D̃ = D+ Lap(ωD/εD)

↭ Step 2: Post-process the perturb parameters

minimize
M,K,D → ω,ε,p

∫ T

0

∥∥ω(t
∣∣M,K,D)→ ωpub(t)

∥∥2

2︸ ︷︷ ︸
model fidelity

dt + ϑ
∥∥M→ M̃

∥∥2

2
+ . . .

︸ ︷︷ ︸
regularization

subject to Mω̇ = Kredε →Dω + (p→ dg )→ Kacdω

. . .

↭ The optimal solution M,K,D is optimized to recover the public frequency dynamic

↭ Solved over iterations using the combination of the gradient descent and adjoint method

↭ Privacy guarantee: M,K,D preserves ε→DP for ω→adjacent model parameters when setting

εM = εK = εD =
1
3
ε
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Fig. 9. Boxplot of the distribution of generator inertia before and after post-
processing. Yellow and blue boxes shows the distribution of diagonal elements
in M̃0

ω with only Laplacian perturbation and in M̃ω after post-processing.
Green dots shows the true inertia Mω .

Fig. 10. Boxplot of the distribution of damping before and after post-
processing. Yellow and blue boxes shows the distribution of diagonal elements
in D̃0

ω with only Laplacian perturbation and in D̃ω after post-processing.
Green dots shows the true damping Dω .

magnitude of Laplacian noise is small, and the obfuscated
inertia may still be similar as the true inertia. However,
with stronger privacy guarantees (ω = 2), there are wider
interquantiles in all boxes and whiskers, making it more
difficult to identify the true inertia. Some inertia (e.g., inertia
of generator 5 and 13) are substantially changed after post-
processing, indicating that they are critical for restoring the
true frequency trajectories.

Similar patterns goes for the distribution of the synthetic
damping as the privacy loss decreases, as shown in Fig.10.
The damping of all generators are substantially changed after
post-processing, meaning that they are all contributing to the
restoring of frequency trajectories.

VII. CONCLUSION

This paper presents a principled framework for the privacy-
preserving release of power system dynamic models. By
integrating differential privacy with Kron reduction and an
adjoint-based post-processing method, we provide privacy and
fidelity guarantees for the dynamic model. We show that Kron
reduction can obfuscate grid topology, but not the specific
parameters if the adversary knows the true system topology. To
address this vulnerability, we introduce DP Kron reduction that
injects calibrated Laplace noise into the underlying parameters,
rendering adjacent models statistically indistinguishable. We
further demonstrate that post-processing through an ODE-
constrained optimization can substantially improve the fidelity
of the Laplacian-perturbed model leveraging publicly known
frequency trajectories. Unlike prior work that focuses on
protecting steady-state grid data or time-series measurements,
our approach protects the dynamical model itself, including
sensitive grid and generator parameters, while preserving its
frequency response under load transients.

Case studies on the IEEE 30-bus system validate the
effectiveness of the proposed framework. Across different
privacy levels, the post-processed models consistently achieve
substantially lower frequency trajectory deviations than Lapla-
cian perturbation alone. Moreover, the parameter distributions
reveal interpretable structure: lines and generators that are
more influential for system dynamics undergo larger post-
processing adjustments, while less critical components retain
wider variability. These results confirm that the proposed
method achieves a practical balance between privacy protec-
tion and dynamic accuracy.

Overall, this work establishes a new pathway for releasing
power system dynamic models in a privacy-aware manner.
The methodology is general and can be extended to richer
generator, inverter, and control models, as well as to other
classes of linear dynamical systems. Future work will incorpo-
rate faults and contingency events into the privacy-preserving
framework, and explore the privacy guarantees when publicly
known transients becomes unavailable.
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Fig. 7. Distribution of frequency trajectories under two transients with ω = 0.5. The transient starts at t = 10s. In transient 1, all loads increases by 5%
(total of 0.15 p.u.). In transient 2, loads at node 3 and 4 increase by 0.2 p.u. In transient 3, loads at node 5 and 20 increase by 0.2 p.u. In transient 4, 100%
of loads on node 10 and node 30 (total of 0.17 p.u.) of the original systems are lost. In transient 5, 0.5 p.u. of load are added on bus 1. Yellow lines shows
the frequency trajectories using Laplacian perturbed parameters before post-processing. Blue lines shows the frequency trajectories using the post-processed
parameters. Red lines gives the true trajectory from the dynamical model with true parameters.

Fig. 8 shows the distribution of the power flow sensitivity
vector k under different privacy levels ω. As ω decreases (i.e.,
stronger privacy protection), more noise is injected, leading
to a wider spread in the distributions. This effect is reflected
in the larger interquartile ranges and longer whiskers of both
the blue and yellow box plots. For certain lines, such as 2–3
and 5–6, the post-processing optimization substantially shifts
the values of k, indicating that the power flow sensitivities
on these lines are essential for restoring the true frequency
trajectories. Some power flow sensitivity like k56 and k46 is
especially important, as the interquartile range of the post-
processed sensitivities are even wider than that before post-
processing. In contrast, for lines such as 1–2, the distributions
before and after post-processing remain similar, suggesting
that the changes of k on these lines are not necessary
to recover the system dynamics. Finally, both the Laplace-
perturbed sensitivities k̃

0
red and the post-processed sensitivities

k̃red have mean values close to the true sensitivities, which is
consistent with the zero-mean property of the Laplace noise.

The distribution of generator inertia is shown in Fig.9. The
interquartile ranges of both the yellow and blue boxes increase
as ω increases. With weak privacy guarantees (ω = 2), the

Fig. 8. Boxplot of the distribution of power flow sensitivity before and after
post-processing. Yellow and blue boxes shows the distribution of k̃0

red with
only Laplacian perturbation and k̃red after post-processing. Green dots shows
the true power flow sensitivity kred in the reduced model.
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What we have in other fields….

What we can have in power systems

• Statistically credible and operation-feasible 
models of power grid dispatch  

• High-fidelity models of power systems dynamics  

• Arbitrary large, credible training datasets for 
machine learning applications in power systems





From today’s talk

Synthetic optimization data Synthetic dynamic models Synthetic machine learning datasets

Thank you for your attention!

>>> Vladimir Dvorkin - EECS University of Michigan 31 / 31

(Related work on diffusion for power flows) 


