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Private Computation in the Cloud?

The user must trust the cloud provider with their medical data if they wish to off-load large
computations. Encrypting the data at rest is not enough.

Cloud Provider



Low-Trust Architectures

Minimize trust within the architecture to a small enclave such that the vast majority of the
architecture sees only the encrypted data

Cloud Provider
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Sequestered Encryption

ISA Extension:

enc_addi r128, imm

enc_and r128, ri128
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Threat Model

Run any program and observe its
execution time, control flow, and memory
access patterns

Observe and manipulate any software
state

\\

Observe hardware signals outside of the
enclave, including timing of signals at the

\interface of the enclave

No post-RTL trojans

No analog attacks




Holistic Security Verification

ISA-Level Proof

Ensure all programs using the ISA preserve privacy

Paper proof based on program semantics and type system

Assumptions about implementation
as proof obligations for RTL-level proof

RTL-Level Proof
Ensure implementation satisfies ISA assumptions
Automatic proof based on formal verification

Final Guarantee: No direct/indirect disclosure, or backdoor, or digital side channel for any
program on a specificimplementation



Program Semantics and Type System

CMOV-T
(ri,0) = [c1] (rs,o) = [c3]
(keyReg, o) —r k
decrypt(cy, k) = true decrypt(cs, k) =m
u ~ uniform(s) encfypt(mllu k) = [es]

(sklp olles]/r2])

(ifry:ry —ryelsery < rq, o')

CMOV-F
(ri,o) =r [a]l  (ra,0) —r [ed]
(keyReg, o) —, k
decrypt(c1,k) = false decrypt(ca, k) =m
u ~ uniform(s) encrypt(mllu k) = [cs]

(if ry:rp «— r3elsery < rg, o') (sklp olles]/r2])

ENC

EG (ri,0) =rn (keyReg, o) — k
o(r1)=b u~ uniform(s) encrypt(n”u k) = [c1]
(o) =rb (enc ri,0) 5 (skip, o ler] ri])
BOP
(ri,0) —r [c1] (r2,0) —r [c2]

u ~ uniform(s) encrypt((n @& m)||u, k) = [c3]

(keyReg, o) —, k decrypt(c1,k) =n decrypt(cz, k) =m

(bop ry r2.0) ~75 (SklP ollesl/ri])
SEQ
(c, O‘> <Sklp ')
(skip: q, o) 22, (q a) (c;p, oy 22, (sklp p,o’y

REG CONST ENC
I(r)=t¢ b € bits T+ r1 : public
Trr:f T+ b : public T+ enc r : public prog

SKIP

T + skip : public prog

SEQ
T+p:t prog L+py:t’ prog e=0ue”’

I'Fpisp2: £ prog

BOP
T + r1 : public [+ ry: public

T + bop ry rz : public prog

cMov
T +r1 : public
T F ry : public T+ r3 : public Tk rq: public

T vifri:ry « r3elsery « rq: public prog

Theorem 4.2 (Soundness). If
(1) Tre:t
(2) T+ oy =~ 02
(3) (e,01) == (skip, o)

(4) {c,a2) s (skip, o))
(5) dom(T") = dom(o1) = dom(o2)

then we have I +- 0] ~; 07 and n = m.

Small-step semantics

Assumptions discharged as proof obligations

Security type system

Non-interference theorem




SE Enclave Implementation

Control
Signals
[ ENC(x) | > D |'=\§ E » Output_valid
E >é 2 N ENC(x+y)
[ ENC(y) | > C "=/ C Resultant
Source Ciphertext
Ciphertext(s)

* ENC and DEC apply 10-round AES



RTL Proof Obligations Discharged from ISA Level

1. Encryption has enough randomness

Reason: ISA semantics require a pseudo-random distribution

10101
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[ ENC(y) > C = C
Source / I_
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RTL Proof Obligations Discharged from ISA Level

2. No functional leakage

Reason: type system assumes all instruction outputs have low security labels

Control
Signals
TENCG) —> D =:IL=\§ E » Output_valid
E >5< ——% N > ENC(x+1) |
L ENC@y) —> C =__||'—/ ] C Resultant
Source 1 Ciphertext
Ciphertext(s) 2




RTL Proof Obligations Discharged from ISA Level

3. No timing leakage

Reason: ISA semantics assume secret-independent transition time of instructions

Control
Signals

[ ENC(x) }

w

» Output_valid proxyfor timing
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Declassification

* Information flow between data output and secrets is safe
after being fully encrypted but will be captured

* Need to declassify such information flow
» Cut off the fully-encrypted ciphertext after the encryption unit

Control

Signals 4
ENCGD) > D =1 __ ) E ] » Output_valid
E >SE=HNE Y 3 ENC(x+y) |
[ ENCy) —p C f/ C Resultant
Source |—,E Ciphertext
Ciphertext(s)




Experiment

Processor: two Intel Xeon 5222 cores

Setup
Tool: Cadence JasperGold 2021

I T R N

Default 6544 secure no leakage 1.6GB
Rolled AES 1412 secure no leakage 0.1s 0.7GB
Cache 12784 secure no leakage 0.1s 1.6GB
Vulnerable 1412 insecure functional 109.4s 2.5GB
Rolled AES (plaintext—data, key—data)
Vulnerable 6737 insecure timing 63.3s 4.7GB
Multiplier (plaintext—output_valid)
Vulnerable 12752 insecure timing 402.4s 14.7GB
Cache (plaintext—output_valid)
Vulnerable 4328 insecure timing, functional 0.1s 0.3GB
RSA (key—output_valid, key—data)
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End-to-End Program-to-Implementation Security

Verification of Low-Trust SE Architecture

ISA-Level:
Security
Guarantee
for any
Programs

cnov-T
(ri,0) = [e1] (rs, @) —r [es]
(keyReg, o) —r k
decrypt(cy,k) = true  decrypt(cs,k) =m
u ~ uniform(s) encrypt(m“u k) = [cs]

(sklp allesl/ral)

(i ry iy ryelse ry 1y, @) S

cxov-F
(o) —=r [a]  (ra,0) —r [cd]
(keyReg,a) —, k

decrypt(cy,k) = false  decrypt(cs,k) =m

SE Variant Regist Leakage Time
er Bits

@2)TFo =02
(3) (e, 1) s (skip, o))

(@) (¢ 02) = (skip, op)
(5) dom(T') = dom(oy) = dom(o2)

then we have I' + 0] ~; 0} and n = m.

Lo iniformts) _enorepd(l ) 2 oo Default 6544 secure
REG CONST ENC
T(r)y=¢ b € bits Tk ry : public
Trr:t T kb : public T F encr : public prog Rolled AES 1412 secure
e Discha rge Cache 12784 secure
T + skip : public prog P roof
oo Obli . Vulnerable 1412 insecure
T+p1:t prog T+ po:t” prog =00’ Igatlons Rolled AES
T+ pi;pe: € prog
Bor ) ) Vulnerable 6737 insecure
T+ ry : public T+ rz : public Multili
T+ bop ry rp : public prog gy
cmov _ Vulnerable 12752  insecure
T+ ry : public
Tk ry : public T+ r3 : public Tk rq : public Cache
| | Theorem 4.2 (Soundness). If | Vulnerable ~ 4328  insecure
(1) Tre:¢t RSA

no leakage 1s
no leakage 0.1s
no leakage 0.1s
functional 109.4s
(plaintext—data,
key—data)
timing 63.3s

(plaintext—output_valid)

timing 402.4s
(plaintext—output_valid)
timing, functional 0.1s
(key—output_valid,
key—data)

1.6GB

0.7GB

1.6GB

2.5GB

4.7GB

14.7G

B

0.3GB

Final Guarantee: No direct/indirect disclosure, or
backdoor, or digital side channel for any program on a
specificimplementation

RTL-Level:
Security Guarantee
for Specific
Implementations
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