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Secure System Design Now

Å{ŜŎǳǊŜ ŘŜǎƛƎƴ άƭƻƻǇέΥ
For-each vulnerability:

Attackers exploit vulnerability

Defenders patch vulnerability

Å[ƛǎǘ ƻŦ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ƛƴŎǊŜŀǎƛƴƎΧ

ÅNot typically possible to prove security against all
vulnerabilities
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Characteristics of Exploits

ÅBenign programs may have vulnerabilities Ą

Defenses need to be vulnerability-tolerant

Vulnerabilities + Information Assets = Exploit

ÅAttackers use internal program assets:
ÅByproduct of system implementation

ÅUsually not relied-on by programmers
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Exploits: Abusing Program Assets
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0xdeadbeef

gg ezgame

Benign Use-Case

char buf [30];
strcpy ( buf , arg );

argҐ άƎƎ ezƎŀƳŜέ

Stack

Return Addr.

buf



Exploits: Abusing Program Assets
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buf

Malicious Use-Case

0xdeadbeef

char buf [30];
strcpy ( buf , arg );

arg= 
ά!!!!!Χ\xf0\x01\x01\Ȅллέ

Address of target()
0xf0010100

!!!!!! Χ 

Χ   !!!!!
AAAAAAAAAAAAAA

Return Addr.

Stack

buf

Information Assets: 

ÅLocation of target() ÅPointer Representation



Protecting Information Assets

An Approach:

Randomize assets

Moving Target Defenses (MTDs)
Load-time MTDs: 64-ōƛǘ !{[wΣ L{wΣ Χ

Attackers defeat load-time MTDs with 
DerandomizationAttacks

Č Load-Time MTDs have LOWdurability
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Morpheus uses H/WȤsupported 

reȤrandomization (Churn) to give 

highȤentropy MTDs better durability



Attacks vs. (Re-)Randomization
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Code
Code Ptrs
Data Ptrs

Morpheus: Ensemble of MTDs
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Encryption:
Obfuscate information assets

Displacement:
Shift code & data segments

Information 
Assets

EMTD



Tagging & Attack Detection

ÅTags enable behavior 
tracking

ÅIllegal Ops
ÅClearly dangerous

ÅSuspicious Ops
ÅNormal programs   

may perform

ÅMay be probes or 
attacks
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Attack Detector

Operand Tags Opcode

Illegal Suspicious

ÅExecuting non-code
ÅJump to non-CP
ÅΧ

Terminate Program Churn

ÅCP arithmetic
ÅArith. overflow
ÅΧ

Otherwise, churn every 50ms




