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Secure System Design Now

Al SOdzNB RSaA3dy
Foreach vulnerabillity:

Attackers exploit vulnerability

Defenders patch vulnerability

Al A0 2F @dz ySNI oAt AGASE

A Not typically possible to prove security agaiakt
vulnerabilities

() J/ASPLOS 2019




—
Characteristics of Exploits

ABenign programs may have vulnerabilitigs
Defenses need to beulnerabilitytolerant

Vulnerabilities + Informatic@sets = Exploit

AAttackers usénternal program assets
AByproduct of system implementation
AUsually not relieebn by programmers
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Exploits: Abusing Program Assets

Benign UseCase

char buf [30];

strcpy (buf,

argl’
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arg );
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Exploits: Abusing Program Assets

Malicious UseCase

Stack
char buf [30];
strcpy (buf, arg);
Address ofarget() ' |O|xf(|)OI10I100X <— ReturnAddr
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Information Assets:
A Location otarget()

APointer Representation
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Protecting Information Assets

An Approach:
Randomizeassets

Moving Target Defenses (MTDs)
Loadtime MTDs: 64 A U ! { [ wZ L {

Attackers defeat loadime MTDs with
DerandomizationAttacks

C LoadTime MTDs haveOWdurability
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Protecting Information Assets

/ Morpheus uses H/W&upported
reZandomization (Churn) to give
highZntropy MTDs better durability /
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Attacks vs. (Re-)Randomization
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Loadtime X

MTDs Probe Weaponize| Attack
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Attacks vs. (Re-)Randomization

()
No MTDs ‘é Weaponize| Attack
o
g .
Loﬁ%%n;e Probe X Weaponize| Attack
i P
ReRandomizec ® © @ ©
MTDs Probe |“1)|2“)| 2| S| )|l X
TS, D2/ D(gD|2[I|2|D
t >

() J/ASPLOS 2019




Introduction

Morpheus
Architecture

Evaluations

Parting
Thoughts

-
am,

() J/ASPLOS 2019




Introduction

. E . . |
: y B g
. : |
" -
. ; )
Y .
‘ ;
. . " . 5
: . : e R ]
& . | ‘
. X -5,
A ; .
. : 3 : :
. .. £
. ; i e
SRS 3
2 T
. ‘. .
.
.
. - |
. : |
I »
.
v -
-

Morpheus
Architecture

Evaluations

3 Parting [ ©
Thoughts £

-
“am,




Morpheus: Ensemble of MTDs

EMTD

Encryption:
Obfuscate information asset:

Displacement:
Shift code & data segments

CodePtrs
DataPtrs

Information
Assets
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Tagging & Attack Detection

ATagsenable behavior
tracking

Alllegal Ops
AClearly dangerous

ASuspicious Ops
ANormal programs
may perform

AMay be probes or
attacks
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Operand Tags Opcode
Attack Detector
lllegal Suspicious

AExecuting norcode | ACP arithmetic
AJump to norCP | AArith. overflow
AX AX

l

Terminate Program Churn

Otherwise, churn every 50ms







