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1. Introduction

The useof multiple threadsof control is quickly becom-
ing a mainstreamprogrammingpractice. But threadscan
significantlycomplicatethesoftwaredevelopmentprocess.
Multi-threadedprogramstypically synchronizeoperations
on shareddatato ensurethat theoperationsexecuteatom-
ically. Failure to correctly synchronizesuch operations
leadsto data races, whichoccurwhentwo threadsconcur-
rentlyaccessthesamedatawithoutsynchronization,andat
leastoneof theaccessesis awrite.

Becausedataracesareoneof themostinsidiousprogram-
ming errorsto detect,reproduce,andeliminate,many re-
searchershave developedtools thathelpprogrammersde-
tector eliminatedataraces.Thesetools rangefrom those
that monitor the executionof the programto dynamically
detectpotentialraces,to static racedetectionsystems,to
moreformal typesystemsthatensurerace-freeprograms.

This paperpresentsa new static type systemfor writing
multi-threadedprograms.This typesystemguaranteesthat
any well-typed programis free of dataraces. We focus
on object-orientedprogramsthat uselock-basedsynchro-
nization. In suchprograms,every shareddatastructureis
protectedby a lock that mustbe acquiredbeforethe data
structureis accessed.Sinceat mostonethreadcanhold a
lock atany time,thecorrectuseof lock-basedsynchroniza-
tion guaranteesthattheprogramis race-free.

Likeprevioussuchtypesystems(Flanagan& Freund,June
2000; Baconet al., October2000),we provide a way for
programmersto augmenttheirprogramswith typedeclara-
tionsthatmakethelockingdisciplineexplicit. Thesedecla-
rationsassociatelockswith thedatathey protect.Thetype
checkerusesthesedeclarationsto verify thatathreadholds
theappropriatelockswhenit accessesshareddata.

But unlike previous systems,we let programmerswrite
genericcodeto implementa class,andcreatedifferentob-
jectsof the classthat follow different locking disciplines.
We do this by introducinga way of parameterizingclasses
that lets programmersdefer decisionsaboutwhich locks
protectwhichobjectsfrom thetimewhenaclassis defined
to thetimewhenobjectsof thatclassarecreated.

Without this flexibility , in previoussystems,programmers
sometimeshad to acquireredundantlocks just to ensure
that their programswerewell-typed. Or, they hadto un-
necessarilyduplicatecodeby implementingmultiple ver-
sionsof thesameclasses;theseversionscontainedtheex-
actsamecodeexceptfor synchronizationoperations.

Our systemalso providesdefault typeswhich reducethe
burden of writing the extra type annotations. In partic-
ular, single-threadedprogramsincur almostno program-
mingoverheadin our system.

We implementedseveral multi-threadedJava programsin
our system.Our experienceshows that our systemis suf-
ficiently expressive andrequireslittle programmingover-
head.

2. The Type System

The key to our type systemis the conceptof objectown-
ership. This resemblesthe notion of ownershiptypesde-
scribedin (Clarke et al., October1998),eventhoughthere
it was motivatedby software engineeringprinciplesand
wasusedto restrictobjectaliasing.

Every object in our systemhasan owner. An objectcan
be owned by anotherobject, by itself, or by a special
per-threadowner called thisThread. Objectsowned by
thisThread, eitherdirectly or transitively, arelocal to the
correspondingthreadandcannotbeaccessedby any other
thread.

In our system,it is necessaryandsufficient for a threadto
acquirethe lock on the root of an ownershiptree to gain
exclusive accessto all themembersin thetree. Moreover,
everythreadimplicitly holdsthelock onthecorresponding
thisThread. Thus,a threadcanaccessany objectowned
by thisThread withoutexplicitly acquiringany locks.

The languagewe useis an extensionto ConcurrentJava,
which is a variantof Java andhasformat semantics.We
refer to our languageasParameterizedRace-FreeJava, or
PRFJ.A classdefinitionin PRFJis parameterizedby a list
of owners.Ourwayof parameterizingis similar to thepro-
posalsfor parametrictypesfor Java. Thedifferenceis that



// thisOwner owns the Account object
class Account<thisOwner> {

int balance = 0;
int deposit(int x) requires (this) {
this.balance = this.balance + x;

}
}
// a1 is owned by this thread, so it is thread-local
Account<thisThread> a1 = new Account<thisThread>;
a1.deposit(10);

// a2 owns itself, so it can be shared
Account<self> a2 = new Account<self>;
fork (a2) { synchronized (a2) in { a2.deposit(10); } }
fork (a2) { synchronized (a2) in { a2.deposit(10); } }

Figure1. An AccountProgramWith no DataRaces

theparametersarevaluesandnot othertypes.

Figure1 showsanexamplewheretheAccount classis pa-
rameterizedby thisOwner. thisOwner owns the this ob-
ject. In general,thefirst formalparameterof aclassalways
ownsthethis object.

In thecaseof variablea1, thespecialthisThread owneris
usedto instantiatethe Account class. Thus,a1 is owned
by thisThread andhenceis local to themainthread.In the
caseof a2, thespecialself owneris usedto instantiatethe
Account class.Thismeansthata2 ownsitself, soit canbe
potentiallysharedbetweenthreads.

Methodscannow requirecallersto hold locksonsomeob-
jectsusing the requires clause. In the example,the de-
posit methodon Account requiresthat every threadhold
the lock on the(root ownerof the)Account objectbefore
thethreadcallsthedeposit method.Thisensuresthatthere
will be no dataraceswhenthe deposit methodis called.
Without the requires clause,the deposit methodwould
not havebeenwell-typed.

In theexample,all thethreadsthatcall thedeposit method
on a2 first acquirethe lock on a2. For a1 however, the
main threadimplicitly holds the lock on the thisThread
owner thatownsa1. Hence,it doesnot explicitly acquire
any locksbeforecalling thedeposit methodon a1.

It is importantto notethat PRFJis a statically typedsys-
tem. The ownershiprelationsareusedonly for compile-
time typecheckingandarenot preservedat runtime.Con-
sequently, PRFJprogramshaveno runtimeoverheadwhen
comparedto regular(Concurrent)Javaprograms.

Moredetailsonthetypesystem,includingtheformal rules
for typecheckingandhow thesystemautomaticallyinfers
mostof theextratypedeclarations,will appearin (Boyapati
& Rinard,October2001).

3. Experience

We implementeda numberof Java programsin our ex-
tendedlanguageincludingseveralclassesfrom theJava li-
braries.Wealsomodifiedsomeserverprogramsandimple-

Lines Lines
Program of Code Changed

CollectionClasses
java.util.Vector 0992 35
java.util.Hashtable 1011 53

OtherLibrary Classes
java.io.PrintStream 568 14
java.io.FilterOutputStream 148 05
java.io.OutputStream 134 03
java.io.BufferedWriter 253 09
java.io.OutputStreamWriter 266 11
java.io.Writer 177 06

Multi-threadedServer Programs
http 563 26
chat 308 21
stock quote 242 12
game 087 10
phone 302 10

Figure2. ProgrammingOverhead

mentedthemin oursystem.Theseincludeanhttp server, a
chat server, a stock quote server, agame server, andphone,
a database-backedinformationsever. Theseprogramsex-
hibit a varietyof sharingpatterns.Figure2 shows thelines
of codethat neededexplicit type annotationsfor someof
theprogramswe implementedin oursystem.

We implementedthelibrary classesin oursystemto beex-
ternally synchronized.This givesthe usersof the classes
the flexibility to createdifferent instancesof the classes
with differentlocking disciplines.In fact, this alsohelped
useliminatesomeunnecessarysynchronizationoperations
from Sun’s implementationof thoseclasses. For exam-
ple, in thePrintStream classin Sun’s implementation,the
print(String) methodacquiresthelock onthePrintStream
objectandthencalls a methodthatacquiresthe lock on a
BufferedWriter objectcontainedwithin the PrintStream
object.Acquiringthesecondlock wasunnecessaryandour
implementationavoidsthis.
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