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Debugging is Hard

® Debugging = diagnose + fix the root cause

e May take days-months to diagnose bugs
in the real world’
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Debugging during development Debugging in the real world

S ./program
Segmentation fault
(core dumped)

$ gdb ./program core

Target core command unsupported
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Reverse Execution Synthesis

® Coredump + program — execution suffix
® Debug arbitrarily long executions

¢ No runtime recording



Use Cases

e Automated debugging

® jdentify the root cause of a failure

e Automated bug triaging

® f{riage based on the execution suffix

e |dentify likely hardware errors

® when no execution suffix explains the coredump

Baris




