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Abstract—An AES core designed for low-cost and energy-
efficient IoT security applications is fabricated in a 65nm CMOS
technology. A novel Dual-Rail Flush Logic (DRFL) with
switching-independent power profile is used to yield intrinsic
resistance against Differential Power Analysis (DPA) attacks with
minimum area and energy consumption. Measurement results
show that this 0.048mm? core achieves energy consumption as
low as 1.25pJ/bit while providing at least 2604x higher DPA
resistance over its conventional CMOS counterpart, marking the
smallest, most energy-efficient and most secure full-datapath
AES core.
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I. INTRODUCTION

The Advanced Encryption Standard (AES) is a widely-used
algorithm for symmetric cryptography. Although AES is
extremely difficult to break in theory, AES chips can be subject
to side-channel attacks that use information such as the chip’s
power profile to reveal the secret key stored in the chip.
Differential Power Analysis (DPA) is one of the most effective
side-channel attacks [1]. In a DPA attack, a switching-
dependent power profile of the chip is generated through
monitoring its power supply current. This profile is then
correlated with a switching behavior model to reveal the secret
key [2-5].

Previous AES chips report 66x to 2500x DPA resistance
over DPA-unprotected cores [2-5]. One defense mechanism is
to augment an unprotected core with countermeasure circuits
that scramble its supply voltage and current [2, 3]. This
approach is not amenable to voltage scaling, however, because
the scrambled supply voltage is limited to a certain minimum
level, and no work reports on its performance under voltage
scaling. Another defense is to use intrinsically DPA-resistant
logic gates that exhibit constant energy consumption during
operation and hide the impact of switching activity from the
power trace [4, 5]. This approach typically suffers from high
area overheads.

This paper presents a voltage-scalable full-datapath 128-bit
AES chip with intrinsic DPA resistance that is suitable for
Internet-of-Things (IoT) applications thanks to its energy-
efficient operation and small die area. Compared to previous
DPA-protected cores [2-5], this chip is the smallest, most
energy-efficient, and most DPA-resistant.
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Logic gates designed to be intrinsically DPA-resistant have
the potential to provide superior resilience to DPA attacks.
However, published designs fall short of fulfilling this potential
while at the same time suffering from 2x to 4x high area
overheads [4, 5]. This paper proposes Dual-Rail Flush Logic
(DRFL), a logic family whose gate structure and architecture
are designed and optimized to achieve a switching-independent
energy profile. With balanced gate topology and pipeline
flushing mechanism, DRFL provides robust and intrinsic
resistance to DPA attacks with minimal area overhead.

DRFL is a derivative of static dual-rail CMOS logic [6].
Fig. 1 shows a DRFL XOR gate. When inputs A (A _b) and B
(B_b) present valid complementary logic values, the gate is in
evaluation mode, and output Y (Y _b) presents valid
complementary values. When all inputs are set to the same
value, the gate is in precharge mode, and both outputs present
the opposite values. During consecutive cycles in its operation,
the gate alternates between evaluation mode and precharge
mode. For example, when the XOR gate in Fig. 1 changes
from precharge mode to evaluation mode, one of the outputs
goes high, with the other output remaining low, depending on
the input values. When the gate changes from evaluation mode
back to precharge mode, the high output node is discharged
low, and the gate consumes the same amount of energy as
during evaluation. Therefore, irrespective of input values, the
energy consumption of each individual DRFL gate remains the
same throughout its operation.

DUAL-RAIL FLUSH LOGIC AND ARCHITECTURE
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Fig. 1. DRFL XOR gate. Input and output values are shown for
precharge and evaluation mode.
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One of the advantages of static dual-rail gate is that it fully
utilizes the benefit of complementary inputs, yielding intrinsic
DPA resistance with only modest area overheads over static
CMOS. For example, a relatively complex function like XOR,
which is the function used most often in AES, requires 10
transistors when implemented as a single-rail static CMOS
gate. A dual-rail implementation of XOR uses 12 transistors by
sharing transistors in the pull-up and pull-down branches as
shown in Fig. 1, only incurring a 20% overhead. In general, as
functions become more complex, more transistor sharing is
possible, and dual-rail implementations use much less than
twice as many devices as their single-rail counterparts. For
this reason, DRFL designs eventually achieve much better area
efficiency than other intrinsic solutions [4, 5]. The area of the
DRFL AES core in this paper is only 50% higher than its
CMOS counterpart. By comparison, the WDDL-based design
in [5] has 4x the area of its CMOS counterpart, because it uses
CMOS gates and inverters to mimic the functionality of dual-
rail logic gate. The BBL-based design in [4] has twice the area
of its CMOS counterpart, because each BBL gate has a boost
structure for charge recovery.

In addition to balanced gate design, pipeline flushing is
essential for DRFL to achieve superior DPA resistance. To
ensure correct operation and pipeline flushing, in cascades of
DRFL gates, adjacent gates precharge to opposite values, as
shown in Fig. 2, with the gates precharging to 1/0 denoted as
P/N gates. P gates must connect to N gates, and N gates must
connect to P gates. To that end, buffers must be inserted as
necessary to balance paths and ensure the proper polarity of
connected gates. Due to the regular and balanced topology of
the AES datapath, the number of balancing buffers is relatively
small. Moreover, unlike WDDL [5], which introduces two
inverters at the output of each gate, DRFL avoids inverters
thanks to the alternating P/N architecture, eliminating the area
and energy consumption overhead associated with inverters
and offsetting in part the buffer overheads.

After each pipeline stage, a pair of CMOS flip-flops is used
to store logic values. Each flip-flop pair alternates between
precharge mode (both flip-flops store the same value) and
evaluation mode (flip-flops store complementary values).
Hence, the flip-flops consume the same amount of energy
when alternating between precharge and evaluation, ensuring
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switching-independent energy consumption.
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Fig. 2. Cascade of DRFL gates.

In DRFL pipelines, evaluation data and precharge data
propagate in an interleaved manner, as shown in Fig. 3. During
consecutive cycles, each pipeline stage alternates between
evaluation mode and precharge mode.

Cyele 1 Prochargs Evalustion
{ 177751 = 1 '”""Lk L
—{n, 0, M Dy Gl B oo
1L 09 Do
Cydle 2 Lygluation Precharge
| ——q 0] L™y J
_"l Dy Uy jﬂ 'J"‘“ Ly, Uy jf'i"-l --’Jﬂ' Dy €y 1"
J 4, Dy 4y 0
Cyele | Cyele 2 Cyole 3
| | | clk
Trecharge i Evaluntiomt Precharge Tl
ET-.-.-u] waticn] Precharge El:‘l'ElH“_Iil'_"l'.! L2

Fig. 3. Pipeline of DRFL gates, and interleaving of precharge
and evaluation mode.
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Fig. 4. Measured frequency vs. supply voltage.
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III. EXPERIMENTAL EVALUATION

The DPA-resistant AES core has been fabricated in a 65nm
CMOS process. Its standard CMOS counterpart has been
included on the same die. The two cores have the same RTL
specification from [7], architecture, and target frequency.

Leveraging its CMOS underpinnings, the DRFL core
functions correctly across a wide voltage range, as shown in
Fig. 4. At the nominal supply of 1V, the core achieves a clock
frequency of 430MHz and consumes 7.09pJ/bit. With a near-
threshold supply of 0.4V, the core operates at 10MHz and
consumes 1.25pJ/bit.

DPA attacks are performed on both cores at the nominal
voltage, the weakest operating point for DPA attacks. (As
energy consumption decreases with voltage scaling, the chip’s
power profile is masked by noise, and DPA attacks require
more traces [8].) Fig. 5 shows Measurements to Disclosure
(MTD) for the standard CMOS core. MTD of a byte in the key
is the number of measurements needed for the correlation of
the correct key value to surpass the correlation of all other 255
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least number of power traces to be disclosed (a.k.a. the 1% key
byte) is revealed relatively soon, as its correlation crosses the
maximum correlation among all other 255 values after 768
measurements and continues to increase with the number of
measurements. Fig. 6 illustrates the hardness of disclosing the
key in the DRFL core. Even after 2 million measurements, the
normalized correlation value of the correct key remains
relatively stable and is indistinguishable from the other key
hypotheses.

Measurement results from the two cores are illustrated in
Table 1. Both cores attain a maximum frequency of 430MHz at
the nominal 1V supply level. The DRFL core has half the
throughput of its CMOS counterpart, since its pipelines are in
precharge mode every other cycle. The DRFL core is 50%
larger than the CMOS core, due to the overheads of dual-rail
logic and balancing buffers. Measured at 1V and 0.4V, the
DRFL core consumes 2.3x and 1.8x more energy, respectively,
than the CMOS core. However, the DRFL core exhibits at least
2604x higher DPA resistance than the CMOS core. Die photo
of the two cores is shown in Fig. 7.
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Fig. 6. DPA attack on DRFL AES core.
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an unprotected AES core. The design in [9] achieves superior
throughput and energy efficiency, but is not DPA resistant.
Consuming 1.25pJ/bit, the 0.048mm? DRFL core achieves
superior balance between area, energy efficiency and DPA
resistance.
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