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CHAPTER 1

INTRODUCTION

1.1 Motivation

Bugs in software can have devastating effects in today’s world. Computer viruses and
malicious users can exploit software bugs to run harmful code or gain access to restricted
data. Even an extremely strong protocol can be compromised if the implementation of the

protocol contains bugs.

Computers increasingly are being used to store vast amounts of data and information.
Some information is highly sensitive and access should be granted to a select few. Secure
systems must protect private data from users who do not have proper access. To accom-
plish this, secure protocols are devel oped that protect against avariety of malicious attacks

that attempt to gain access to sensitive data.

In addition to the threat of attacks, substantial time and money is spent keeping software
up to date. One report [30] estimates that software bugs cost the United State economy
$59.5 hillion annually. Even bugs without security implications can be problematic for
users and companies. According to a PC Magazine article [28], Microsoft founder Bill
Gates was quoted to claim that on average 5% of all Windows machines crash twice a

month.



In order for secure protocols to fully protect against malicious users, they must be per-
fectly implemented in software - avery difficult task. Most of the errors detected in secure
systems are implementation errors. While some of the errors are due to improperly match-
ing the specification, many errors are caused by complications introduced when program-
ming - especially when using an inherently unsafe language like C. If programmers are not
careful, it may be possible for an attacker to overwrite regions of memory in such a man-

ner they are able to execute arbitrary code and gain access to private data.

An example of a common bug is shown in Figure 1.1. This code segment will cause an
array bounds error if the value of four is provided as an input since the array will be

indexed with the value five which is outside the bounds of the array.

Complete software verification for arbitrary programs with unbounded memory is unde-
cidable. Frequently, software verification is limited to a set of properties that must be sat-
isfied for correct behavior. Some examples include memory access checking (pointers
must point to valid data when dereferenced), array overflows, and proper use of network
protocols. These properties exhibit well-known behavior that can be easily specified and

are acommon source of bugs.

Software bug detection can either be performed statically or dynamically. Static tech-
niques allow the software developer to prove that a program correctly satisfies a given
property. However, the number of possible states that must be searched to obtain such a
proof is often extremely large even for a simple property. As aresult, the verification of a
property can be infeasible. Abstraction of code not relevant to the property can greatly

reduce the search space but does not necessarily make searching feasible. Further abstrac-



unsi gned i nt x;
int array[5];
scanf (“%d”, &x);
if (x >4) fatal (“Index out of bounds”);
5 X++;
6 a = array[Xx];
Figure 1.1: Example of an array boundserror. This code segment will overflow the array if x is4.

tions are used that limit the scope of the search. The ability to prove that a property is sat-
isfied may be lost but previous efforts have shown that a large number of bugs can be

found.

Refer back to the examplein Figure 1.1. Thiserror in this particular example would be rel-
atively straight-forward to catch using static bug detection. The tool would have to track
the array size of five and track the range of possible values that x may hold. When it exe-
cutes the array reference, it will find that there is a value of x that can cause an array
bounds error. A nice property of static bug detection is that, once the error has been prop-

erly fixed, the array reference is guaranteed to not have any bounds errors.

The general problem of proving all array indexing in a program to be safe is a much more
difficult problem. For instance, many arrays are created dynamically meaning that the size
is only known at run-time. In a static tool, the size must be represented symbolically
requiring symbolic analysis between the size of the array and any variable that is a func-
tion of the array size. Another issue is that the array reference could be in a different part
of the program, several statements and function calls later - some level of interprocedural
anaysisis necessary. Asan example, afalse error report would occur in our exampleif the
tool was not aware that f at al terminates the program. Another difficulty with static anal-
ysis is modeling data on the heap. Imagine the input variable is stored deep within a heap

structure. In order to properly verify the array index, the static analyzer would not only



have to model all possible heap structures but model all of the possible values that a heap
variable may hold. In general, there are too many configurations to analyze, making the
problem computationally infeasible. Typically, the scope needs to reduced for the whole
program (not just for the heap data as outlined here) causing either bugs to be missed or a

large number of false error reports.

Other tools look for software errors at run-time or dynamically. While their effectiveness
is obviously restricted by the particular input set, they are effective at finding bugs on the
common paths of execution. Unlike static techniques, dynamic techniques do not need to
limit the scope of the search. Dynamic checkers can find bugs that span multiple function

boundaries, library functions, or even process boundaries.

The largest downside to dynamic bug detection is its dependence on the input. For exam-
ple, the code sequence in Figure 1.1 only triggers an error when the input value of x is
four. In order to find the bug, it is necessary to run atest where four is assigned to x. This
dependence is even more pronounced when the array reference is in a different section of
the code that the input routine. In addition to the required data value, the proper path is
necessary to ensure that the array reference is executed. Thinking about our running exam-
ple, there may only be one possible path that both increments x and accesses the array.
Furthermore, executing that particular path may depend on the values of other variables

besides x.

Another issue is the actual detection of the bug. In Figure 1.1, writing outside of the
bounds of the array may not cause an error with respect to the program output, depending

on how memory islaid out for a particular run of the program. Therefore, it isimportant to



develop dynamic bug detection tools that detect bugs at the array reference rather than

comparing the output to an expected output.

Since additional computation is necessary when detecting bugs dynamically, the impact
on performance is another downside. In our running example, the bare minimum is a
check at the array reference to determine if the current value of x exceeds the bounds of
the array. Additional instrumentation that stores the array size would be necessary if the
array was created dynamically. More sophisticated approaches require even more instru-
mentation. As aresult, there exists atrade-off between quality of bug detection and overall

performance impact.

1.2 Input Related Bounds Faults

Many software defects are related to improperly bound inputs that are either not checked
or checked incorrectly. A highly visible and damaging example of this type of defect
includes improperly bounded checks on network data. A common example of this class of
defect isthe buffer overflow - a situation where memory outside of the intended buffer (or
array) is accessed. Unfortunately, these types of problems occur too often. Six of the eight
Microsoft security bulletins already released by March 2004 [68] are due to input not
being properly checked. The Linux kernel has also had buffer overflow problems that can

be exploited [52].

Malicious users can exploit this bug by overwriting stack buffersin away that overwrites
the function return address to direct control to arbitrary code. This processisillustrated in
Figure 1.2. The code sequence is shown in part (), and it contains two functions: f oo and

bar. The function bar has a very basic buffer overflow error - the get s function is aways



void foo() {
int a =5; Remainder —
bar () of Malicious
} stack code
void bar() { foo’s foo’s
char buffer[100]; activation activation
gets(buffer); record record
printf(“Str: %", buffer);
} bar’s bar’s
activation activation
record record
(a) (b) (©)
Stack growsto
lower addresses Return address OxbadcOde
Temp value 1 OxbadcOde
Temp value 2 OxbadcOde
buf[99] buf[99]
buf[98] buf[98]
Data grows to
higher addresses
buf[0] buf[Q]
(d) (e)

Figure 1.2: Attacking a stack buffer overflow.

unsafe since there is no check or way of restricting the size of the input. If the user inputs
a string that is over 100 characters, the buffer will overflow. Before the buffer overflow
occurs, the state of the stack is shown in part (b). At this point, the current activation
record is that of function bar, which is shown in more detail in part (d). The activation
record contains the return address, space allocated for local variables (the buffer in this
case), and perhaps space for temporary values the compiler may need. Assumefor illustra-
tive purposes, the compiler creates two temporary values. In general, the layout of the acti-

vation will vary on the compiler and the optimization settings used to compile the



program. On many machines, however, the stack will grow to lower addresses and consec-

utive dataiin an array will grow to higher addresses.

In order to carry out an attack on the stack, two actions must be taken. The first isto over-
write the return address with an address to a higher address that resides on the stack since
it might not be possible to know the precise layout of the activation record, an attacker will
start overwriting the memory locations following the buffer with the same address in the
hope that one of the locations represents the return address. Thisisillustrated in part (e) of
Figure 1.2. Both temporary values and the return address are overwritten with the address
OxbadcOde. The second part of carrying out an attack is to insert the malicious code onto
the stack. Often thisis alone system command that executes a shell allowing access to the
system. Since the attacker will not be able to precisely pinpoint the location where to start
the code, a series of no-op instructions are prepended to the malicious code. The attack
will work aslong as the jump isto somewhere in the middle of the no-ops. For more infor-

mation on attacking buffer overflows, the curious reader is encouraged to read [1].

To prevent a buffer overflow exploit, it is necessary for the program to check input datato
ensure it does not exceed the bounds of any buffer it may be used to reference. However,
many programs either fail to check input data or check the data incorrectly. The example
in Figure 1.1 is a case where the data was checked but the check was wrong. This type of
error can happen if the programmer writing the check was not aware that the input value

was incremented before it accessed the array.

Our work centers on detecting bugs caused by improperly bounded input. It works by

shadowing all input values (and variables derived from input) with a shadow state vari-



Code Segment Value of x Interval constraint on x

unsigned int x;
int array[5];

scanf (“%d”, &x); 2 0<x<o
if (x >4) fatal (“I ndex out of bounds”); 2 0<x<w
X++; 2 0<x<4
a = array[X]; 3 1<x<5 — ERROR!

Figure 1.3: Detecting an array bounds error. The error is detected even though the input value of 2 does
not directly cause an error.

able. Shadow state variables are introduced into the program when external inputs are
read. External inputs encompass a variety of sources: command line arguments, input

files, environment variables, and network data.

Integers are shadowed by an interval constraint variable that stores the lower and upper
bounds of the range of values that the given variable may hold. They have an initial value
indicating the input is unbounded with maximum range that can be represented by the data
type of the variable. During execution, control tests and operators may narrow input inter-
val constraints. Finally, at potentially dangerous uses of inputs, such as array references
and trusted system calls, the entire range of an input value is validated using the computed
interval constraint. Asaresult, all input-related faults are exposed for a given control path,

even if the user-specified input did not directly expose the fault.

In Figure 1.3, we show how our technique can find the off-by-one error in the code seg-
ment from the examplein Figure 1.1. In a conventional dynamic bug detection implemen-
tation, an error will not be detected unless x is four. When the value is first read from
input, it is given a range to span al possible values. At the control points (after the i f

statement in the example), the interval constraint can be narrowed because the value of x is
now known to be < 4. When the value of x is incremented, the interval is adjusted up by

one for both the upper and lower bounds. When the array access occurs, theinterval of x is



char *bad_string _copy(char *src)
{

char *dest;

char tenp[ 16];

if (strlen(src) > 16) return NULL;
strncpy(tenp, src, 16);
dest = (char *) nalloc(16);
strcpy(dest, temp);

10 return dest;

11}

Figure 1.4: Fault duetoimproper use of string library functions. If src has 16 characters (not
including the null character), it will get copied into dest without a null character causing a problem in the
subsequent st r cpy function.

compared to the size of the array. Even though x has the legal value of two, an error is

flagged since it is possible for the input to be five, which exceeds the bounds of the array.

Another common source of security bugs isimproper use of the string library functionsin
C. Since the string functions provide no checking, the responsibility for safe behavior
resides with the programmer. To complicate matters, there is little consistency on how the
different string functions operate. For instance, the st r cpy command always copies a null
character but st rncpy will not copy the null character unless one is present within the
specified limit. An example of abug involving stringsis shown in Figure 1.4. In this case,
there is a check to filter out strings that are greater than 16 characters. However, the
strl en command does not count the null character. If the source string is exactly 16 char-
acters (not including the null character), it will pass the check though it contains 17 char-
acters, including the null character. As aresult, the null character does not get copied by
the st rncpy command, creating a potentially dangerous st r cpy because the source is not
null terminated. This type of problem is difficult to catch during testing since it requires a
source string of exactly 16 characters. Also, the bug may not manifest in an error in the

output when such an input is presented; thisis likely the caseif the character after thet enp



Code Segment Satefor src Satefor temp Satefor dest

char *bad_string_copy(char *src)|max_sz: o, known_null: T
{

char *dest;

char tenp[16]; max_sz: 16, known_null: F

if (strlen(src) > 16) max_sz: 17, known_null: T

return NULL;

strncpy(tenp, src, 16); max_sz: 16, known_null: F

dest = (char *) nalloc(16); max_sz: 16, known_null: F

strcpy(dest, tenp); ERROR (temp may not be

return dest; null terminated)
}

Figure 1.5: Detecting a string copy error. The error is detected because it is possible for the st r cpy
function to execute with a source that is not null terminated.

array happensto beanull.

Whileit is possible to catch faults involving strings using our array reference checking, we
can find more bugs if we model strings separately, taking advantage of extra information
provided by the strings and string library functions. For example, many string functions
require source strings to be null terminated. Our array reference checker does not analyze

the elements of the array, making it more difficult to find bugs related to null termination.

In our work, input strings are shadowed by state variables that hold the maximum possible
size of the string and aflag that indicates if the string is known to contain a null character.
Like integers, strings from external input sources are considered to have an unbounded
maximum size. Control predicates that test the length of an input string can decrease the
maximum string length. The null flag isinitially set on input strings and is initialy clear
on uninitialized arrays. In order to set the null flag, a string must be copied in a manner
that guarantees that null is set. String functions are checked to ensure that all strings
passed as a parameter are null terminated and there is sufficient room in the destination
string for copy operations. Our approach will verify these functions for all possible string

lengths up to the maximum size making it unnecessary for atest to have the exact string

10



length that can trigger an error.

Figure 1.5 shows how to find the error in the example presented in Figure 1.4. Assume
that the input to the function (sr ¢) isanull terminated string consisting of eight characters
taken directly from input and that the string has not been constrained in any way. As a
result, sr ¢’s maximum size will be unbounded and the known_nul | flag will be true upon
entry to the function. Though the user entered an eight character string, it could have been
astring of any length. Since the string has eight characters it passes the check but its max-
imum sizeisreduced to 17. (We count the null character in our definition of string size.) In
the st rncpy function, the maximum size of 17 can exceed the available destination size
limit of 16. Consequently, there is no guarantee that the null character is copied, and the
null flag remains off for the array t enp. This leads to an error when tenp is used in the
strcpy function since it may not be null terminated. Even though the input string of eight
characters does not expose the error, our approach still detectsit because all possible string
lengths are verified. It is also worth noting that our approach would detect an error if the
string src were directly copied into dest inthe strcpy instead of using thetenp array. In
this case, the error would get signalled because the maximum size of the source (17 char-

acters) is greater than the destination (16 characters).

1.3 Contributions

The primary goal of thisthesisis to develop and evaluate an effective and efficient tech-
nique for detecting errors related to input. A specia emphasis is placed on buffer over-
flows due to their potential of being exploited by a malicious user. We chose a dynamic

approach but we sought to find improvements that addressed some of the major draw-

11



backs associated with dynamic bug detection. Of the drawbacks, the dependence on the
input was our largest concern followed by the performance of the instrumentation. In
order to accomplish thiswork, it was necessary to build an infrastructure to instrument the
code. When creating thisinfrastructure, it was designed to be flexible and general purpose
so it can be used to catch different types of bugs and perform other instrumentation tasks.

The remainder of this section highlights the four main contributions of this thesis.

1.3.1 Dynamic approach to finding input-related faults

Our approach for dynamic bug detection focuses on properly constraining input data to
ensure that it is not possible for a user to supply an input that can cause a memory access
that is outside the allowable bounds of the program. Our technigue possesses the scope
and program knowledge of a run-time technique while relaxing the requirement that the

validator specify a set of inputs that exposes the defect.

Our system combines ideas from static bug detection and implement them in a dynamic
environment. We implement our approach by shadowing variables derived from input
with additional state that stores the allowable bounds for the given variable. The bounds
get adjusted during arithmetic operations and get narrowed during control operations. At
dangerous operations such as array references or string copies, the entire range of allow-
able values is verified to make sure that memory is not accessed outside of the proper
bounds of the array or string. This allows validators to find bugs without having the pre-

cise input necessary to expose the bug.

Our approach is generic and can be applied to all programs. We have applied it to 9 pro-

grams and found 17 bugs including two major security bugs in a recent release of

12



OpenSSH. It is portable and does not require any modifications to the source code. Unlike
techniques that are designed to prevent malicious behavior, our technique isintended to be
used to find faults before software is released. This work was presented at the 2003

USENIX Security Symposium [63].

1.3.2 General-purpose instrumentation infrastructure

One of the products of this research is our dynamic instrumentation infrastructure called
MUSE. Unlike most dynamic tools that focus on one particular property, our system is
general purpose. A user, using our specification language, can specify any safety property
they desire. Our system can be used to catch security related bugs and memory access vio-

lations using correctness specifications we have created.

MUSE was created in order to facilitate the rapid development of software verification
tools. MUSE was used in all other aspects of my research presented in this thesis and we
plan to continue to use MUSE in further research in software fault detection. Eventually, it
can also be used by other research groups to assist their efforts in software verification. In
addition to creating software bug detection tools, MUSE can also be used for other activi-

ties such as debugging and profiling.

Specifications are created by producing a list of patterns that match against statements,
expressions, and other events in the program. When a match occurs, a call to an external
function written in C is made. Since validators can write any instrumentation they desire,

they have the ability to create powerful models of correctness.

13



1.3.3 Removing unnecessary instrumentation to improve performance

Our third contribution lessens the impact dynamic instrumentation has on the performance
of the program by removing instrumentation that is unnecessary. Static analysisis used to
determine which variables are derived from input. This can be done using an algorithm
similar to constant propagation but propagates a tainted attribute that indicates the defini-
tion comes from input. Variables that do not contain program input do not need to be shad-
owed with additional state. A similar analysis finds variables that never produce a result
that will be used (either directly or indirectly) in a dangerous operation. These variables
also do not need shadowed state. During instrumentation, only statements that manipul ate
variables that both contain input data and produce aresult that will eventually beusedin a

dangerous operation need instrumentation.

Our analyses show that at |east 83% (dynamically) of instrumentation calls are not needed.
With our static analysis routines, we reduced the number of instrumentation calls by 68%,

improving performance by 50%.

1.3.4 Improved management of shadow state

Effective management of shadowed state, the additional state needed by the checker in
order to find bugs, will aso improve performance. Many dynamic bug detection systems
access shadow state using a table indexed by address. This can be slow considering the
number of accesses necessary by instrumented programs. Other dynamic bug detection
systems manage shadowed state by increasing the size of the variable and embedding the
extra state with the variable. This reduces access time but creates a compatibility problem

when executing functions and system calls that were not instrumented.
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We combine these two approaches by managing shadow state for local variables by name
instead of by address. For each local variable that needs shadowed state, atemporary vari-
able is created within the compiler that corresponds to the shadow state of the variable.
This avoids an access to a shadow state table improving performance and does not modify
the original variable, maintaining compatibility. Variables on the heap resort to being

accessed by address using atable since they are unable to be accessed by name.

Implementing the improved shadow state management scheme described in this section
improved performance by 33%. Combining the improved shadow state scheme with the

useless instrumentation removal improved the runtime performance overhead by 58%.

1.4 Overview of the Thesis

This thesis contains eight chapters. Chapter 2 presents a tutorial on software bug detec-
tion. It gives the reader the necessary background on the problems encountered in soft-
ware bug detection, definitions of the terminology used in the remainder of thisthesis, and
solutions from other research groups. The chapter closes with a section describing other

areas related to software bug detection: testing, debugging, and instrumentation.

We introduce our high coverage dynamic approach to detecting security faults caused by
improperly bounded inputs in Chapter 3. The chapter includes representative rules and
their corresponding actions. Three examples of how bugs are detected are given in the

chapter, including the two bugs found in OpenSSH.

Chapter 4 describes our instrumentation infrastructure, called MUSE. The MUSE tool

allows users to specify safety properties using a pattern definition language and external
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instrumentation written in C. This chapter describes the pattern language in detail and can
be used as areference for users wanting to create their own specifications. In addition, two
specifications are described in the chapter. Oneisanull checker with function tracing. Itis
asimple specification (only four patterns) that illustrates how to use MUSE. The second is
a memory-access checker similar to common memory-access detection tools such as

Purify [45] and Safe C [4].

Chapter 5 describes the implementation of the input bounds checker is described in . In
addition, the chapter gives results from using our checker, describing the 17 bugs and 6
false darms we found while testing 9 programs. Performance results show that the over-
head is very high but that there is room for improvement as many of the instrumentation

sites were found to be unnecessary.

Improving instrumentation performance is the topic of Chapter 6. The algorithms for
determining which variables hold input data and which variables hold results that could
eventually be used in a dangerous operation are presented. In Chapter 7, our approach for
improving management of shadow state is described in detail. Experimental results from
this chapter explore the set of optimizations by analyzing the performance improvement,
number of instrumentation sites, and number of accesses to the shadow state table across

al benchmarks.

Chapter 8 summarizes the thesis and presents options for further research. The thesis also
includes three appendices. The first appendix describes the grammar for asimplified form
of the C language that is used to simplify the implementation of MUSE. Additional notes

explains some of the decisions we made. The second appendix presents the grammar for
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our specification language including tables that define the main keywords used in the lan-
guage. Lastly, the third appendix shows an annotated pattern file for our input checker. In
addition to showing how the input checker was implemented, it serves as a good reference

and example for the creation of other specifications.
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CHAPTER 2

BACKGROUND AND RELATED WORK

\erification is the process of determining if a product (in this case, software) is function-
ally correct or not. This often involves proving the program works correctly. Since it is
undecidable to prove that an entire program works, software verification systems prove
that a program is free of a certain type of bug under a set of assumptions. For example, a
system may guarantee that a program is free of buffer overflows under the assumption that
the system libraries are correct and all arrays are indexed using integers. Verification is
one part of the validation process. Validation seeks to insure that all goals of the product
are satisfied. In addition to functiona correctness, validation involves the examination of
attributes such as performance goals, compatibility concerns, and customer needs. Testing
is the execution of a program using different inputs. While testing is used to find incorrect

functional behavior, it cannot be used to fully verify anything but atrivial program.

Verification schemes can be gauged by two parameters. soundness and completeness. A
schemeis sound if it can find every possible error in the program. A scheme is complete if
every error it reports is an error that can actually occur during a run of the program. A
complete program verification does not produce false alarms (a reported bug that is not

actually abug). We will use the generic term bug detection tool for any tool that is capable
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of finding bugs. The term verifier will be reserved only for those tools that are able to

prove that the program is free of bugs.

In order to verify a program, it is necessary to know what is considered correct behavior.
A complete specification of a program is typically as complex as the program itself. This
means errors are just as likely in the specification as in the program itself. As a resullt,
matching the program against the correctness specification will not guarantee the program
isfree of errors. Instead, software verifiers and bug detection tools check a small number
of important properties that are easy to specify, have well defined behavior, and are com-
mon sources of errors within programs. Some properties include memory access checking,
buffer overflows, proper locking behavior, and program invariants. Soundness and com-

pleteness are computed with respect to the particular property that is being verified [49].

Specifying a model of correctness can be done in a variety of ways. In some cases, it is
built right into the tool, especialy if the tool is specifically designed to catch a particular
type of error. The advantage of this approach is that the notion of correctness is tightly
integrated allowing for afaster tool. Alternatively, correctness properties are specified by
hand and either reside in an external file or are embedded into the program via annotations
or programming language extensions. The advantage of the externa file approach is that
the property is specified in one place and can be written by someone who knows the proto-
col well. Programmers can concentrate on writing their code and rely on the checker to see
if they violated any specified properties. Using annotated code forces the programmers to
specify the properties. While this places an additional burden on the programmers, it

forces them to think about the particular properties which may result in higher quality
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code. Another advantage of this approach is that the model and the program are combined
into a single entity which can simplify later phases of the process and serves as good doc-

umentation for future programmers.

Some work has been done to infer the correctness specifications from the code itself.
Engler et. al. [33] developed an approach to look for patterns in the code and deviations
from these patterns. Potential bugs are sorted based on how likely the deviation is a bug.
The resulting list must then be processed manually to determine if the deviation is actually
a bug. While their system has found several bugs, it suffers from a large number false

alarms.

In many cases, verifiers are only able to prove a program is safe under a set of assump-

tions. In general, these assumptions include that the following entities are free of bugs:

® System libraries: The source code is often not available for system libraries and thus
cannot be checked. Some systems provide interfaces that describe the behavior of

well-known system calls.

® Compilers: The task of verifying the compiler and its optimizations is dealt with in

[61, 97].

® Specification: Insuring that the correctness specification itself isfree of errorsisanon-
trivial problem since it has to be done manually. Fortunately, most properties being

checked are ssmple and well-known.
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® Bug detection tool: Insuring that the verification tool is free from errors also can be a
significant problem. The algorithms used by a verification tool are often proved to be

correct. However, tools can still be subject to implementation errors.

For the remainder of the thesis, we assume that the above entities are free of bugs. Since
the specification and the bug detection tool were created as part of our research, a brief

description of how these were validated are described later in thesis.

Software bug detection tools can operate statically (at compile-time) or dynamically (at
run-time). Each approach is explored in the next two sections: static bug detection in Sec-
tion 2.1, dynamic bug detection in Section 2.2. Related work on testing, debugging, and

program instrumentation is presented in Section 2.3.

2.1 Satic Bug Detection

Though there are numerous approaches to static software bug detection but they generally
follow the same high-level view process. The basic idea is to create a model of the pro-
gram that is analyzed with respect to the correctness specification. Different schemes use
different forms of analyses such as a SAT solver, a theorem prover, a model checker, a
path simulator, or a static analyzer. The type of analysis will dictate the type of model that
is used. For a theorem prover, the model will be a set of verification conditions. For a
static analyzer, the model of the program may be an intermediate representation of the pro-

gram. Good overviews of the software verification process can be found in [49, 92].

An advantage of static bug detection schemesisthat thereis no dependence on the input to

the program. Inputs to the program can be represented symbolically and the analysis can
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treat such variables in a manner that allows checking across the range of all possible val-
ues avariable can hold. This style of analysis can, in principle, prove that a program satis-

fies the given properties - the ultimate goal of static verification.

The goal of proving a program is safe is difficult to obtain in practice. Regardless of the
verification method, static bug detection is computationally infeasible except for trivial
programs or very simple properties. In essence, the static tools must do the equivalent
work of traversing all of the paths of the program. To ensure soundness and compl eteness,
exponential time or space algorithms are typically required depending on the property ver-

ified.

To address this problem, tools often employ an abstraction phase that removes portions of
the program that are not relevant to the property being verified, leaving only sections of

the program that are relevant to checking the desired property.

One technique for performing abstraction is program slicing [87]. A dliceis a set of vari-
ables or objects and its formation is guided by the correctness specification. Only code
that affects variablesin the program dlice are kept, including control flow. Program slicing
may be unsound, incomplete, or undecidable depending on the implementation, program,
and correctness specification. Java Pathfinder [12] and Bandera [23] are two systems that

use program dlicing.

Another popular technigue is predicate abstraction [37]. Using the correctness specifica
tion, predicates are extracted from the program. Ranges for variables are reduced to bool-

ean values based on the predicates creating a boolean program. Predicate abstraction is
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sound but incomplete since it may add infeasible paths. The SLAM project [9] uses predi-

cate abstraction.

Generalized data abstraction reduces the range of variables to a set of interesting abstract
values. For example, an integer variable could be replaced with an abstract variable with
three possible values: negative, zero, or positive. This approach is sound and incomplete

and is often used in conjunction with other abstraction techniques.

In order to make the problem decidable and computationally feasible, various parameters
can be restricted to a maximum number. Some example parameters include the lengths of
lists, number of processes, size of user input, etc. This reduces the scope of the model but
is neither sound nor complete. The rationale for such restrictionsis that if abug residesin
a list that can be of any size, the bug will likely surface if the number of elements is
capped at a relatively small value. In [55], the user provides bounds for the number of

heap cells and loop iterations to ensure the problem is decidable.

The abstraction process is often manually controlled by the programmer. For instance, the
programmer might have to specify the set of variables they are interested in. Research

efforts have worked on automating this process [6, 66].

Many abstraction techniques retain soundness at the expense of completeness. Paths
through the program are combined during the abstraction process. False alarms are intro-
duced because the reported error occurs on a path that is not feasible. In these situations, it
is desirable to implement refinement techniques that split the combined paths to remove

the false alarms. Thisis commonly done by first checking if an error is on afeasible path.
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If it isnot on afeasible path, constraints are added and the process is repeated starting with
the abstraction process. BLAST [48] uses lazy abstraction, an automated abstraction and
refinement process that abstracts the program to the proper amount of precision necessary
to verify a particular property. Statistical methods [60] can also be used to filter out false

alarms based on how likely areported failure is actually a bug.

The issue of soundness and completeness is a trade-off in static bug detection tools. For
complex properties, retaining soundness with a computationally feasible algorithm will
often result in an unbearable amount of false alarms due to the degree of abstraction nec-
essary. The other end of the spectrum includes approaches that give up soundness but
every error that is reported is guaranteed to be an error. Instead of combining paths, such
approaches limit the number of pathsthey traverse with the hope that they traverse enough
interesting paths to find all of the bugs. Obvioudy, these systems cannot verify that a

property has been satisfied but are still very useful in finding bugs.

Static techniques struggle with analyzing loops and data in the heap. Abstraction tech-
nigues can help with loops by combining paths of different iterations into one path. How-
ever, it is possible that false darms demand the paths be split. Heap data can be analyzed
using different points-to analysis techniques [2, 42, 96] but all of these approaches in
effect combine different variablesinto a single element; this leads to either unsoundness or

incompl eteness or both.

2.1.1 Software Model Checking
In software model checking, amodel of the program is traversed to determineif a property

can be violated during a path of execution. The state of the program is tracked during the
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Figure 2.1: Finite state automaton model for correct locking behavior. This will detect errors where a
lock is enabled twice or disabled twice in succession. It is also an error if the program ends with locks
enabled.

traversal. The state that is stored varies depending on the property and level of abstraction
used. At one end of the spectrum, a system may fully mimic the state of all variables, pro-
gram stack, and heap. More commonly, bug detection tools abstract away most of the

machine state and only track state that is relevant to the property at hand.

Model checking lends itself well to correctness properties that are specified as finite state
automata (FSA). Figure 2.1 shows an example of a model for checking proper locking
behavior. The starting state for each lock is U (unlocked). When a lock event occurs, the
state machine transitionsinto the L (locked) state. An error occursiif there are two consec-
utive lock or two consecutive unlock commands. The U state is also an accepting state, if
the program ends and the state machine is not in an accepting state, it is considered a fail-

ure. In this example, it isfailureif the program ends while holding alock.

The state transitions in this example are triggered by unlock and lock function calls. Other
properties will use different events to cause transitions. For instance, a pointer dereference
(such as *a) will be an event in a memory access checker or an array access (such as
a[i]) will be an event in an array bounds checker. The state of each lock must be

included in the tracked machine state during the traversal.
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Since a static traversal of the program model is performed, software model checking can
be thought of as a search problem. The goal isto search all possible program states to see
if one existsthat violates the property. Even with abstraction, there may be too many states
to analyze depending on how much state the property requires. To combat this problem,
restrictions are placed on the scope of the program model traversal. For example, proper-
ties could be checked within each function of the program instead of the entire program.
Restricting traversals to functions is useful since most functions are small enough to
search. The downside of thisisthat it will no longer be sound, missing bugs that manifest

across function boundaries.

Microsoft's SLAM system [6, 9] is a good representative system of the model checking
process. Correctness specifications are separate from the code and are written in the SLIC
specification language [10]. A set of predicates is extracted from the specification and is
used along with the program (written in C) as an input to C2BP [5] to create a boolean
program. The boolean program is analyzed using BEPOP [ 7] which performs reachability
anaysis to determine if an error state can be reached. If an error is detected, their refine-
ment tool NEWTON [8] checksto seeif the path is feasible and adds predicates to remove
false darms. While their reachability analysis can take exponential time, experimental

results show the SLAM process terminates within reasonable times for device drivers.

PREfix [16] uses a bottom-up approach for model checking. The call graph for the pro-
gram is created and leaf functions are processed first. Besides finding bugs within the
function, amodel is constructed. The model consists of a set of outcomes. Each outcome

has a set of constraints, guards, and results. Constraints are preconditions that must be true
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or an error occurs. A guard is aconditional operator that must be true in order for the par-
ticular outcome to be valid. If the guard evaluates to false, it is not an error; it simply
means the outcome is not valid (infeasible path). A result is the postcondition of the func-
tion and may involve more than one variable. The model of the function isused when it is
called by other functions. Models may be created by hand for functions where source code

is not available (such as system libraries).

The SPIN model checker [50] is designed for verifying distributed system protocols. A
model of the protocol is written in PROMELA [51] and the correctness properties are
written in linear temporal logic [79]. FSAs are created for the model and the correctness
properties and subsequently checked. The PROMELA models are required to be bounded
(forcing it to be decidable) and SPIN optimizes the checking process by reducing the num-
ber of states using partial order reduction and state compression. A more in-depth treat-
ment of the theory used in SPIN is in [49]. The SPIN infrastructure is not limited to
software. It has been used to verify concurrent systems and protocolsin hardware, circuits,

and other engineering disciplines.

Other model checking systems include Verisoft [43], CMC [71], and SMV [15, 67], a
symbolic model checker that uses binary decision diagrams (BDDs). An example of using
SMV isin [19]. MOPS [21] models the program using a pushdown automaton and the
property as an FSA. Analysis is scalable and interprocedura for detecting ordering con-
straints. Though the system is unproven for more complex properties, it does show that
simple ordering properties can be completely verified statically. Jackson and Vaziri [55]

translate constraints, written in Alloy [54], into a boolean formulathat can be solved by a
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SAT solver.

2.1.2 Satic Analysis

Many bug detection tools borrow or extend program analysis techniques that are done dur-
ing compilation. For example, flow-sensitive approaches similar to data-flow analysisin a
compiler can be used to find bugs. These techniques are fast and guaranteed to terminate
since they iterate to a fixed-point solution. This often comes at a price of both unsound-
ness and incompleteness. A trade-off of these approaches and a comparison to model

checking is discussed in [70].

Engler’sresearch [32] has focused on finding bugs in operating system kernels. Specifica
tions are separate from the program and written using their Metal language. The language
allows users to specify events and the corresponding state transitions. The checker (which
is part of their compiler) traverses each function looking for errors. While they have rudi-
mentary support for finding errors across functions, their analysis is predominantly local.
They have found numerous bugsin Linux and OpenBSD. In [3], Ashcraft and Engler con-
structed models to catch inappropriate uses of tainted data. In their model, tainted data
becomes untainted if any check occurs. They only validate that checks are executed. Their
approach is unable to determine if the checks are correct. Thiswork was expanded by Xie,
Choe, and Engler [93] who created ARCHER, a path-sensitive tool that uses symbolic

anaysisto find memory access errors.

Coen-Porisini et. al. [17] use symbolic execution for a subset of the C programming lan-
guage and have applied their technique to safety-critical software systems. The FLAVERS

system [18] creates a trace flow graph which is a reduced representation of an annotated
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control flow graph. The reduction is an abstraction technique, removing control flow

graph nodes that do not affect the verification of the property.

Using constraint-based analysis also is popular. Wagner et. al. [89] parse the program to
create a set of constraints. The constraints are analyzed to find potential buffer overflows.
Variables and buffers (any array or string) are represented as ranges and the problem is
transformed into a system of integer range constraints. CSSV [27] statically verifies if
string operations are safe by keeping track of the size of the string and whether or not the
string is null but requires annotation for each function. It uses constraint variables to track
relationships between variables. Potential violations are discovered using integer analysis
on a set of linear inequalities. Rugina and Rinard [81] use constraint analysis to find
bounds violations for pointers, arrays, and memory. They give an excellent overview of

the process of converting symbolic expressionsinto linear constraints.

2.1.3 Type Systems and Safe Programming Languages

Significant research is devoted to extending or developing new type systems. Most lan-
guages perform some level of type-checking automatically. Types are useful in that they
can be checked quickly in most cases and provide useful documentation to the program-
mer. The downside of typesis that they are limited in what they are capable of checking.
In some cases, type systems are more aggressive but rely on run-time checks if they are

unable to completely verify a property statically.

Some examplesin this areainclude the Vault project [25], atype system to enforce proper-
ties of protocols for the Windows kernel and device drivers. Shankar et. al. [83] introduce

atainted type qualifier to detect vulnerabilitiesin format strings at compile-time. Data that
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come from untrusted sources will have atainted qualified type. When atainted typed vari-
able is used in potentially dangerous situations, an error is signalled. Boyapati et. al. [14]
describe new ownership types for Java that ensure proper memory management and real-

time system guarantees.

Another way of reducing bugs is to use safe languages that automatically guard against
malicious behavior. Some properties may not be verifiable at compile-time, causing

dynamic checks to be inserted when static analysisfails.

Cyclone [56] is amodified form of C that checks pointer accesses using fat pointers. The
programmer can limit the number of checks by declaring pointers to be safe. To ensure
safety, additional restrictions (for example, disallowing arithmetic) are placed on safe
pointers. CCured [ 73] uses static program analysis to prove as many pointers to be mem-
ory safe as possible. Dynamic checks are inserted when the analysisis unable to prove if

the pointer is safe or not.

New software development paradigms, if used effectively, can reduce the number of bugs.
Aspect-oriented programming [31] allows programmers to specify properties (such as
security and buffering) and the rel ationships between them. Mechanisms in the aspect-ori-
ented environment take the specification to create a program. This moves the burden of
correctness from the programmer to the environment. The programmer still has to specify

the relationships and interfaces correctly, acommon source of bugs.

Similarly, annotations can be added to a program to aid the verification process by

describing program specific properties that need to be checked, providing tips to the
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abstraction process, and to give valuable information that may not be gleaned from ana-
lyzing the source code. For example, Splint [35, 62] is an annotation-based system derived
from Lint that is used to catch security bugs. They use lightweight constraints based on
annotations provided by the programmer. No interprocedural analysisis performed unless
constraints are present. Aspect [53] is another system that requires users to indicate the
state before and after a procedure. Fast static analysis allows common types of bugs to be

detected.

2.1.4 Theorem Provers

Theorem provers also can be used to verify software properties [74]. Theorem provers
take a program and verification condition asinput and attempt to satisfy the condition. The
verification condition is stated in a way such that satisfying the condition indicates an
error. The processis similar to model checking in that the program is parsed, abstracted,
simplified, trandated, and then checked. The main difference is that verification condi-
tions are created instead of amodel. The correctness properties are embedded into the ver-

ification conditions.

Extended Static Checking (ESC) [26] is a verification system that uses theorem proving. It
verifies properties for code written in Modula-3. It requires programmers to annotate pro-
cedures with a list of preconditions, postconditions, and modified variables. The analysis
is unsound but ESC has been used to find bugs such as array bounds errors, null derefer-
ences, and program invariants. ESC for Java has been recently developed [36, 85]. Other
work in this area includes Destiny [29] which parallelizes the theorem-proving process.

Flanagan and Saxe [38] developed a technique for compacting the verification conditions.
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Eau Claire [22] is an extension to ESC designed to find security flaws.

2.2 Dynamic Bug Detection

Dynamic bug detection tools are inherently unsound since they cannot verify that a pro-
gram violates a particular property as sections of the program may not execute. In order to
prove a program is free of bugs, the validator would have to execute all possible input
combinations - an infeasible task for al but the most trivial programs. While coverage
tools can be used to make sure all interesting paths are hit, many bugs are only caused by a
precise data value within a particular path (off-by-one errors for instance). Merely execut-

ing a path does not necessarily imply the particular path is free of bugs.

Related to this problem is the manifestation of errors. One approach to testing compares
the output of a program to an expected output. Not all problems result in changes to the
program output. For example, a program may overwrite memory beyond the bounds of the
array - a bug. But depending on how the program is laid out in memory, an error may or
not manifest in the output depending on what value was overwritten. Dynamic bug detec-
tion tools try to mitigate this problem by detecting the error immediately when the prop-

erty has been violated (when the memory was overwritten)™.

Despite these shortcomings, dynamic approaches have advantages when compared to
static bug detection systems. In dynamic bug detection, execution alwaysison area path.
This reduces the number of false alarms that are detected. Static schemes often use

abstraction techniques that combine paths; the number of false alarms increases due to

1. The point where the property is first violated is not necessarily the same as the source of the error but is
much closer to the error than the “end of the program”.
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reported errors on infeasible paths. In addition, static schemes may restrict the scope of
their search in order to make their algorithm computationally feasible. For instance, static
analysis may be restricted within afunction with limited support for detecting bugs across
function boundaries. Dynamic bug detection systems do not suffer from such restrictions

asthey execute on a single path during arun of the program.

Another advantage of dynamic bug detection systems is their ability to fully utilize the
run-time data that is available, allowing for direct analysis of constructs that are difficult
to analyze statically. Thisincludes loops where dynamic bug detection tools only need to
be concerned with the current number of iterations, not all possible iteration counts. In
addition, the precise shape and sizes of data structures on the heap are available at every
point in the program. To remain computationally feasible, static analysis must represent

the heap using imprecise models and use abstraction techniques to model 1oops.

Dynamic bug detection tools can be used to prevent certain malicious behaviors before
they occur. As an example, such tools can be used to prevent an unsafe array reference by
inserting a check prior to the statement. The downside to these approaches is that they
must be very fast and non-obtrusive since they are still present after the program is
deployed. This requirement, in essence, places a limit on the degree of what can be
checked. Other dynamic bug detection tools are designed to be used during testing and are
more heavyweight. These tools allows testers to find more bugs and to supply more

debugging information to isolate the error.

Most run-time bug detection systems target a small number of properties and in many

cases, the notion of correct behavior is built into the tool itself. Thisis helpful since the



tool can be optimized specifically to handle this particular case with the least amount of

impact to the performance of the program.

Dynamic bug detection schemes often need additiona state to track properties of the pro-
gram. For instance, atable that keeps track of which locations of memory are valid is use-
ful in memory access checking. We refer to this state as shadow state and it is commonly
stored in atable. The table istypically indexed by address, storing the shadow state associ-
ated with the variable located at that particular memory location. The problem with this
approach is the cost of looking up the state in the table. Another way of storing shadow
state, often called fat variables, is to embed the state into the variable itself. This elimi-
nates the table lookup but requires an increase in the size of the variable causing an

increased memory footprint and compatibility problems.

Memory access errors are a popular target for run-time checking. They account for alarge
number of errors, especialy in languages like C where pointers are subject to very few
restrictions. Examples of memory access errors include using an uninitialized pointer,
dereferencing a pointer that points to invalid data, freeing dynamically allocated memory

twice, and accessing memory outside the bounds of a dynamically allocated object.

Examples of dynamic bug detection systemsinclude GNU’s checker [20], Purify [45], and
Valgrind [88]. These tools detect memory bugs by keeping track of the state of dynami-
cally alocated memory using a shadow state table to keep track of the state of memory.
The table isimplemented using a bitmap array making accesses fast. However, the limited
amount of information gained from a small nhumber of bits restricts the checker in what

types of errors that can be checked. Lhee and Chapin [65] intercept array references and
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checks to see if they exceed the bounds. Sizes of heap allocated arrays are stored in a
table. Electric Fence [77] places inaccessible pages before and after each dynamically
allocated object. A segmentation fault occurs if an access occurs outside the object. The
taint mode of Perl [78] can be used to prevent untrusted programs from gaining superuser
access. StackGuard [24] is a run-time approach that adds a randomized canary word just
below the return address. If the canary word is modified, an error occurs. Buffer overflow
attacks that overwrite the return address will also overwrite the canary word negating a

jump to the attacker’s code.

Haugh and Bishop [46] check all of the interesting string library functions by comparing
the allocated sizes of the arrays. This approach is similar to our string library maximum
size checks. Their tool tracks coverage to ensure that each interesting string function is
executed once. Our technique can potentialy find more defects because it checks for
proper null termination and array references. Safe C [4] stores extra state with each pointer
that stores the bounds of the object the pointer is referring to. Accesses are compared to
the bounds to see if an error occurs. Safe C also catches illegal tempora accesses by
assigning a unique capability to each created object. Pointers store the capability of the
object they are pointing to. A table keeps track of the capabilities that are currently valid.
An error occurs if a pointer dereference occurs and the capability is no longer valid. Keen
et. al. [59] implemented the table in hardware to improve the run-time performance of the

system.

Jones and Kelly [57] use an object table to store state on which region of memory a

pointer is alowed to point to. Parasoft’s Insure++ [76] checks for a variety of different
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errors such as memory reference errors, memory leaks, unsafe I/0O operations and data
conversion errors. The checking is accomplished by adding checking and testing instru-
mentation around each line of source code. CodeCenter [58] interprets C code and pro-
vides run-time type checking and memory access checking. Wasserman and Blum [91]
discuss run-time results checking where results of algorithms are checked using a ssimple
checker. This only works for algorithms where a simple check (less complex than the
algorithm) is possible. Netzer and Miller [75] describe an approach for dynamically find-

ing data races in shared-memory parallel programs.

Run-time checking can be used to prevent programs from untrusted sources to execute
malicious code. Wahbe et. al. [90] introduce address sandboxing. An untrusted code mod-
ule (binary) isinstrumented to restrict accesses to that modul€'s segment(s). The technique
is programming language independent and incurs a minor overhead. Related to the issue
of security is trust. How does one trust code from outside sources? Necula and Lee [72]
describe proof-carrying code. A proof isembedded into the binary that shows the code sat-
isfies a particular property. An untrusted binary can be verified to see if the proof is valid.
This check only needs to be done once. The execution of the program incurs only a negli-

gible overhead penalty.

2.3 Testing and Debugging

Testing is closely related to software verification as they both strive to eliminate bugs
from software. Several of the systems we have looked at, such as run-time memory access
checkers, are designed to be used during testing to find more bugs faster. Testing is inher-

ently an unsound but complete process. Since it not possible to run all possible input com-
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binations for large programs, testing teams will employ path coverage techniques. The
goal isto create tests that will hit all of the interesting paths of the program. Random test-
ing can also be effective - fuzz testing [39] has found several errors by using random input

streams.

Often testing is directed at particular regions of code. Good testing targets include regions
where past bugs have been found or areas considered critical to the behavior of the overall
system. Profiling can be used to critical regions by revealing areas that are executed often
or are extremely complex. Research groups have looked at methods for automatically gen-
erating tests based on the program and a specification. Many of these approaches borrow
ideas from bug detection analysis techniques. For instance, Korat [13] creates a set of test
cases based on a Java method's precondition. The postcondition of the method is used to
test the correctness of the method. Freidman et. al. [41] analyze finite state machine mod-
els of the program to create a set of coverage conditions that can be used to automatically
generate tests. Testing constraints are also created as part of the analysis to address the

problem of having too many cases to cover.

When an error isfound, figuring out the cause of the bug can be very puzzling. Asaresult,
significant support to aid debugging has gone into many of these systems. Often the user is
provided with the exact line number of the error. Even better, some systems give the user
an execution path that results in the error. There has been work done by Andreas Zeller
[94, 95] to automate the debugging process. His Delta Debugging system narrows in on a
bug by finding the minimum difference between a successful run and a failing run. The

process borrows many ideas from abstraction: irrelevant state is removed during the nar-
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rowing process. Dynamic Probes [69] is atool that creates dynamic traces that are used to
debug operating system code. Probes are added like debugger breakpoints but probes are

designed to operate while the program is running with minimal overhead.

A closely related area of study is the elimination of array bounds checks [11, 44]. The
approach works by propagating the constraints implied by array bounds checks through
the dataflow graph of a program. Similar to our dynamic constraint modifications, pro-
gram operators and control points adjust propagated constraints accordingly. They also
eliminate array bounds checks by using static analysis to determineif definitions of earlier
(sufficient) checks can reach the bounds check in question. Bodik et. al. [11] propose a
lightweight analysis, making it possible to eliminate checks within a dynamic compilation

framework.

Many different projects have focused on instrumenting code for a variety of applications
such as profiling, code coverage, debugging, and of course, bug detection. Most of the
dynamic bug detection systems instrument code in some fashion. The MaC project [82]
adds instrumentation for monitoring and checking. They use two definition languages to
describe their properties: alow-level language that matches generic events to specific pro-
gram constructs and a meta language used to describe safety properties. The advantage of
this decomposition is that it allows the safety property to be independent of any program-
ming language. Tikir and Hollingsworth [86] analyze dominator trees to reduce the num-
ber of instrumentation sites needed for code coverage. Daikon [34] is a tool that
dynamically finds program invariants which can be helpful in assuring correct program

behavior. Tools used for gaining profiling information and other microarchitectural

39



parameters are typically instrumented at the binary level. ATOM [84] and EEL [64] are

two examples of such systems.
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CHAPTER 3

DYNAMIC DETECTION OF INPUT-RELATED SOFTWARE
FAULTS

In this chapter, we describe our dynamic high coverage approach to detecting security
faults caused by improperly bounded inputs. Our technique possesses the scope and pro-
gram knowledge of a run-time technique while relaxing the requirement that the user
specify a set of inputs that exposes the defect. We implement our approach by shadowing

all input values (and variables derived from input) with a state variables.

Array references can be checked by tracking integers with an interval constraint variable
that stores the lower and upper bounds of the range of values that the given variable may
hold. When a variable that is derived from input is used as an index, the entire range of
input values are checked to ensure the access does not exceed the bounds of the array.

More information can be found in Section 3.1.

Input strings are shadowed by state variables that hold the maximum possible size of the
string and a flag that indicates if the string is known to contain a null character. String
functions are checked to ensure that all strings passed as parameters are null terminated
and there is sufficient room in the destination string for copy operations. Our approach,

described in Section 3.2, will verify these functions for all possible string lengths up to the
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maximum size making it unnecessary for a test to have the exact string length that can

trigger an error.

3.1 Tracking Integer Input to Detect Array Overflows

In order for an array reference to be considered safe, the index must be checked to deter-
mine if it can exceed the bounds of the array. This is accomplished by attaching interval
constraint information to every variable that contains data derived from program input.
We start with amodel of tainted datathat is similar to that used by Ashcraft and Engler [3]
and is summarized in Figure 3.1. Data that comes from input is considered tainted and
includes environment variables, command line inputs, data read from files, and network
packets. Tainted data is shadowed with interval constraint variables that track the lower
and upper bounds for the variable. When an access to an array occurs, the bounds of the
array index are compared with the run-time size of the referenced array. An error is
declared if there is an index that can exceed the bounds of the array. When a variable is
assigned a value that is not dependent on input (untainted), the destination variable is reset

to the untainted state, releasing shadow statel.

Since arrays may only be indexed by an integer, only variables with integer type (char,

int, unsigned int, etc.) can become tainted. When an integer variable becomes
tainted, it is assigned upper and lower bounds based on the precision of the type. For
unsigned integers, the lower bound is zero. Otherwise, it is the most negative value the

variable can hold, based on type. Similarly, the upper bound is the largest possible value.

1. Our approach only detects array overflows when indices are derived from input. However, checks for indi-
ces not derived from input can be added with minimal modifications.
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S Datanot from input is
assigned to variable.

Bounds exceed run-
time size of array.

Datafrom input is assigned
to variable.

Figure 3.1: Program statesfor integer variables.

Astainted variables are operated upon or tested with control predicates, their interval con-
straints must be adjusted accordingly. Table 3.1 shows a list of representative operations
and their effect on the upper and lower bounds of an interval constraint. In the table, ticked
variablesa’, x’,andy’ refer to tainted variables whiley represents an untainted vari-
able. The notation x’ . | b represents the lower bound of tainted variable x’ . The expres-
sionsM N_VAL(a) and MAX VAL(a) refer to the minimum and maximum values that a

can have based on its type.

For simple assignment operations (Rule 1), the bounds are copied into the assigned value
in most cases. However, it may be necessary to restrict the bounds if the size of the desti-
nation type is smaller than the size of the source type. This may also occur when assigning
asigned value into an unsigned value. State propagations are also required when integers
are passed at function calls, returned from functions, assigned within structures, or when

copied by system functions such as nencpy.

Addition and other arithmetic operations adjust the bounds of the destination variable. In
the first addition pattern (Rule 2), a tainted value is added to an untainted value. The
bounds of the destination variable are computed by adding the run-time value of the

untainted variable to the bounds of the tainted variable. If both variables are tainted (Rule
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Table 3.1: Representative rulesfor computing bounds on integer variables. x’ ,y’ , and a’ are tainted
andy isuntainted.

Rule Operation Input Interval Constraint
1 a’ = x a'.lb = mx(MNVAL(a'), x' .IlDb)
a'.ub = mn(MAX_VAL(a'), x'.ub)
2 a =x +y a'.lb = mx(MNVAL(a ), x .1b +y)
a'.ub = mn(MAX_VAL(a'), X .ub +vy)
3 a =x +y a'.lb = mx(MN_VAL(a'), x'.1b + y'.lb)
a'.ub = mn(MAX_VAL(a'), X .ub + y’.ub)
4 a =x %y’ a'.lb =0, a .ub = max(abs(y’.Ib), abs(y’.ub))
5 if (x <vy) if (x’ <y): x.lb=x".1b, X'.ub = mn(x .ub, y- 1)
el se: x'.Ib = max(x .lb, y), x’.ub = x".ub
6 if (x <y") if (x> <y'): x.lb=x".1b, x’.ub = mn(x .ub, y .ub - 1)
y'.lb =mx(y' .lb, x.1b + 1), y .ub =y’ .ub
el se: X' lb = mx(x .lb, y.Ib), x.ub = x".ub
y'.Ib =y .lb, y'.ub = mn(y .ub, X' .ub)
7 if (x' ==y) if (x' ==y): x'.lb =y, X'.ub =y
else if (xX’.1b==y): x.lb=y +1, x.ub = x".ub
else if (xX.ub ==y): x.lb=x".1b, X .ub=y -1
el se: x'.lb =x".1b, x’.ub = x".ub
8 if (x' ==y") if (x> ==y ): x.lb=y .lb=mx(x.lb, y .lb)
X'".ub =y .ub = mn(x .ub, X' .1b)
el se: X".lb =x".1b, xX.ub = x".ub
y'.lb =y .lb, y.ub =y .ub
9 while (x' <) in | oop: x'.1b = x".1b, Xx.ub = mn(x .ub, y - 1)
after | oop: X".lb = max(x'.lb, y), x.ub = x’.ub

3), the bounds are added together to form the new worst-case bounds. Rule 4 singles out
the modulus operator because the new range is strictly dependent on the value of the sec-
ond operand. We can also detect overflow situations; this is mentioned in more detail in

Section 3.3.

Rules 5-9 narrow the input interval constraint based on knowledge gained from control
predicates. In Rule 5, if thei f condition istrue, the upper bound isreduced toy- 1 unless
the existing upper bound is already lower than y- 1. If the condition is false, the lower
bound must be at least y. Rule 6 refers to a situation where two tainted variables are com-
pared to one another. If x* <y’ istrue, then no changeis necessary to the lower bound of

x’ and the upper bound of y’ . The upper bound of x’ must be at least one less than the



upper bound of y’ in order to make the equality true. x’ also cannot exceed its own upper
bound. Similarly, the lower bound of y’ isthe maximum of the lower bound of x’ +1 and

the lower bound of y’ before the statement.

The equality test to an untainted variable (Rule 7) will set both boundstoy if the tainted
value is indeed equal to the value. If the tainted value x’ is not equal to y, there is no
change unless y happens to equal one of the bounds. In this case, the bound is adjusted
accordingly. While in this case it would be possible to split the interval, this is not neces-
sary as only the lower and upper bounds are needed to validate array accesses. In Rule 8,
two tainted variables are compared for equality. If they are equal, each variable will have
an identical new range that is formed and by taking the highest lower bound and lowest

upper bound. If they are not equal, no change is made’.

The effect of awhi | e loop comparison is shown in Rule 9. When the body of the loop is
entered, the condition x’ <y istrue and the bounds are updated appropriately. Upon exit-
ing the loop, the bounds are updated to reflect that the condition is now false. f or loops
and do loops are handled in the same manner except that the bounds are not updated dur-
ing thefirst passin ado loop since the condition is not tested until the end of the loop. The
case where two tainted values are compared as a loop condition is analogous to the i f

statement.

Notable omissions from the list are the logical-or (| | ) and logical-and (&&) operators. The

simplification phase (discussed in Section 4.1 and Appendix A) converts these short-cir-

1. There are some cases that we ignore where the bounds could be adjusted. One example would be when the
equality isfaseand x’ . I b == x.’ub == y’.ub.Inthiscase y’ . ub should be lowered by one.
Such cases can easily be added if they result in false alarms.
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cuited operators into the appropriate if-then-el se constructs.

To perform interval bounds checks, it is necessary to keep track of the sizes of all arraysin
the program. The size of globally and locally declared arrays are known at compile-time
and are straightforward to process. Dynamic alocation of memory pose an interesting
challenge in our target language C. Since al dynamic memory allocations are considered
to be untyped, we consider all dynamic allocationsto be asingle array with asize equal to

that of the memory allocation.

3.1.1 Array Reference Example

To illustrate our approach, we describe a bug that was discovered in OpenSSH. It occurred
in the channel code (channel.c). The relevant code is shown in Figure 3.2. In function
channel _new, the channels array is a dynamically growing array with a size equal to

channel s_al | oc. The starting size of the array isten.

Some time after channel new is caled, the function channel _i nput _data is
invoked. At line 36, an integer is obtained from a packet using packet _get _i nt (an
OpenSSH function that grabs the next integer from the current network packet). Upon
return of packet _get _int, i d will be tainted with a lower bound that is equal to
I NT_M N and an upper bound equal to | NT_MAX. The value of i d is passed into the func-

tionchannel _| ookup, sothe parameteri d upon entry will have the same bounds.

At line 46, there is a check to make sure that index is within the bounds of the array. If the
run-timevalue of i d isout of therange0<i d<channel s_al | oc, the error would not

be detected since the function call returns before the array access. At the array access in
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/* Pointer to an array containing all allocated channels. The
* array is dynamically extended as needed. */
static Channel **channels = NULL;

5 [* Size of the channel array. */
static int channels_alloc = 0;

Channel *
channel _new(...)
10 {
int i, found,

Channel *c;

/* Do initial allocation if this is the first call. */
15 if (channels_alloc == 0) {
channel s_al l oc = 10;
channel s = mal |l oc(channel s_al |l oc * sizeof (Channel *));

}
20 .
if (found == -1) {
channel s_al l oc += 10;
channel s = real | oc(channel s, channel s_al | oc*si zeof (Channel *));
25 }
}
voi d
30 channel _i nput _data(int type, int plen, void *ctxt)
{
int id,

Channel *c;

35 /* Get the channel nunber and verify it. */

id = packet_get_int(); INT_MIN <id < INT_MAX
¢ = channel _| ookup(id); INT_MIN <id<INT MAX
}
40
Channel *
channel _| ookup(int id) INT_MIN <id < INT_MAX
{

Channel *c;
45
if (id<0]] id > channels_alloc) { INT_MIN <id<INT MAX
| og("channel _| ookup: %l: bad id", id);
return NULL;

}
50 ¢ = channel s[id]; 0<id< channels alloc
return c;

52 }

Figure 3.2: OpenSSH channel bug. The channel s array hasasizeof channel s_al | oc. The bug
occurs in channel _I ookup where it is possible to access channel s[ channel s_al | oc]
which is outside the bounds of the array.
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line 50, the interval constraint of i d has alower bound of zero and an upper bound equal
to the run-time value of channel s_al | oc. The channel s array has a run-time size
equal to channel s_al | oc, indexed from zero to channel s_al | oc- 1. Since the upper
bound of i d is channel s_al | oc, it exceeds the bounds of the array and an error is
declared. If i d isin the range 0 <i d <channel s_al | oc, the error will be detected
despite the fact that an error only occurs when i d equal to channel s_al | oc. For any
value of i d that executes the array access, our technique will detect the error. To fix this

bug, line 46 must be changed to use ‘>=’.

3.2 Detecting Misuse of String Functions

String functions such as st r cpy can lead to software faults since no check is performed to
determine if the source string will fit in the destination buffer. While it may be possible to
detect string-related errors using the array reference checker presented in the previous sec-
tion, it has some shortcomings when attempting to validate the higher-level string proper-
ties. In particular, the array reference checker does not analyze the values of the array and
hence has difficulty detecting problems associated with null termination. In addition, the
checker uses the run-time size of the array for the check. When strings come from input,
the size of the string should be treated similarly to an integer that comes from input. Asa
result, strings that come from user input are tracked separately from integers. Since a
string provided by a user can have arbitrary length, our technique assumes that all input
strings can have infinite length initially. Comparisons made to the length of the string
adjust the maximum length of the string. When a string copying function is called, the

maximum length of the string is checked to ensure it will fit in the destination.
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Another common problem is when strings are not terminated with a null character. While
input strings automatically contain a null character when they are first created, they could
be copied using functions such as st r ncpy which do not copy the null character in all
cases. Another common mistake is to forget that the st r| en command does not include
the null character in its count, leading to an off-by-one error if used incorrectly. Since we
consider input strings to have an arbitrary length, it is not necessary for a user to supply a

string of the precise length in order to find such errors.

All strings and arrays in the program are tracked with the three fields: act ual _si ze,
max_str_si ze, and known_nul | . The field act ual _si ze stores the actua run-time
size of the array and cannot change (except for calls to realloc). The field
max_str_si ze stores the maximum size of the string in the array. It refers to the largest
possible size of a string that a user can supply. For example, strings that come from the
command line have an initial max_str_si ze of infinity (I NT_MAX) and strings that are
created using f get s haveamax_st r_si ze equal to the supplied limit. For arrays that do
not contain strings, max_st r_si ze isequal to act ual _si ze. Theknown_nul | fieldis
aflag that is true if the string is known to contain a null character. If it is false, it is not
known if a null character is present or not present. During checking, we assume that the
string is not null terminated if known_nul | isfalse. We will represent accesses to these
fields using structure notation: s.max_str _si ze refersto thefield max_str _si ze asso-

ciated with the array s.

Strings can be created in a variety of ways as shown in the first five rules of Table 3.2.

Strings that come from the command line or environment variables (Rule 1 in Table 3.2)
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Table 3.2: Representative Rulesfor string buffer overflow checking. S is an array, p is a pointer, n and
C areintegers,andm ’ andn’ ’ areintegersthat store astring length.

Array Creation

1 s = argv[i] s.actual _size = strlen(s)+1; s.max_str_size = | NT_MAX;
s. known_nul | = TRUE;
2 s: string constant | s.actual _size = s.max_str_size = strlen(s)+1;
s. known_nul | = TRUE;
3 char s[n] s.actual _size = s.max_str_size = n; s.known_null = FALSE;
4 s = malloc(n) s.actual _size = s.max_str_size = n; s.known_null = FALSE;
5 s = malloc(n ") s.actual _size = n"";
s.max_str_size = (n'’.string).max_str_size + n'’.size_diff;
s. known_nul | = FALSE;
Sring Length Manipulation
6 n'' = strlen(s) Assert: s.known_null == TRUE
n'’.string =s; n'.size diff = -1;
7 n =m’ +1 n'’.string = m’.string; n’'.size diff = m’.size_diff + 1;
8 if (n’ <=¢) if (N <=<¢) (n’'.string).mx_str_size =
MN((n"’.string).max_str_size, ¢ + n'’.size_diff);
NOTE: no changeisnecessary if (n' ' > c)
Basic Array Operations
9 s[n] =0 s. known_nul | = TRUE;
10 | *p =0 (p.array_base). known_nul | = TRUE;

will be marked as having an infinite maximum string size since the user could have sup-

plied a string of any length!. Since these strings are automatically null-terminated, the

known_nul | field is set to true. String constants (Rule 2) are not dependent on the user

and thus have a maximum string size equal to its actual size. Rules 3-5 assume the arrays

are uninitialized, making theinitial value of theknown_nul | flag false. Initializers can be

viewed as assignments after the array has been created. Locally or globally declared arrays

(Rule 3), do not store strings when they are first created and have a maximum string size

equal to its actual size. In most cases, dynamically allocated arrays are processed identi-

cally to the creation of arrays declared at compile-time (Rule 4). One exception is when

1. We conservatively use infinite size even though the operating system imposes a limit on the length of a

command line.
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the size of the allocation is dependent on the size of another string. This case (Rule 5) is
described in the next paragraph. Similar rules exist for cal | oc, except that known_nul |

isinitialized to true.

In order to properly adjust the maximum size of a string, it is necessary to track integers
that store string lengths. Any integer that is storing a string length will have state that
stores the starting address of the corresponding string (denoted using thefield st ri ng). In
addition, asi ze_di ff field isaso stored that is the difference between the value stored
in theinteger and the actual length of the string. Thisisimportant as our approach includes
the null character in the length of a string while the st r | en command does not. There-
fore, theinitial size difference for ast rl en result is-1. In Table 3.2, variables that store
string lengths are represented with two tick marks (such as n’*). Rule 6 shows the
strlen cal. Since strl en requires the input string to be null terminated, a check is
made to make sure that is the case. Addition and subtraction operations (Rule 7) on the
string length adjust the size difference appropriately. For example, adding one to a
st rl en result to account for the null character will result in a size difference of zero. The
maximum length of the string can be reduced with a control operation; thisisillustrated in
Rule 8. If (n’’ <= c) is true, the maximum size of the string s is adjusted to ¢ +
n'’.size_diff unlessthe maximum size is aready smaller. If ('’ <= c) isfalse, no

adjustment ismade to s since there is no restriction on the maximum size of s.

Refer back to Rule 5 where a string length is used as the size parameter to a dynamically
allocated array. Thisis commonly done before a string copy to ensure the destination has

enough space to hold the source string. As aresult, thefield max_st r _si ze of the newly
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allocated regionisinitialized to properly reflect the maximum sizeof n’ * . st ri ng rather
than using n’ * . Our current implementation limits the usage of string length integers. We
do not handle arithmetic operations except addition and subtraction and we do not handle
operations that involve two string length integers. For more information on these restric-

tions and the limitations they cause, see Section 3.4.

Assigning zero to an element of an array will set the known_nul | flag to true (Rule 9).
Theknown_nul | flagisalso set to true when functionsbzer o and menset (to zero) are

cdled.

String arrays are often accessed via pointers. This case is handled by shadowing the
pointer with the base address of the array (denoted using ar r ay _base). Pointers that do
not point to arrays are not shadowed. In the event that the string is addressed using an inte-
rior pointer, the state of the array is obtained using the shadowed base address. This is
illustrated in Rule 10. For brevity, we will omit thislevel of indirection and assume arrays

are used in all future rules.

Table 3.3 shows how string library functions are handled. Rules 11 and 12 illustrate how
string copies are handled. In st r cpy, the source must be null terminated and the size of
the maximum string size must fit in the destination. The size of the destination is deter-
mined by taking the maximum of act ual _si ze and max_st r _si ze. In the case where
max_str_si ze islarger than act ual _si ze, max_str_si ze is chosen since the only
way this situation can occur is when the array was dynamically allocated with a string
length. Our approach naively assumes that the string length used referred to the length of

the source string. This assumption could lead to undetected bugs and is discussed in more
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Table 3.3: Sring function rulesfor string buffer overflow checking. s, d, set, f mt are strings, and p
is a pointer to a string. N is an integer and refers to a parameter that restricts the number of a characters
written into a destination buffer. The macro Sl ZE(s) is equa to MAX(s. actual _si ze,

S. max_str_si ze).

Sring Functions

11 | strcpy(d,s) Assert: s.known_null == TRUE

Assert: s.max_str_size <= Sl ZE(d)

d. max_str_size = s.max_str_size; d.known_null = TRUE;
12 | strncpy(d,s,n) Assert: s.known_null == TRUE

Assert: (n <= SIZE(d))
d.max_str_size = M N(s.nmax_str_size, n);
d. known_null = (s.max_str_size <= n);

13 | strcat(d,s) Assert: s.known_null == TRUE && d. known_null == TRUE
Assert: s.max_str_size <= SIZE(d) - strlen(d)
d.max_str_size = s.max_str_size + strlen(d);

d. known_nul | = TRUE;

14 | strncat(d,s,n) Assert: s.known_null == TRUE && d. known_null == TRUE
tenp_src_size = MN(n + 1, s.nmax_str_size)

Assert: tenp_src_size <= SIZE(d) - strlen(d)
d.max_str_size = tenp_str_size + strlen(d);

d. known_nul | = TRUE;
15 | strchr(p,s) Assert: s.known_null == TRUE
al so: strrchr if (p) p.array_base = s;
16 | strstr(p,s, set) Assert: s.known_null == TRUE && set.known_null = TRUE
al so: strpbrk, strppbrk, if (p) p.array_base = s;
strtok, strsep
17 | d = strdup(s) Assert: s.known_null == TRUE
d.actual _size = d. max_str_size = s.nmax_str_si ze;
d. known_nul | = TRUE;
18 | fgets(d, n, strean Assert: n <= Sl ZE(d)
d. max_str_size = n; d.known_null = TRUE;
19 | gets(d) Aut omatic error!
d. known_nul | = TRUE;
20 | scanf(fmt, d) Get width fromfnmt (width = 0 if no width was given)
Al so: fscanf, sscanf Assert: width !'= 0 & width <= S| ZE(d)
if (width I'= 0) d.nmax_str_size = wi dth;
d. known_nul | = TRUE;
21 | sprintf(d, fmt, s) Assert: s.known_null == TRUE

Check to neke sure the sumof all source strings does
not exceed SIZE(d), non strings are ignored in this
cal cul ation

d. known_nul | = TRUE;

22 | snprintf(d, n, fnt, s) Assert: s.known_null == TRUE

Assert: n <= Sl ZE(d)

If the sumof all source strings exceeds SlIZE(d), then
d. known_nul | = FALSE; otherw se d. known_null = TRUE;
d. max_str_size = n;

23 | strcnp, strpos, strrpos, Check that all input source strings are
strspn, strcspn, atof, null term nated.

atoi, atol, strtod, str-
tol, strtoul, strcoll
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detail in Section 3.4. For brevity, we use SIZE(s) = MAX(s.actual _size,

s. max_str_si ze) to represent the size of the destination buffers. If both the null check
and size check pass, the destination will then have known_nul | set to true and a
max_str_si ze equal to that of the source. In st r ncpy, acheck ensures that the destina-
tion size is less than the supplied size (n) parameter. Thisis done regardless of the size of
the source string since nulls are padded at the end if the source is smaller. The destination
will have a max_str_si ze that is the smaler of n and max_str _si ze of the source.

The known_nul | isonly trueif the entire source string is copied.

Thest r cat functions (Rules 13 and 14) are handled similarly to st r cpy. The key differ-
ences are that the destination must be null terminated and the run-time size of the destina-
tion string is subtracted from the size comparisons. Unlike strncpy, strncat will
aways add a null character and as a result could copy n + 1 characters. The substring
extraction functions (Rules 15 and 16) check for null terminated input strings. The desti-
nation, if not null, is a pointer to somewhere in the original source string. As a result, the
pointer gets shadowed with the address of the source string. This has the effect of assum-
ing that the substring is identical to the original string, which in the worse case, could be
true. Token extraction routines such as st r t ok are handled the same way, each token is
assumed to be the same size as the origina source string. The st r dup function (Rule 17)
isstraightforward. A new string is created with the exact same characteristics as the source

string.

Strings that come from input functions such as f get s (Rule 18) will have a maximum

size equal to the size that was supplied as the limit to the function and are null terminated.



char buf0[12]; buf0.max_str_size = 12, buf0.known_null = FALSE
char *buf1;

char buf2[18]; buf2.max_str_size = 18, buf2.known_null = FALSE
char *p;

5
strncpy(bufO, argv[1], 12); bufO.max_str_size = 12, buf0.known_null = FALSE
bufl = strdup(argv[2]); bufl.max_str_size = «o, buf1.known_null = TRUE

if (value) {

10 p = bufo + 1; p.array_base = bufO
strcpy(buf2, p); p.array_baseisbufO — buf0.known_null == FALSE - ERROR
else if (strlen(bufl) <= 6){ bufl.max_str_size = 7, bufl.known_null = TRUE
buf O[ 12] = O; buf0.max_str_size = 12, buf0.known_null = TRUE
15 sprintf(buf2, “%%”, bufO, bufl); (bufO.max_str_size+ bufl.max_str_size=19) > (buf2.max_str_size = 18)
6 } — ERROR

Figure 3.3: Example of detecting string bugs. The st r cpy inline 11 can fail because buf O is not null
terminated. Thespri nt f inline 15 can fail because the sizes of the two source strings could exceed the
size of the destination.

These input functions are checked to ensure that input will fit in the supplied buffer. Asa
result, the function get s (Rule 19), which has no checking, automatically flags an error
each timeitisused. The scanf family of functions (Rule 20) are also unsafe unless a
field width is supplied for each input string. If afield width is present, it will be checked to
ensure the input string fits in the destination buffer. The function spri ntf (Rule 21) is
implemented to ensure that the sum of the maximum sizes of all source strings does not
exceed thedestination size. Insnpri ntf (Rule 22), the sizeislimited by the size param-
eter but null is not written if the source strings can exceed the destination. String functions
that only read strings only check to see if al input strings are properly null terminated

(Rule 23).

A programmer may mimic the behavior of a st r cpy by using a pointer to walk the ele-
ments of an array and copying each element individually. Copying viaindirect references
(*d = *s, for example) does not alter state unlessthe last element of the array s is copied
into d. In this case, we assume that the entire array is copied from s into d and the state-

ment is treated like a string copy. While thisis not the case in al situations, current tool
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limitations prohibit more sophisticated analysis. This remains as future work.

3.2.1 String Example

A detailed exampleillustrating how string errors can be found is shown in Figure 3.3. The
two buffersbuf 0 and buf 2 have an initial maximum size equal to their static sizes. Inline
6, the input value ar gv[ 1] iscopied into buf 0 using st r ncpy. While the specified size
of 12 does not cause an overflow, the null flag for buf 0 remains off since anull would not
have been copied if ar gv[ 1] hasat least 12 characters. The st r dup in line 7 will dupli-
cate the state values of ar gv[ 2] into buf 1. If val ue is true, execution will continue to
line 10 where the pointer p isassigned to point to the second element of buf 0. This causes
p to be shadowed with the base address of buf 0. When p isused in the st r cpy, an error
gets properly signalled because buf 0 may not be null terminated. In the case where
val ue is fase, a comparison is made based on the length of buf 1. Assuming it is less
than or equal to 6, control will be taken to line 14 and the maximum size of buf 1 will be
restricted to 7 (6 plus 1 for the null character that strl en does not count). The
known_nul | flagissetfor buf 0 inline 14. Inline 15, an error results because the sum of
the maximum sizes of the two source buffers (19) can exceed the size of the destination

(18).

3.3 Other Improper Uses of Input Data

Our approach can also be used detect other situations where input data could be used dan-
gerously and possibly lead to software faults. Unconstrained input used to control the
number of loop iterations, the size of a memory copy, or the size of a memory allocation

could be dangerous [3]. We check to make sure that the variables controlling these uses
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have been constrained in some fashion. An error issignalled if the upper bound is equal to
the maximum value allowed by the type of the variable. For these situations, it is impor-
tant to note that these types of uses are not always errors. In some cases, input is con-
strained later within the loop and malicious behavior is properly thwarted. In other cases,
the loop may not do anything that can be exploited. Memory allocations are likely not dan-

gerousiif the output is properly checked to ensure the allocation was successful.

Another related problem is arithmetic overflow. A common example is the case of adding
two large signed integers where the destination is not large enough to store the result, lead-
ing to a negative number with large magnitude. As with the previous case, this usually
occurs when input data is unconstrained. Overflow and underflow is detected using the
bounds associated with integers. Once an operation is completed, the resulting upper and
lower bounds are analyzed to determine if it can fit into the destination variable. An error

issignalled if the resulting value cannot fit.

While thistype of problem doesn’t necessarily lead to a security exploit, it is possible. For
example, we describe another security bug found in OpenSSH. The codeislisted in Figure
3.4. Datais received from a packet and then is subsequently used to alocate an array. At
the time of the mal | oc, no restriction has been placed on the input. A malicious user
could supply an extremely large value in order to cause an overflow on the multiplication
inthe mal | oc call resulting in a small alocation. Since the same input value controls the
number of iterations within the loop that follows, the array accesses within the loop can be

used to access memory outside of the array.

During our experiments, we did not activate arithmetic overflow checking except for one
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unsi gned int nresp;

nresp = packet _get_int(); O<nresp<o
if (nresp > 0) {
response = malloc(nresp * sizeof (char*)); l1<nresp<o
5 for (i =0; i < nresp; i++) 1<nresp<o
response[i] = packet_get_string(NULL);

7}
Figure 3.4: OpenSSH challenge bug. Unbounded data from a packet can cause overflow when calling
mal | oc.

experiment that is outlined at the end of Section 5.3. The reason is that arithmetic over-
flow checking caused too many false alarms and hindered run-time performance too much
to be overly useful. In addition, many of the bugs that were found by overflow checking
were also found by other checks. For instance, the OpenSSH bug that was described in the
previous paragraph was detected because an unconstrained value was used in the call to

mal | oc.

Our approach also can be used to find potential bugs when integers are casted to other
integer types. For example, an assignment of a signed long integer to an unsigned short
integer can be problematic if the signed long integer has a negative value or avalue larger
than the maximum size of the unsigned short integer. However, during our testing, we
were unable to find any defects due to improper casts. We did find several cases where
casts of this sort were done intentionally and correctly but caused false alarms. As aresult,

we disabled cast checking for our experiments.

3.4 Limitations

Since our approach is dynamic and relies on the particular control path taken through a
program, it is an unsound approach, meaning that it is possible to miss actual bugs. With
respect to a particular control path, our approach aso is unsound. One problem stems from
the use of run-time data. An example is where the actual size of the array is used during

array checks. On a different run with the same control path, the size of the array, if con-
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unsigned int size
unsi gned int index;
int *array;

5 size = getchar();
if (size <= 0 || size > 10) exit();
array = (int *) calloc(size, sizeof(int))

/* initialize array */
10
i ndex = getchar ()
if (index <0 || index > 9) exit();
13 y = array[index];
Figure 3.5: Example of an unsound control path. This code segment will overflow the index is greater
than the array size.

trolled by input, could be smaller and be subjected to an array buffer overflow. This is
illustrated in Figure 3.5. The size of the array is controlled by user input and could be any
value from one to ten. However, the filter of illegal accesses for the index in line 13 is
valid when the array size isten and invalid for all other accesses. As aresult, an error will

be missed if ten is supplied asthe array size.

Other shortcomings occur due to a lack of symbolic analysis. While most result in false
alarms, a case that results in a missed bug is when the string length is used to allocate an
array and a subsequent st r cpy operation copies an entirely different string into the desti-
nation. This is a bug if the size of the second string is larger than the first. If the
max_str_si ze of thefirst string is high, an error will likely be missed. However, using
act ual _si ze resultsin too many false alarms. Lastly, we also are unsound in that we do

not attempt to catch every type of buffer overflow that is possible.

Our technique also isincompletein that it can produce false alarms, signalled bugsthat are
not actual bugs. As alluded to earlier, these often occur due to alack of symbolic anaysis.
Not all possible relationships between different strings or variables are tracked and this

can cause operations that narrow boundsto be missed. A specific example of where sym-
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bolic analysisis not present is the limited functionality associated with integers that store
string lengths. When an unsupported operation occurs, awarning is emitted, and the result
is not shadowed. Another problem arises in that our technique does not keep track of
which position the null character isin. In order to maximize the number of detected bugs,
we assume it is in the last position. This assumption also leads to an increase in false

alarms.

There are aso a few instances where we intentionally allow for incompleteness and
unsoundness in order to improve performance. An example of this is detecting when a
zero gets written into an array. In rule 9 in Table 3.2, the known_nul | flag will be set
when the constant zero is written into an array element. For soundness and completeness,
we should also have a similar rule when a variable is written into an array element. If the
value of the variable is zero, then the known_nul | flag should also be set. If the valueis
not zero, it is possible that null was overwritten and known_nul | should be cleared.
However, we do not include such a rule because it significantly increases performance
overhead and is very rarely useful. When a variable is assigned to an array element, the
value of the variableistypically not zero and the array usually is not astring. The constant
case (rule 9) is commonly used to ensure that a null appears in the array. In practice, we
found the number of false alarms to be manageable. We describe the false alarms triggered

in Section 5.3.

3.5 Chapter Summary
We presented our technique for detecting input-related bounds errors. The concept behind

our model isto track variables using shadow state that holds input data. For integers, the
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lower and upper bounds of the value are stored. For strings, the maximum length of the
string is stored along with a flag that indicates if a null character is present in the string.
Control operations narrow the bounds and arithmetic operations adjust the bounds. At
dangerous operations, the entire allowable range of values is checked to ensure that the

memory is not accessed out of bounds.

Since the allowable range of values is checked, it is not necessary to have precise input
data that exposes the bug, a common deficiency of dynamic bug detection systems. This
work eliminates the data dependence but there is still a dependence on control since the
analysis still istied to asingle path of execution. Using intelligent path coverage can miti-

gate the control path dependence.

Besides checking array references and string library functions, we explored other opera-
tions where unconstrained input data can be problematic: controlling the number of loop

iterations, controlling dynamic memory allocation and arithmetic overflow bugs.

The next chapter describes MUSE, our program instrumentation infrastructure. Chapter 5
describes the implementation of the input bounds checker within MUSE. In addition,
Chapter 5 gives results about bugs detected and the performance impact of the instrumen-

tation.
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CHAPTER 4

MUSE: A GENERAL PURPOSE INSTRUMENTATION INFRA-
STRUCTURE

MUSE, our dynamic instrumentation tool, takes as input an instrumentation specification
that is hand-written and is externa to the program. No modifications to the program
source code or special run-time systems are needed. The specification and the program are
input to the compiler which adds instrumentation to the code at appropriate points in the

program.

MUSE is general-purpose and allows users to write specifications using our stylized spec-
ification language and C code. The purpose of MUSE is to provide a rapid prototyping
environment for developing dynamic analysis tools. It will provide capabilities for tech-

nigues that require dynamic or static analysis of program execution.

Though it was designed for bug detection, MUSE can be used in a variety of ways. It can
be used as a debugging aid. Instrumentation can be added to track variables, invariant
expressions, or the sequence of function calls. The tool also can be used to create traces of
selected events or instructions for use by simulators or analyzers. It also can be used as a
dynamic analyzer or profiler. User have the ability to create their own statistical measures

including those not found in off-the-shelf profilers.
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This chapter describes how to use MUSE and its specification language. Section 4.1 pre-
sents an overview of the internal implementation of MUSE. The specification language is
described in Section 4.2 and an example specification is illustrated in Section 4.3. This
chapter concludes with some preliminary performance results and experiences gained

when using a memory access checker created using MUSE.

4.1 MUSE Implementation

MUSE isimplemented as a phase in the GCC C compiler and operates at the abstract syn-
tax tree (AST) level. Our system requires source code to be present in order to add instru-
mentation. The functionality of functions without source code, system libraries in

particular, can be characterized by adding instrumentation before or after the system call.

The first step of instrumentation simplifies the program. We convert the program into Ele-
mental C, an intermediate representation very similar to that developed by Hendren [47].
We used code from a development branch from GCC [40] as a starting point for this
phase. The purpose of this simplification processisto reduce the complexity of the pattern
matching phase. Complex C statements are broken down into simple statements with at
most two operands and an assignment (such as a=b+c). Side effects and short circuited
operators are eliminated. An advantage of the ssimplification process is that instrumented
function calls are restricted to statement boundaries. This is not possible for complex
statements since there might be an important event in the middle of along expression. The
full Elemental C language is described in Appendix A. An example of a simplified pro-

gram isgiven in Figure 4.6.

Once the program has been simplified, the instrumentation specification is processed. The



specification consists of two parts: a pattern file and a set of instrumentation functions.
The pattern file iswritten in our specification language (described in Section 4.2) and con-
sists of a set of pattern-function pairs. Patterns correspond to statements, expressions, or
special events (such as the start of a function) within the Elemental C language. MUSE
parses the pattern file and constructs a table of patterns. Then, MUSE traverses the pro-
gram one statement at a time to see if there is a match. If there is match, the appropriate
instrumentation code is added depending on the corresponding function (of the matching
pattern-function pair) and the current mode of operation. There are two modes of opera-
tion for adding instrumentation: norma mode or inline mode. In either mode, the user
must specify whether the instrumentation should be added before or after the given state-

ment. It is possible to mix these two modes of operation in the same specification.

In normal mode, the function specified in the pattern refers to an external function and a
call to this function will be inserted into the code. The external function, written by the
user in C, isresponsible for performing any actions the user desires. The specification lan-
guage alows parameters to be passed into the instrumentation function using a set of pre-
defined parameter macros. Example macros include addresses and values of variables, the
current line number, and type information. Externa functions are compiled normally

(without further instrumentation) and must be linked into the final executable.

In order to take full advantage of the capabilities of the compiler, it is also possible to
inline instrumentation. When a pattern match occurs in inline mode, the corresponding
instrumentation function refers to a function that will be called within the compiler. The

function will be responsible for adding the appropriate instrumentation. This allows the
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user to perform tasks like creating temporary variables, adding arbitrary statements, and
further refining the match using compiler information. The obvious downside to using this
mode is that it requires the user to be familiar with the internals of GCC which hasarela-
tively steep learning curve. To mitigate this effect, MUSE contains a number of helper

functions for common tasks.

Once the instrumentation has been added, the remaining compiler phases are executed cre-
ating an instrumented executable. Compiler optimizations do not need to be disabled in
order to add the instrumentation code. The optimizations can recoup some of the perfor-
mance penalty that occurs during the ssimplification process, especialy in sections where

thereislittle or no instrumentation.

We assume that specification writers are fairly experienced with the internals of the pro-
gram they are trying to verify. Common events such as memory allocation may be imple-
mented differently from program to program. This is not an unreasonable requirement as
other software bug detection systems assume intimate knowledge of the program, espe-

cialy those that require modifications to the source code.

4.2 Correctness Specification L anguage

This section outlines the specification language of the pattern file. The full grammar of the
specification language can be found in Appendix B. Section 4.3 shows an example of a
correctness specification. It may be helpful to refer to this section in understanding how to

use the specification language.

The pattern file consists of linesin the following form:
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<pattern>. before: <before func> after: <after_func>;

® <pattern> isthe pattern to be matched. It can refer to an event, a statement, or an

expression. Patterns are described in Section 4.2.1.

® <pefore_ func> and <after _func> are the instrumentation functions that are exe-
cuted before and after a statement that matches a pattern. Only one of the functions
<bef ore_func> or <after_func> need to be specified and both can be specified if
desired. In normal mode, a set of predefined parameters can be passed into instrumen-

tation functions. The parameters are described in Section 4.2.5.

All keywords (except bef or e and af t er ) in the language are preceded with a dollar sign
‘$ to eiminate naming conflicts with the program that is being verified. C++ style com-

ments are supported in the pattern file.

4.2.1 Basic Pattern Syntax

Patterns are used to match Elemental C statements. The basic syntax of a patternis.

[$defaul t] [$ignore_gbl] [$assign <l hs_indentifier>]

<mai n_i dentifer> [<qualifiers>]

The key part of the pattern is the main identifier which can refer to a statement, an expres-
sion, or an event. The list of identifiers was initialy created by taking the names of the
nodes that correspond to statements and expressions in GCC's AST. The list was
expanded to include events that are important for bug detection and are not easily repre-
sented by an expression or statement. Wildcard identifiers can be used to represent a set of

identifiers.
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1. ZeroOpSmtCode
2. OneOpSmtCode Operand

3. FuncExprCode ExpressionType Functionldentifier

4. FuncOpExprCaode ExpressionType Functionldentifier Operand
5. ZeroOpExpr Code ExpressionType

6. OneOpExprCode ExpressionType Operand

7. TwoOpExpr Code ExpressionType Operand Operand

8. LhsOneOpExpr Code ExpressionType Operand

9. LhsTwoOpExpr Code ExpressionType Operand Operand

Figure4.1: Non-assignment patternsin the specification language. The underlined terms refer to
identifiers. The non-underlined terms are qualifiers.

The pattern can be preceded by two optional keywords. $def aul t (described in Section
4.2.4) and $i gnor e_gbl (described in Section 4.2.6). Patterns that represent an assign-
ment use the $assi gn keyword and have an additional identifier that represents the left
hand side of the assignment. The right hand side is represented using the main identifier.

Assignment patterns are described in Section 4.2.2.

Figure 4.1 gives alist of valid non-assignment patterns. Identifiers are classified into nine
groups depending on whether the identifier refers to a statement or an expression, the
number of operands, and whether or not it can appear on the left hand side of an assign-

ment. Consult Tables B.1 - B.9 in Appendix B for the list of operators that make up each

group.

Qualifiers are used to restrict the pattern further. There are currently three types of qualifi-
ers. ExpressionType (match against the resulting type of an expression), Functionldentifier
(match against the name of the function), and Operand (match against the type and name
of an operand). Matching against operands and types is described in more detail in Section

4.2.3.

Pattern 1 (in Figure 4.1) refers to statements that have no additional qualifiers. Instrumen-

tation is added each time the particular type of statement occurs. Pattern 2 matches state-
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ments that contain an argument and includes control statements such asif and whil e

where the operand refers to the variable or constant that is tested against zero.

Pattern 3 corresponds to pattern identifiers that take a function name as an argument. The
FuncExprCode group refer to events associated with function calls: A call to a function,
the beginning of a function, and the end of a function. The Functionldentifier qualifier is
used to match the function name; its use is detailed in Section 4.2.3. The ExpressionType
qualifier is optional and can be used to restrict matches to functions that return the given
type. The pattern “$begi n_f n mai n” can be used to trigger the start of the program. This
event is useful for initializing variables and data structures used in the instrumentation
routines. Pattern 4 is used for parameter passing and returning values between functions.
The two operands allow the user to specify both the function and to match against the par-
ticular parameter or return value. For function calls with multiple arguments, each param-
eter is matched independently. This means that separate instrumentation can be added for
each parameter. Special instrumentation also is available for matching fields within struc-

tures that are function arguments or return values.

Patterns 5-7 refer to expressions with zero, one, or two operands respectively. All three
patterns accept an optional ExpressionType qualifier and the necessary number of Oper-
and qualifiers. Patterns 8-9 are identical except they can appear on the left hand side of an
assignment pattern, described in the next section. Three wildcard identifiers are also avail -
able: sany_unary_op (single operand expressions), $any_binary_op (two operand

expressions), and $any_cast _op (casting operations).
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10. $assi gn LhsExpr FuncExpr Code ExpressionType Functionldentifier

11. $assi gn LhsExpr ZeroOpExpr Code ExpressionType

12. $assi gn LhsExpr OneOpExprCode ExpressionType Operand

13. $assi gn LhsExpr TwoOpExpr Code ExpressionType Operand Operand

14. $assi gn LhsExpr $si npl e_r hs Operand

15. $assi gn LhsExpr $i nt eger _cst <integer>

Figure4.2: Assignment patternsin the specification language. The underlined terms refer to identifiers.

The non-underlined terms are qualifiers. The term LhsExpr refers to a pattern that is used to match the left
hand side of the assignment.

4.2.2 Assignment Patterns

A common expression in C is the assignment operation. In Elemental C, a simple state-
ment will have at most a single destination and two source operands. Figure 4.2 lists the
set of assignment patterns. The term ‘LhsExpr’ refers to a pattern that corresponds to the
left hand side of the assignment and must be either in the form of pattern 8 or 9 in Figure
4.1. Patterns 10-13 extend the similar non-assignment pattern in the expected way. In
order for instrumentation to be added, both the left hand side and right hand side must

match the given statement.

Pattern 14 refers to assignments where the right hand side is a single variable or constant
and pattern 15 is used in cases where the right hand side is a constant and the user wants to
match against a particular value of the constant (zero, for instance, is a commom value to

match against).

4.2.3 Matching Operands and Types
An important aspect of the specification language is the ability to match operands. An
operand consists of atype and a variable. In order for the operand to match, the type and

the variable must both match. Types are also used to match the types of expressions.

Thetypeis specified in the following form:
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Typel dentifier TypeNane(optional) PtrStar(optional)

The Typeldentifier can either refer to a built-in type such as $integer _type,
$fl oat _type, Or $char_type or a basic form of a more complex type such as
$record_type (structs), $uni on_type, and $enunerat ed_type. If a complex type is
used, it will match al instances of that type. To match against a specific complex type, an
type name can be specified. For instance, to match against the type “uni on foo”, usethe
operand pattern “suni on_t ype(f oo) ”. Pointers can be specified by adding a star or stars
to the end of the type. As an example, the pattern “si nt eger _t ype **” will match point-
ers to integer pointers. There is also $poi nter _t ype which matches all pointers and
$any_t ype which matches all types. Consult Table B.10 in Appendix B for a complete

list.

The variable portion of the operand is either the name of a variable or one of three wild-
cards. The name of the variable will match any variable with the particular name. There
are three wildcards: $any_var (any variable - no constant), $any_const (any constant), or

$any_val ue (any variable or constant).

When matching two operand expressions, the order of operands matter. For example, the
pattern “$pl us_expr $integer_type a $integer_type b” will match “a+b” but not
“b+a”. The reason for thisis that several binary operators do not have the commutativity
property. In cases where the order of operands does not matter, two patterns can be used,

one for each ordering.

Matching functions, using the Functionldentifier qualifier, is similar to matching to vari-
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able names. The only difference is that there is a different set of wildcards: $any_f n (any
function including function pointers), $any_fn_const (any function excluding function
pointers), and $any_f n_pt r (function pointers only). Note that many of the patterns that
accept Functionldentifier qualifiers will never have a function pointer as an argument

($begi n_f n isan example).

All of the expression patterns allow for the type of the expression to be specified (the
ExpressionType qualifier). This is optional and is useful for situations where the expres-
sion typeis not easily derived from the source operands such as function calls and casting
operations. The type is specified in the same format as with the operand, the only differ-
ence is that the type is surrounded by parentheses. For example, the pattern “$cal | _expr

($i nteger _type) $any_fn” will match acall to any function that returns an integer.

A list of possible matches can be created using a wildcard such as $any_var and the
$except keyword followed by alist of names that should be excluded. This can be done
for variables, types, and function names. As an example, the pattern “send_fn $any_fn
$except (mai n, foo)” will match the end of any function except those named nai n or

f 0o.

4.2.4 Default Patterns

Normally, instrumentation will be added for each pattern that is matched by a particular
statement. To change this behavior, default patterns can be used. Default patterns are only
anayzed if no other patterns have previously matched for the given statement and main
identifier. Default patterns are designated using the “s$def aul t 7 keyword and are other-

wise normal patterns. There can be multiple default patterns for a given identifier but at
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most one can match a particular statement. An error is signalled if a statement matches

two default patterns.

4.2.5 Passing Parametersto | nstrumented Functions

The pattern matching is applied statically - no run-time information is used. However, the
use of run-time data is often necessary in the instrumentation routines for additional
matching, error checking, and maintaining state of the program. A set of pre-defined
parametersis provided for this purpose. Thelist is outlined in Table 4.1. Some parameters
require parameters themselves. Value parameters require atype. While this probably could
be extracted automatically, it smplifies the implementation. The type must correspond to
an actual type (no wildcards) and be identical to the type indicated in the instrumentation
function. Function arguments! and operand parameters require an index number that is
used to select the appropriate argument or operand. For operands, macros $src0 and
$sr c1 refer to the source operands and $dest refersto the destination operand. When cre-
ating the instrumentation function, the parameters must appear in the same order with the

proper type. They need not have the same name.

4.2.6 Global Variables

It is often desirable to have instrumentation associated with the initialization of global
variables. However, this can often occur outside of any function where instrumentation
cannot be added. To address this problem, a special global variable processing function is
created for each file that is compiled. Only instrumentation code that pertains to global

variable initialization will be executed in this function. At the beginning of function nai n,

1. Theindex for the first argument is zero.
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Table 4.1: Instrumentation functions parameters.

Parameter

Type

Description

$file_nane

char *

Name of the current file.

$l i ne_num int Current line number.
$snpl _l i ne_num int Current simple statement number
$id int Identifier that will be unique each time this parameter is used.

$tree_code

enum pat _code?

Code that represents the current operation.

$el t _of f set int Offset between the given function argument or field and the
first function argument.2

$f n_nane char * Name of function for patterns that use a function name quali-
fier (such as$cal | _expr).

$f n_ar g_nane(i ndex) char * Name of argument.

$f n_ar g_t ype(i ndex) char * Type of argument.

$f n_ar g_si ze(i ndex)

unsi gned int

Size of argument.

$f n_ar g_obj _si ze(i ndex)

unsi gned int

Size of object that is being pointed to by a pointer argument.

$f n_ar g_addr (i ndex) void * Address of the argument.

$f n_ar g_val ue(i ndex, type) argument type Value of the argument.

$fn_ar g_| b(i ndex) long I ong Lowest possible value, based strictly on the argument type.
$f n_ar g_ub(i ndex) I ong I ong Highest possible value, based strictly on the argument type.
$expr_type char * Type of the expression.

$expr_si ze

unsi gned i nt

Size of the type of expression.

$expr _obj _si ze

unsi gned i nt

Size of object that is being pointed to by the result of an
expression.

$expr_val ue(type) argument type Value of the expression.

$expr_I b I ong I ong Lowest possible value, based strictly on the expression type.
$expr _ub I ong I ong Highest possible value, based strictly on the expression type.
$op_nane(i ndex) char * Name of the operand.

$op_t ype(i ndex) char * Type of the operand.

$op_si ze(i ndex)

unsi gned i nt

Size of the operand.

$op_obj _si ze(i ndex)

unsi gned i nt

Size of object that is being pointed to by a pointer operand.

$op_addr (i ndex) void * Address of the operand.

$op_val ue(i ndex, type) argument type Value of the operand.

$op_| b(i ndex) I ong I ong Lowest possible value, based strictly on the operand type.
$op_ub(i ndex) I ong I ong Lowest possible value, based strictly on the operand type.

1. Requires the instrumentation routines to include afile “muse-ext.h” to access the enum type.
2. Thisisused instead of passing the argument number as fields of a structure will have different
offsets but the same argument number.
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all of the global variable processing functions are called.

Due to specia nature of these global processing functions, there are situations where
instrumentation should not be added despite a match. Any pattern that is preceded by the
keyword “$i gnor e_gbl ” will beignored during the global processing functions but active

for the remainder of the program.

One unsolved problem is processing local static variables that are declared within a func-
tion. They cannot be processed in the special processing function as it violates scoping
rules enforced by GCC. However, during our analysis, this only created two problems and

in both cases, specialized instrumentation was used to eliminate the problem.

4.2.7 System Calls

System functions are not commonly part of the source code of the function and conse-
guently will not be instrumented. Instead, the burden falls on the user to write instrumen-
tation for calls to system functions that are important to them. Alternatively, a user can
supply the source code for system functions and MUSE will instrument those functions
like normal functions. In our experiments, we use the former approach and write instru-

mentation for system functions.

In most cases, there will be a moderate number of system calls the user is interested in
(such as string and input functions) and a large number of system calls the user is not
interested in. Default patterns can be used for instrumenting uninteresting system calls if

desired.

There could be situations where it may be easier to not instrument the body of the func-
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tion, but instead summarize the functionality using instrumentation when the function is
called. As an example, someone could write their own memory allocation function in
which the underlying details are unimportant, just the fact that space has been allocated.
One obvious way to accomplish this task is to not instrument the file where the function
resides. However this solution is unacceptable if the file contains other functions that need
to be instrumented. Instead, the pattern language supplies an $i gnor e directive for this
purpose. The directive “$i gnore ny_nal | oc” would direct MUSE not to instrument the

function my_mal | oc.

4.3 Creating Correctness Specifications

To illustrate the process of creating a specification, this section describes a simple exam-
ple of a checker that will intercept every dereference operation and check if the pointer is
null. If the pointer is null, an appropriate error message will be displayed and the program
will exit. In addition, we will add some tracing instrumentation that will optionally display

amessage indicating when the program has entered and left each function.

Figure 4.3 shows the MUSE pattern file. The first two patternstrigger at the beginning and
end of each function and are used for the tracing portion of the instrumentation. The
$any_f n operand indicates instrumentation will be applied to every function. When there
is a match, two parameters are passed to the instrumentation: the function name and the
current line number. These will be used in the trace output. The last two patterns match
against all dereference operations. Two patterns are necessary because MUSE distin-
guishes between dereferences that occur on the left hand side of an assignment

($! hs_i ndi rect _r ef ) versus those that occur on the right hand side ($i ndi rect _r ef ).
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This distinction is not relevant so they both call the same instrumentation function. The
file name and current line number are the first two parameters passed into the null check-
ing function and are used in the error message if the pointer is null. The third parameter

passes the current value of the pointer into the function so it can be tested for null.

The instrumentation functions are shown in Figure 4.4. The tracing functions are straight-
forward, printing a message that displays the name of the function they are entering or
exiting. The trace messages only are only displayed if the global variable debug_on isset.
The null checking function compares the pointer to null. If the pointer is null, an error
message is printed and the program exits. Otherwise, the instrumentation silently returns

control back to the original program.

To further illustrate how the process works, consider the sample program in Figure 4.5. A
simplified version of this program is shown in Figure 4.6 (left). Temporary variables have
the names T. 1, T. 2, etc.> Some things to notice from this code are how the short-cir-
cuited logical-or is replaced with an if statement and how arithmetic expressions get split
into multiple statements using temporary variables. Figure 4.6 (right) shows the instru-

mented code with the added instrumented calls highlighted in bold.

4.4 Benchmarks and Testing M ethodology
Programs that we used for our experiments are listed in Table 4.2. All programs were
compiled using GCC and with an -O4 optimization level. Four of the programs (anagram,

ft, ks, and yacr2) are from the pointer-intensive benchmark suite [80] and were selected

1. The temporary variable names given in GCC are illegal in C as they contain periods but are legal in the
AST phase of GCC.
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$begin_fn $any_fn:
after: function_begi n($fn_nane, $line_num;

$end_fn $any_fn:
before: function_end($fn_nane, $line_num;

$l hs_indirect _ref $any_type $any_var:
before: check_null _pointer($file_nanme, $line_num
$op_val ue($src0, $pointer_type));

$indirect _ref $any_type $any_var:
before: check_null_pointer($file_nanme, $line_num
$op_val ue($src0O, $pointer_type));

Figure 4.3: Pattern file for null checker.

#i ncl ude <stdio. h>
static int debug_on = O;

voi d function_begi n(const char *fn_name, int |ineno)

{
}

if (debug_on) fprintf(stderr, "TRACE: Start function % at line %\ n", fn_nanme, |ineno);

voi d function_end(const char *fn_name, int |ineno)

if (debug_on) fprintf(stderr, "TRACE: End function % at line %\ n", fn_name, |ineno);

}
voi d check_nul | _pointer(const char *file_nane, int |ineno, void *p)
{
if (p == NULL) {
fprintf(stderr, "FATAL ERROR Accessing null pointer at %:%l\n", file_name, |ineno);
exit(-1);
}
}

Figure4.4: Instrumentation functionsfor null checker.

void foo(int *x, int **y)
{
if (*x == **y || *x = 12)
Ry = -4
el se
*x = 23;

int main(voi d)
int a, b;

int *a_p, *b_p;
int **a_pp, **b_pp;

QT O T
T T T Il
1

_pp = &a
b_pp = &b
**a_pp =

**b_pp = *b_p + *a_p;

foo(a_p, b_pp);

printf("a: %, b: %\n", a, b);
}

Figure 4.5: Sample program for use with null checker.
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void foo (int * x, int **y) {

int T.1, T.3, T.4, T.5, T.6;
*T.2, *T.7,

int

T.1

=~ 444 A
= e :
— 4 oMW N
~ = —
N oo

oo

=

*(X);

*(y)s

int min () {

int
int
int
int

|
T T T T Il I

T T

a, b, *a_p, *b_p;
**a_pp’ **b_pp;
T.8, T.11, T.12;
*T.9, *T.10;

char *T.13, *T.14;
const char *T.15;

5;

Imnmn o 1

a* 3
+ T.8;
&(a);
&(b);
&(a_p);
&(b_p);

T.9 = *(a_pp);

*(T.9)

= 10;
*(b_pp);
*(b_p);

*(a_p);

*(T.10) = T.11 + T.12;
foo(a_p, b_pp);

T.13
T. 14
T. 15

"a: %, b: %l\n",
(char * )T.13;
(const char * )T. 14,

printf(T.15, a, b);

}

void foo (int * x, int ** y) {

}

function_begi n("foo", 6);
int T.1, T.3, T.4, T.5, T.6;
int *T.2, *T.7,

check_nul | _pointer("ref2.c",
T.1 = *(x);

check_nul | _pointer("ref2.c",
T.2 =*(y);

check_nul | _pointer("ref2.c",
T.3 = *(T.2);
T4=T1=T.3;

T.6 =T.4 == 0;

if (T.6) {

6, X);

6, y);

6, T.2);

check_nul | _pointer("ref2.c", 6,

T.5 = *(x);

T.4 =T.5 1= 12;
}
if (T.4) {

check_nul | _pointer("ref2.c", 7,

T.7 =*(y);

check_nul | _pointer("ref2.c", 7,

(T.7) = -4
} else {

check_nul | _pointer("ref2.c", 9,

*(x) = 23;
}

function_end("foo", 10);

int min () {

}

function_begi n("main", 14);
int a, b, *a_p, *b_p;

int **a_pp, **b_pp;

int T.8, T.11, T.12;

int *T.9, *T.10;

char *T.13, *T.14;

const char * T.15;

a = b5;

T.8 = a * 3
b=a+ T8
a_p = &a);
b_p = &b);
a_pp = &a_p);
b_pp = &b_p);

check_nul | _pointer("ref2.c",
T.9 = *(a_pp);

check_nul | _pointer("ref2.c",
*(T.9) = 10;

check_nul |l _pointer("ref2.c",
T.10 = *(b_pp);

check_nul | _pointer("ref2.c",
T.11 = *(b_p);

check_nul | _pointer("ref2.c",
T.12 = *(a_p);

check_nul | _pointer("ref2.c",
*(T.10) = T.11 + T.12;
foo(a_p, b_pp);

T.13 "a: %, b: %\ n";

T. 14 (char * )T.13;

T.15 = (const char * )T.14;
printf(T.15, a, b);
function_end("rmain", 31);

27,
27,
28,
28,
28,

28,

X);

y);

T.7);

X);

a_pp);
T.9);
b_pp);
b_p);
a_p);

T. 10);

Figure 4.6: Sample program simplified (1) and instrumented with null checking (r).
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Table 4.2: Programs used during testing.

Pointer Intensive Benchmarks Networking Serversand Applications
anagram anagram generator betaftpd file transfer protocol daemon
ft fast Fourier transform gam instant messenger
ks graph partitioning ghttpd web server
yacr2 yet another channel router openssh openssh secure shell
thttpd web server

due to the difficulty of analyzing these programs statically. The other five programs are
networking applications, including the popular secure shell program openssh and gaim, a
popular instant messaging program. The other three server programsinclude a FTP server

(betaftpd) and two web servers (ghttpd and thttpd).

For experiments involving finding bugs, we ran a variety of different tests. We did not
attempt to test the programs thoroughly using sophisticated software testing techniques.
Our goal was to demonstrate that our techniques were effective at finding bugs rather than
completely testing each program. For the pointer intensive benchmarks, we used the set of
provided tests for our testing. The networking applications were primarily tested by manu-
ally hammering them with several commands while running them in a number of different
configuration. For openssh, our testing primarily focused on the server program sshd but
we also did some testing on the client ssh. In gaim, testing occurred primarily within three
instant messaging protocols: 1CQ, MSN, and Yahoo. We aso had some directed tests,
including all tests that found errors, in order to provide a level of consistency when

enhancements were made to the infrastructure and checker.

To measure performance, we used two metrics: time and dynamic instruction count. Time

was measured using the UNIX ti me command. However, we were concerned with the
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margin of error from using this command so we also measured performance by keeping
track of the dynamic instruction count. The dynamic instruction count was obtained by
profiling the program and instrumentation routines using gpr of . Due to problems beyond
our control, we were unable to gather baseline dynamic instruction count metrics for ght-
tpd and openssh. The dynamic instruction count is precise but is not sufficient as it does
not account for the fact that different instructions take different lengths of time. This is
particularly important as the instrumentation increases the memory footprint of the pro-

gram, thereby increasing the number of long-latency memory operations.

When testing the performance of the pointer-intensive benchmarks, we used the longest
running test that was included in the test suite. In the case of anagram, where all of the
provided tests were too short, we created our own test. The performance test of betaftpd
consisted of transferring avery large file. Similarly the test for ghttpd consisted of sending
an extremely big web page. The test for the other web server thttpd was different, asit was
comprised of a sequence of one thousand requests for average-sized web pages. The
openssh performance test only analyzed the server sshd and consisted of a scripted ses-
sion with a (uninstrumented) client. Due to the interactive nature of gaim, it was not used

in any performance experiments.

4.5 Performance I mpact of Simplification and Instrumentation Calls

Our initia performance experiments measured the effect of the ssmplification process and
how much compiler optimizations were hindered when instrumentation calls were present.
Table 4.3 shows the result of our initial performance experiment. The baseline column

refers to the time it takes to execute a program without the simplification process or any
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Table 4.3: Effects on run-time performance when adding instrumentation.

brogram Ba_seline Simplification Only || Empty Instr. (Worst) Empty Instr. (Best)
Time! Time Ratio? Time Ratio Time Ratio
anagram 0.06 0.07 117 0.39 6.50 0.15 2.50
ft 0.18 0.25 1.39 0.62 3.44 0.18 1.00
ks 0.05 0.05 1.00 0.41 8.20 0.09 1.80
yacr2 0.12 0.14 117 2.25 18.75 0.99 8.25
betaftpd 0.07 0.05 0.71 0.17 243 0.15 214
ghttpd 0.52 0.66 1.27 0.67 1.29 0.63 1.21
openssh 0.70 0.85 121 1.09 1.56 0.96 1.37
thttpd 0.15 0.25 1.67 0.39 2.60 0.36 240

1. All time measurements (this and future results) are given in seconds.
2. Ratios, unless specified otherwise, are with respect to the baseline.

instrumentation. The “ Simplification Only” column looks at the performance of programs
that go through the simplification process but no instrumentation is added. The last two
columns add instrumentation calls according to our input checker described in Chapter 3.
However, the bodies of the instrumentation routines do nothing but immediately return.
The purpose of this experiment is to determine the affect of adding instrumentation will
have on the program in terms of lost opportunity for compiler optimizations and the over-
head associated with the calls. The worst-case instance of this experiment refers to the
case where the added instrumentation is unoptimized. In the best-case, useless instrumen-

tation sites have been removed (see Chapter 6).

From Table 4.3, it is apparent that the simplification process has a small negligible effect
on performance. This makes sense as the compiler is able to recoup most of the perfor-
mance lost when optimizing the code. When instrumentation is added, the performance

degradation is noticeable. For the four pointer-intensive benchmarks, the average increase
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Table 4.4: Effect on dynamic instruction count when adding instrumentation. In this table, instruction
counts are given in thousands of instructions. Due to problems beyond our control, we were unable to gather
baseline dynamic instruction count metrics for ghttpd and openssh.

rogram Bgﬁ::e Simplification Only || Empty Instr. (Worst) Empty Instr. (Best)
Count Ratio Count Ratio Count Ratio
anagram 12,736 13,398 1.05 59,210 4.65 24575 1.93
ft 67,038 67,134 1.00 143,356 214 67,376 1.01
ks 51,092 50,425 0.99 109,004 2.13 54,800 1.07
yacr2 185,007 || 195,475 1.06 489,721 2.65 323,108 175
betaftpd 1,728 1,982 1.15 7,556 4.37 6,854 3.97
thttpd 16,958 17,394 1.03 39,192 231 26,623 157

in time was 6x and ranged from 1.3x (ft) to 19x (yacr2). The network applications did not
suffer asignificant performance increase. This difference is due to the fact that the pointer
intensive benchmarks have more instrumentation sites and more computationally inten-
sive loops. As a result, the programs benefit more from compiler optimizations but the
added instrumentation prevents the compiler from taking full advantage of the optimiza-

tions since the compiler must be conservative when optimizing across function calls.

The dynamic instruction count, shown in Table 4.4, increased relatively consistently for
al programs ranging from 2.13x (ks) to 4.65x (anagram). The dynamic instruction count
did not correlate well with the time. This is due to that some of the additional instruction
count in this experiment is due to instructions that are responsible for passing parameters.
These instructions are relatively quick, either moving parameters to the appropriate regis-
ter or storing on them on the stack. In future experiments, the added dynamic instrumenta-
tion count associated with the instrumentation routine will be the primary source of added
instructions and the instructions used for parameter passing will be a second-order effect

at best.
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Table 4.5: Effect on compile time when adding instrumentation.

. Simplification Empty Instr. Empty Instr.

Program CB:zrﬁ;ni pOnIy (\?Vgrst) ?Bét)
Time Time Ratio Time Ratio Time Ratio
anagram 0.19 0.24 1.26 1.02 5.37 0.46 242
ft 0.40 0.41 1.03 117 2.93 0.70 1.75
ks 0.26 0.31 1.19 114 4.38 0.67 2.58
yacr2 1.09 132 121 8.57 7.86 4.94 453
betaftpd 0.82 0.96 117 431 5.26 2.58 3.15
ghttpd 0.50 0.63 1.26 259 5.18 1.63 3.26
openssh 21.67 24.37 112 113.77 525 50.76 2.34
thttpd 2.71 3.70 137 14.97 5.52 8.64 3.19

The performance in the best-case scenario improved for each program as there were fewer
instrumentation calls in each program. Only yacr2 still suffers a performance degradation
greater than 3x. It still exhibits aslowdown of over 8x because it does not benefit from the

static optimizations as much as the other programs did.

The time to compile programs and the size of the programs also increased when instru-
mentation is added. Table 4.5 shows how long it takes to compile the program using
MUSE. The time to compile an instrumented program includes the time to add the instru-
mentation since MUSE runs as a phase in the compiler. Table 4.6 shows how the size of
the program is affected when instrumentation is added. One interesting result is that sm-
plifying the program (with no additional instrumentation) creates a smaller program. This
is likely due to the compiler being able to find more dead code when statements are sim-
plified. The increase in the size of the program is dependent on the number of instrumen-
tation sites. Not surprisingly, yacr2 has alarge number of instrumentation sites and suffers

from the largest increase in code size and run-time performance. In this experiment, the



Table 4.6: Effect on code size when adding instrumentation.

program Sl?za:?l'i(ns) Simplification Only || Empty Instr. (Worst) Empty Instr. (Best)
Size Ratio Size Ratio Size Ratio
anagram 18.1 18.0 0.99 1122 6.19 51.0 2.81
ft 24.4 243 0.99 103.3 4.23 67.3 2.76
ks 19.9 195 0.98 110.3 5.55 4.7 3.76
yacr2 39.3 37.6 0.96 547.4 13.94 285.1 7.26
betaftpd 37.6 36.5 0.97 3455 9.19 200.8 534
ghttpd 33.6 334 0.99 197.1 5.87 137.7 4.10
openssh 1600.1 1595.7 1.00 5236.7 3.27 3298.8 2.06
thttpd 143.7 144.0 1.00 986.0 6.86 624.2 4.34

instrumentation mode! accounted for 23,880 bytes® of the added size and the remainder is

due to the instrumentation calls themselves.

4.6 Example Application: Memory Access Checking

As an exhibition of our instrumentation infrastructure, we created a memory access
checker using MUSE. This checker is similar in nature to Safe C [4]. In this approach,
additional state is stored with each pointer that indicates the base address and the size of
the intended object the pointer is supposed to point to. When the pointer is dereferenced or
used in an array reference, a check occurs to make sure the pointer is accessing memory
within the object it is pointing to. In addition, a capability is stored with the pointer that
serves as an id for the object it is pointing to. A capability table keeps track of all objects
that are currently live. When an object goes out of scope or isfreed (for heap objects), the

id is removed from the capability table and never used again for the duration of the pro-

1. Thisamount may seem large for code that only contains functions that do nothing but return. But as you
will seein Section 5.1, we use a large number of instrumentation functions. There is a trade-off between a
large number of fast specific instrumentation functions or a fewer number of slower more general-purpose
functions.
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gram. During pointer dereferences, the check will also make sure the capability is valid -

insuring the pointer is pointing to its intended object.

Within the memory access checker, the additional state associated with the pointers is

stored in a shadow state table. The shadow state table is implemented using a hash table

that is indexed using the address of the pointer. Each entry in the hash table contains four

fields: base address, size, capability id, and mode. The first three fields were discussed in

the previous paragraph. The mode provides the instrumentation information about the type

of datathe pointer is pointing to and is used to catch errors such as freeing memory that is

not on the heap or trying to invoke a function using a pointer that does not point to afunc-

tion.There are five possible modes:

® ARRAY: Pointsto alocal or globally declared array.

® HEAP: Pointsto dynamically allocated memory.

® FUNCTION: Pointsto afunction.

® CONSTANT: The pointer is a constant or is a variable that is used as an offset in an
arithmetic operation. For example, given the expression p+i wherep isapointer and i
is an integer, GCC will create a pointer temporary value that has the value of i . This
pointer will be considered a constant pointer.

® PLAIN: Any pointer that does not fit any of the above classifications. This includes

pointersto local variables (except arrays).

Since arrays and pointers are considered separate variables in GCC, a separate shadow
table is kept for arrays. Keep in mind that GCC does not consider arrays created on the

heap to be an array - al arrays references are done via pointers. The shadow state table for

86



arrays is the same as the pointer shadow state table with two key differences. The first dif-
ference is that arrays are indexed by the base address. The second difference is that the
sizeistheonly field that is necessary. The base address is not needed sinceit is used asthe
index. The mode will always be ARRAY. Capabilities are also unnecessary since only

arrays that are in scope are kept in the array shadow state table.

The pattern file for the memory access checker is presented in Figures 4.7 and 4.8. For
brevity, the parameters passed into the instrumentation functions are not indicated and pat-
ternsthat are nearly identical to other patterns have been omitted. The numbers next to the

patterns are for reference purposes and not part of the pattern.

Pattern 1 initializes the checker by creating the capability table. Patterns 2 and 3 create
entries for locally and globally declared arrays respectively. The create_array_state
function creates entries for the array shadow state table. Pattern 4 triggers when alocally
declared array goes out of scope and as aresult the array isremoved from the shadow state
table. Patterns 5-9 correspond to situations where pointer entries are created in the shadow
state table. Slightly different functions are used but, for the most part, they do the same
thing. Thisis not a complete list of pointer creation patterns - for instance, there are pat-

ternsfor cal | oc andreal | oc in addition to mal | oc.

Patterns 10-13 are used to propagate shadow state across function boundaries. Thisis aso
not a full list of the patterns necessary. The same protocol is used in the input bounds
checker and is described fully in Appendix C. To summarize, pattern 10 is used to tempo-
rarily store shadow state for arguments while control is transferred to the function. Pattern

11 transfers the temporary state to the corresponding parameter. Patterns 12 and 13 accom-
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/7T Tnitialization
1$begi n_fn main:
after:init_checker();

/1 Creation of array and pointer state
2$birth_l ocal $array_type $any_var:
after:create_array_state();

3$birth_gl obal $array_type $any_var:
after:create_array_state();

4$deat h_| ocal $array_type $any_var:
bef ore: remove_array_state();

5%assign $l val $pointer_type $any_var $pointer_type $any_const:
before:create_ptr_state();

6 $assign $l val $pointer_type $any_var
$addr _expr $any_type $except($array_type, $function_type) $any var:
before: create_ptr_state();

7 $assign $lval $pointer_type $any_var $addr_expr $array_type $any_var:
before: create_ptr_state_fromarray();

8%$assign $lval $pointer_type $any_var $addr_expr $function_type $any var:
before: create_fn_ptr_state();

9%assign $lval $pointer_type $any var $mall oc_expr:
after: process_nalloc();

/'l Propagation across function boundaries
10%cal | _expr_arg $any_fn $pointer_type $any_var:
before: store_ptr_fn_arg();

11 $birth_parm $any_fn $except (mai n) $poi nter_type $any_var:
after: propagate_ptr_fn_arg();

12%return_stnt $any_fn $except (nain) $pointer_type $any_var:
before: store_ptr_return_val ue();

13%assi gn $l val $pointer_type $any_var $call _expr $any_fn:
after: propagate_ptr_return_val ue();

/'l Scope altering events
14 $begi n_scope:
after:add_| ocal _capability();

15%swi tch_stnt $any_type $any_val ue:
bef ore: add_I| ocal _capability();

16 $end_scope:
bef ore: remove_l ocal _capability();

17 $conti nue_stnt:
bef ore: remove_l ocal _capability();

18 $break_stnt:
bef ore: remove_l ocal _capability();

19%end_fn $any_fn:
bef ore: remove_l ocal _capability();

Figure4.7: Pattern file for memory access checker (part 1).
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/7 Pointer arithnetic and copy operations

20 $assi gn

$lval $pointer_type $any_var $pointer_type $any_var:

bef ore: process_ptr_copy();

21 $assi gn

$lval $pointer_type $any_var

$conponent _ref $any_type $any_var $any_type $any_var:
bef ore: process_ptr_copy();

22 $assi gn

$lval $pointer_type $any_var

$array_ref $any_type $any_var $any_type $any_val ue:
bef ore: process_ptr_copy();

23 $assi gn

$lval $pointer_type $any_var

$indirect _ref $any_type $any_var:
bef ore: process_ptr_copy();

24 $assi gn

$lval $pointer_type $any_var

$i nd_conponent _ref $any_type $any_var $any_type $any_var:
bef ore: process_ptr_copy();

25 $assi gn

$l val $pointer_type $any_var

$ind_array_ref $any_type $any_var $any_type $any_val ue:
bef ore: process_ptr_copy();

26 $assi gn
bef or e:
27 $assi gn
bef ore:
28 $assi gn
bef or e:
29 $assi gn
bef or e:

/1 Uses

$l val $pointer_type $any_var
$pl us_expr $pointer_type $any_var $pointer_type $any_const:/
process_ptr_copy();

$lval $pointer_type $any_var
$pl us_expr $pointer_type $any_const $poi nter_type $any_var:
process_ptr_copy();

$l val $pointer_type $any_var
$m nus_expr $poi nter_type $any_var $poi nter_type $any_val ue:
process_ptr_copy();

$l val $pointer_type $any_var
$pl us_expr $pointer_type $any_var $poi nter_type $any_var:
process_ptr_binary_expr();

of pointers and arrays

30%i ndirect_ref $any_type $any_var:

bef ore:

process_indirect _ref();

31$i nd_conponent _ref $any_type $any_var $any_type $any_var:

bef ore:

process_indirect _ref();

32%array_ref $array_type $any_var $any_type $any_val ue:

bef ore:

process_array_ref();

33%array_ref $pointer_type $any_var $any_type $any_val ue:

bef ore:

process_array_ref _via_ptr();

34%ind_array_ref $any_type $any_var $any_type $any_val ue:

bef ore:

process_indirect _array_ref();

35%cal | _expr $any_fn_ptr:

bef ore:

process_fn_ptr_call ();

36 $cal | _expr free:

bef ore:

process_free();

Figure 4.8: Pattern file for memory access checker (part 2).
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plish the same task when a pointer is returned.

Patterns 14-19 signify events that cause the scope of the program to change. In general, a
new scopeis created when a‘{‘ ($begi n_scope) is encountered. A new scope is also cre-
ated when a switch statement is executed since the next ‘{* ($end_scope) will be skipped.
Scopes are stored using a stack and removing a scope is a bit trickier since more than one
scope can be removed in an operation. Pattern 16 which is equivalent to a‘}’ is straight-
forward - remove the current scope. A continue statement removes the scope associated
with the innermost loop and removes all scopes contained within the loop. A break state-
ment is similar but must account for scopes due to switch statements as well asloops. End-
ing a function whether it is by bottoming out of a function or via a return statement
removes the scope associated within the function and any scopes contained within the

function.

Pointer copy operations are displayed in patterns 20-28. Patterns 20-25 are straightforward
copy operations where the shadowed state is transferred verbatim from the source to the
destination. Patterns 26-28 correspond to addition and subtraction operations where one
operand is a constant. These operations also copy the shadowed state without modifica-
tions even though the destination pointer is likely not pointing to the base address of the
object. Thisis not reflected in the shadowed state but is accounted for by looking at the
value of the pointer when checking occurs. Pattern 29 is different in that handles the addi-
tion of two pointer variables. Thisisonly legal if and only if one of the pointersis an off-
set and isin CONSTANT mode. The offset variable is treated as a constant and state from

the other pointer is copied into the destination pointer’s shadowed state entry.
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The next set of patterns (30-34) are used for checking indirect and array references. Dif-
ferent functions are used depending on the type of array reference. The functions compute
the allowable range given the base address and size. The checks use the current value of
the pointer and the index (for array references) to determine if the access is within the
allowable bounds of the object. In addition, the capability is checked to ensure the
intended object is still valid. Patterns involving dereferences and array references on the
left hand side (as discussed in the null checker example) are also needed but have been
omitted for brevity. Pattern 35 is for function calls and ensures the pointer is actually
pointing to a function. Pattern 36 checks for common errors associated with f r ee: freeing
the same memory twice, attempting to a free an object that is not dynamically allocated,
and using an address that is not the base of an object. In addition, the function removes the

capability associated with the freed object.

We were unable to find any bugs in the benchmark programs with the memory access
checker aside from some directed tests we created. The primary reason for thisis that we
did not thoroughly test programs using this checker. The goal of creating the memory
access checker is to show the general purpose nature of MUSE and how it can be used to

create checkers similar to those that are available today.

4.7 Chapter Summary

This chapter describes MUSE, our instrumentation infrastructure. MUSE works by match-
ing user-specified patterns against a simplified form of the C language. When a match is
detected, instrumentation is added and can either be acall to an external function or, for a

greater flexibility, an inlined sequence of arbitrary C statements. Users are able to specify
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instrumentation to do a wide variety of tasks including bug detection, profiling, debug-
ging, and code coverage. Two example specifications were described: a null checker with

function tracing and a memory access checker.

Early results show that ssmplified form of C does not impact the performance of the pro-
gram but adding instrumentation does. An experiment where empty instrumentation calls
were added to the program caused the performance to increase by a factor of six. Thisis
likely due to the lost opportunity for the compiler to optimize across the instrumentation
call boundaries. Not surprisingly, adding instrumentation calls also increased the time it

took to compile the program and the overall size of the program.
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CHAPTER S

IMPLEMENTATION AND RESULTS

5.1 Implementation
This section describes how our input bounds checker was implemented using MUSE. The
implementation consists of three parts. the pattern file, an instrumentation file within

GCC, and external instrumentation functions. The pattern fileis presented in Appendix C.

Many of the functions specified in the pattern file use the inline designation to take advan-
tage of information in the compiler. For example, the wildcard $any_bi nary_op is used
for al of the binary operation patterns. Separate patterns do not exist for different binary
operations such as add, subtract, etc. However, separate external instrumentation routines
do exist for all of these operations and the internal instrumentation function within GCC is
responsible for making sure the right function is selected based on the operation. Alterna-
tively, we could have written separate patterns for each of the different binary operators. It
has no bearing on the resulting instrumentation we found that this organization was more
straightforward since it allows for similar operations to be grouped together, a deficiency
of the pattern description language. On the other end of the spectrum, we could have one
external instrumentation routine for all binary operations. In this case, the operation would

be passed to the function. The function would have to figure out what the operation was
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and act accordingly. This organization degrades performance since a run-time decision is
made on the operation, something that is known at compile-time. The advantage of this
approach isthat it will produce smaller instrumented programs since there are fewer func-
tions. We chose to use separate instrumentation functions because we are more concerned

with speed than size.

Advanced inline features such as using arbitrary statements instead of function calls were
not used. We did try replacing some of the less complex instrumentation routines by using
a series of statements. There was some performance improvement but for the most part
insignificant. Since instrumentation in this fashion hindered our ability to gain accurate

statistics, we did not use this approach.

The external instrumentation functions keep track of the shadowed state associated with
the variables and perform checks when dangerous operations occur. In our initial imple-
mentation, the shadowed state is stored in two hash tables. One table stores state for inte-
gers and the other is used for arrays and pointers. All arrays are inserted in the array table
when they are created and are indexed by their base address. Each entry in the array table
contains five fields: actual _size, max_str_size, known_null, base_addr, and
i s_i nput. The first three fields are described in Section 3.2. The actual _si ze field is
also used in the array reference checking. The base_addr field is the base address of the
array. Theis_i nput field is used to mark arrays that contain program input. If an array
from input is used in a function that converts a string to an integer, such as at oi , the

resulting integer will be treated as input.

Pointers also are stored in the table indexed by their current value. The base_addr field
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stores the base address of the array or object the pointer is pointing to. When accessing the
max_str_si ze and known_nul | fields, another access to the array hash table is made
using thebase_addr if the pointer valueis not equal to the base address. The extralevel of
indirection is not needed for act ual _si ze sinceit never changes oncethe array is created.

Entries for pointersin the hash table will have an accurate size.

The integer table only contains entries for integers that currently contain shadowed stete.
An integer can require state for three reasons: (a) it contains input data, (b) it contains
string length data, or (c) it is a boolean value that will narrow the bounds if used in a con-
ditional expression. A mode field is used to distinguish between the three cases. In case
(@), there are upper and lower bound fields as described in Section 3.1. In case (b), there
are string and size difference fields as in Section 3.2. In case (c), the entry contains an
address indicating the variables! to be updated, the appropriate bounds (1 b, ub, and
max_st r_si ze) when the condition is true and bounds for when the condition isfalse. If the
conditional value is used in a control statement, the bounds of each variable are updated

using thisinformation.

Integer operations that update state will differ depend on the operation. In general, the
integer hash table will be accessed for each of its operands. Run-time values will be used
for constants and variables that currently do not contain input data. If no operand contains
input data, the entry associated with the destination will be removed from the hash table if

one exists. Otherwise, the destination’s hash table entry will be updated, or created if it

1. A maximum of two variables can be updated for asingle conditional variable (asis the case when the state-
mentisc = a < b and both aand b contain input data. Remember that short-circuited logical operators get
converted into control operations, eliminating the possibility of a conditional variable being a function of
other conditional variables and eliminating the situation where a conditional variable can limit an arbitrary
number of variables.
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does not exist, with the appropriate state based on the current operation and the operands.
During a function call, shadow state needs to be passed from the caller’s argument to the
callee’s parameters. This is accomplished using a separate table that is indexed by offset
(assuming the parameters are laid out sequentially in memory). Using offset as an index
alows integers within structures to have different indices. The same approach is used
when a structure is returned from a function. When an integer is returned from a function,
aspecial variable will temporarily hold the shadow state of the return value until control is

transferred back to the callee.

Checking operations is straightforward - the appropriate variables entries are obtained
from the hash tables and analyzed to determine if an error can occur or not. When an error
is detected, an error message will be displayed that includes the file name, line number,
matching MUSE pattern, and a descriptive message describing the error. The error is
detected at the point of the dangerous use such as an array reference or string function.
However, the source of the error may not be near the dangerous use. With the help of a
debug mode, that prints out a message every time state has changed, it was usually very

straightforward to find the source of the error or to classify the bug as afalse aarm.

5.2 Validating the Implementation

Since we assume the checker is free of bugs during its application, it is necessary to vali-
date it before using it. To accomplish this, we used a variety of techniques. Our first and
foremost concern was that we were not missing any patterns that need to be detected. To
test this, we created some generic patterns that captured every time an integer or pointer is

written to (or appears on the left-hand side of an assignment operation). In each case, there
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needed to be some other instrumentation call that captured the entire assignment opera-
tion. This caught several missing patterns. We also did a rigorous examination of the Ele-
mental C grammar and determined what different patterns are possible and necessary for

the input checker.

Within the instrumentation, a message will be printed out when a situation that is currently
not handled is encountered. For instance, we do not support the case when a string length
is used in a shift operation. If this happens, a panic message is displayed. To further vali-
date the functionality of the checker, we created avariety of directed tests and also ran the
checker on real programs. The real programs, being larger, exposed more errors. Most of
the errors triggered a situation that was not handled or signalled an error that should not
have been reported. This testing was not sufficient for cases when the instrumentation
thought something did not hold input data when it redlity it did. To handle this situation,
additional tests and code inspection focused on making sure that input data was properly
propagated. Once we had a high level of confidence that the system was working, we
could validate any enhancements by comparing the output to a known output - typically
the output consisted of the list of errors, list of false alarms, and a breakdown of the num-

ber of useful calls by instrumentation site.

5.3 Bugs Detected
Using our input checker, we were able to find 17 bugs in the 9 programs, shown in Table

5.1.

The two defects found in openssh (described in Chapter 3) are both security flaws present

in version 3.0.2. The channel id bug would be difficult to locate via static analysis. The
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Table5.1: Bugsdetected during testing.

Program Defects False Program Defects False
Found Alarms Found Alarms
anagram 2 0 betaftpd 2 1
ft 2 0 gam 1 1
ks 3 0 ghttpd 3 2
yacr2 2 1 openssh 2 0
thttpd 0 1

array is dynamically allocated and its size can change during execution. In addition, cre-
ation of the array, reading of input, and accessing the channel array each occur in three
distinct functions. Any static approach to locating this bug would require interprocedural

analysis.

In gaim, a defect occurs when reading the configuration file. Each field is placed into a
large temporary buffer. The fields are processed and copied into a data structure. In some
cases, the fields are copied into a smaller buffer without checking to seeiif it will properly
fit. Examples of fields where this occurs are the username and password. While this bug

could not be exploited remotely, it could cause the program to crash.

The three defects in ghttpd were all due to misuse of string functions. In one case, ast rn-

cat function contains a limit that does not account for the null character. For a given limit
n, it is possible for n+1 characters to be written since a null character is always written.
Another defect was caused by calling st rstr on an uninitialized local array. The third
defect in ghttpd and one of the defects found in betaftpd were the result of using data
received from the network without any guarantee that there is a null character. The other

defect in betaftpd is the result of too many characters in the source strings of asnpri nt f
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command. This does not cause a buffer overflow but can truncate along path name during

the copy causing undesirable results.

One bug in anagram permits a user to overflow a buffer with characters from an input file.
The buffer is dynamically allocated in proportion to the size of the input file. Extra space
is added to store additional information about each word in the file. The size of the extra
space is controlled by afixed compile-time constant representing the maximum number of
words alowed in the file. If the file contains more words than this constant, the buffer
could overflow. The other bug is the result of using get s, automatically a dangerous func-
tion. In ks, two bugs resulted from an input being used to reference an array without any
checking to see if it exceeded the array bounds. The other defect and one of the two
defectsin ft are due to aloop based on input that is not checked. The other defect in ft is
attributed to the lack of a check for a negative value for inputs that indicate the size of the
data stream. Both defects discovered in yacr2 were due to a multiplication overflow that
were used in dynamic allocation of arrays. These bugs are very similar to the OpenSSH

challenge bug in Figure 3.4.

All of the bugs that were detected using our checker were not exposed during the particu-
lar test. In fact, none of the tests we used caused any output errors or crashes. This is
important in that it shows our technique is effective at finding bugs without having the
precise input. Another positive aspect isthat it is possible to write a test that exposes each
bug in all cases except one. The lone exception is the ghttpd defect that stems from the use
of an uninitialized array. In this case, the error is dependent on the garbage value of the

uninitialized array rather than an input value.
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Another important factor in bug detection systems is the number of false dlarms - situa-
tions where an error is signalled when no defect occurs. During the course of our testing,
we detected six false alarms. Three of the six cases (betaftpd, gaim, ghttpd) were situa-
tions where a loop controlled by input did not result in abug. The other false alarm in
ghttpd was due to aspri ntf function that is used to concatenate two strings into a new
string. The destination buffer had a size equal to the combined sizes of the two strings.
Thisis a case where lack of support for the addition of two string lengths leads to a false

alarm.

In thttpd, a false alarm occurs because our approach conservatively assumes that the null
character isin the last possible position and does not track the precise location of the null
character within an array. A buffer overflow is signalled incorrectly because the program
guarantees that a null isin the first position of an array. The false dlarm in yacr2 is due to
reading the input file twice. It is read once to set the array sizes and a second time to ini-
tialize the array values. Since the array sizes were based on the input, no errors can occur.
Our tool currently has no mechanism for determining that the input is actually constrained

when it is read the second time.

We aso performed some experiments to detect arithmetic overflow. In general, we found
that checking for arithmetic overflow hindered run-time performance, triggered too many
false alarms and not enough useful bugs. As aresult, we did not consider arithmetic over-
flow for the bugs that were found above nor in the performance experiments that follow.
However, we were able to find two bugs that we did not find otherwise. One defect wasin

openssh. The defect occurred when one was added to an unbounded integer. It is not
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exploitable but could lead to undesirable results. The other defect occurred in ks. In addi-
tion, the arithmetic overflow checking errors aso triggered for four of the errors that were
detected when overflow checking was absent. However, the arithmetic overflow error was
triggered earlier in the run which could make it easier for the programmer to find the bug.
This result also shows that arithmetic overflow errors often cause other errors, mitigating

the need to check for them.

5.4 Comparison to Other Approaches
The same benchmarks and tests were run on different bug detection tools to see if they
catch the same bugs. We used the static bug detection tools BOON [89] and Splint [62]

and the dynamic tool Valgrind [88] in our comparison. The results are shown in Table 5.2.

BOON did not detect any bugs and problems processing the source code prohibited analy-
sis of gaim and openssh. Splint reported alarge number of errors. The main reason for this
is that we did not annotate the source code which would eliminate a large number of the
falsereports sinceit is conservative and signals an error if it does not know anything about
the buffer size. Due to the large number of error reports, we only manually looked for
errors we found with our input checker and error reports that were marked as “likely”
errors (a vast mgjority of the errors were labeled as “possible’ errors). It was able to find
seven out of the seventeen bugs that we detected. Most of the bugs it missed were due to
unconstrained loops and allocations sizes - properties that Splint does not check for. It did
miss a couple of array reference bugs, though. It was able to find one bug in gaim (one of
the “likely” errors) that we did not find. Thiserror occurred in the Yahoo IM protocol and

assumed that a packet would have a particular key-value pair. If the key never appeared in
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Table5.2: Comparison to other bug detection approaches.

BOON SPLINT VALGRIND

Bugs | Reports] Bugs | Reports] Bugs | Reports
anagram 0 0 2 33 0 0
ft 0 0 0 120 0 0
ks 0 0 2 71 0 0
yacr2 0 0 0 197 0 0
betaftpd 0 0 0 0 1 1
gaim didn't work 2 2112 0 0
ghttpd o | o 1 52 1 1
openssh didn't work 1 473 didn't work
thttpd 0o | o 0 24 o | o

the packet, a string pointer would remain null causing anull pointer dereference later onin
the program. This error was not detected with our checker as the error was highly depen-

dent on the control path.

Valgrind found two bugs. Our approach found the bug that Valgrind found in ghttpd - the
bug that was due to the use of an uninitialized array. The bug in betaftpd was due to the
dereference of a pointer that had been previously freed. This was not found in our input
checker as it does not check for this type of error. A comparison to the run-time perfor-

mance of Valgrind is made in the next section.

5.5 Preliminary Performance Results

Our preliminary performance experiments demonstrated that the run-time performance is
severely hindered with the addition of the input checker instrumentation. It isimportant to
point out that we have not focused any effort on performance optimization at this point -

thisisthe topic of Chapters6 and 7.

The results of the performance experiment are shown in Table 5.3. The amount of slow-

down experienced is dependent on the program. The four server programs exhibited the
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Table5.3: Preliminary run-time performance results.

Base Our Work Valgrind

line Time Ratio Time Ratio
anagram 0.06 3.15 52.50 1.88 31.33
ft 0.18 5.32 29.56 5.92 32.89
ks 0.05 3.96 79.20 4.16 83.20
yacr2 0.12 22.63 | 188.58 | 3.83 31.92
betaftpd 0.07 0.53 7.57 0.45 6.43
ghttpd 0.52 1.08 2.08 35.60 | 68.46
openssh 0.70 1.00 1.43 didn't work
thttpd 015 || 257 | 17.13 || 029 | 1.93

Table 5.4: Code size and instrumentation site counts.

Code Size (KB) Simple|[ Static
Orig New Ratio || Stmts || sites || Dynamic sites

anagram 18 325 17.94 || 1,848 538 48,469,011
ft 24 312 12.79 || 2,881 559 76,221,854
ks 20 319 16.06 || 2,738 582 58,597,111
yacr2 39 759 19.33 |[ 11,891 || 3,817 300,490,072
betaftpd 38 557 14.83 8,186 2,205 6,320,450
ghttpd 34 410 12.20 || 4,471 1,256 6,178,897
openssh 1,600 5,412 3.38 || 97,851 || 26,858 493,716
thttpd 144 1,157 8.05 23,804 || 6,362 24,024,093

least amount of slow down with thttpd having the most with just over 17x. The four
pointer intensive benchmarks suffered significant slow-down from a factor of 30x in ft to
186x in yacr2. The disparity in the results can be attributed to the fact that the pointer
intensive benchmarks have more integer processing than the servers and have a signifi-
cantly higher number of dynamic instrumentation calls, shown in Table 5.4. For example,
yacr 2 has over 600 times as many instrumentation sites as openssh but the uninstrumented

version of openssh takes 6 times longer than yacr2.

When comparing the performance results to that of Valgrind, our approach suffers a simi-
lar magnitude of slowdown. Most of the benchmarks that had exhibit alow overhead with
our approach also saw alow overhead with Valgrind. A similar statement can be made for

the benchmarks that incur a large performance penalty. Two exceptions to this trend are
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Table5.5: Preliminary dynamic instruction count performance results. Due to problems beyond our
control, we were unable to gather baseline dynamic instruction count metrics for ghttpd and openssh.

Baseline Instrumented Ratio
anagram 12,736,329 1,078,067,927 84.65
ft 67,037,678 1,812,517,481 27.04
ks 51,091,948 1,309,114,977 25.62
yacr2 185,006,871 9,745,392,260 52.68
betaftpd 1,728,029 78,178,396 45.24
thttpd 16,964,607 454,129,566 26.77

yacr2, where our approach was much slower, and ghttpd, where Valgrind was much
dower. It is important to note that Valgrind and our input checker look for different types
of bugs making a precise performance comparison impossible. Instead, this experiment

shows that our input checker runs at a similar speed to other dynamic bug detection tools.

Table 5.4 shows that the effect on code-size isfairly significant. The instrumentation func-
tions consume 241 KB of space and is a noticeable factor in the smaller programs. For
larger programs openssh and thttpd, most of the overhead is due to the added instrumenta-
tion calls. Table 5.5 shows the difference in dynamic instruction count for each of the
benchmarks. The instruction count significantly increased for al of the benchmarks and
averaged 44x. The increase in instruction count did not correlate to a similar increase in
time as al of the server programs had much less severe time increases while the integer

programs had a larger performance overhead.

The breakdown of the different dynamic instrumentation sitesis shown in Table 5.6. Array
state sites keep track of array information such as dynamic array sizes and state associated
with strings. Array references sites include a call to an array reference check function
when the index has been controlled by input. Pointer operations sites are calls to track

pointers with their associated array. Integer state sites call an associated function to propa-
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Table 5.6: Breakdown of dynamic instrumentation calls.

Program Array Sate grefr:rymc% (F;c[))i(re]rt;ions Integer State Control Points SJ;Z%’(L:EM
anagram 1.0% 5.2% 7.8% 68.3% 15.7% 1.9%
ft 0.0% 1.7% 0.0% 59.1% 33.1% 0.0%
ks 0.0% 9.0% 0.0% 56.8% 34.2% 0.0%
yacr2 0.0% 8.8% 1.7% 67.5% 22.0% 0.0%
betaftpd 0.9% 0.0% 4.5% 73.7% 20.9% 0.0%
ghttpd 0.5% 13.1% 0.4% 60.7% 24.8% 0.5%
openssh 2.4% 4.4% 2.5% 67.3% 22.5% 0.9%
thttpd 1.0% 3.2% 10.6% 67.7% 16.9% 0.7%

Table5.7: Percentage of useless dynamic instrumentation sites. On average, 83% of the instrumentation
isuselessin that it does not manipulate input-derived data.

anagram ft ks yacr2 betaftpd ghttpd openssh thttpd
83.2% 71.7% 59.6% 76.7% 94.5% 98.0% 94.6% 85.3%

gate and adjust interval constraints and string lengths. Control points are calls that narrow
interval constraints or maximum string lengths. Sring/Input functions sites include callsto

functions that process strings or input.

The results are not surprising - integer operations account for majority of the instrumenta-
tion calls. Control points, which contribute to about a quarter of the instrumentation calls,
and array references make up the next two largest contributors. Further analysis shows
that many of the instrumentation sites in these three classifications are useless. An integer
operation and control point is defined to be useless if does manipulate input data or string

lengths. Similarly, an array referenceis uselessif itsindex is not derived from input data.

The percentage of uselessinstrumentation sitesis displayed in Table 5.7. On average, 83%
of the dynamic instrumentation sites are useless as they do no useful work because they do
not manipulate input data. Yet, the instrumentation routines will still access the hash table

only to find out thereis no shadow state associated with the given variables. Another inter-
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esting result is that the programs with the fewest number of uselessinstrumentation exhib-
ited the largest lowdowns (see Table 5.3). This is to be expected because a useful
instrumentation site does execute more code than a useless one. Techniques in the next
chapter will focus on reducing the instrumentation overhead by eliminating useless instru-
mentation sites and reducing the time it takes to run the instrumentation functions with

better management of shadow state.

5.6 Chapter Summary

Our technique for detecting input-related bounds errors was implemented using MUSE.
With our models, we were able to find 17 bugs in 9 programs. Six of the eight defects that
were found in our server applications could be exploited by malicious users to gain access
to the system, including two known faults in OpenSSH. The number of false alarms was
manageable - only six were detected, half of them are due to legal uses of unconstrained

input data controlling loops.

Another problem with using dynamic instrumentation is the effect it has on the run-time
performance of the program. Our approach saw an average increase of 47x over all bench-
marks though the pointer-intensive benchmarks fared much worse than the server applica-
tions. In fact, the server applications all suffered a 17x or less increase in execution time.
One reason for this severe impact is the large amount of instrumentation executed that is
useless (instrumentation that operates on instructions that do not manipulate input-derived

data). Removing this instrumentation is the central topic in the next chapter.
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CHAPTER 6

EFFICIENT DYNAMIC BUG DETECTION

One of the problems with dynamic instrumentation is the high performance overhead
associated with executing the instrumentation. Performance results from Section 5.5 show
that a large percentage (83% on average) of instrumentation sites are unneeded, resulting
in slowdowns of 47x on average. To address this problem, static analysisis used to deter-
mine which variables are derived from input and variables that produce results that could
be used in a dangerous operation. Variables do not need to be shadowed if they do not con-
tain program input and if they do not produce aresult that eventually will be used in a dan-
gerous operation. Instrumentation can be removed from a statement if the destination does

not need to be shadowed.

Other research groups have looked at using static analysis to remove instrumentation. One
approach that isused in CCured [73] isto use a static verifier to prove as many dangerous
operations safe as possible and then use instrumentation to catch any bugs for operations
that cannot be proved safe. In other words, instrumentation is removed for operations that
have been proved safe. Their approach complements our work - a static verifier could also
be used with our approach to further reduce instrumentation. Bodik et. al. [11] explored

the elimination of array bounds checks. They use alightweight static analysisto determine
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if array bounds checks are redundant with earlier checks. However, their analysis is
designed within in a dynamic compilation environment where our work is implemented
using instrumentation that is applied statically. In the future, we plan to look at the imple-
menting this type of optimization within our system but it would require either a static
approach to removing array bounds checks or a dynamic approach to eliminating checks if

they are redundant.

Our analysisis applied to the entire program using Dflow, described in Section 6.3. Dflow
starts by conducting traditional compiler analyses. Reviewing compiler terminology, a
definition of a variable is a statement that may assign a value to the given variable. If a
variable is assigned in different statements, unique definitions will be assigned to each
statement. The set Defs contains all definitions associated with a particular statement. A
similar set, called Uses, contains al definitions that could be read or accessed during the

statement. These two sets are heavily used in our static analyses described in this chapter.

6.1 Compile-time I dentification of Input-Derived Sate

This section describes our technique for identifying which integers are derived from input
and more importantly which variables never contain input at any point in the program.
Instrumentation will not be applied to integer operations that do not manipulate input data,
control points that do not narrow integer bounds, and array references that do not have an

index that was controlled by input.

The analysisis similar to constant propagation, a compiler optimization that replaces vari-
ables that are known to be constant. The key difference is that we will be propagating

attributes associated with each definition instead of values. Recall that integers can have
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ANYTHING

INPUT COND STRLEN

UNTAINTED

Figure 6.1: Tainted propagation lattice. Definitions start out in the untainted state. If a definition is deter-
mined to betainted, it moves up the lattice based on the shadow state it must contain. If adefinition can hold
more than one different type of shadow state, it moves up to the anything state.

three different types of shadow state: data derived from input (INPUT), string length data
(STRLEN), and conditional data (COND). These three types form the lattice used for
tainted propagation shown in Figure 6.1. Definitions that do not directly come from input
or astring length operation start in the UNTAINTED state. During the algorithm, defini-
tions may become tainted and move into the appropriate state based on the type of shadow
state that is necessary for the definition. If adefinition can contain more than one different
type of shadow state, it moves to the ANYTHING state at the top of the lattice and
remainsin that state for the duration of the algorithm. Since each definition can only move

upward on the lattice, the algorithm is guaranteed to terminate.

The tainted propagation algorithm is shown in Figure 6.2. The first part of the algorithm
sets the initial state for each definition. All definitions that are written from input during
input system functions such as get ¢ or scanf will bein the INPUT state. In addition, all
return values from string conversion functions such as at oi are also conservatively placed
inthe INPUT state as our analysis does not track input attributes for strings. The output of
strl en instructions are considered to be in the STRLEN state. All other definitions are

placed in the UNTAINTED state.
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/I Acquire attribute function - adds attribute attr to definition def
acquire_attribute(def ,attr) {
if (attr = UNTAINTED) return
if (Taint(def ) = ANYTHING) return
if (Taint(def ) = UNTAINTED) {
Taint(def ) =at tr
Changed = TRUE
}
elseif (Taint(def ) zattr) {
Taint(def ) = ANYTHING
Changed = TRUE
}
}

/' nitialization

Changed = TRUE

InputFunctionCalls = stmts that call input-producing functions

SrlenCalls = stmtsthat call strlen

Relational Expr Smts = stmts that contain relational operator (such as <) expressions.

/I Find all initial tainted variables
foreach stmts {
if (s e InputFunctionCalls)
foreach (d € Defs(s)) { Taint(d) = INPUT }
eseif (s € SrlenCalls)
foreach (d € Defs(s)) { Taint(d) = STRLEN }
else
foreach (d € Defs(s)) { Taint(d) = UNTAINTED }

}

/I lterate until stable
while (Changed) {
Changed = FALSE
foreach stmts {
if (s ¢ Relational Expr3mits) {
foreach (u e Uses(s))
foreach (d € Defs(s)) acquire_attribute(d, Taint(u))
}
if (s € Relational Expr3mts) {
if (Ju e Uses(s) s.t. Taint(u) # UNTAINTED)
foreach (d e Defs(s)) acquire_attribute(d, COND)
}

}
}

/I Assign attributesto variables
foreach variable v
foreach (d € Defs(v)) acquire_attribute(v, Taint(d))

Figure 6.2: Tainted propagation algorithm.
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Now, the algorithm proceeds iteratively and processes each statement individually during
each iteration. At the heart of the algorithm is the acquire_attribute function which is
responsible for making transitions in the tainted propagation lattice. If the definition
already hasthe particular attribute, then no change is necessary. All definitions, by default,
have the UNTAINTED characteristic and no changes are necessary if the acquired
attributeisUNTAINTED. If the definitionisinthe ANY THING state, it hasall of the pos-
sible attributes and no change is needed. If the definition is currently in the UNTAINTED
state and the acquired attribute is anything else, the definition will be set to the same state
asthe attribute. The last part of the acquire_attribute function is only executed if the defi-
nition isin one of the three middle states (INPUT, COND, or STRLEN) and the attribute
is tainted in some fashion (not UNTAINTED). If the definition and the acquired attribute
are the same, no change is necessary. If they are different, then the definition is capabl e of
holding at least two different types of shadow state and must move into the ANYTHING
state. The acquire_attribute function will also set the Changed variable to true whenever a

changeis made. This variableis used to stop the algorithm.

For most statements, all definitions will acquire all of the attributes of its source uses. The
includes arithmetic operations and copy operations. For instance, if avariable is assigned
to adereferenced pointer, all attributes associated with the variable are acquired by all def-
initions the dereferenced pointer can point to. However, statements that contain relational
operators are treated differently. All definitions created by relational operator statements
will acquire the COND state provided that at least one use contains some type of tainted

data. If no use contains tainted data, no updates are made.
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The agorithm continues to iterate until no changes are made to any of the definitions.
Since MUSE expects alist of attributes associated with each variable (rather than by defi-
nition), the final part of the algorithm sets to the attributes for each variable by acquiring
all of the attributes associated with all of its definitions. The algorithm is guaranteed to ter-
minate because a definition can only change state twice. In the worst-case, the algorithm
will make 2d iterations through the loop where d is the number of definitions. Since the
number of definitions is proportional to the number of statements, the worst-case running
time of the algorithm is O(s?) where s isthe number of statements. In practice, the num-

ber of iterations is much smaller than the worst-case.

The list of variables and their attributes is read by MUSE. For the purposes of instrumen-
tation, MUSE considers variables to be tainted if there are in any of the four tainted states
(INPUT, STRLEN, COND, and ANY THING). Due to the large number of combinations,
the instrumentation routines do not distinguish between the shadow state associated with
the integer assuming tainted integers could hold any type of shadow state. A mode flag
within the shadow state tracks the type of shadow state associated with the variable.
Though the tainted states are combined for this particular optimization, the separate states

are used in the optimization described in the next section.

MUSE will suppress instrumentation for loop statements when the loop condition is
untainted. Similarly, no instrumentation will be added for array references when the index
is untainted. For arithmetic operations, instrumentation will not be added when the desti-
nation is untainted. When the destination is tainted, instrumentation will be added with

untainted source operands being considered as compile-time constants. If all source oper-
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ands are untainted, the expression collapses to a constant and the instrumentation will
remove the destination state from the hash table. Even though instrumentation is not
removed in this instance, performance is improved because the remove function only
reguires one access to the hash table. Previoudly, three hash table accesses could be made:
one for each operand and one for the destination. Arithmetic expressions that have a
tainted destination and two tainted operands will still use the original instrumentation rou-

tine.

6.2 I dentification of Variables Used in Dangerous Oper ations

Up to this point, we have defined usel ess instrumentation sites to be cases where variables
never hold input data or other forms of shadow state. Instrumentation sites can aso be
considered useless if the data they are manipulating is never used in a dangerous opera-
tion. Even if the instrumentation contains valid input data, it is not worthwhile if the data
is never checked. In this section, we present an algorithm for detecting variables that are
not directly or indirectly involved in the production of avalue that isused within adanger-

ous operation.

The dangerous operation algorithm is very similar to the attribute propagation algorithm
presented in the previous section but with two key differences. First, the algorithm starts
with dangerous operations and works backwards propagating attributes from the defini-
tions to uses. Secondly, there are only two attributes: SAFE and DANGER. All defini-
tions start in the SAFE state and once they move into the DANGER state, they remain in

that state for the duration of the algorithm.

The dangerous propagation algorithm is presented in Figure 6.3. Theinitial danger stateis
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/l'nitialization
Changed = TRUE
DangerousSatements = dangerous statements such as array references

/l Find all initial tainted variables
foreach stmts {
if (s € DangerousSatements)
foreach (u € Uses(s)) { Danger(u) = DANGER }
}

/I Iterate until stable
while (Changed) {
Changed = FALSE
foreach stmts {
if (3d € Defs(s) s.t. Danger(d) = DANGER) {
foreach (u e Uses(s)) {
if (Danger(u) = SAFE) {
Danger(u) = DANGER
Changed = TRUE

/I Assign attributesto variables
foreach variable v
if (3d € Defg(v) s.it. Danger(d) = DANGER) Danger(v) = DANGER else Danger(v) = SAFE

Figure 6.3: Danger propagation algorithm.

set to DANGER for uses of dangerous operations. This includes array indices, loop condi-
tions, and arguments to dynamic memory allocation functions. All other definitions are set
to SAFE. Each statement is examined individually. If a definition exists that is marked
with the DANGER state, then all uses for that statement are updated to be in the DAN-
GER state. As before, the Changed flag is set when a change is made to a definition and
the algorithm terminates when no change is made during an iteration. Lastly, the state of
each variable is set. If any of the definitions is considered dangerous, the variable is

marked as dangerous.

From an instrumentation perspective, this algorithm only works with integers that only
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hold INPUT (or bounds) data. It does not account for integers that hold STRLEN or
COND data. For instance, an integer holding COND data may beused inani f statement
and is not used anywhere else in the program. Since it is not used in a dangerous opera-
tion, it is marked SAFE. The instrumentation still may be necessary as the variable could
still control auseful, dangerousinteger. As aresult, MUSE will use the attributes from the
tainted propagation algorithm and the danger propagation algorithm to determineif avari-
able is considered tainted or untainted. If a variable contains input data but is safe, it will
be treated as untainted (like a constant). But variables in the STRLEN, COND, or ANY -
THING state will still be considered tainted regardless if they are safe or dangerous. This

issummarized in Table 6.1.

It is not necessary to retain instrumentation for all variablesin the COND state. If the con-
ditional variable narrows integers that do not need shadowed state, instrumentation is not
needed for the conditional variable. The tainted propagation algorithm will blindly mark
the variable as a COND since the source operands are in the INPUT state. To eliminate
this case, the tainted propagation algorithm needs the output of the danger propagation
algorithm. This is easily done by running the danger propagation algorithm before the
tainted propagation algorithm. This also requires a change to the acquire_attribute func-
tion in Figure 6.2. Variables that are marked SAFE cannot acquire the INPUT attribute.
This means that safe variables that would only hold shadow state for input data would
remain UNTAINTED. Variables that could hold other types of shadow state will still

acquire those attributes and be considered tainted in MUSE.
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Table 6.1: MUSE handling of integer statically derived attributes. All integers that are untainted remain
untainted. All integersin the STRLEN, COND, and ANY THING states are considered tainted. The danger
level isonly looked at for INPUT data.

Taintedness Danger Level Considered As...
UNTAINTED SAFE UNTAINTED
UNTAINTED DANGER UNTAINTED
INPUT SAFE UNTAINTED
INPUT DANGER TAINTED
STRLEN SAFE TAINTED
STRLEN DANGER TAINTED
COND SAFE TAINTED
COND DANGER TAINTED
ANYTHING SAFE TAINTED
ANYTHING DANGER TAINTED

6.3 Dflow: Global Dataflow Analysis Tool

To implement the analyses presented in this chapter, we developed a data flow analysis
tool caled Dflow. We decided not to use GCC's data flow analysis routines because (@)
the routines worked on GCC’s low-level intermediate representation instead of on the
AST and (b) GCC only works with one file at atime. Dflow works at the AST level and
accepts the entire program (all files) asinput. To analyze a program in Dflow, a AST fileis
required for each file. The AST fileis created by running GCC in a special mode that only
parses the program and dumps the internal AST into a file. The format of this file
expresses the AST in the same manner as GCC'sinternal AST except that irrelevant fields

have been removed.

During processing of the AST files, Dflow creates alist of variables. Local variables! are

given unique names so that separate declarations that use the same variable name will

1. Variables are considered to be local if they are only visible in one file (this includes al static variables).
Variables are considered to be global if they could be visiblein multiple files.
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have different names in Dflow. Structure variables are considered a single entity and are
not separated by field. An array will introduce two variables: one for the array and one for
the base pointer of the array. A special variable is created for each memory allocation site
in the program. They are marked with as having a special heap type indicating the variable

could be of any type.

Dflow starts by creating a control flow graph for each function. The functions are divided
into basic blocks and the set of predecessors and successors are created are for each basic

block. Basic blocks that cannot be reached from the start of the function are removed.

Then, a points-to analysis, implemented using Andersen’s algorithm [2], is performed to
detect aliases between the variables and to determine what functions can be called when a
function pointer is invoked. The algorithm starts with all array base pointers pointing to
their arrays and pointers returned from allocation routines pointing to the special alloca-
tion variable for that site. Pointer assignments may increase the set of variables a pointer
may point to. For example, in the statement ‘a = b’, the variable a will now point to the
same variables that b points to. The analysis is flow-insensitive so the variables that a
could point to before the assignment are still in its points-to set. The algorithm continues
to iterate until the points-to set does not change for any variable. In the worst-case, the
running time is O(sv?) or O(s®) where s is the number of statements and v is the number
of variables which is linearly proportional to the statements. In reality, the algorithm runs

much faster, often completely in less than ten iterations.

Once the points-to information has been computed, a call graph is created. The call graph

uses the points-to information to determine where function pointers can point to. Since
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there is a dependence between the points-to analysis and the creation of the call graph,
these two analyses are placed with an iterative loop until neither analysis changes. Typi-
cally, only three passes are necessary: the first pass computes intraprocedural points-to
information, the second pass computes interprocedural points-to information, and the third
pass confirms that steady state has been reached. Additional passes are only necessary if
function pointers are passed as parameters to functions that are called using function
pointers. Once the final call graph has been constructed, the original control flow graph is
atered to represent function calls and returns using edges. This organization makes future

analyses context-insensitive.

The next phase of Dflow computes, for each statement, the set of definitions that are cre-
ated (called Defs) and killed. Each variable assignment creates a unique definition. For a
typical assignment statement, the definition set contains the lone unigque definition for the
destination variable. The killed set contains all definitions corresponding to the destination
variable except for definitions that appear in the Defs set. Thisinformation isthen summa-

rized at the basic block level.

The next step isto use apply areaching definitions analysisto determine which definitions
are live upon entry to each basic block. The algorithm works by traversing each basic
block. The new reaches set of abasic block b is determined by:

foreach predecessor p of basic block b {
b.reaches = b.reaches | (p.defs | (p.reaches & ~p.killed))

}

The set of reaching definitions is formed by taking the current reaches set and adding def-

initions from predecessors that reach the current block. Definitions from predecessors can
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come from two sources: definitions created in the predecessor block! or definitions that
reach and were not killed in the predecessor block. This agorithm iterates until steady
state is reached. The algorithm could make O(s?) iterations resulting in a worse case run-
ning time of O(s%)?. In practice, there are significantly fewer iterations but enough to

make this algorithm the slowest phase of Dflow.

After the set of reaching definitions for each basic block have been computed, each state-
ment is traversed to determine which definitions are used (called Uses) or read by the
statement. This set contains definitions that reach the statement and correspond to one of

the variables read in the statement.

Finally, the tainted propagation and danger propagation algorithms are executed. These
algorithms use the Defs and Uses sets that are computed in previous phases of Dflow.
Dflow will dump alist of variables along with alist of attributes associated with that vari-

able. Thislist is processed by MUSE as described in the next section.

In addition to the identification of input-derived and dangerous variables, Dflow also pro-
videstwo additional lists of information that are used by MUSE. Onelist consists of called
functions where source code was not present. This list will include any system functions
(assuming the source code is not present) as well as any other non-system functions where
the source code was not present. This list of functions serves as the list of “system func-

tions” for MUSE as described in Section 4.2.7. The other list consists of all variables that

1. p. def s only contains definitions that have not been killed at the end of the block.
2. Inredlity, the running time is O(s 2e) where e is the number of edges in the control flow graph. For arbi-

trary programs, e is proportional to s2 in the worst case. However, for well-structured C programs, € is
proportional to S.

119



have been used as an operand to the address-of ‘&’ operator. This indicates variables that

could be aliased within our improved shadow management scheme (see Chapter 7).

While these analyses are specific to the input checker, Dflow is structured such that it
would be a straightforward for a user with some background in compilers to add different

analyses when MUSE is used for other purposes.

6.4 Implementation and Validation

The attribute propagation algorithm and dangerous propagation agorithm are imple-
mented within Dflow. Once the analyses have completed, Dflow will output alist of vari-
ables and two attributes associated with the variable: taintedness and danger level. The
taintedness attribute can either be UNTAINTED, INPUT, COND, STRLEN, or ANY -
THING. The danger level is either DANGER or SAFE. MUSE will convert this informa-

tion into tainted or untainted based on the chart in Table 6.1.

All instrumentation that relies on taintedness will be marked with the inline designation
meaning the instrumentation function resides in the compiler. The function will first deter-
mine if instrumentation is necessary based on the taintedness of operands. If it necessary,
the function will emit a call to the appropriate external instrumentation function. The pre-

cise function is dependent on the current operation and the taintedness of the operands.

Since compiler optimizations are implemented to remove unneeded instrumentation, we
wanted to make sure that we were not removing any instrumentation that is necessary or
altering how the instrumentation performed. To make sure we did not make any imple-

mentation errors, we built in some techniques that validated our optimizations.
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To validate the tainted propagation algorithm, we tracked the number of dynamic useful
instrumentation sites for the both the unoptimized instrumented version and the instru-
mented version. If they differ, then the optimization is flawed in someway. Additional
debugging information within the instrumentation was able to track the number of useful
instrumentation calls per site in order to isolate the error. This feature was very helpful in
debugging the implementation. Most of the errors were due to complications in the alias
analysis portion of Dflow; this phase was difficult to get right due to the different handling
of pointers and arrays in the AST and the fact that dynamic memory allocation sites can

contain both.

This validation scheme only addressed the cases where instrumentation is removed
because the instruction never manipulates input-related data. Our initial definition of use-
ful instrumentation does not take into account operations that never produce aresult that is
used in a dangerous operation. Such operations also are unneeded and can be removed.
Unfortunately, it is very difficult to obtain the number of useful dynamic instrumentation
sites with this updated definition. Thisis due to the fact that when an instrumentation site
executes, knowledge about the future is needed - specifically “will the value be directly or
indirectly used in a dangerous operation?’. Instead, we relied on testing to validate this
algorithm. We insured that the same bugs and false alarms were properly detected when
the optimizations were present. Since the validation tainted propagation algorithm stressed
all phases of Dflow in addition to the algorithm, we feel confident that the only thing we
needed to test was the danger propagation operation. A number of directed tests were
focused on different parts of the algorithm (in particular, proper handling of the points-to

information).
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6.5 Performance Results

In this section, we explore the effect of our two static analyses. The run-time results of this
experiment are shown in Figure 6.4. Three experiments were run for each benchmark
comparing the run-time performance to the unoptimized instrumented program presented
in the previous chapter. The first two experiments (columns) show the performance
improvement that results from removing instrumentation from executing each algorithm
in isolation. For the first column, instrumentation that never manipulates input derived
data is removed. In the second column, instrumentation that never manipulates data that
will be used in a dangerous operation is removed. The last column shows the performance
improvement when both optimizations are applied in tandem. Results from the same
experiment that show the improvement in dynamic instruction count are presented in Fig-
ure 6.5. Table 6.2 shows the times and ratios with respect to the baselines for the optimiza-

tions.

When removing instrumentation pertaining to input data, performance improved by 30%
on average. In general, programs that had the worst unoptimized impact on performance
saw the best performance improvement. For instance, yacr2, which had a factor of 186x
slowdown, saw a performance improvement of 48%. On the other end of the spectrum,
openssh saw little performance improvement since it suffered very little performance deg-
radation initially. One exception to this rule is ks which had little performance improve-
ment despite having alarge performance degradation. This can be explained using the data
in Table 6.3. There is alarger percentage of COND variables, the slowest type of instru-
mentation to process, in ks then compared to other programs. Fortunately, all but one of

these variables marked COND also are safe so they disappear when both optimizations are
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Figure 6.4: Performance improvement from removing unneeded instrumentation.
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Figure 6.5: Dynamic instruction count improvement from removing unneeded instrumentation.

Table 6.2: Performance comparison from removing unneeded instrumentation.

Base| Unoptimized Input Derived Dangerous Both

line Time Ratio Time Ratio Time Ratio Time Ratio
anagram [ 0.06 3.15 52.50 2.15 35.83 2.37 39.50 1.32 22.00
ft 0.18 5.32 29.56 2.52 14.00 5.03 27.94 0.88 4.89
ks 0.05 3.96 79.20 3.24 64.80 1.69 33.80 0.45 9.00
yacr2 0.12 || 22.63 | 188.58 || 11.82 98.50 || 22.35 | 186.25 | 11.87 98.92
betaftpd 0.07 0.53 7.57 0.40 5.71 0.36 5.14 0.27 3.86
ghttpd 0.52 1.08 2.08 0.68 1.31 1.08 2.08 0.69 1.33
openssh [ 0.70 1.00 1.43 0.92 1.31 0.94 1.34 0.91 1.30
thttpd 0.15 2.57 17.13 1.88 12.53 2.53 16.87 1.78 11.87
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Table 6.3: Breakdown of tainted and dangerousintegers.

anagram ft ks yacr2 | betaftpd | ghttpd | openssh| thttpd
[Total Integers 257 233 244 | L508 | 950 220 | 1L727 | 2493
Juntainted 210 202 140 855 673 352 8,208 1,609
Tainted - INPUT 39 23 60 0 24 4 402 75
Tainted - STRLEN 0 0 0 0 170 46 162 185
Tainted - COND 8 6 44 145 51 2 1,296 188
Tainted - ANYTHING 0 2 0 508 32 16 1,659 437
Safe 202 213 179 1,163 854 365 8,871 2,106
|Dangerous 55 20 65 345 96 55 2,856 387
Juntainted and Safe 200 211 178 693 633 314 6,343 1,536
|untainted and Dangerous 47 20 23 162 64 42 2,449 147
Tainted and Safe 2 2 1 470 221 51 2,528 570
Tainted and Dangerous 8 0 42 183 32 13 407 240

applied together.

Removing instrumentation from operations that never produce results that could be used
in a dangerous operations was a mixed bag depending on the benchmark. Three bench-
marks (anagram, ks, and betaftpd) saw significant performance improvements, two (ft and
openssh) saw small performance improvements, and the remaining three (yacr2, ghttpd,
and thttpd) saw virtually no performance improvement. The results are somewhat surpris-
ing in that most of the statements are marked safe (see Table 6.3) meaning that most
instrumentation should be removed. However, an inspection of yacr2 showed that danger-
ous variables tended to be used heavily in loops whereas safe variables primarily resided

outside of loops. Thisisintuitive since many array references come inside aloop.

Combining the instrumentation removal strategies showed a large increase for programs
that benefited from the danger propagation algorithm. Programs that did not benefit from
this algorithm did not see much more improvement than using the tainted propagation
algorithm alone. One exception to this was ft, which saw a large combined performance

improvement despite a small performance gain from the danger propagation agorithm.
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Table 6.4: Impact on instrumentation sites from removing unneeded instrumentation.

unoptimized tainted danger both
anagram 48,469,011 29,279,571 (39.6%) 36,978,977 (23.7%) 13,381,551 (72.4%)
ft 76,221,854 20,373,010 (73.3%) 76,181,787  (0.1%) 242,192  (99.7%)
ks 58,597,111 42,429,376 (27.6%) 46,683,971 (20.3%) 4,393,168 (92.5%)
yacr2 300,490,072 143,471,938 (52.3%) 300,490,072  (0.0%) 143,471,938 (52.3%)
betaftpd 6,320,450 4,469,339 (29.3%) 6,109,908  (3.3%) 3,255,667 (48.5%)
ghttpd 6,178,897 682,551 (89.0%) 6,178,893  (0.0%) 682,547 (89.0%)
openssh 493,716 316,877 (35.8%) 488,460  (1.1%) 298,060 (39.6%)
thttpd 24,024,093 11,425,811 (52.4%) 24,026,707  (0.0%) 11,426,317 (52.4%)

Thisis dueto the fact that not a single integer variable was both tainted and dangerous.

In Table 6.4, the number of instrumentation sites is shown for each of the experiments.
The percentage is the reduction in instrumentation sites over the unoptimized case. In gen-
eral, the reduction in instrumentation sites correlates well to the performance improve-

ments realized in the benchmarks.

Most of the instrumentation that remains is either instrumentation for pointers and arrays
(not subject to removal for this optimization) or integers on the heap. While the algorithms
track the state of heap data at the alocation site level (whichitself is conservative), MUSE
is conservative and only removes instrumentation for statements that only operate on local
and global variables (including parameters). Since instrumentation is added statically,
there may be cases where instrumentation is useless some of the time. However, this was
rarely the case. In all but afew cases, an instrumentation site was either useful all the time

or useless all thetime.

The time to analyze each program using Dflow is shown in Table 6.5. In most cases, the
analysistime is minimal. Since the worst-case algorithm within Dflow has a running time

of O(s*) where s isthe size (number of simplified statements) of the program. As aresult,
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Table 6.5: Dflow analysistime.

anagram

ft

ks

yacr2

betaftpd

ghttpd

openssh

thttpd

0.03

0.08

0.06

0.55

0.24

011

146.68

2.77

larger programs such as openssh and thttpd take considerably longer to analyze.

6.6 Chapter Summary

In this chapter, we improved the run-time overhead associated with dynamic bug detection
by using static analysis. To facilitate whole-program static analyses, we developed Dflow,
an interprocedural data-flow analysis tool. Dflow will read in the AST of simplified C
generated by GCC for the entire program. Analyses determine which variables were
dependent on input using taint propagation and which variables never hold a result that
will be used in a dangerous operation. Subsequently, instrumentation was only applied to
statements that manipulate variables that needed shadowed state. These optimizations

improved performance by 50%.
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CHAPTER 7

EFFICIENT MANAGEMENT OF SHADOWED STATE

Many dynamic bug detection systems access shadow state using a shadow state table
indexed by address. This can be slow considering the number of accesses tracked by
instrumented programs. Other dynamic bug detection systems manage shadowed state by
increasing the size of the variable and embedding the extra state with the variable. This
reduces access time but creates a compatibility problem when executing functions and

system calls that were not instrumented.

We combine these two approaches by managing local variable shadow state by name. For
each local variable that needs shadowed state, a temporary variable is created within the
compiler that corresponds to the shadow state of the variable. This avoids an access to a
shadow state table improving performance and does not modify the original variable,
maintaining compatibility. Variables on the heap are accessed by address using a shadow

state table.

7.1 Shadowing L ocal Variables by Name
In our baseline implementation, all variables accessed their shadowed state by looking up
their value in a shadow state table implemented using a hash table indexed by address.

Most instrumentation calls will typically have two or three accesses to the shadow state
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table. One or two table lookups occur to read input shadowed state and a table update is
used to write shadowed state to the destination. As a result, most of the time spent in the
instrumented code (or the entire instrumented program for that matter) is spent in access-
ing the shadow state table. With tighter integration into the compiler, it is not necessary to

have shadow state table accesses for all variables.

In other dynamic bug detection systems, shadowed state is usually maintained using one
of the following two techniques: fat variables or a shadow address space. Fat variables,
such as the fat pointers in Safe-C [4], increase the size of the variable and includes the
additional state as part of the variable itself. The main advantage of this approachisthat is
fast to access shadowed state associated with the variable as it is not necessary to |ookup
the datain atable. There are two main problems with this approach. By increasing the size
of al pointersin the program, the performance suffers since a single pointer will no longer
fitin aregister. The other problem is the complexity associated of insuring functional cor-
rectness. Functions that rely on the size of an object must be modified and conversion rou-

tines must be implemented when calling a function that does not support fat pointers.

Using a shadow address space, asis done in Purify [45], is straight-forward in that it han-
dies al types of variables including those created on the heap in the same manner. The

main drawback is the access time associated with the table access.

Our approach combines these two techniques by shadowing local variables by name and
shadowing all other variables in the shadow state table. Instead of storing shadowed state
for local variables in the hash table, atemporary variable containing the shadowed stateis

created by the compiler. An important feature is that the shadowed state is kept in a sepa-
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Table 7.1: Shadowed state management method based on type.

Variable Type Shadowed State Access Method
local (unaliased) by name
local (aliased) by address
parameter (unaliased) by name
parameter (aliased) by address
global by address (could be done by name)
heap by address

rate variable, the local variable remains the same size. As a result, no modifications are
required to uninstrumented code to accommodate this change. In addition, this technique
can be combined with our other static analyses so that shadow state variables are only cre-
ated for variables that need them. Our technique obtains the benefits of both existing tech-
nigues by making shadow state access fast for local variables while being straightforward

to implement as the original variables are not modified.

This technique shifts the burden of accessing shadowed state from run-time to compile-
time, reducing execution time. For local variables and parameters, the compiler keeps
track of all shadowed state based on the name of the variable. Unfortunately, this is not
possible for variables created on the heap since the compiler cannot assign a name to
dynamically allocated memory. We use the shadow state table to look up the shadowed
state of heap data at run-time using their address. Global variables also could be accessed
by name. However, due to the high amount of aliasing and the use of separate compilation
units in GCC, global variables also use the shadow state table. This had a negligible

impact on performance. Access to shadowed state is summarized in Table 7.1.

One problem with using temporary variablesto shadow the state of localsisthe possibility

of local variables being aliased. Compilers might not be able to detect when alocal vari-
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able is written if it is accessed via a dereferenced pointer. To address this problem, any
integer variable that is used in the address-of ‘&’ operator will be treated like a heap vari-

able and use the shadow state table to store shadowed state.

7.2 Implementation

Implementing the new shadow state management strategy requires two primary changes.
Thefirst, isthat the compiler must create temporary variablesfor all integersthat are eligi-
ble - local variables that need shadow state and are never aliased. This information is
obtained from Dflow, see Section 6.3. The state variable is a structure that contains amode
indicating which type of shadow state is currently stored in the shadow state and a union
containing the proper shadow state fields. The mode is dlightly different in that it must
also note when the variable is untainted as the state variable is always present. Due to the
large amount of state associated with the COND entry, the union only contains a pointer to
a separate structure. This structure is dynamically created if and when conditional datais
stored. Actualy, the shadow state table entries are stored in this same format to conserve

memory and to simplify the instrumentation routines.

The second change is that the instrumentation routines need to be modified to account for
the situations where state is shadowed by name. Instrumentation routines that use shadow
state created by the compiler will have a pointer to this state as a parameter. The routines
will smply use the provided shadow state instead of accessing the hash table. The prob-
lem lies in that different operands can have different shadow state access methods. Con-
sider an add instruction where the destination and each source operand are tainted. Each of

the three operands could be accessed by name or by address. This resultsin eight different
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instrumentation functions for add alone and does not even account for the additional cases
where one or more of the operands are untainted. Due to the high number of instrumenta-
tion functions, we developed a code generator that automatically generates the code for all
of the binary operations. Other instrumentation functions, such as the parameter passing

functions, were modified by hand.

Testing the new scheme for managing shadow state is straightforward. The number of
instrumentation calls is the same when compared to the case when all shadow state is
accessed by address. The only difference is that different external functions will be called
when shadow state is accessed by name. This difference should not affect the underlying
functionality of the instrumentation. Therefore, we validated this approach by comparing
a trace that prints a message anytime a variable changes state. If the traces differ, then a

problem has occurred with the implementation.

7.3 Performance Results

This section looks at the results from experiments involving our new approach to shadow
state management will be presented. In addition, the experiments also measure the com-
bined effect of removing useless instrumentation and using the improved shadow state

management scheme.

Accessing shadow state for local variables by name improved performance for all pro-
grams as shown by the performance graph in Figure 7.1, the dynamic instruction count
graph in Figure 7.2, and comparison table in Table 7.2. In the two graphs, the three bars
represent (in order from left to right), the performance improvement of applying the

instrumentation removal routines, the effect of shadowing state by name, and combining
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Figure 7.2: Shadow state management dynamic count improvement.
Table 7.2: Shadow state management per for mance comparison.
Base Unoptimized Useless Inst. Shadow State by Both
line Removed Name
Time Ratio Time Ratio Time Ratio Time Ratio
anagram 0.06 3.15 52.50 1.32 22.00 2.24 37.33 1.12 18.67
It 0.18 5.32 29.56 0.88 4.89 2.95 16.39 0.90 5.00
ks 0.05 3.96 79.20 0.45 9.00 2.28 45.60 0.33 6.60
yacr2 0.12 22.63 188.58 11.87 98.92 14,53 121.08 8.96 74.67
betaftpd 0.07 0.53 7.57 0.27 3.86 0.29 4.14 0.18 2.57
ghttpd 0.52 1.08 2.08 0.69 1.33 0.73 1.40 0.59 1.13
openssh 0.70 1.00 1.43 0.91 1.30 0.83 1.19 0.78 1.11
Jihttpd 0.15 2.57 17.13 1.78 11.87 2.14 14.27 1.82 12.13
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both the instrumentation removal and shadowing state by name.

The average performance improvement for shadowing state by name is 33% and, with the
exception of openssh, removing useless instrumentation proves to be a better optimiza-
tion. It is interesting to note that shadowing state by name had a much higher impact on
the dynamic instruction count than on performance. Thisis due to that shadowing state by
name only reduces the amount of work within the instrumentation sites; it does not elimi-
nate the calls to the external instrumentation procedures. Unlike useless instrumentation
removal, the new approach to shadow state still suffers from expensive function calls and
the inability to optimize across the instrumentation calls. This result suggests that further
inlining the instrumentation (rather than using function calls) may have good performance

benefits.

Combining the two approaches further improves performance by 58% on average and
ranged from 22% (openssh) to 92% (ks). However, the combined impact is not close to the
sum of its parts. This not surprising since both techniques target local and global integers
in different ways. Variables that take advantage of the new shadow state management
likely include many variables that are useless and do not need shadow state. The final col-
umn of Table 7.2 shows the degree of slowdown after both optimizations. With the excep-
tion of yacr2, the benchmarks exhibit slowdowns that are similar to that of other dynamic

bug detection tools.

Since the goal of shadowing state of name was to reduce hash table accesses, this metric
was measured and is shown in Figure 7.3. This graph shows the percentage of integer

shadow state table accesses relative to the unoptimized case. On average, shadowing state
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Figure 7.3: Hash table accesses with respect to unoptimized instrumented program.

by name did what is was supposed to do, reducing the amount of accesses by over 85%
and the combined effect of both optimizations removed accesses by over 93%. This did
not correlate into asimilar level of performance improvement since it did not significantly
affect the array hash table accesses which dropped dlightly (mostly due to useless array
references being removed) when both optimizations were applied. For the unoptimized
case, there were significantly more integer hash table accesses than array hash table
accesses. After both optimizations, the situation is reversed with array hash table accesses

outnumbering integer hash table accesses.

7.4 Chapter Summary

This chapter describes our technique for improving the management of shadow state. It
eliminates accesses to the shadow state table by shadowing local variables by name. Shad-
owed state for local variables was kept in temporary variables kept by the compiler. This
allows for fast access and maintains compatibility with uninstrumented code since it does
not modify the original variable. This optimization reduced the number of shadow table

accesses by 85% and improved performance by 33%.
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Combining this approach with the useless instrumentation removal optimization resulted
in an overall performance improvement of 58% when compared to the unoptimized instru-
mented program. One downside is these techniques were only applied to local and global
integers. Similar techniques can be applied to arrays and pointers to further improve per-

formance.
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CHAPTER 8

CONCLUSION

8.1 Summary of the Thesis

There are four main contributions of this thesis: a dynamic approach to detecting input-
related software faults, the development of a source code instrumentation infrastructure, a
technique for removing unnecessary instrumentation, and a method for improving shadow

state management to further improve performance.

Our method for dynamic bug detection looks for software faults caused by improperly
bounded program input. Our dynamic approach overcomes many limitations of static
analysis while reducing the dependence on the input. Integers and strings are that derived
from input are shadowed with additiona state representing the bounds (or length in the
case of strings) that a variable may hold. At potentially dangerous operations, the entire
range of possible valuesis checked to determine if an error can occur. Since all values are

checked, it is not necessary to have the precise input to trigger the error.

We applied our technique to 9 programs and found atotal of 17 bugs including 2 security
flaws in OpenSSH. The cost of our checker’s accuracy is run-time performance, with
some programs experiencing more than two orders of magnitude slowdown. As such, in

its current form our approach is best targeted to development testing where precision is
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more important.

Our instrumentation infrastructure, called MUSE, runs as a part of the GCC C compiler.
MUSE is general purpose - a user can create customized instrumentation for a variety of
tasks such as bug detection, debugging, profiling, and coverage. Instrumentation is spec-
ified using patterns that match against a simplified form of C. Qualifiers further refine the
patterns by allowing them to compare against the operands or function name. When a
match occurs, a call to an external function is added to the code. Early results show that
simplification does not greatly impact the performance but adding instrumentation does

due to lost opportunity to optimize across the instrumentation calls.

To reduce the run-time overhead associated with dynamic bug detection, we employed
techniques that integrated the checking instrumentation into the compiler allowing static
analysisto optimize the instrumentation. Our first approach used static analysisto identify
variables that do not need shadow state. Only variables that can contain input derived data
and can hold avalue that will be used in a dangerous operation need shadow state. Instruc-
tions that contain operands that do not need shadow state no longer need instrumentation.
This reduced the average number of instrumentation sites by 63% and improved perfor-

mance by 50%.

To limit the number of accesses to the shadow state table, we shadowed local variables by
name by keeping their shadowed state in temporary variables kept by the compiler. This
allows for fast access and maintains compatibility with uninstrumented code since it does
not modify the original variable. This optimization reduced the number of shadow table

accesses by over 85% and improved performance by 33% on average. Combining both
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approaches improved performance by 58% over the unoptimized instrumented programs.

8.2 Future Directions

There several avenues for future work. The ideas for future directions have been divided
into three main areas. enhancements to MUSE and the instrumentation infrastructure,
techniques to improve the quality of dynamic bug detection, and methods for further

reducing the impact on performance.

8.2.1 Enhancing the infrastructure

One impediment of our current implementation comes from the fact that two separate
tools are used: MUSE and Dflow. In addition, MUSE runs as a phase as GCC, requiring
the user to become somewhat familiar with the internals of GCC. A tool that combines
both the functionality of MUSE and Dflow would address these drawbacks. The output
from such a tool would be an instrumented source code file that would subsequently be
used by GCC or any other compiler A primary benefit to this approach is the tighter inte-
gration with Dflow and MUSE. Currently, only a list of variables and their derived
attributes is passed from Dflow to AST. More sophisticated forms of analysis are possible
that can move code and/or instrumentation to improve bug detection and performance.

Some of the optimizations described later in this section would need this capability.

MUSE and Dflow can benefit from some changes to increase usability. Some problems
are due to complicated hacks so MUSE can get along with GCC. Two areas that can be
improved are pointer versus array handling and static variable initialization. The pattern
language can be made to more closely match the source language rather than the AST and

types of values should be automatically extracted from the program rather than being
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specified. The process of inlining code aso is unnecessarily complex - another problem

that can be mitigated if MUSE were separated from GCC.

8.2.2 Improving dynamic bug detection

Our approach can be refined in order to find new bugs or reduce the frequency of false
alarms. One key enhancement would be the addition of symbolic analysis to the relation-
ship between different variables. Currently range analysis is used because it represents a
good balance in speed and quality. In order to account for the additional processing
required of symbolic analysis, as much of the analysis can be done at compile-time when
possible. With knowledge of how the variables relate to each other, false darms are
reduced since a control operation not only narrows the range of the variable involved but
all variables that are related to the variable in question. It also can find bugs that we cur-
rently do not find. For instance, we are not able to catch all instances where a buffer over-

flow occurs from concatenating a set of individual strings into one string.

Another common source of buffer overflow errors occurs when strings are processed man-
ually using pointer operations rather than using standard library functions. We are able to
catch errors (though we never found any) using our heuristic of guessing a manual string
copy has occurred when the last element of an array has been copied. We are also able to
find errors when a pointer dereference is out-of-bounds, but is dependent on the precise
input. We would like to be able to find errors where pointer dereferences can be out-of-
bounds in tests where the pointer accesses are legal but could beillegal if adifferent input
was supplied. Accomplishing this requires analysis of programs where pointer operations

are common and to develop heuristics or rules that will catch many of the problems that
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can occur with these functions.

Our approach eliminates the dependence on the precise data that is input to the program.
However, there is still a dependence on the control path which is directed by input. One
idea to reduce the dependence on the input is to move dangerous operation checks to por-
tions of the path that are used in many paths, provided the intervening control operations
are independent of the dangerous operation in question. At the expense of false darms, the
movement can be made more aggressive by ignoring the intervening operations when

moving the checks.

Before embarking on reducing control dependence, an interesting study would involve
looking at where dangerous operations occur in code to see if moving the corresponding
check would provide any benefit. Another question isto see what type of level of coverage
is necessary for various statements asking questions such as “Would simply executing the
statement on any path be enough (statement coverage)?’. A very preliminary rudimentary
inspection of code showed that many dangerous operations occurred in the main flow
within its function (how the function fits into the overall call graph was not looked at) or
within loops. Dangerous operation checks that occur in one branch of an if-else rarely
could be moved outside of the if-else construct. Continuing this experiment (and making it
more scientific) would give valuable insight in how to further tackle the bug detection

problem.

Lastly, we would like to implement other checkersin MUSE that look for security-related
violations. A possibility isto look at the current permissions of the user and make sure the

user does not gain root access in operations that can be exploited.
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8.2.3 Reducing instrumentation performance overhead

One way to reduce the instrumentation overhead is to use a static verification system to
prove that some of the dangerous operations that occur within a program are safe. Danger-
ous operations that are proved safe no longer need checking and are no longer considered
dangerous. This means that instructions that produce results for the operation may no
longer need instrumentation based on the results of the danger propagation agorithm.
Besides the performance benefit, combining static with dynamic bug detection will find
more bugs than just dynamic bug detection alone. In the future, | personaly believe that
best bug detection schemes will combine both static and dynamic approaches, allowing
static bug detection to find as many bugs (or prove as much about the code) as possible

and relying on dynamic detection when static analysisfails.

Removing instrumentation can be difficult at compile-time due to the conservative nature
of static analysis. It may be possible to remove instrumentation that is not needed dynami-
cally using approaches similar to those that remove array-bounds checks [11]. Loops are
the biggest target as removing instrumentation inside loops will result in a larger benefit.
Applying compiler analyses in the style of detecting loop invariants can also be helpful to
finding instrumentation to remove though a brief manual inspection of code found little

instrumentation that could be moved in this manner.
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APPENDIX A

ELEMENTAL C

The Elemental C language is the output of the simplification process. Simplifying the pro-
gram significantly reduces the complexity of the pattern matching and instrumentation
phase. This section presents the grammar of thislanguage. It is based from a devel opment

branch of GCC [40] and Hendren et. al. [47].

A.l Satements

st nt
. conpstnt
| expr ';

| ITF"(" val ")' stm ELSE stnt
| WHILE '"(' val ")' stnt

| FOR'(' val, ")' stnt

| DOstnmt WHILE '(' val ")’

| SWTCH ' (" val ")' stnt

| LABEL_STMT ':'

| GOTO_STMI ' ;'

| ASM STMI ' ;'

| CASE_LABEL '

| CONTINUE ' ;'

| BREAK ' ;'

| RETURN ' ;'

| RETURN val

| decl _stnt '

conpst mt
D stmlist '}
{0y

stmtlist
stntlist stnt
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| stnt
Notes:

® Control constructs are simplified by having atest condition of asingle variable.

® Scopes have been added (using ‘{* and ‘} ) for loop bodies, then clauses, else clauses,
and each case of a switch statement. This allows additional statements and declara-

tions to be added at any point in the program.

A.2 Declarations
® Same as C but declaration statements do not contain initializers. Initializers are created

as separated statements after the declaration.

® Only variable declarations are processed during the simplification process. Type and
function declarations are ignored. The compiler provides adequate information for

functions and user-defined types.

® FElemental C alows declarations to be mixed with statements. The back-end of the

GCC compiler permits this.

A.3 Expressions

expr
cal | _expr
| nodify_ expr
nmodi fy_expr
lhs '='" rhs
| hs
coid
| indirect _ref
| array_ref

| conponent _ref

146



rhs

id
| const
| indirect_ref
| array_ref
| conponent ref
| unary_expr
| binary_expr
| cast_expr
| ‘& addr_expr_arg
| call _expr
| STRI NG _CST
| VA_ARG_EXPR

i ndirect _ref

"rtoid
array_ref
id'[" val "]"

| '* id [ val ']

conponent _r ef

cid Lt id
| *id . id
unary_expr

unary_op va

bi nary_expr
val binary_op val

cast _expr
cast _op mal |l oc_cal
| cast_op va

addr _expr_arg
. STRI NG _CST
| id
| call _expr

cal |l _expr
function_id '"('" arglist ")’
| function_id '(' ")’

mal | oc_cal
mal l oc_op ' (

arglist ")’
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argli st
arglist '," val
| val

val
id
| const
id
: VAR _DECL
| PARM DECL
| FI ELD_DECL
| LABEL_DECL
| FUNCTI ON_DECL
function_id
cid
| '"& FUNCTI ON_DECL
const
| NTEGER_CST
| REAL_CST
| COVPLEX_CST
| LABEL_DECL
| RESULT_DECL

Notes:

® For performance reasons, structure and array copying are avoided when possible.

Pointers to the objects are used instead.

® Structure assignments (such as a=b when a and b are of the same structure type) are
decomposed into a series of assignments, one for each field. This includes initializa-
tion of structures using a comma-separated list surrounded by braces. However, struc-

tures are copied when they are returned from a function.

® Expressions that do nothing (such as ‘a+b; ') are eliminated during the simplification

process. In effect, expressions will either be assignments and/or call expressions.
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® (Callsto dynamic memory allocations such as mal | oc that are immediately preceded
by a cast operation are kept as an atomic operation so the type information associated

with the alocation sticks together.

A.4 Operators

unary_op

. UNCP /* set of C unary operators */

bi nary_op

. BI NOP /* set of C binary operators */
RELOP /* set of Crelational operators */

I
| TRUTH_AND_EXPR
| TRUTH_OR_EXPR
| TRUTH_XOR_EXPR
cast_op

NOP_EXPR
| CONVERT_EXPR
| FI X_TRUNC_EXPR
| FI X_CEI L_EXPR
| FI X_FLOOR_EXPR
| FI X_ROUND_EXPR

mal | oc_op
: MALLOC
| CALLOC
| REALLOCC

Notes:

® The following operators are converted into a functionally equivalent expression: *, ' ,

® The short-circuited operators ‘&&’ and ‘| | ' are converted into if-then-else statements.
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APPENDIX B

SPECIFICATION LANGUAGE GRAMMAR

The grammar for the specification language of MUSE is given below. Non terminals that
merely expand into a set of keyword tokens are presented as tables with a description of
each keyword. The grammar also uses two terminal tokens: t _STRI NGand t _I NTEGER that
represent arbitrary strings and integers respectively.

/* StmtList: Alist of pattern statenments. */
Stnt Li st:
Stmtlist Stmt | Stnt

/* Stmt: A statenent consists of a pattern and either a before
* function, an after function, or both. */

Stnt:

Optional Default Optionall gnGbl Pattern ':' BeforeFunc AfterFunc
| Optional Default Optional lgnGbl Pattern ':' BeforeFunc
| Optional Default Optional lgnGbl Pattern ':' AfterFunc

| ‘$ignore’ t_STRING ;'

/* Optional Default: If a pattern is marked with default, it is only
* executed if no other pattern matches for that identifier. */
Optional Default: ‘$default’ | /* nothing */ ;

/[* OptionallgnGol: If a pattern is marked with ignore_gbl, it is not
* executed when processing gl obal variables. */
Optional lgnGol: ‘“$ignore_gbl’ | /* nothing */ ;

/* BeforeFunc: Function that is called before the matched statenment. */
Bef or eFunc:
‘before:’ t STRING'(' ParnList ')' ';'
| ‘before:” t STRING' (' '")" ';'
| “inline before:” t_STRING'('" ')" ';'
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/* AfterFunc: Function that is called after the matched statenment. */
Aft er Func:
‘“after:’” t STRING ' (' ParnList ')' ';'
| ‘after:” t_STRING'(" '")"' ';'
| “inline after:” t_STRING' (' ")" ';'

/* ParnmList: Alist of paraneters to pass to the function. Parns can
* be one of several macros. */
Par mLi st :

ParmList ',' Parm| Parm

/* Parm Refers to a paraneter nacro. Macros are divided into groups
* pbased on the argunents (if any) they require. */
Par m
Nor mal Par m
| TypedParm' (' TypeCode ')’
| IntParm' (' t_INTEGER ")’
| TypedintParm' (" t_INTEGER ',' TypeCode ')’
I

t | NTEGER
"'t t STRING ' "'

/* Pattern: Toplevel pattern rule */
Pat t er n:

. ZeroQpSt nt Code

| OneOpStnt Code PatternOp

| FuncOpExpr Code Patternldent PatternCp

| FuncExpr Code PatternExprType Patternldent

| Zer oOpExpr Code

| OneOpExpr Code PatternExpr Type PatternQOp

| TwoOpExpr Code PatternExpr Type PatternOp PatternQp

| LhsExpr

| ' $assign’ LhsExpr FuncExprCode PatternExpr Type Patternldent

| ' $assign’ LhsExpr Zer oOpExpr Code

| ' $assign’ LhsExpr OneOQpExpr Code PatternExpr Type PatternOp

| " $assign’ LhsExpr TwoOQpExpr Code PatternExpr Type PatternOp PatternOp
| *$assign’ LhsExpr '$rhs_sinple’ PatternQp

| " $assign’ LhsExpr '$integer_cst’ t_| NTECER

/* LhsExpr: left hand side expression */
LhsExpr:
LhsOneOQpExpr Code PatternExpr Type PatternQp
| LhsTwoOpExpr Code PatternExpr Type PatternOp PatternQp

/* PatternQp: An operand consists of a type and a nane. Either or
* poth could be a wildcard. */
PatternOp: PatternType Patternldent

/[* Patternldent: An identifier */
Patternl dent: Baseldent Exceptldent | Basel dent

/* Exceptldent: Exceptions to the base identifier */
Exceptldent: '$except' '(' ExceptldentList ')’
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/* ExceptldentList: List of exceptions */
ExceptldentList: ExceptldentList ',' Baseldent | Basel dent

/* Baseldent: Can be an identifier, constant, or w ldcard. */
Basel dent
t_STRING| '$const_val' '(' t_INTEGER ')' | WI dCardl dent

/* PatternExprType: Specifies the type of the expression (optional). */
Patter nExpr Type: ' (' PatternType ')' | /* enpty *
/* PatternType: Matches a type. */
PatternType: BaseType Except Type | BaseType
/* Except Type: Types to be excluded. */
Except Type: ' $except’ ' (' ExceptTypeList ")’
/* Except TypelList: List of excluded types. */
Except TypelLi st: Except TypeList ',' BaseType | BaseType
/* BaseType: A type consists of a code, an optional nane (useful
* for conplex types), and any nunber of '*' to represent pointer
* levels. */
BaseType
TypeCode '(' t _STRING ')' PtrStar
| TypeCode PtrStar
| TypeCode '(' t_STRING ')’
| TypeCode
/* PtrStar: Used to count pointer levels. */
PtrStar: '* PtrStar | ' *’
Table B.1: ZeroOpSmtCode: statementsthat take no operands.
" $expr_stnt’ Statement that is an expression.
" $l abel _stnt’ Label definition.
"$goto_stnt’ Goto statement.
"$asm stnt’ Directive to inline assembly code. The assembly codeis not ana-
lyzed.
"$conti nue_stnt’ Continue statement.
" $break_stnt’ Break statement.
"$va_start_stnt’ Special statement specific to GCC AST.
' $begi n_scope’ When a new scopeiscreated '{".
' $end_scope’ When ascopeends’}’.
"$any_stnt’ Matches any statement (including the one operand statements below).
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Table B.2: OneOpSmtCode: statementsthat take one operand.

"$if_stnt’ If statement.
"$whil e_stnt’ While statement. Matches before the statement and at the end of each
iteration of the loop (before the condition).
"$do_stm’ Do-while statement. Matches just before the testing condition at the
end of the loop.
"$for_stnt’ For statement. Matches before the statement and at the end of each

iteration of the loop (before the condition).

"$switch_stnt’

Switch statement.

Table B.3: FuncExprCode: expressionsthat take a function name as a parameter.

" $begi n_fn’ The start of the function.
"$end_fn’ The end of afunction.
"$cal | _expr’ A call to afunction that contains a fixed number of argumentsand is

not a system function.

"$sys_cal | _expr’

A call to function that is a system function or a function where the
source codeis not present.

"$va_cal | _expr’

A call to afunction takes a variable number of arguments.

Table B.4: FuncOpExprCode: expressionsthat take a function name and an operand.

"$cal | _expr_arg’

Argument for afunction call where called function takes afixed
number of argumentsand is not a system function. Invoked once for
each argument.

"$sys_cal | _expr_arg’

Argument for afunction call where called function is a system func-
tion or a function where the source code is not present. Invoked
once for each argument.

"$va_call _expr_arg’

Argument for afunction call where called function takes a variable
number of arguments. Invoked once for each argument.

"$return_stnt’

Matches areturn statement that contains one operand. Does not
match areturn statement that returns nothing.

" $birth_parm

Matches when a parameter is created at the beginning of afunction.
Invoked once for each parameter.

" $deat h_parm

Matches when a parameter goes out of scope at the end of afunction
or just before areturn statement.

"$call _field

A field within astructure is returned. Invoked after control has
transferred back to the caller function.

"$return_field

A field within a structure is returned. Invoked just before the return
statement in the callee function.

Table B.5: ZeroOpExprCode: zero operand expressions.

"$mal | oc_expr’

A call tomal | oc that isimmediately preceded by a cast.

"$cal | oc_expr’

A cdltocal | oc thatisimmediately preceded by acast.

"$real | oc_expr’

A cal toreal | oc that isimmediately preceded by a cast.

"$string_cst’

A string constant that occursin the code.

"$init_string_cst’

A string constant that occursin the global variableinitializers outside
of any function.
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Table B.6: OneOpExprCode: single operand expressions.

"$rval’ Any time avariableis read.

"$birth_Il ocal’ A local variableis created on the program stack.

" $birt h_heap’ A variableis created on the heap.
"$birth_gl obal’ A global variableis created at the beginning of the program.

"$deat h_| ocal’

A local variable goes out of scope.

" $negat e_expr’

Negation operator.

" $abs_expr’

Absolute value operator.

"$bit _not _expr’

Bitwise not operator.

" $si zeof _expr’

Size of operator.

"$any_unary_op’

Matches any unary arithmetic or logical operation (the four previous
identifiers).

" $nop_expr’

Casting operator (specific GCC AST expression).

"$convert _expr’

Casting operator (specific GCC AST expression).

"$fi x_trunc_expr’

Casting operator (specific GCC AST expression).

"$fix_ceil _expr’

Casting operator (specific GCC AST expression).

"$fi x_fl oor_expr’

Casting operator (specific GCC AST expression).

"$fi x_round_expr’

Casting operator (specific GCC AST expression).

" $any_cast _op’

Any of the above casting operations.

"$indirect _ref’

Dereference operation (*a) that appears on the right hand side.

" $addr _expr’

Address-of operator.

"$va_arg_expr’

Variable argument expression (specific GCC AST expression).

Table B.7: TwoOpExprCode: binary operand expressions.

" $pl us_expr’

Addition operation.

"$m nus_expr’

Subtraction operation.

"$nul t _expr’

Multiplication operation.

"$trunc_di v_expr’

Division operation (rounding mode is truncate).

"$cei |l _div_expr’

Division operation (rounding mode is ceiling).

" $f | oor _di v_expr’

Division operation (rounding mode is floor).

" $round_di v_expr’

Division operation (rounding mode is round to zero).

"$trunc_nod_expr’

Modulus operation (rounding mode is truncate).

"$cei | _nod_expr’

Modulus operation (rounding mode is ceiling).

" $fl oor _nod_expr’

Modulus operation (rounding mode is floor).

" $round_nod_expr’

Modulus operation (rounding mode is round to zero).

"$mi n_expr’ Minimum operation.
" $max_expr’ Maximum operation.
"$l shi ft_expr’ Left shift operation.
"$rshift_expr’ Right shift operation.

"$l rotate_expr’

Rotate left operation.

"$rrotate_expr’

Rotate right operation.

"$bit _ior_expr’

Bitwise or operation.

"$bhit_xor_expr’

Bitwise exclusive-or operation.

"$bi t _and_expr’

Bitwise and operation.

"SIt _expr’

L ess than operator.

"$le_expr’

Lessthan or equal to operator.
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Table B.7: TwoOpExprCode: binary operand expressions.

"$gt _expr’ Greater than operator.

' $ge_expr’ Greater than or equal to operator.
" $eq_expr’ Equality test operator.
"$ne_expr’ Not equal operator.

"$truth_and_expr’

Logica and operator (may not be possible in Elemental C).

"$truth_or_expr’

Logical or operator (may not be possible in Elemental C).

"$trut h_xor_expr’

Logical exclusive-or operator (may not be possible in Elemental C).

" $any_bi nary_op’

Any arithmetic, logical, or relational binary operator.

" $conponent _ref’

Component selection’a. b’.

" $i nd_conponent _ref’

Component selection with adereference’(*a) . b’.

"$hitfield_ ref’

Component selection for a bitfield.

"$ind_bitfield_ref’

Component selection for a bitfield via a dereference.

"S$array_ref’

Array reference’a[ b] ’.

"$ind_array_ref’

Array reference with adereference’(*a) [ b] .

Table B.8: LhsOneOpExpr: LHS

single operand expressions.

" $l val’

Anytime something is written to.

"$l hs_si npl e’

Matches when the |eft hand side of an assignment isalone variable.

"$l hs_indirect _ref’

Matches when the left hand side of an assignment is a dereference
operation (* a).

Table B.9: LhsTwoOpExpr Code:

LHS binary operand expressions.

" $l hs_conponent _ref’

Component selection ’'a. b’ on the left hand side of assign-
ment.

' $l hs_i nd_conponent _r ef

Component selection with adereference’(*a) . b’ on the left
hand side of assignment.

"$l hs_bitfield_ref’

Component selection for a bitfield on the left hand side of
assignment.

"$lhs_ind_bitfield_ref’

Component selection for a bitfield via a dereference on the
left hand side of assignment.

"$l hs_array_ref’

Array reference 'a[ b] ' on the left hand side of assignment.

"$l hs_ind_array_ref’

Array reference with adereference’(*a) [ b] ' on theleft
hand side of assignment.

Table B.10: TypeCode: typeidentifiers.

"$voi d_type’ Void type.
" $i nt eger _t ype’ All integer types.
" $real _type’ All floating point types.

"$enuneral _type’

Enumeration types.

" $poi nt er _t ype’

All pointer types.

"$array_type’ Array type.
"$record_type’ Structure type.
" $uni on_t ype’ Union type.
" $function_type’ Function type.
"$bitfield type’ Bitfield type.

"$any_type’

Wildcard to represent any type.
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Table B.11: WildCardldent: wildcardsto represent classes of variables.

"$any_val ue’

Any variable or constant.

" $any_var’ Any variable.

"$any_const’ Any constant.

"$any_fn’ Any function or function pointer.
"$any_fn_ptr’ Function call must be a function pointer, only useful for function

cdls.

"$any fn_const’

Any function but does not match a function pointer.

Table B.12: NormalParm: parameter macrosthat take no additional arguments.

"$file _nane

Name of the current file.

"$li ne_num

Current line number.

"$snpl _I'i ne_numi

Current simple statement number

"I d’

Identifier that will be unique each time this parameter is used.

"$tree_code

Code that represents the current operation.

"$el t _of fset’ Offset between the given function argument or field and the first
function argument.1
" $f n_nane’ Name of function for patternsthat use afunction name qualifier (such
aSscal | _expr).
" $expr _type’ Type of the expression.

" $expr _si ze’

Size of the type of expression.

" $expr_obj _si ze

Size of object that is being pointed to by the result of an expression.

" $expr_|I b’ Lowest possible value, based strictly on the expression type.
" $expr_ub’ Highest possible value, based strictly on the expression type.

1. Thisisused instead of passing the argument number as fields of a structure will have different
offsets but the same argument number.

Table B.13: IntParm: parameter macrosthat take an integer argument .

"$fn_arg_nane’

Name of argument.

"$fn_arg_type

Type of argument.

"$fn_arg_size

Size of argument.

"$fn_arg_obj _size’

Size of object that is being pointed to by a pointer argument.

"$fn_arg_addr’

Address of the argument.

"$fn_arg | b’ Lowest possible value, based strictly on the argument type.
" $fn_arg_ub’ Highest possible value, based strictly on the argument type.
" $op_nane’ Name of the operand.

" $op_type’ Type of the operand.

" $op_si ze’ Size of the operand.

" $op_obj _si ze’ Size of object that is being pointed to by a pointer operand.
" $op_addr’ Address of the operand.

"$op_| b’ Lowest possible value, based strictly on the operand type.
" $op_ub’ Lowest possible value, based strictly on the operand type.
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Table B.14: TypedParm: parameter macrosthat take a type argument.

‘ * $expr _val ue’ Value of the expression.

Table B.15: TypedlntParm: parameter macrosthat take a type and integer arguments.

"$f n_arg_val ue’ Value of the argument.

" $op_val ue’ Value of the operand.
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APPENDIX C

INPUT CHECKER PATTERN FILE ANNOTATED

This appendix displays the pattern file used for the input checker. Before each set of
related patterns, a brief description describing what the patterns match and a summary of

what actions are taken within the instrumented model.

These patterns capture the beginning and the end of the program. At the beginning, the
checker isinitialized by creating the hash tables that store the shadow state. In order to get
a better understanding of the instrumentation and the program, several statistics are

tracked during the program and printed out when the program exits.

$begi n_fn mai n: after: init_checker();
$end_fn main: before: print_stats();
$sys_cal | _expr exit: before: print_stats();
$sys_cal |l _expr fatal: before: print_stats();

These patterns are used to propagate state for integers when passing parameters into a
function and when returning from a function. The first two patterns occur before the func-
tion is called and stores the shadow state in a list that is indexed by offset assuming the
parameters are laid out in sequential order in memory. The offset is used as it allows for
integers within structures to be treated in the same manner as normal integer arguments.

The $bi rt h_par m pattern is caled for each integer parameter when the called function
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starts. The shadow state is obtained by looking up its state from the table. The
$return_fieldands$call _fiel d patterns are used to propagate state for integers within
structures that are returned and utilize the same routines as passing parameters into func-
tions. The last three patterns are used to propagate state when the return value is an inte-

ger.

$cal | _expr_arg $any_fn $integer_type $any_val ue:
inline before: store_int_fn_arg();

$va_cal | _expr_arg $any_fn $integer_type $any_val ue:
inline before: store_int _fn_arg();

$birth_parm $any_fn $except (mai n) $i nteger_type $any_var:
inline after:propagate_int_fn_arg();

$return_field $any_fn $integer_type $any_val ue:
inline before:store_int _fn_ arg();

$call _field $any_fn $integer_type $any_var:
inline after:propagate_int_fn_arg();

$return_stnt $any _fn $except (main) $integer type $any val ue:
inline before: store_int _return_value();

$assi gn $lval $integer_type $any_var
$cal | _expr $any_fn:
inline after: propagate_int_return_val ue();

$assi gn $l val $integer_type $any_var
$va_cal |l _expr $any_fn:
inline after:propagate_int_return_val ue();

These patterns refer to cases where integers are being copied from one memory location to
another. In these cases, the source shadow state is accessed and copied into the destination

shadow state.

$assi gn $lval $integer_type $any_var
$i nt eger _type $any_val ue:
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inline before:process_int_copy();

$assi gn $lval $integer_type $any_var
$any_cast_op $i nteger_type $any_val ue:
inline before: process_int_copy();

$assign $lval $integer_type $any_var
$conmponent _ref $any_type $any_var $any_type $any_var
i nline before:process_int_copy();

$assign $lval $integer_type $any var
$array_ref $any_type $any_ var $any_type $any_val ue:
inline before:process_int_copy();

$assi gn $lval $integer_type $any_var
$i ndirect _ref $any_type $any_var:
inline before:process_int_copy();

$assign $lval $integer_type $any_var
$i nd_conponent _ref $any_type $any_var $any_type $any_var:
inline before:process_int_copy();

$assign $lval $integer_type $any var
$ind_array_ref $any_type $any_var $any_type $any_val ue:
inline before:process_int_copy();

$assi gn $lval $integer_type $any_var
$va_arg_expr $any_type $any_val ue:
inline before:process_int_copy();

These two patterns are used for the processing of integer operations. The wildcards are

used for the patterns but the external instrumentation functions are separate for the opera-

tions (though classes of similar operations are grouped together). The internal instrumen-

tation function within GCC will look at the current operation and make the appropriate

instrumentation call.

$assign $lval $integer_type $any_var
$any_unary_op $i nteger_type $any_val ue:
inline before: process_int_unary_op();

$assi gn $lval $integer_type $any_var

$any_bi nary_op $integer_type $any_val ue $i nteger_type

$any_val ue:
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inline before: process_int_binary op();

These patterns indicate situations where shadow state should be unconditionally removed
from the hash table. With the exception of the last pattern, these are cases when integer
data is derived from other non-integer types. The $i gnore_gbl designation suppresses
these patterns from firing during the global initialization phase since it is unnecessary to
remove anything at the beginning of the program since no variables have any shadow state
to remove. The last pattern refers to system calls (or any call to a function where source

code is not present) that do not have a specific pattern devoted to them.

$i gnore_gbl $assign $lval $integer _type $any_ var
$any_cast_op $any_type $except (3$i nteger _type) $any_val ue:
inline before: renove_ int_state();

$i gnore_gbl $assign $lval $integer type $any var
$any_unary_op $any_type $except ($i nt eger _type) $any_val ue:
inline before:renmove_int_state();

$i gnore_gbl $assign $lval $integer_type $any var

$any_bi nary_op $any_type $except ($i nteger_type) $any_val ue
$i nt eger _type $any_val ue:

inline before:renmove_int_state();

$i gnore_gbl $assign $lval $integer_type $any var
$any_bi nary_op $integer_type $any val ue $any_type
$except ($i nteger _type) $any_val ue:

inline before:renove_int_state();

$i gnore_gbl $assign $lval $integer_type $any_var

$any_bi nary_op $any_type $except ($i nteger _type) $any_val ue
$any_type $except ($i nteger _type) $any_val ue:

inline before:remove_int_state();

$default $assign $l val $integer_type $any_var
$sys_cal | _expr $any_fn:
inline after:renove_int_state();

These statements refer to the various control constructs. In each case, the run-time vari-

able (only asingle conditional variable is allowed in simplified form) controlling the loop
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is analyzed. The appropriate bounds are narrowed based on whether the value is true or

fase.

$if_stnmt $integer_type $any_var:
inline before:process _if _stnt();

$whi |l e_stnt $integer_type $any_var:
inline before:process_| oop_stnt();

$for_stnt $integer_type $any_var:
inline before:process | oop_stnt();

$do_stnt $integer_type $any_var:
inline before:process_| oop_stnt();

These patterns mark the creation of an array. The $bi rt h_heap directive refers to cases
where arrays are created within an allocation such as an array within a dynamically allo-
cated structure®. There are separate patterns for dynamic memory allocation routines such
asnal | oc listed later in the file. The last three patterns refer to string constants that appear

in the program as they also reside in the array hash table.

$birth_local $array_type $any_var:
after:process_array_birth($file_nanme, $line_num $snpl _I|ine_num
$op_nanme($src0),

$op_addr ($src0),

$op_si ze($src0),

0);

$birth_gl obal $array_type $any_var:
after:process_array_birth($file_nanme, $line_num $snpl _|ine_num
$op_nane($srcO),

$op_addr ($src0),

$op_si ze($src0),

1);

$birth_heap $array_type $any_var:
after:process_array_birth($file_nanme, $line_num $snpl _Iine_num
$op_nane($srcO),

1. Inorder for MUSE to detect this, thecall toral | oc or cal | oc must beimmediately casted to the appro-
priate type.
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$op_addr ($srcO0),
$op_si ze($src0),

0);

$assi gn $lval $pointer_type $any_var

$string cst:

after:process_string_cst($file_name, $line_num $snpl _|ine_num

$op_nane( $dest),
$op_val ue($dest, $pointer_type));

$init_string_cst:

after:process_string_cst($file_nanme, $line_num $snpl _|ine_num
$op_name($srcO0),

$op_val ue($src0O, $pointer_type));

$assign $lval $array_type $any_var

$string cst:
after:process_string_assign($file_nanme, $line_num
$snpl _Iine_num

$op_nane( $dest),

$op_val ue($dest, $pointer_type));

These two patterns refer to the two situations where arrays can be del eted: free system call
and when locally declared arrays go out of scope. In either case, the array isremoved from

the hash table.

$sys_cal |l _expr free:
before: renove_array_state($fil e_nanme, $line_num $snpl _|ine_num
$f n_arg_val ue(0, $pointer_type));

$deat h_l ocal $array_type $any_var
before:renove_array_state($fil e_name, $line_num $snpl _|ine_num
$op_addr ($src0));

These patterns correspond to cases where arrays are copied. The only two places where
this can occur iswhen an array iswithin astructure that is passed as a parameter and when
an array is within a structure that serves as the return value of a function. These functions

behave similarly to the integer parameter passing functions.

$cal |l _expr_arg $any_fn $array_type $any var:
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before:store_array_fn_arg($fil e_nanme, $line_num $snpl _Iine_num
$op_addr ($src0),
el t _of fset);

$va_cal | _expr_arg $any _fn $array_type $any_var
before:store_array fn_arg($file_nane, $line_num S$snpl _|ine_num
$op_addr ($srcO0),

el t _of fset);

$bi rth_parm $any_fn $except (main) $array_type $any_var:
after:propagate_array_fn_arg($file_nane, $line_num
$snpl _|i ne_num

$op_nane($srcO),

$op_addr ($src0),

el t _of fset);

$return_field $any _fn $array_type $any_var

before:store_array fn_arg($file_nanme, $line_num S$snpl _|ine_num
$op_addr ($srcO0),

el t _of fset);

$call _field $any_fn $array_type $any_var:
after:propagate_array_fn_arg($file_nane, $line_num
$snpl _Iine_num

$op_addr ($src0),

el t _of fset);

The following patterns are for operationsinvolving pointers. Due to the limited number of
operations allowed on pointers, all unary operations are accounted for in one external
function and all binary operations are accounted for in two external functions. The differ-
ence between the two binary operator functions is that one works the situation where one
operand is a variable and the other is a constant. The other function works on instances

where both operands are variables.

$assi gn $lval $pointer_type $any_var

$any_unary_op $poi nter_type $any_var:
before: process_ptr_unary_op($file_nanme, $line_num
$snpl _I'i ne_num
$t ree_code,
$op_nane($dest),
$op_val ue($src0O, $pointer_type));
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$assi gn $lval $pointer_type $any_var
$any_bi nary_op $poi nter type $any var $pointer_type
$any_const:
bef ore: process_ptr_binary_op_const($fil e_nane, $line_num
$snpl _|i ne_num
$tree_code,
$op_nane( $dest),
$op_val ue($src0O, $pointer_type),
$op_val ue($srcl, $pointer_type),
1);

$assi gn $lval $pointer_type $any_var
$any_bi nary_op $pointer_type $any_const $pointer_type
$any_var:
before: process ptr_binary op const($file_nanme, $line_num
$snpl _|'i ne_num
$tree_code,
$op_nane( $dest),
$op_val ue($srcl, $pointer_type),
$op_val ue($src0O0, $pointer_type),
0);

$assi gn $lval $pointer_type $any_var
$any_bi nary_op $poi nter_type $any var $pointer_type
$any_var:
before: process_ptr_binary_op($file_nanme, $line_num
$snpl _|'i ne_num
$tree_code,
$op_nane( $dest),
$op_val ue($src0O, $pointer_type),
$op_val ue($srcl, $pointer_type));

The array reference patterns are below. Different patterns are used depending on whether
the array reference occurs on the left hand side or right hand side and whether the array is
accessed viaan array, pointer, or pointer dereference (such (*a) [ x] ). Note that the AST in
GCC distinguishes between arrays and pointers. All of the array reference functions do the
same thing: access the shadow state for both the array and the index and make sure the

bounds of the array cannot be exceeded.

$array_ref $array_type $any_var $any_type $any_var
inline before: process _array_ref _via array();

166



$l hs_array_ref $array_type $any_var $any_type $any_var:
inline before: process _array ref _via array();

$array_ref $pointer_type $any_var $any_type $any_var:
inline before: process_array_ref_via ptr();

$l hs_array_ref $pointer_type $any_var $any_type $any_var:
inline before: process_array ref _via ptr();

$ind_array_ref $any_type $any_var $any_type $any_var:
inline before: process_array_ref_via_ ind_array();

$l hs_ind_array_ref $any_type $any_var $any_type $any_var:
inline before: process array ref _via ind array();

These patterns merely detect when zero is written into an array, thereby setting the

known_nul | flag. The last pattern isfor indirect references.

$assign $l hs_array_ref $array_type $any_var $any_type $any_val ue
$rval $integer_type $const _val (0):

bef ore: process_zero_assign($file_nane, $line_num $snpl _I|ine_num
$op_addr ($dest _op0)) ;

$assign $l hs_array ref $pointer _type $any var $any type $any val ue
$rval $integer_type $const_val (0):

bef ore: process_zero_assign($file_nanme, $line_num $snpl _|ine_num
$op_val ue($dest _op0, $pointer_type));

$assign $l hs_ind array_ref $any type $any var $any_type $any_ val ue
$rval $integer_type $const_val (0):

bef ore: process_zero_assign($file_nanme, $line_num $snpl _|ine_num
$op_val ue($i nd_dest _op0, $pointer_type));

$assign $lhs_indirect_ref $any type $any var

$rval $integer_type $const_val (0):

before: process _zero_assign _via deref($file_nane, $line_num
$snpl _I'i ne_num

$op_val ue($dest _op0, $pointer_type));

These patterns are used to approximate situations that be problematic when the left hand
side contains a dereference. If the last non-null character is copied using one of these pat-

terns, the checker assumes that a string copy by hand has occurred and checks to see if the
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source can fit into the destination.

$assign $l hs_indirect _ref $any type $any var
$i ndirect _ref $any_type $any_var:
inline before: process_indirect_assign();

$assign $lhs_indirect_ref $any type $any var
$array_ref $array_type $any_var S$any_type $any_val ue:
inline before: process_indirect _assign array();

$assign $l hs_indirect_ref $any type $any_var
$array_ref $pointer_type $any_var $any_type $any_val ue:
inline before: process_indirect_assign_array();

$assign $l hs_indirect _ref $any type $any var
$ind_array_ref $any_type $any_var $any_type $any_var:
inline before: process_indirect_assign_array();

The family of dynamic memory alocation functions is matched using this set of patterns.
$mal | oc_expr (and related identifiers) isa specia simplified C statement that combines a
call to mal I oc with an immediate cast. This allows MUSE to know the type of the alloca-
tion. Calls to mal | oc without an immediate cast will instead match “$sys_cal | _expr

mal | oc”.

$assi gn $lval $pointer_type $any_var
$mal | oc_expr:
inline after: process_nalloc();

$assi gn $l val $pointer_type $any_var
$sys_call _expr mall oc:
inline after: process_nalloc();

$assi gn $l val $pointer_type $any_var
$cal | oc_expr:
inline after: process_calloc();

$assi gn $lval $pointer_type $any_var
$sys_cal | _expr call oc:
inline after: process_calloc();

$assi gn $l val $pointer_type $any_var
$real | oc_expr:
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inline after: process realloc();

$assi gn $l val $pointer_type $any_var
$sys_cal | _expr realloc:
inline after: process_realloc();

The following functions are used to match the string and input functions we are interested
in. Refer to Section 3.2 for a description of the functionality behind many of these instru-

mentation functions.

$sys_cal | _expr strcat:

before: process_strcat ($file_nane, $line_num $snpl _|ine_num
$fn_arg_val ue(0, $pointer_type),
$fn_arg_val ue(1, $pointer_type));

$sys_cal | _expr strncat:

before: process_strncat ($file_name, $line_num $snpl _|ine_num
$fn_arg_val ue(0, $pointer_type),
$fn_arg_val ue(1, $pointer_type),

$fn_arg_val ue(2, $integer_type));

$sys_cal | _expr strcnp:

before: process_strcnp($file_nane, $line_num $snpl _|ine_num
$fn_arg_val ue(0, $pointer_type),
$fn_arg_val ue(1, $pointer_type));

$sys_cal | _expr strcpy:

before: process_strcpy($file_nane, $line_num $snpl _|ine_num
$f n_arg_val ue(0, $pointer_type),
$fn_arg_val ue(1, $pointer_type));

$sys_cal | _expr strncpy:

before: process_strncpy($file_nane, $line_num $snpl _|ine_num
$f n_arg_val ue(0, $pointer_type),
$fn_arg_val ue(1, $pointer_type),

$fn_arg_val ue(2, $integer_type));

$assign $lval $integer_type $any_var
$sys_cal | _expr strlen:
inline before: process_strlen();

$assi gn $lval $pointer_type $any_var

$sys_cal | _expr strchr:

after: process_strchr($file_nane, $line_num $snpl _|ine_num
$op_nane( $dest),
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$op_val ue($dest, $pointer_type),
$fn_arg_val ue(0, $pointer_type));

$assi gn $l val $pointer_type $any_var

$sys_call _expr strrchr:

after: process_strchr($file_nane, $line_num $snpl _I|ine_num
$op_nane( $dest),

$op_val ue($dest, $pointer_type),

$fn_arg_val ue(0, $pointer_type));

$sys_cal | _expr strpos:
bef ore: process_strpos($file_nane, $line_num $snpl _|ine_num
$fn_arg_val ue(0, $pointer_type));

$sys_cal | _expr strrpos:
before: process_strpos($file_nane, $line_num $snpl _|ine_num
$fn_arg_val ue(0, $pointer_type));

$sys_cal | _expr strspn:

before: process_strspn($file _name, $line num $snpl _|ine_num
$f n_arg_val ue(0, $pointer_type),
$fn_arg_val ue(1, $pointer_type));

$sys_cal | _expr strcspn:

before: process_strspn($file_nane, $line_num $snpl _|ine_num
$fn_arg_val ue(0, $pointer_type),
$fn_arg_val ue(1, $pointer_type));

$assi gn $lval $pointer_type $any_var
$sys_cal | _expr strpbrk:
after:process_strstr($fil e_nane, $line_num $snpl_I|ine_num
$op_nane($dest),
$op_val ue($dest, $pointer_type),
$f n_arg_val ue(0, $pointer_type),
$fn_arg_val ue(1, $pointer_type));

$assi gn $lval $pointer_type $any_var
$sys_cal | _expr strrpbrk:
after:process_strstr($file_nanme, $line_num $snpl _|ine_num
$op_nane( $dest ),
$op_val ue($dest, $pointer_type),
$fn_arg_val ue(0, $pointer_type),
$fn_arg_val ue(1, $pointer_type));

$assi gn $l val $pointer_type $any_var
$sys_cal | _expr strstr:
after:process_strstr($file_nane, $line_num $snpl _I|ine_num
$op_nane($dest),
$op_val ue($dest, $pointer_type),
$fn_arg_val ue(0, $pointer_type),
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$fn_arg_val ue(1, $pointer_type));

$assi gn $l val $pointer_type $any_var
$sys_cal | _expr strtok:
after:process_strtok($file_nane, $line_num $snpl _I|ine_num
$op_nane($dest),
$op_val ue($dest, $pointer_type),
$fn_arg_val ue(0, $pointer_type),
$fn_arg_val ue(1l, $pointer_type));

$assi gn $lval $pointer_type $any_var
$sys_cal | _expr strsep:
bef ore: process_strsep_before($fil e_nanme, $line_num
$snpl _I'i ne_num

$fn_arg_val ue(0, $pointer_type),

$fn_arg_val ue(1, $pointer_type));
after:process_strsep_after($file_nane, $line_num $snpl _I|ine_num
$op_nane($dest),
$op_val ue($dest, $pointer_type),

$fn_arg_val ue(0, $pointer_type));

$sys_cal | _expr strtod:
before: process_strtod($file_nane, $line_num $snpl _|ine_num
$fn_arg_val ue(0, $pointer_type));

$sys_cal | _expr atof:
before: process_strtod($file_nane, $line_num $snpl _|ine_num
$f n_arg_val ue(0, $pointer_type));

$assign $lval $integer_type $any_var
$sys_cal | _expr strtol:
inline after: process_strtol ();

$assi gn $lval $integer_type $any_var
$sys_call _expr strtoul:
inline after:process_strtol ();

$assi gn $l val $integer_type $any_var
$sys_cal | _expr atoi:
inline after:process_strtol ();

$assign $lval $integer_type $any_var
$sys_cal |l _expr atol:
inline after: process_strtol ();

$sys_cal | _expr strcoll:

before: process_strcoll ($file_nane, $line_num $snpl _I|ine_num
$fn_arg_val ue(0, $pointer_type),
$fn_arg_val ue(1, $pointer_type));
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$sys_cal | _expr strxfrm
before: process strxfrn($file _nane, $line num $snpl _|ine_nun;

$assi gn $l val $pointer_type $any_var

$sys_cal |l _expr strdup:

after:process_strdup($file_nane, $line_num $snpl _I|ine_num
$op_nane( $dest),

$op_val ue($dest, $pointer_type),

$fn_arg_val ue(0, $pointer_type));

$assi gn $lval $pointer_type $any_var

$sys_cal | _expr nenchr:

after:process_nenchr($fil e_nane, $line_num $snpl _I|ine_num
$op_nane($dest ),

$op_val ue($dest, $pointer_type),

$f n_arg_val ue(0, $pointer_type),

$fn_arg_val ue(2, $integer_type));

$sys_cal | _expr nenmove:

before: process _nencpy($file _name, $line num $snpl _|ine_num
$f n_arg_val ue(0, $pointer_type),

$fn_arg_val ue(1l, $pointer_type),

$fn_arg_val ue(2, $integer_type));

$sys_cal | _expr nencpy:

before: process _nencpy($file _nanme, $line num $snpl _|ine_num
$f n_arg_val ue(0, $pointer_type),

$fn_arg_val ue(1l, $pointer_type),

$fn_arg_val ue(2, $integer_type));

$sys_cal | _expr nenccpy:

before: process _nenccpy($file_nane, $line_num $snpl _|ine_num
$f n_arg_val ue(0, $pointer_type),

$fn_arg_val ue(1, $pointer_type),

$fn_arg_val ue(3, $integer_type));

$sys_cal | _expr bcopy:

before: process_bcopy($file_nane, $line _num $snpl _|ine_num
$fn_arg_val ue(1, $pointer_type),

$f n_arg_val ue(0, $pointer_type),

$fn_arg_val ue(2, $integer_type));

$sys_cal | _expr nenset:

before: process nenset($file _name, $line num $snpl _|ine_num
$f n_arg_val ue(0, $pointer_type),
$fn_arg_val ue(1, $integer_type));

$sys_cal | _expr bzero:

bef ore: process_bzero($file_nanme, $line_num $snpl _|ine_num
$fn_arg_val ue(0, $pointer_type),

172



$fn_arg_val ue(1, $integer_type));

$assi gn $lval $integer_type $any_var
$sys_cal | _expr fgetc:
inline after: process_getc();

$assign $lval $integer_type $any_var
$sys_cal | _expr getc:
inline after: process_getc();

$assign $lval $integer_type $any var
$sys_cal | _expr getchar
inline after:process_getc();

$sys_cal | _expr fgets:

before: process fgets($file_nanme, $line_num S$snpl _|ine_num
$f n_arg_nane(0),

$fn_arg_val ue(0, $pointer_type),

$fn_arg_val ue(1, $integer_type));

$sys_cal | _expr gets:
before: process_gets($file_name, $line_num $snpl_I|ine_num
$fn_arg_val ue(0, $pointer_type));

$sys_cal | _expr_arg scanf $integer_type * $any_var

bef ore: process_scanf ($fil e_name, $line_num $snpl _|ine_num
$elt of fset,

$op_val ue($src0, $pointer_type),

0,

0);
$sys_cal | _expr_arg fscanf $integer_type * $any_var

bef ore: process_fscanf ($file_nanme, $line_num S$snpl _|ine_num
$elt of fset,

$op_val ue($src0O, $pointer_type),

01

0);
$sys_cal | _expr_arg sscanf $integer_type * $any_var

bef ore: process_sscanf ($file_nane, $line_num S$snpl _|ine_num
$elt of fset,

$op_val ue($src0O, $pointer_type),

Ol
0);
$sys_call _expr_arg sprintf $integer_type * $any_var:

bef ore: process_sprintf_arg($file_nane, $line_num $snpl _I|ine_num
$elt offset,

1

éop_value($src0, $poi nter_type));
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$sys_cal |l _expr sprintf:
bef ore: process_sprintf($file_name, $line num $snpl _|ine_num
$fn_arg_val ue(0, $pointer_type));

$sys_cal | _expr_arg snprintf $integer_type * $any_var
bef ore: process_snprintf_arg($file_nane, $line_num
$snpl _I'i ne_num

$elt of fset,

2,

$op_val ue($src0O, $pointer_type));

$sys_cal | _expr snprintf:

before: process_snprintf($file_nane, $line_num $snpl _|ine_num
$fn_arg_val ue(0, $pointer_type),

$fn_arg_val ue(1l, $integer_type));

$sys_cal | _expr read:

after:process_read($file_name, $line_num $snpl _Iine_num
$fn_arg_val ue(1, $pointer_type),
1

$%n_arg_value(2, $i nteger _type));

$sys_cal | _expr recv:

after: process_read($file_nane, $line_num $snpl_I|ine_num
$fn_arg_val ue(1, $pointer_type),
1

$%n_arg_value(2, $i nt eger _type));

$sys_cal | _expr fread:

after:process_fread($file_nanme, $line_num $snpl _I|ine_num
$fn_arg_val ue(0, $pointer_type),

$fn_arg_val ue(1, $integer_type),

$fn_arg_val ue(2, $integer_type));

This section of patterns refer to other system calls that need to be accounted for in order
for proper operation. The first three patterns look at ar gc, ar gv, and envp which are con-
sidered inputs to the system. Many of the other functions listed either null terminate a

string or return anew string that is treated as a string constant.

$birth_parm mai n $i nteger_type argc:
after:birth_argc($file_nanme, $line_num $snpl _Iine_num
$op_val ue($srcO, $integer_type));
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$birth_parm main $pointer_type argv:
after:birth_argv($file_name, $line_num $snpl _Iine_num
$op_val ue($src0O, $pointer_type));

$birth_parm mai n $pointer_type envp:
after:birth_envp($file_nane, $line_num $snpl _I|ine_num
$op_val ue($src0O, $pointer_type));

$sys_cal | _expr getnanei nfo

after: process_getnanei nfo($file_nane, $line_num $snpl _|ine_num
$fn_arg_val ue(2, $pointer_type),

$fn_arg_val ue(4, $pointer_type));

$sys_cal | _expr getcwd:
after:syscall _assign_null ($file_nanme, $line_num $snpl _|ine_num
$f n_arg_val ue(0, $pointer_type));

$sys_call _expr strftine:
after:syscall _assign_null ($file_nanme, $line_num $snpl _l|ine_num
$fn_arg_val ue(0, $pointer_type));

$sys_cal | _expr real path:
after:syscall _assign_null ($file_nane, $line_num $snpl _I|ine_num
$fn_arg_val ue(1, $pointer_type));

$assi gn $l val $pointer_type $any_var
$sys_cal | _expr ctine:
after:process_string_cst($file_name, $line_num $snpl_I|ine_num
$op_nane( $dest),
$op_val ue($dest, $pointer_type));

$assi gn $l val $pointer_type $any_var

$sys_cal | _expr strerror:

after:process_string_cst($file_name, $line_num $snpl_I|ine_num
$op_nane( $dest),

$op_val ue($dest, $pointer_type));

$assi gn $l val $pointer_type $any_var

$sys_cal | _expr crypt:

after:process_string_cst($file_name, $line_num $snpl_I|ine_num
$op_nane( $dest),

$op_val ue($dest, $pointer_type));

$sys_cal | _expr getti neof day:
after:process_gettineofday($file_name, $line_num $snpl_line_num
$f n_arg_val ue(0, $pointer_type));

$assign $lval $pointer_type $any_var

$sys_cal | _expr __ctype_b_loc:
after:process_ctype_b_loc($file_nane, $line_num $snpl _Iine_num
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$op_val ue($dest, $pointer_type));

$sys_cal | _expr gl ob:
after:process_glob($file_nane, $line_num $snpl _line_num
$fn_arg_val ue(3, $pointer_type));

$sys_cal | _expr getopt:
after:process_getopt ($file_nanme, $line_num $snpl _Iine_num;

$assi gn $l val $pointer_type $any_var

$sys_cal | _expr get pwui d:

after: process_get pwi d($file_nane, $line_num $snpl _I|ine_num
$op_val ue($dest, $pointer_type));

$assi gn $l val $pointer_type $any_var

$sys_cal | _expr get pwnam

after: process_get pwi d($file_nane, $line_num $snpl _I|ine_num
$op_val ue($dest, $pointer_type));

$assi gn $l val $pointer_type $any_var

$sys_cal | _expr getgrgid:

after:process_getgrgi d($file_name, $line_num $snpl _|ine_num
$op_val ue($dest, $pointer_type));

$assi gn $lval $pointer_type $any_var

$sys_cal | _expr get grnam

after:process_getgrgi d($file_name, $line_num $snpl _|ine_num
$op_val ue($dest, $pointer_type));

$assi gn $lval $pointer_type $any_var

$sys_cal | _expr getenv:

after:process_getenv($file_nanme, $line_num $snpl _|ine_num
$op_addr ($dest));

$assi gn $lval $pointer_type $any_var

$sys_cal | _expr get spnam

after:process_getspnam($file_nane, $line_num $snpl _|ine_num
$op_val ue($dest, $pointer_type));
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