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Motivation
e Certifiable trust for autonomous systems

—Robonaut, ALIAS...

o “Certifiable trust” — biggest challenge.

* “When we certify avionics, we test every input, every path.
When we certify pilots, we decide if they will probably do the
right thing, but we do not test every response. It is more
about behavior and probability”.

« How can we assure correct pilot behavior?
 “New methods for verification and validation?”
« Other aspects of trust not covered here:

* Interpersonal trust is based on “information, integrity,
intelligence, interaction, intent and intuition”

o Security based trust
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Overview

 Desire: autonomy implements pilot behavior
— The notion is to create “pilot licensed” behaviors that work with human intent
to support more autonomous mission operation
« One of the approaches: Use of formal methods
— Model autonomous behaviors in formal methods framework
— Translate from design environment to formal environment
— Understand considerations and potential near-term limitations on autonomy

 Limitation: developing trust for intelligent systems
— Non-determinism
— Analytical reasoning about the systems
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Technical Summary

« Evaluated training manuals to identify requirements for expected
pilot behavior
— Practical Training Standards
— ONR

 Evaluated and selected cognitive architectures

— ldentified ACT-R (synthetic teammate), Soar for agent based behavior
modeling

— Evaluated learning mechanism
* Implemented Reinforcement learning from FIT
 Developed a verifiable, architectural and formal approach to
modeling the pilot behavior
— Gain trust in autonomy with models in UPPAAL and ACL-2
 Developed translation formalisms from cognitive architectures to
formal approaches
— Maintaining architectural integrity
— Algorithms to translate from ACT-R, Soar to UPPAAL, ACL-2
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Pilot model: Requirements (short list) | E=ReEe
0 0
0 o

1.The system shall be capable of determining whether 0 e o Ta
aircraft systems and equipment are functioning o o e
normally ==

1. in this case, via checklists

2. The system shall be capable of recovering from flight
plan deviations.

1. Implemented in formal tool UPPAAL for VOR navigation (similar
approach as for preflight check list)

3. Communications management

4.The system shall be capable of recovering from lost
communications.

Guarantee that the autonomy always executes the correct behavior as
indicated in the FAA standards

* readily implement-able

* modular architectural approach
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The Structure of cognitive architectures

 Evaluated some of the cognitive architectures to implement pilot
behavior
— ACT-R, Soar
 Understanding architectural integrity crucial in maintaining the
formalisms

 Agent architecture

— Integration of several components
» Perception, Memory, Production systems

Why Soar ?
ACT-R: Common Lisp based — challenging to verify
Soar: Tree structured working memory— structured approach to representation

ACT-R Soar
Perception/External Interaction ( \ Decision
Memery/Information retrieval and update RUIe Memory Makmg
| Audio
OO ——0I0 State

Retrieval Buffer ‘-‘ I:I l:l l:l I:I l:l Creation
o | Production System | l:l I:I I:I — l:l I:I Learning

; Rules % - Visual Enviranrm ent \L j

Goal Buffer CJ
Working Memory
= — %
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Flowchart for Translation from Cognitive
Architectures to formal methods

Requirements for » | Cognitive
Cognitive Model Model

\_/—\

\ 4

Read, parse and store
information about the

Challenges in translation: Cognitive Model

» Architectural Integrity !
* Rule execution formalisms . + Generaterlelocks
De5|gn templates for . Associate Vars with binding
it I each of the rules . Generate Post Conditions
° Cog n Itlve e ng I n e fIOW . Implement pattern matching
\ 4
Design templates for all
the componets
\ 4
. . Simulate
Instantiate components e  Formulate
and Rules Temporal Logic
formulas
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Cognitive architecture to Formal modeling
environment

Cognitive Architectures

\L / Goal Buffer

orking Memory
\ Manual

\ Formal Modeling Environment

(defun counter*apply*increment (wmem)

(if (and (wmem-match wmem "s1" "name" "counter")
(wmem-match wmem "s1" “"operator" "o")
(wmem-match wmem "s1" "num" t))

(let ((num (nth 2 (wmem-match wmem "s1" "num" t))))

Machi
@ (if (and (wmem-match wmem "o" "name" "increment")
(wmem-match wmem "o" "first" num))
(let* ((wmem (cons (list "s1" "num" (+ num 1)) wmem))
@

Perception/External Interaction
( \ Decision Cognition Layer
Rule Memory Making — - Audio
l:l I:l I:l —_— |:| I:l State Retrieval Buffer W
Creation
l:l I:I I:I -_— l:l I:I . | Production System |
Do07/—00 eamine B s e Tt

Y

‘Cognitive Modules as Finite 5t
Machine

/_ A set of production rules as Finite $tate Machines \

()
o (@

erceptual Modules as Finite State’

/ (wmem (remove (list "s1" "num" num) wmem)))
wmem)
wmem) )

wmem) )

The process of translation and verification has been accomplished with multiple tools
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Intelligent Learning System

» Applied Reinforcement Learning for the Pilot as the agent

— Agent evaluates multiple paths of accomplishing a task
e Learns the optimal path

— Modifies existing Soar rules
= Analyzing potential conflicts or violations
— Compositional analysis of rules
— Generate monitors for runtime assurance
e Limitations of the approach discussed
— Analysis of non-linear behaviors (Hybrid Systems reasoning)
= Scalability of analytical reasoning tools for non-linear dynamics
— Dealing with uncertainty during runtime for runtime assurance

Operator Flight Manager App
< Flight Data
Flight L Hmﬂdw:muh>
canfiguration,
mission, ete . [ . &
State Inputs  Decision Outputs Commands Flight Data
Soar/Jsoar Drone API / Simulaton
Soar 10 Links WiFi
Checklist Comms
Drone
Agent Agent

Reinforced Learning as a Method for Rule Modification
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Checklist Procedure Formal Modeling, V&V

 Requirements

— http://greqgordon.org/flying/CFEIIPTSIICCockpitCheck.htm
» Communication equipment
* Navigation equipment
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° Altlmeter P comrmu icabo EgptChechDum navigatunEqpiCheckDune
Implementation ey o aenuowcen o cem
.

e Architecture S
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" /" altrearCheckDora

-
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Operational Behavior

trangpanderCheckDone

¢ $ ‘edoChackDone = falze, rarasarderChackDons = false, communicetionEcplChoskDone = tus

Execution behavior BarcmeterSet
Checltimetar? N
¢ ¢ S
usvBamneterValue = al-poiBaromele-Value, \
readAlimotarDote = false / \ rendAlimeto Cone
Physical Equipment / CnackAILALIpon(;
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— / \

7

ﬁ b Anmaterhacg
Start

altmelerCheckDone = frue
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Checklist Operation

 Property (V&V)

— “Always eventually the pilot checks the equipment (instance: radio) ”
* A<>radioCheckl.RadioChecking

— “Pilot responds to faulty instrument (instance: altimeter) ”

* ((airportElevationValue-altimeterValue) >=1 || (altimeterValue-airportElevationValue) >=1)&&
pilotAltimeterChk1.AltimeterCheck --> altimeterFault

— Reachability analysis to prove the properties

19 (e appe/Project/Autanamy_ RADAInpasl Med iln</Filot Prefight!heck.xmi - LIPPAAL h o] Lo
Fie it View Tools Ogtions Help
Lad e aa[fa-o
Editor | STt | Vesiter
T ]

armetert puiConChik 1
anportistruments?

/
!
AN

/.

\‘é
i

/

A
\

\

(et | meset ]

Semuason Trace

calAlsluDu = C
Faadnilone, Communzationap, Stars, Srt, St , |  [plotiitineter Che L3 Barone - prre——
Chexiaw gotiorEqpl: piol 1 3y PlavigatiorqC
{FcadngCone, MargalicnEept, Start, Stars, el S pioNNORChoCk 1

VOMCrceb: piticvigetionEgrCokl. > plotiONChe st
FeadngCone, HavigaticnEapt, Start, Stars, Sart, & @
verl - 7N
{FcodmgCone, MasigalicnEept, Start, Stars, Starl, S T N
warl / \
(FeadgCone, HangatienCept, Start, Stars, St 5 /
PiOtORCec L o W
(Feadmone, MargatienCapt, Start, Stars, 3, 5 -
plotioRGhesk airportinstr uments 1 pilott alimetert il CommChk__pilatAbi kA iadioCheck 1 Vol gl viga 1A _palat/ORChck1

{Feadnglone, Hasigaicrlapt, Start, Stars, Start, 5

oovgalinE AL
ek, Harls g, Sar, Sl St 5 [ ztat]

ekl ; piuls > Al ame.aC bl
Ler, Sl Slar., ercmztaSel

alimeie: 3 A
ek yCune, Allnzler, iRl 5.al, baa| Chscktommen & ol
altmete §

(esangcone, ez, sur, s )

ploARINEzrCh 1
(ReadngCone, Altmetar, Start, Stars, alimesErcied

plotARneterchiL
(FeadngCone, Altmetr, Start, Stars, Stat, Start, S,
One, ST, STar, ST, Star, Start, e
. i v "~
—_—
nt|(aroini]

© Copyright 2014 Rockwell Collins, Inc.
All rights reserved.

Slide 13




Rockw

.. A
Collins

Challenges in translation

 Maintaining rule formalisms in the formal environment:
— how do we limit execution of one rule at a time?
— implementing critical section or locking mechanism through the translator

 Maintaining the cognitive architectural lifecycle:

— the execution of rules go through phases of operation, how to determine and implement
the phases?

— what kind of algorithm needs to be implemented during the translation process to
maintain appropriate occurrence of phases?

« Addressing concurrency:
— performing selection check to identify all the possible execution of rules
— implementing methods to check for all the possible rules that can fire
— executing one among several rules that can fire
 Maintaining architectural integrity:
— how to maintain the architectural integrity of the cognitive engine?

— implementing methods to deal with the flow, binding, evaluation of the condition during
translation

 Representation of knowledge:
— How best to represent knowledge or learned information?
— Do we automate the knowledge representation through translation?
— Specific knowledge information might need to be added manually

© Copyright 2014 Rockwell Collins, Inc. Slide 14
All rights reserved.



Rockw

.. A
Collins

Future direction

« Enhancing autonomy and maturing machine intelligence working with humans as
team
— Integrating more behaviors on aircraft procedures and operations for autonomous
missions
* Including more safety constraints and functionalities as rules
— evaluate learning to develop trust on the machine knowledge
» Learning modifies a rule
e Learning adds a new rule?
— compositional analysis of the dynamic rule set
— cognitive analysis, interactions, enabling human machine trust

— Evaluating hybrid systems approaches
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Questions?
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