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Abstract

Deterministic record-replay has many useful applicatiesasging
from fault tolerance and forensics to reproducing and disgrgy
bugs. When choosing a record-replay solution, the systemirad
istrator must choosa priori how comprehensively to record the
execution and at what abstraction level to record it. Unfioately,
these choices may not match well with how the recording istwe
ally used. A recording may contain too little informationsiapport
the end use of replay, or it may contain more sensitive in&diom
than is allowed to be shown to the end user of replay. Simgjlarl
fixing the abstraction level at the time of recording ofteads to a
semantic mismatch with the end use of replay.

1. Introduction

Deterministic replay systenmovide the ability to record the ex-
ecution of a computing entity (e.g., a virtual machine, pss; or
script) and reproduce that execution at a later time. Datestic
replay systems can recreate the complete state of the exterd
tity at any point during the recorded execution. The abiibables
a wide variety of compelling applications, such as softwiardt
tolerance [2], forensics [5], precise reproduction of bess diag-
nosis and debugging [11, 23, 24], and offloading and paizdliébn
of dynamic program analysis [4].

Deterministic replay systems record an execution effitydoyt
checkpointing the computing entity, then logging all ertdrdata
or events that the entity receives. Deterministic replasteaps can
be built for entities at any level of abstraction, as longhesdom-
puting entity at that abstraction level behaves as a detéstid
finite-state machine given sufficient recorded inputs. Faneple,
one can record the execution of a virtual machine efficiebtly
checkpointing the state of the virtual machine, then logdirter-
rupts, incoming network packets, and user input. Or one eaord

This paper describes how to remedy these problems by addingthe execution of a process by checkpointing the processisead

customizable replay stages to create special-purposeftoghe
end users of replay. Our system, called Crosscut, allonlayépgs
to be “sliced” along time and abstraction boundaries. Ushig
approach, users can create slices that include only theegses,
applications, or components of interest, excluding puds handle
sensitive data. Users can also retarget the abstractieh déthe
replay log to higher-level platforms, such as Perl or VaigriExe-
cution can then be augmented with additional analysis code-a
play time, without disturbing the replayed components mdlice.
Crosscut thus uses replay itself to transform logs into aenedfi-
cient, secure, and usable form for replay-based appliestio

Our current Crosscut prototype builds on VMware Worksta-
tion’s record-replay capabilities, and supports a varigftyliffer-
ent replay environments. We show how Crosscut can createssli
of only the parts of the computation of interest and therelyjida
leaking sensitive information, and we show how to retargetéab-
straction level of the log to enable more convenient usenduré-
play debugging.
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space, then logging data returned by operating system calls

Current replay systems require users to choasgriori the
scope of recording (what entities to record and during whiicte
periods) and at what abstraction level to record it. Thesésams
affect how much information is captured in the recording hod/
convenient and efficient it is to replay the recording. |teviy
these decisions make trade-offs with respect to recordhewaet,
replay overhead, and log space.

Making these decisions is easiest if the user knows at treedfim
recording exactly how the recording will be used during agpFor
instance, a programmer who is debugging a program will gelyer
know approximately which processes, time intervals, arstrab-
tion levels may be needed to debug a problem. In these cases, t
user can choose the comprehensiveness and abstractiboflgwe
recording solution to best fit the end use of replay.

Unfortunately, in many situations, the user does not know in
advance how the recording will be used during replay; rattier
specifics of what is needed during replay are learned later, (i
at the time of replay). Examples of such situations are dingr
a computer's execution to enalp@st hocanalysis of intrusions,
or recording a suite of communicating applications to pdevan
execution trace to the developer when one of these appulitati
crashes. In these situations, the user cannot make an dptioiae
at the time of recording as to when, what, and at what abgtract
level to record, and must instead record so as to enable @ broa
range of potential uses.

For example, consider the question of what abstraction teve
record. If the end use of replay is not known, fixing the alzioa
level at the time of recording may lead to a semantic mismatch



during replay. E.g., if the system records at the level of nvae
instructions, itis difficult to use the log to conduct reptigbugging
at the level of interpreted languages [10]. On the other heiride
system records at the level of an interpreted language, ytnmas
important behavior at lower levels of abstraction. Sinméausly
recording at multiple levels of abstractions allows a vigrief uses
later but increases overhead during recording.

Similarly, consider the question of which entities to ret¢say,
among several processes). A simple strategy is to recotd eac
tity separately, then replay the set of entities once thairements
for replay are known. A better strategy is to record the argtias
a group, since this can reduce storage and time overheadgduri
recording by avoiding the need to record communication betw
the entities. However, if the end use of replay is not knoWwa,user
cannot pre-determine which group to record. The user cdudse
to record all processes individually, but this increase=orging
overhead. The user could also record all processes as & seg!
but this increases replay overhead, which can be partigytanb-
lematic when replaying multiple times (for example whenlagp
debugging emulates a reverse breakpoint with repeatedhfdrre-
play steps[11]).

Additionally, consider the question of when to take a chedkip
during recording. Since replay always starts from a cheirkpo
having more checkpoints allows an end user of replay to more
quickly replay to the point of interest. Checkpoints aldowlend
users of replay to skip over an interval of execution, and tan
be used to elide confidential information from a recordindpi¢h
may need to be done before sharing a recording with devedaper
analysts). If the end use of replay is not known, the systerstmu
guess when to take a checkpoint. Guessing incorrectly niake t
resulting recording less convenient or less useful duramay. To
preserve ultimate flexibility during replay, the system wlaotake
checkpoints frequently during recording, but this greatreasing
time and space overhead during recording.

information and semantic mismatch with the end user of sepla
transformation step accepts as input one log and generatew a
log that is optimized toward a particular use of replay.

Crosscut can transform a log in several ways. First, Crdsscu
can selectivelyslice out portions of execution that are not of in-
terest, such as time periods, applications, or componeuttber
ing analyzed. Crosscut can slice out execution contextshtadle
sensitive data, helping to mitigate the privacy conceriseeiated
with sharing and storing replay logs. Crosscut can alse she
log along abstraction boundaries, such as the kernel/esgrdary,
or interpreter/program boundary, or even individual medabund-
aries, resulting in a log that can be replayed on a highezti@play
system, thus more easily facilitating high level analysigy(leak
and memory error detection) and debugging.

Crosscut transformation steps are implemented using al nove
technique calledelogging where execution is replayed using one
log and filters are applied during replay to generate a new log
Thus, Crosscut uses replay itself to transform a recorditg &
more efficient, secure, and usable form for later downstreases
of replay.

Our work makes three main contributions. First, we devehap t
idea of multi-stage replay, which generalizes the two-stagsign
used by prior replay systems. Second, we show how taeleg-
ging to take a recording and create a new recording that is cus-
tomized for a particular abstraction level, scope, and fimerval.
Third, we demonstrate multi-stage replay by implementing ba-
sic transformations (time slicing and abstraction sligjirand we
compose these basic transformations to create a varietyof c
tomized recordings, such as a pruned snapshot and log, atsubs
of processes that can be replayed without OS support, déretl-
recording, a omniscient debugging log, and a log in whiclsiise
information has been redacted.

The next section explains how deterministic replay systems
record and replay an executing system, and we describe how to

These problems are caused by the two-stage (log and replay)generalize the replay workflow by transforming the log vitbge

design of today’s record-replay solutions, in which the Ifieplay
stage takes as input the log that was captured originalig féinces
the end use of replay to match the logging system in the soeipg b
replayed and the abstraction level at which replay takesepla

Our goal is to provide a recording and replay system that can
record and replay efficiently, even if the end use of replagas
known until after the recording. Our insight is that, whileet
comprehensiveness and abstraction levetobrdingmust be fixed
a priori, the comprehensiveness and abstraction levedpfy can
be determined later, i.e. when it is better known what infation
and abstraction levels are required during replay.

We present a system called Crosscut that leverages thghinsi
by taking a multi-stage approach. Crosscut first recordexeeu-
tion comprehensively and efficiently at the level of machimsgruc-
tions. Comprehensive replay systems are attractive bectney
can record the state of an entire system (e.g., an entingavina-
chine [2, 5]), which enables analysis of all activity on tlystem.
Further, because they only need to record non-deterninigbiuts
that enter the system from the external world, recordingloeads
can be remarkably low (often under 5% [28]). Crosscut thues pr
serves all information until it is known which informatiosimeeded
during replay.

Later, once the end use of replay is known, Crosscut tramsfor
the log before it is shipped to the end user of replay. Thisstiar-
mation takes advantage of the user knowledge that exidts &tte
of replay but that did not exist while recording, such as wirat
cesses, files, and semantic levels need to be examined. arfse tr
formations between the initial recording step and the fieplaying
step allow Crosscut to avoid the problems typically encered by
comprehensive record-replay systems, such as includingjtse

ging stages. Section 3 describes how a recorded computzdion
be graphed in two dimensions of time and abstract level amd ho
we can create slices along these dimensions to create ngéanin
subsets of the computation. Section 4 presents our cumgsie+
mentation, exploring how slicing, recording and replayarg sup-
ported at various abstraction levels (virtual machine cpss and
scripting language). Section 5 evaluates how well Crossméts
our goals of reducing the size of a recorded computationedpe
ing up replay, supporting replay at higher levels of absioac and
ensuring privacy. Section 6 describes related work, andi@e@
concludes.

2. Multi-stage replay

Deterministic replay systems reproduce a machine’s coatiout
by leveraging the fact that if a machine is deterministial ane
can record its initial state and all non-deterministic itgptthen
one can exactly reproduce the machine’s execution, stastabg.
This method applies to machines at many different levelsh s1$
a physical processor [27], a virtual machine [2, 5], a JVM][¥6
process [23], or a Perl interpreter.

Current replay systems work in two stages (Figure 1a). Tke fir
stage captures a recording of a system’s computation, anslettt
ond stage replays the captured recording to regenerateothple
tation. For recording, the initial state of the machine iptoged
before execution starts. Once execution starts, all injoutise ma-
chine are recorded along with timing information that sfiesithe
exact point at which the input arrived. Replay works by restp
the machine from the captured snapshot and restarting thpu@a-
tion. When the computation reaches a state that matcheisrtimg t
information stored in the log, inputs from the recorded remsup-
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(b) Multi-stage replay stage (Figure 1b). Each intermediate processing stagsforams
- - - - a recording in some way, tailoring it for the final use of rgpla
Figure 1. Two-stage and multi-stage replay. Thicker lines denote Adding processing stages between the capture stage and final

larger logs. replay stages benefits the system in two ways. First, it vesol
the conflict between efficiency and comprehensiveness. riitial i
capture stage can record the computation as comprehgnsisel
possible. Later, when it is known what information will becded
plied to the computation. The result is that the replayedetien during the final use of replay, processing stages can théor tai
proceeds exactly as it did the first time. the recording appropriately. The tailored recording canheh
smaller, faster and more flexible to replay. E.g., in our estibn
Limitations of two-stage replay  While the simplicity of this de-  (Section 5.1), Crosscut reduced the snapshot size for arseork-
sign is appealing, it suffers from two major weaknesses. firse load from 4 GB to 4 MB (which reduces the time needed to ship to
weakness is that a two-stage replay system uses a singraien 3 remote site), and Crosscut reduced the replay time forrti®
purpose log, rather than one that is customized to any péatiase 226 seconds to 19 seconds. The tailored recording also leaks
of replay. This single log works well only when the designefrthe sensitive information to the replay site. E.g., Crosscut ieamove
system knowbefore the capture stage rumghat information will all or part of the execution of processes that handle pastsyor
be needed during replay, such as what time period and erecuti Second, tailoring the recording after the initial captusgs can
features are of interest to the user of the replay systenh ®ith often reduce the overhead of the initial capture stage. Tov v
knowledge, the designers can tailor the capture stage ®aay tailor the recording occurs after the initial capture stagel can
the information that will be needed during replay. be done at a later convenient time, e.g., when the systenieis id

However, if the designers do not know, before the captuigesta  This decoupling of work works especially well when it is pibds
runs, what information will be needed during replay, thegin to capture an initial comprehensive recording with littieethead,
general-purpose log forces a designer to choose betwedin suf as is the case with virtual-machine recording [4]. For exemp
ciency and efficiency. If the designers want to guarantefecgaricy, deferring the use of Chronicle until replay can reduce therloead
they can err on the side of capturing more information thaghtmi during recording by 100-300x.
be needed. This extra information increases the size ofttheke With multi-stage replay, the goal of each processing stage i
point and replay log, slows replay, and leaks more sensitifie- tailor the recording for a specific end use of replay. The trtpla
mation from the logged system to the replaying site. On therot  stage is a recording of some computation. The output of ®stag
hand, if the capture stage errs on the side of being moreesfficit a new recording, either of the same computation or of a sulfset
risks not capturing the information that is needed durirgag the original computation.

In several important uses of deterministic replay, it idiclifit We implement each processing stage using a technique we call
or impossible to anticipate beforehand what informatioti v relogging The idea in relogging is to structure each processing
needed during replay. For example, when using replay fopzder stage as a replay of the prior recording. As the prior recayds
forensics, it is not generally known before the intrusiorawvimfor- being replayed, the processing stage captures or genénfbes
mation will be needed to analyze the intrusion, determing the mation for the new recording. The next section describeg;ymms
attacker broke into the system, or determine what damage ezt of transformations that can be done in a processing staga@md
during the intrusion. Similarly, when using replay for delging a stage generates or captures a new recording during retpggi

transient or non-deterministic bugs, it is not generallpkn what

information will be needed to track down the bug. ;
The second weakness of a two-stage replay system is that aII3' Replay transformations

the work of generating the recording takes place during ritel This section describes two types of transformations thabesper-

capture stage, and this work may add significant overheatleto t formed on a recorded computation: time slicing and abstact

system being recorded. If this overhead is high enough, i ma slicing. The goal of these transformations is to create aneeard-

render the recorded system unusable, or it may slow thededor  ing that is smaller and faster to replay than the original, deaks

system so much that the recorded computation is no longkstiea less sensitive information, and can be used more flexibly.

For example, the Chronicle tool for Valgrind, which recotttie To understand the two types of transformations, it is hélpfu
detailed execution of a program, slows a program by 100-3D2x to graph the recorded computation as a layered stack of mgnni
20]. abstract machines (Figure 2). The X axis of the graph reptese

time. The Y axis of the graph represents the level of abstnact
Adding transformations To fix these weaknesses, we add pro- higher Y values in the graph represent the execution of adnigh
cessing stages between the capture stage and the final replayevel abstract machine. For example, the lowest level cddd



x86 instructions. The next level up could be user-level psses,
which supplement th&86 instruction set with system calls to the
operating system kernel. The next higher abstract mactondlc

Abstraction slicing reduces the comprehensive of a recbrde
computation in two ways. First, it eliminates from the corgion
all state and input that pertain to lower abstract machiifes.

be a Java VM, which provides the abstraction of Java bytecode example, the VM-to-process filter would eliminate all inpub

instructions. Still higher levels can also be imagined,hsas a

the virtual devices; instead, it would include only inputsthe

Java program that implements an SQL or Perl interpreter, or a operating system process.

Python program that implements a Web server, which executes

HTTP requests.

The two types of transformations we use each create a sabset,
slice, of a recorded computation along one of its two dimensions.
A slice is a new, standalone recording of some abstract magchi
capturing a continuous portion of the execution history ludtt
abstract machine. Like all recordings, a slice requires ratial
shapshot and a log of inputs. We generate the snapshot amd inp
log for the new slice of execution by relogging a prior recogd
(which could itself be a slice).

3.1 Timesdlicing

The first type of transformatiotime slicing extracts the time inter-
vals of interest from a recording. This transformation gigel vari-
ety of potential benefits. The starting snapshot can be antisty
smaller, making it easier to store and transport. Restaiagpshots
can be faster because a snapshot is smaller, and replay tastdre
because the time slice can be customized to only includartie t
period of interest. By reducing the size of the snapshot apthy
log, time slicing can reduce the amount of sensitive infdrama
leaked by replay. To meet specific privacy goals, additi@melly-
ses can be applied to slice out intervals that handle semsitta.

Time slicing works using a simple twist on replay. As usuahwi
deterministic replay, the system replays a slice by stgrfiiom a
snapshot and executing forward using the portion of the tognf
that slice. The twist comes by noting that because a sliceastn
a finite, known interval of execution we can determine exactl
which state (e.g. disk blocks, memory pages) is accessadgdur
the interval of interest, and include only that state in thapshot.
In contrast, the snapshot for the original, comprehensigenhust
include all state because it cannot pre-determine (whetkés the
snapshot) what state will be accessed in the future.

A computation of interest may be spread over several slaras,
treating each as a separate, standalone recording is csomber
The initial snapshot of each slice can represent a large atrafu
state, and in many cases, much of this state will be redurwidmt
nearby slices.

These problems can be alleviateddtigchingthe slices together
to form a single, coherent recording. Instead of having spa
initial snapshots for each slice, we can encode the snamfhot
each slice relative to the ending state of the previous diicether
words, by applying the difference between states, we cafrget
the ending state of one slice to the starting state of thesiee.

By recording these differences in a log entry that joins thgsl
of the two slices, we can create a single recording, with ol
snapshot, and a set of log entries that represents a cohauent
discontiguous computation.

3.2 Abstraction slicing

The second type of transformaticahstraction slicingtransforms
the level of a recording so that it describes the executiora of
higher-level abstract machine. For example, a VM-to-pssdéter
would transform a recording at the level of a virtual machime a
recording at the level of an operating system process. Vélsdte
original recording would describe the state of the virtualafmine
and log the non-deterministic inputs to the virtual machitie
new recording would describe only the state of the procedstam
inputs to that process.

Second, abstraction slicing will usually include only asetof
the peer entities running at the level of a given abstracthinac
For example, a VM-to-process filter will usually retain thistbry
of only some operating system processes.

Reducing the comprehensiveness of a recorded computation
is helpful in several ways. Perhaps the most important bieisefi
improving the flexibility of replay. Because lower-level sitact
machines are not included in the transformed history, thesss
can be modified during replay without perturbing the repldy o
the higher-level abstract machine. For example, a VM-laisbry
forces the replay system to replay the entire virtual maekxactly
as before, and this makes it difficult to perform tasks such as
attaching a debugger or running in-system analysis toals.,(e
Valgrind). In contrast, a process-level history requires teplay
system to replay only the process, and this allows a usempdye
to attach a debugger or use other tools, as long as thosedimalst
perturb the execution history of that process.

In addition, abstraction slicing reduces the size of théahi
snapshot, since the states of the lower-level abstract imexland
other peer entities are no longer needed. It may also redhecsize
of the input log, since some non-deterministic inputs toltveer-
level abstract machine may not result in non-determinisgcit to
the higher-level abstract machirfe.

Third, abstraction slicing reduces replay time. Restoring
snapshot is faster because the snapshot is smaller, aray rigpl
faster because only the higher-level abstract machinesneete
replayed.

Finally, abstraction slicing can reduce the amount of giesi
information contained in an execution history, since itteams state
only of the higher-level abstraction machines of interest.

Generating an abstraction slice requires a system thatrunde
stands the higher-level abstract machine in two ways. ,Ringt
system must understand the state representation of therHiglel
abstract machine, since this is required to take a snap$tiot ma-
chine. Second, the system must understand which inputsoare n
deterministic with respect to the higher-level abstracthie.

Extracting the state and non-deterministic inputs of artrabs
machine can be implemented in two ways. The first waflection
is to enlist the help of the layer that implements the higkeel
abstract machine (e.g., a VMM implements a virtual machine o
an operating system that implements a user-level proc¥gs).
call the layer that implements the higher-level abstracthimee its
interpreter. Reflection is the easiest way to extract the state and
non-deterministic inputs of a higher-level abstract maehiFor
example, since the operating system implements the abstrac
of user-level processes, the operating system can eadifsicéx
the state of a process and log all non-deterministic inputhat
process. We use reflection to generate a slice at the levePefla
script.

The disadvantage to using reflection is that all code to extine
state and non-deterministic input must already be presehaetive
in the original execution history of the interpreter. Thisbiecause

10n the other hand, it may increase the size of the input logesinput data
that is non-deterministic with respect to the higher-lealestract machine
may be deterministic with respect to the lower-level alzstraachine. For
example, the data returned by read system calls is nonrdigistic from
the point of view of a single operating system process (siticer processes
may change the file), but it may be deterministic from the pofrview of
the entire machine.



abstraction slicing is implemented via relogging, whicloives re-
playing the lower-level abstract machine (including theipreter)
exactly as before. When we use reflection to generate anaabstr
tion slice, we discard the extracted state and non-detéstitimput
during the original run, but save it during the relogging gha

The second wayirftrospection to extract the state and non-
deterministic input of an abstract machine is by adding cmate
side the domain of the lower-level abstract machine [6, EO}.
example, code running outside a virtual machine can pee#dns
the running virtual machine and extract information abdat tvir-
tual machine without perturbing its state. Introspectiboves one
to add the functionality to extract state and non-deterstiminput
after the original execution is logged. However, introgfmet can
be cumbersome to implement and slow to run. We use introgpect
to generate a slice at the level of a operating system process

4. |Implementation

Our current Crosscut prototype is built on the VMware reeord
replay stack, which enables replay for x86-based unipsmrss
Using Crosscut begins by using the VMware VMM to capture a
virtual machine-level recording [28]. Crosscut can thenegate

a new recording containing only the time interval, indivadi©S
processes, or Perl scripts of interests. Using pattern hiragoor
dynamic taint analysis, it can remove portions of executiore
and state that might reveal sensitive data. Once we havedslic
our log appropriately, it can be replayed in a variety of agpl
environments, including modified versions of Valgrind, Ve,

or Perl.

While our current implementation supports a limited setliof s
ing policies, extending it is straightforward. The infrastture for
slicing Perl is directly applicable to other languages sBgthon or
Java. For example, one can extract the activity of partrciulac-
tions, modules, or components simply by specifying to Gross
which time quanta to preserve.

4.1 Virtual machinerecord and replay

Crosscut supports whole-machine replay: the instrudioon-
instruction replay of alx86 machine instructions executed on a
computer. The state of a whole-computer's computationpsuraed
completely by the runtime state of the CPU, memory, and @svic
connected to the machine. Non-deterministic inputs arsetbat
cause the CPU or devices to behave in a way not determined by
the machine instructions that are replaying. The arrivad packet

on the wire to a network card or the delivery of an interruptloa

CPU are two examples of non-deterministic input.

Crosscut uses virtual machines to record the operation of a
whole computer [2, 5, 11, 28], building on the replay support
the VMware VMM [28]. VM replay systems are highly efficient
in time and space [5, 28]. A study [28] of VMware’s replay im-
plementation showed recording overheads as low as 0.7%rand a
average of 5% for SPEC benchmarks. Other implementatiores ha
shown similar performance [5] with logging rates on the orde
KB/s.

The replay of thex86 computer as an abstract machine is a basic
capability in Crosscut and an important one—though abttrac
slicing can generate new recordings at many different abstm
levels from a single recording, it can only generate recagslifor
abstraction levels above or equal to the original sourceerizt
It cannot faithfully generate recordings for abstractiemdls be-
low the base level; that data is lost. Consequently, repjajesns
that operate at lower levels guarantees a broader levelfvia®
support with a correspondingly greater capacity to geeenatv
recordings of higher-level abstractions with diminishimegd to an-
ticipate what needs recording (that is, reducing the neguiddict

and possibly over-or-under estimate the need for enabéangrd-
ing).

Supporting all machine instructions in a computer is thedsiv
level of software recording we can support, and therefooiges
the greatest capacity for doing abstraction slices with ldest
anticipatory need. In other words, all software on a compeae be
recorded, from device driver to Javascript, and all the rimi@tion
needed for faithful new recordings @hny higher-level abstract
machines exists in a single machine-level recording.

4.2 Processdicing

Crosscut allows a collection of processes to be sliced froacard-
ing and later replayed in either a modified virtual machinenitor
(VMware workstation), or process level replay environmg@vl-
grind). Process slicing combines ideas from abstracticmgl and
time slicing: it raises the abstraction level from a virtogchine to
an operating system process, and it eliminates periodseziugion
during which processes of interest are not executing.

We begin by looking at how processes are sliced out of a VMM,
then discuss replay support.

4.2.1 Processrecording

Crosscut represents the computation of an individual O8g3®
with two notions: process checkpoints and state injectiénsm-
portant aspect of these abstractions is that they are indepé of

the specific OS or OS version being recorded. Crosscut niainta
this property by focusing on the process and the hardwai®tlie
process’s execution on the hardware that is replayed, eairtder-
lying OS it ran on. This allows Crosscut to replay a recorddfig
process running in one OS on top of a different OS (Windows on
Linux, for example).

Process checkpoints  Process checkpoints fill the role of the ini-
tial snapshot of computation needed by recordings of arratist
machine as described in Section 2. Crosscut’s process jobiet&
are similar to traditional process checkpoints [13] bufatiin an
important way: Crosscut’s process checkpoints don't idel®S
state for the process’s used resources, such as open filéptiesc
or sockets; they only include state accessed by the prosets i

Process checkpoints store the contents of the process’s use
addressable memory and the contents of user-visible stateei
CPU (for example, the instruction pointer and general psepo
registers) at an instant in the process’s computation. iShEsnilar
to the state contained in a process’s core dump.

However, an important part of the runtime state needed in pro
cess checkpoints isn’t included in traditional core duntps:map-
ping of virtual addresses for the process. The mappings imeist
included in the compute state for the process because, lthoug
they aren’t directly observed or manipulated by the pro¢essch
doesn't have access to the tables directing the hardware Miiel
process can observe their effect: physical pages that appeda
multiply times in the virtual address space effectivelynmimod-
ifications done to any single page to all pages in the setng@rio
emulate this behavior per operation at replay time withoapping
information would be costly.

State injections Crosscut props up the replaying execution of a
process whenever the process expects to receive state frem t
outside: although the checkpoint will include mapped menair
the start of computation, during the course of executiomoagss
can swap or map more memory into its address space, it can make
calls to libraries not in its address space (that is, makengysalls
to the OS), and it can read write-shared memory directly redpp
and written to by other processes.

Crosscut replays these events throstgte injectionswhich are
based on the observation that all sources of non-determinisi-



ble to the process can be summarized by their effect on itpaten
state: the contents of addressable memory, registers, oronye
mappings. State injections store these modifications:dbelts of
system calls, pages swapped or mapped in, and modifications t
write-shared memory by other processes are simply recoaded
data so they can be supplied later on during replay.

An important property of state injections is that they can be
completely represented as a manipulation of the procesgstime

ings is that they are independent of OS semantics, and ttakes
advantage of in our Valgrind replay environment: it can agpl
recordings of Windows or Linux processes even though \atri
itself only runs on Linux and is only designed to run Linux pro
grams.

One of our goals is to retain Valgrind’s ability to add instren-
tation and runtime analysis to running (for us, replayingygrams,
so long as the instrumentation doesn’'t mutate the computati

state: they do not depend on the OS or the OS version the groces the process (a design goal for Valgrind tools [18]).

runs on. The replaying system need not understand anytfhiting o
semantics of paging or system calls, only that the resulinef af
these operations was that some state was injected at autartic
time.

Slicing a process All of the state for creating a process check-
point and the state injections for a process exists in therdec
whole machine execution. The VMM extracts this information
from the recorded computation via introspection to gemerat
process-level recording.

Recording can begin at any point of a process'’s lifetime atkwh
it is actually executing on the CPU. Process recording lzegith
creating a process checkpoint by walking the hardware peiges
of the process: Crosscut saves the contents of user-adbless
memory, the address space mapping specified by the pags,table
and the CPU state of the process.

Although recording can begin at any instruction boundary
within the process, some instruction boundaries are madesdst-
ing than others. Crosscut can identify particularly ingireg events
like process creation and destruction with the help of asdradded
to the guest (on Windows) or a modified kernel (on Linux).

State injections occur as the result of some OS-specificipgti
such as responding to a system call, or swapping in a pagey A ke
observation allows Crosscut to detect them without hookhngy
OS: the process can only observe these modifications whenst r
and these external modifications to process state only aghile
the process is not running on the CPU. This allows Crossdubito
the execution of the process down to periods where it run$ien t
CPU and periods where it isn’t running on the CPU. In between
these periods, state may be injected.

When the process runs on the CPU, no injection events oc-
cur. When control flow exits the process, Crosscut deteggstied
memory state by trapping on writes to the process’s addregs m
pings (its hardware page tables) and writes to its addréssadm-
ory contents, and observing changes to the registers oy leatk
into the process. The VMM accumulates these writes and &itpu
them to the log when control returns back to the process. TSV
inserts itself on every hardware fault, interrupt, and eystall path
to detect all possible exits and entries from the process.

4.2.2 Processreplay

Crosscut currently supports targeting sliced processewdodif-
ferent execution environments, a process level replayremrient

in the form of Valgrind and a whole system replay environment
in the form of VMware. Each environment has its own benefits.
Valgrind supports a wide range of dynamic program analysi a
debugging tools at some cost in performance. The VMware VMM
is a less friendly environment for developing fine-graingdamic
instrumentation, but it provides excellent performance amneplay
debugging environment with a variety of unique capab#itiBoth
support replaying Windows and Linux processes.

Replay in Valgrind Valgrind [18] is an open-source dynamic bi-
nary instrumentation tool that executes compiled binasiekinux
and dynamically instruments them for the purpose of runima!-
ysis. In Crosscut, Valgrind is a execution target for rejigypro-
cess recordings. An important property of Crosscut prooassrd-

Because Valgrind knows only how to execute programs, not re-
play them, we modified the normal workings of Valgrind in thre
ways: constructing address spaces, branch counting, @md lean-
dling.

Replaying a process recording bypasses Valgrind’s usadugt
sequence, which implements its own program binary loadee. T
modified sequence recreates the recorded process’s adhass
on startup bynmap’ing the pages from the process checkpoint
at appropriate places in the process address space. A daveat
this is that Valgrind and its binary translation code caclhso a
live in the process’s address space, which raises the pldgsib
of collision. However, this problem already exists in Vafgl's
normal operation [18], and Valgrind’s usual solution tostfailso
applies: allow the user to recompile Valgrind to occupy satfer
free spot in the address space (about 2.5MB) if the carethibsen
default location doesn’t work.

Another issue to recreating the address space occurs with
recorded Linux processes. One Linux user-level page cabeot
recreated because even an otherwise empty address spaae has
non-overwritable copy of the page: theyscal | page, which is
a shared page the kernel maps into the process to accelerate s
system calls. One option is to modify the kernel on the raptay
host to allow the user to supply their own copy of this page v
have found that the page and its entry points don’t changagimo
that the host’s copy needs to be replaced. Moreover, amiésivith
thevsyscal | page aren't a problem with Windows programs re-
playing in Valgrind, because 32-bit Windows programs dasé
address space above the 2GB mark wherevthgscal | page
lives.

State injections happen at specific points in the replaystdio-
tion stream. Process recordings use a tuple of branch comnts
struction pointer, and loop counter to identify these pmiat strat-
egy that has been described by other replay systems [5]oPerf
mance counters won't suffice to provide branch counts in Nadly
since dynamic instrumentation, which we want to allow toraagt
replaying execution, can add an arbitrary amount of brasdhe
the original execution. Instead, our system counts bramthsoft-
ware [14]. When branches are translated, the code cachainsiat
small translation for branch instructions that incremengoftware
branch counter.

Each branch translation also checks the next event to see if a
state injection should be delivered. When it is, Valgrindlags a
modification to the process’s compute state: either program-
ory, the address space mappings, or the CPU. Because sé&ate in
tions completely encapsulate the process’s interactitmtive OS,
Valgrind never has to execute an actual system call on belfialf
the process. This allows a process to be replayed on a differa-
chine, with a potentially different OS.

Replay in VMware Crosscut can also replay process recordings
in the VMware VMM. However, the state for replaying a VM
doesn't exist in a process recording. To fix this, Crossceises
“shell” VM state to provide a environment for replaying theop
cess recording. The initial VM state provides basic initiation of

the CPU: for example, putting it into protected mode, oritugron
paging (currently Crosscut uses a normal VM checkpoint ffiégs t
purpose, included when the process recording is creatédyitiv



out the full contents of machine memory). The stub initiaian
provides an environment for loading the process checkpaiot

instruction. It is turned off while performing other tasks the
interpreter’s execution. Only system calls executed witike bit

VM memory: process pages load into machine memory, the map- is enabled are recorded.

pings of the process are written into hardware page tabiestte
user-visible portions of the CPU are loaded. At this poir ¥V
is ready to run.

Replaying the process is just a matter of allowing it to rurd a
delivering state injections at appropriate times. Thefgetions use
VM replay delivery mechanisms based on counting of perforcea
events to trigger delivery. When triggered, the VMM readsada
from the recording and modifies the VM state accordingly, by
writing to the page contents, the page tables, and the CPU.

An important aspect of replaying the process is that mosé sta
normally associated with whole VM execution doesn't exisiles
replaying process recordings. For example, the interrgutor

In addition to system calls, the interpreter records sigiaat
are delivered to the script. The interpreter identifies aByonous
delivery points for these signals with the addition of a Restruc-
tion counter to the interpreter.

Replay forking For deterministic replay to work, the instructions
and state of a replaying virtual machine must match exahtige
executed during the original run. This requirement wouldvime
lated if we ran the reflection code inside the replaying attma-
chine during relogging but not during the original run. Wensial-
ered two ways to meet this requirement during Crosscutsyghg
step.

table and the OS memory are neither present nor needed—state The first way is to embed and run the reflection code in the Perl

injections by the VMM take the place of all faults, interrspor
system calls that the process relies on. Execution neverdispon
these hardware events occurring during guest executioms, the
VMM supplants the OS’s role when running the process.

4.3 Perldlicing

Crosscut’s Perl slicer accepts as input a recorded coniputaftan
entire virtual machine and produces the recorded comjputati a
Perl script that was running in that virtual machine. Theultsg
Perl slice can be replayed apart from the original virtuathiae.

interpreter during the original run. During the originahruhe cap-
tured data can be discarded, since it can regenerated asehped
during relogging if needed. Although this idea is straightfard, it
may degrade performance during the original run.

To avoid degrading performance, we do not run the reflection
code during recording; the code is present but not activeinQu
relogging, the reflection code is activated and captureséoes-
sary data, then the changes made to the virtual machinéés lsga
the reflection code are rolled back, and execution continés
call this approacheplay forking

An important aspect of replay forking is that it leveragesi€o

This makes the Perl slice much easier to use in debugging thanajready compiled and contained within the guest VM. Thisecod

the original recording, because the execution of the reghef
system can be modified without affecting replay. In paracuthe
Perl interpreter's execution can vary from the original ,ramd
this allows the programmer to use the debugging featurebef t
interpreter, such as breakpoints.

As always, a recorded computation or slice consists of akechec
point and a log of non-deterministic inputs. To simplify theple-
mentation, Perl slices produced by Crosscut always stahnieain-
vocation of a script. This restriction allows Crosscut te tise Perl
interpreter’s script-invocation code as its method fotagag from
a checkpoint, so the script program file functions as thelqhaat.

Crosscut captures the log of non-deterministic inputs lbygre
ging the original virtual machine recording and using reftatto
extract the state and non-deterministic inputs for the §tipt. The
non-deterministic inputs to the script are representedaists into
the Perl interpreter, which cause it to recreate the steiat enti-
ties (script variables and values) that allow the scriptmgpess.
External inputs to a script come from library calls that areie-
mented by the Perl runtime. A property of this is that the cri
recordings never refer to script-level entities or thepresentation
in memory themselves. Instead, these entities are regedefia
whatever representation the script’s interpreter desasshe inter-
preter replays its execution based on the recorded inpas<cut
records and replays input to the interpreter at the systdhteval,
such as the results ofead or st at .

Crosscut must distinguish between two sources of systes cal
System calls that are caused by the script are part of thededo
computation and must be recorded or replayed. System t¢wts t
are caused by other actions of the Perl interpreter are rmbtopa
the recorded computation, may vary during replay (e.g., @ue
debugging operations), and mumit be recorded or replayed. This
allows Crosscut to record and replay the execution of thedeept
without recording or replaying the Pariterpreter, which allows
the script to be replayed on an interpreter whose executioiey
due to debugging, or on a different interpreter instanceat

To distinguish between these sources of system calls, wedadd
aconstrain bitto the Perl interpreter. It remains on as long as the
script is executing, i.e. the Perl interpreter is executingcript

can directly access higher-level abstractions (e.g., aragevel
variables), which otherwise would need to be reconstrubtethe
VMM at considerable effort.

There are three important parts to replay forkiimgsitu, device-
less VM fork, and triggering. Replay forking in Crosscut tnein
situ: the state and thread of execution of the parent VM is tempora
ily reused by the child to go along a new fork of execution. a/n
VM state (including devices) is created for the child, exciat
memory written by the child is stored in temporary copy-oritev
buffers. The child is prevented from modifying devices oramwf
the privileged CPU state (such as disabling protected mdadqep-
duces output only througdhypercalls(system calls that trap directly
to the virtual machine monitor). The fact that so little VMt can
be modified by the child means that reverting back to the paren
VM is substantially simpler than a full VM checkpoint/resgpand
is a extremely fast process: COW memory is thrown away, the CP
is pointed back to the fork point, and the parent VM continues
whole roundtrip of VM fork, child execution, and returning the
parent takes only 100 microseconds on our machines.

Replay forks are triggered by a few extra machine instrustjo
which are added during compilation at sites where refleatimae
needs to run. These instructions are simple memory opestio
and branches and have minimal impact during recording. iguri
replay, the VMM sets the page table protections so the MMU
traps on these instructions, then the VMM initiates a refitak.
We explored other ways to trigger the replay fork, such asgisi
hypercalls. However, these other methods incur trap andegbn
switch overheads duringecording and relogging, whereas our
mechanism incurs these overheads only duraiggging

Perl replaying The execution target for replaying extracted Perl
recordings is the Perl interpreter. The same interpreted us
the VM during recording is used outside the VM to replay the
generated script recording. The fresh interpreter is poind a copy
of the Perl program to run, and inputs are fed in from the réedr
log.

The same constrain bit that directed the saving of the inter-
preter’'s system calls also directs the loading of theseegaftom



the recording. Because the constrain bit constrains omtgicesys-
tem calls done by the interpreter on behalf of the script téixwe
by the log, the rest of the interpreter’'s execution is fresid is
free to change. For example, we can use the running internset
debugging facilities to break the replaying execution @& #eript
and inspect variables and values, all of which occurs newhnd
replay without being present in the recording.

4.4 Timesdlicing and stitching

Crosscut implements time slicing to carve periods of exeoutut
of arecorded computation. Crosscut can then stitch togetwveral
time slices into a single recording.

Time slicing in Crosscut is implemented at the level of ofiata
system processes. To create a time slice, Crosscut musireagpt
shapshot at the beginning of the time slice, then capturedine
deterministic inputs during the interval. Both these taskerage
the framework implemented for process slicing. Crosscptuwas
the snapshot by replaying the computation until the begiprmif
the time slice, then saving the state of the process as Hedcri
in Section 4.2. Crosscut captures the non-determinispati by
logging the state injections issued during the target vater

To stitch two time slices together, we must transform théesta
at the end of the earlier time slice into the state at the tmégin
of the later time slice. The simplest way to do this is to stie
entire state for the snapshot of the later time slice, bistiiéthod
stores much more state than necessary because most oftthis sta
likely the same (e.g., the disk is unlikely to change muchvien
slices). Instead, while relogging, Crosscut computes torés the
difference between these states. The current Crosscubtypet

can compute the difference between two states at page or byte

granularities. To compute the difference at the granylarfipages,
Crosscut uses page protections to track the set of pagedieabdi
from the end of one slice to the beginning of the next. To campu
the difference at the granularity of bytes, Crosscut compuhe
byte-by-byte exclusive-or on the pages modified betweerettie
of the first slice and the beginning state of the second sife,
compresses the difference using run-length encoding.

4.4.1 Slicingfor privacy

We use time slicing to implement two information-redactpui-

cies in our current version of Crosscut. One, substringctdia, is
a fully automatic “best-effort” approach similar to curtetata leak
prevention tools. The other, taint redaction, is a sempauattic ap-
proach, whereby developers can annotate their programslitcate
which data is private, and these annotations will subsetuee

used by a dynamic taint analysis to infer which executioarivals
to cut from the log.

Substring redaction  With substring redaction, we want to elimi-
nate periods of time where a particular string exists in meufeor
example, we can eliminate the processing of a private keyass{
word from the recorded execution of a login handler, suchras a
SSH daemon. Doing so can preserve some interesting congputat
that is useful to replay, but eliminate aspects of the coatpr
that are sensitive.

Substring redaction monitors both the entry of sensitierin
mation (from an external input) and its exit (when the vakigane)
while replaying and re-generating a log. When a string oérint
est is found within the external state being delivered tocanmged
computation (such as the result of a system call in a prodiesy,s
subsequent computation is removed through a time sliceslite
ends when an inspection of memory reveals the string no fonge
appears (performed when the system reaches a replay evaast).
finished time slices are stitched together as they are genkta
form a complete recording.

Taint redaction Crosscut also implements redaction based on
taint analysis [17]. Taint policy is driven by developerdymiden-

tify sensitive data in their programs by tainting them witlpra-
vided API. Crosscut ensures that generated process regsrdliill

not have have the tainted data present.

Crosscut splits taint redaction into a multi-stage prociedgst
extracts a process, identifies the taints using a taint aisatgol
built on top of Valgrind [17, 18, 22], and applies the anadysisults
back to refine the process recording.

The API has two tainting operationsaint(A) taints a piece
of dataA, untaint(A) removes taint on a piece of data. Untaint-
ing balances the need for privacy with the desire to presanve
interesting, debuggable recording. It can allow us to retabre
of the original recorded computation in the final redactecbrd-
ing. This may be desirable for example, when computing atoryp
graphic one-way function on sensitive data: though theltresll
be tainted, we may choose to untaint it because the outpse:wes
the privacy of the source data.

Crosscut ensures the absence of tainted data in the regordin
by time slicing the computation from a point identified by the
programmer using the API (at some point before tainted ddftest
read) extending to the last use of the tainted data as detedniy
the taint analysis. The tainted memaory existing after theetslice
is overwritten with zeroes in the redacted recording. Ttiesh't
impugn the determinism of replay because there are no furthe
accesses to this memo#fy.

Multi-stage replay is an important property in taint redact
It allows codereuse a maintained, purpose-built process-based
taint tracking implementation already exists in Valgrinadacan
be reused to track sensitive data taints, while process@idn
and time slicing can run in the VMM. Splitting the operatiop u
as a composition of reusable, specialized tools makes -stalge
replay more flexible and powerful, much like a series of comdsa
connected via Unix pipes.

45 Snapshot pruning

Crosscut can prune state required in the initial snapsheoeamfrd-
ings to include only state actually used during the recaydior
VM recordings, both the disk and main memory image can be
pruned; for process slices, the process address space paumigel.
Crosscut identifies disk blocks read and written by a VM rdeor
ing by replaying the VM, whose initial snapshot includes aneo
plete copy of the virtual disk. After the profile is collectetthe
recording’s virtual disk can be pruned with a read-beforgenrule:
only disk blocks read during the recording before beingtemitto
are included in the virtual disk. If a disk block isn’t readadl, or
if it is written to before being read from, then they need netif-
cluded in the recording’s snapshot of the disk—they eitmena
needed, or they will be deterministically generated duregay.
Memory, for process or VM snapshots, must be handled dif-
ferently. Memory usage can be tracked efficiently by prabect
pages in the MMU. However, unlike disk blocks, memory pages
are typically only partially written on a write. Consequignthe
read-before-write rule doesn’t work: because most writes page
don't fully overwrite the page, the program can read datanfthe
page that isn’t satisfied by a recorded write. Therefore, orgris
pruned slightly more conservatively: all accessed (readriten)
pages are included in the initial snapshot for the VM or pssce
Pages not accessed can be eliminated.

2Crosscut actually implements a small variant of this schevhere the
time slice extends not to the last use of the tainted datatdttie last
branch that depends on a comparison on tainted data. Taireatbry can
be overwritten with zeroes after the time slice, but replatedninism isn't
affected because no branches occur on the tainted data.



Process Log | SnapshotLog/Relog| Replay
recording (MB) | (MB) |time (sec.)time (sec.
VM recording 31 4403 285 210.1
VM recordingpruned| 31 419 285 186.1
Internet Explorer 896 271 1766 56.2
MS Word 684 247 2127 63.4
PowerPoint 301 234 1325 36.7
verclsid.exe 3.7 95 340 4.1
ctfmon.exe 55 215 352 10.2
verclsid.exe 3.7 5 289 1.7
svchost.exe 6.3 134 346 4.2
verclsid.exe 3.7 97 324 2.6

Figure 3. Space and time savings from snapshot pruning and pro-
cess slicing (desktop workload).

Process Log | SnapshotLog/Relog] Replay

recording (MB) | (MB) |time (sec.)time (sec.
VM recording 14.8| 11610 214 226
VM recordingpruned| 14.8| 725.7 214 226
IS 68.8] 13.6 470 19
php-cgi 477.9] 463.8 4295 740
mysqld 90.1| 135 654 220

Figure4. Space and time savings from snapshot pruning and pro-
cess slicing (server workload).

An important part of multi-stage replay is that it allows ping
expenses, such as MMU faulting, to move off the critical path
of recording. To be fast, traditional two-stage record aeplay
conservatively overestimates what state is required inirfi&l
shapshot of computation that starts recording: not knowihgt
state may be needed by the recording, all possible statelislied.
For a VM, this means all of main memory, or the whole virtualdi

Tracking use of these resources during relogging allowsous t
prune the snapshot without paying the cost of tracking theé
during recording. The snapshot pruning mechanism can aso b
applied to generated abstraction or time slices, sincethassetted
computations typically use only a subset of the initial data

5. Evaluation

In this section, we show how Crosscut uses multi-stage yepla
leverage information about the end replay that is learnést &fie
original recording. We show how multi-stage replay canrghthe
recording to that needed during a specific replay periodesiut
processes that are not relevant during replay (and may icosea-
sitive information), support replay at higher levels of @hstion,
and ensure privacy.

We use a variety of workloads to evaluate Crosscut. To etalua
shapshot pruning and process slicing, we use two generpbpe
workloads. The first workload represents a typical desktojfiren-
ment, in which a Windows XP user browses the web using Interne
Explorer and creates Microsoft Word and PowerPoint docusen
The second workload represents a typical web server envieon,
in which a IIS web server runs the php-based MediaWiki appli-
cation and responds to HTTP POST requests for a series of wiki
pages. The MediaWiki application communicates with a MySQL
database server to process the requests. We use speciatided
loads to evaluate Perl slicing, offloading, and privacy ctida.

5.1 Snapshot pruning

The original recording provided by VMware Workstation reeo
structs the entire state of a virtual machine. While thiddeais

quite powerful (e.g., it enables one to resume a replayedalima-

chine and continue live execution), it requires a much laspap-

shot than needed for many situations. For example, to dsgao
crash, developers would usually need only to replay a firmite t
interval, which can be done by reconstructing only the stede or

written in that time interval. As described in Section 4.50§5cut

can prune the state required in the initial snapshot to delonly

state actually needed during the recording.

We evaluate the effectiveness of snapshot pruning on aaener
purpose desktop and server workload. The top sections dfathe
bles in Figures 3 and 4 show how snapshot pruning can reduce
the size needed to represent a recorded computation anahthe t
needed to replay this computation. The unpruned snapshttifo
recording includes the entire disk and memory of the virimal
chine. By pruning the snapshot to include only the state ey
the recorded portion of computation, Crosscut is able tacedhe
size of the snapshot by 90% in the desktop workload and 94#ein t
server workload. Replay times are usually shorter than tiggnal
recording because less computation is being replayed. tHawe
replay of specific processes may be slower because injettiang
results of a system call using the VMM may be slower than tgavin
the operating system re-execute the system call inside khe V

5.2 Processdlicing

We next evaluate Crosscut's multi-stage replay approadrcam-
pare it to a two-stage approach that logs at the process level
each workload (desktop and server), we assume the end-fiser o
replay (e.g., intrusion analysis) is interested in examgrthe exe-
cution of some of the processes running on the system, buttriba
end-user does not knosvpriori which processes are of interest and
so must log them all.

In the prior two-stage approach, the system must log all pro-
cesses during the original run. The bottom sections of esule tn
Figures 3 and 4 show that this approach requires storingrand-t
porting a large amount of log and snapshot data, even afteiny
(3202 MB for the desktop workload’s log and snapshot; 1249 MB
for the server workload’s log and snapshot).

In contrast, Crosscut needs only to save the pruned VM log and
snapshot for this time interval, which saves 86% of the lod an
shapshot space for the desktop workload and 41% of the log and
snapshot space for the server workload. Crosscut saves $pac
not logging the interprocess communication between pesesn-
stead, Crosscut can regenerate this data by replaying tcegses
and the operating system. Crosscut also saves space byaiing
redundancy in the data stored multiple times in processs$iwg.

While Crosscut saves space over two-stage process-leyel lo
ging, it can also regenerate the same final recording thatiesdsby
two-stage process-level logging. Crosscut can defer thé aod
storage needed to create the process-level log to afteritiaal
run, and Crosscut need only generate the recording for the pr
cesses that are of interest during post-execution analysis

The cost for achieving this flexibility is that Crosscut mpest-
process the original recording through relogging, whidketal.1-
20x as long as the original execution time. However, theggilog
step can be done offline so it does not slow the original ei@tut

Process slicing can also reduce the leaking of private data.
Crosscut can create a slice that includes only the procasadieds
to be debugged, while leaving out other processes that magico
sensitive data. For example, Crosscut can create a sli¢ainomg
all processes launched in a remote ssh session, but exdiede t
sshd process because it handles private encryption keys.

The privacy and size reductions may make it possible to cepla
core dumps with fully replayable process level logs. A 4 GB VM
would take over 6 hours to send over a T1 line while raising sub
stantial privacy concerns. Figures 3 and 4 show that thegssc



logs generally save more than 70% compared to an unpruned VM requests handled by a CGI program. A specially crafted web re

recording (log plus snapshot) while simultaneously pringdad-
ditional privacy benefits.

5.3 Perl debugging

Interpreted languages such as Perl are difficult to debulg ea-

prehensive replay logs [10]. Accessing internal state emuire
trapping to the virtual machine monitor on every interpdete-

struction, and this slows performance substantially. Bgimg the
level of abstraction being replayed, we can use the Perlgighu
without perturbing the Perl interpreter, and thereby allavpro-

grammer to interact more naturally with the recorded exeout

For this particular example, we use a VM that runs

SPECweb2005 and AWstats. We recorded a section of its execu-

tion during which SPECweb was executing, and both legittmat
and malicious requests were dispatched to AWstats. We tken e
tracted all of the Perl script execution into individual §pgnd were
able to analyze each in turn to determine first which specifitan-
tiation of AWstats had been attacked, and finally the spekifec
that, as a result of improper input sanitization, had alldwe ex-
ploit to produce a file in thét np directory.

Crosscut’s Perl relogger generated slices of all Perl psee
in a single replay of the VM. We were able to replay the reaglti
Perl slices on our Perl interpreter and modify the executibthe
Perlinterpreter (e.g., by adding breakpoints) withoutymding the
faithful replay of the Perl script. In addition, the Penx slices
generated by Crosscut were much smaller than the original VM
level recording (7.5KB vs. several GB), which again hightig
the need for multi-stage replay to achieve both compreliensi
recording of the entire system and space-efficient recgedaf the
entities that are later of interest.

5.4 Chronicledebugging

This section evaluates how Crosscut can offload the worknerge
ate heavyweight recordings from a logged machine to a secpnd
analysis machine.

Omniscient debugging [12, 20, 21] is a form of debugging
where all execution history for a program invocation (irdthg all
writes to variables and all function calls) is recorded iradatbase,

and debugging the program becomes purely a series of indexed

database queries, such ashten was the last write to location X
before time T, or “when was location X executed between times

quest triggers a buffer overflow in the CGI program, causing i
to malfunction and need debugging. In our experiment, VMwar
Workstation records the whole system during this executibaen
Crosscut creates a slice of the failing CGI program and rtins i
through the normal Chronicle indexer in our replay-enabladt
grind. Using the Eclipse Ul front-end, we are able to walkkeac
wards and forwards in the recorded execution and performiegie
that pinpoint the injected overflow.

Crosscut saves substantial time and space during the akigin
recording by deferring work to later, offline stages. With M&vel
recording, the CGl script runs in less than one second. Gtlen
indexing of the same execution takes 6 minutes 33 seconds and
produces a database 405MB in size.

5.5 Redacting sensitive data

Searching for a specific data pattern is an unsound but cofymon
used method for detecting and preventing data leakage s@rbs
provides a transformer to scan a VM and remove all execuiioa t
that requires the use of memory containing sensitive state.

We validated this transformation with a pattern that would
match the contents of password hashes in standard unix forma
We applied our transformer with this pattern to a VM running a
workload that used et ¢/ shadow. Our transformer successfully
sliced out execution from when password data was returrad fr
a system call, to when a scan of memory confirmed that it was
no longer present. The resulting sliced log prevented th& &
sensitive information, while still including 99.986% ofetloriginal
recording.

For a more sophisticated example of removing sensitive, data
we applied our taint based redaction to remove all exectutina
that was spent handling a private key used by OpenSSL in deimp
signing program. We observed our test program loading aafmiv
key on disk, creating a signature on some file data, freeieg th
private key, verify the signature using the public key, amded
that the taint system precisely identified the uses and sagiéhe
private key and memory, and successfully removed the timess|
containing tainted key data.

6. Related work

Deterministic replay has been used to record and replayxee e

T1 and T2 Fast access to this database via indexing can make this cution of many different entities in computing systems/udang

an attractive way to debug when compared to normal debugging
even traditional replay debugging.

Unfortunately, recording and indexing this execution drigt
is extremely slow and generates vast amounts of data. Delugg
programs are typically slowed down 100-300x [12, 20], angl lo

processors [1, 8, 15, 27], virtual machines [2, 5, 28], psses [23],
Java virtual machines [16], and code that runs on libraiigsHach
of these systems chooses a specific entity to record and rtiakes
corresponding tradeoff between comprehensiveness on ama, h
and efficiency, flexibility, and privacy on the other. In cat,

data is generated at a rate of 100s of MB to GBs per second. ThisCrosscut seeks to provide the best of both worlds by recgrifia

expense makes omniscient debugging impractical to useromaho
live execution.

Multi-stage replay and abstraction slicing enables onaigc
debugging to be used on production runs by deferring the ex-
pense of recording and indexing until it is actually needae;h
as when there’s a crash to be debugged. Only the relativedyl sm
overhead of VM-level recording needs to be incurred on the pr
duction machine. Using abstraction slicing, Crosscut ce ta
VM-level recording, create a slice that includes only thegesss to
be debugged, and retarget that process to a omniscient gielgug
platform where domain knowledge allows in-depth examonati
Crosscut retargets sliced processes to run on the Chrafetleg-
ger [20, 21], which has three parts: an indexer written aslgrival
tool, a query engine, and a Eclipse Ul front-end.

original run comprehensively, then transforming the logotigh
multiple stages of replay to provide efficiency, flexibilignd pri-
vacy.

Researchers have used deterministic replay to reprodute an
then analyze the execution of a system. This analysis hasduee
while the system is being logged [19, 25] or after the loggsg
complete [5]. We envision Crosscut being used primarilgratte
logging is complete, though it could also be used during ilogg
Aftersight uses deterministic replay to offload the work nébsis
from the logged machine [4]. Crosscut uses this idea to affloa
the work of transforming the captured recording from thegled
machine. Aftersight also introduced the idea of reloggind ased
it to remove dependencies on specific I/0 devices. Crospplies
relogging to transform the recording in many more ways, such

To measure the savings of this approach, we used a 32-bitas preserving privacy, reducing the size and replay timehef t

Ubuntu 8.10 guest running the Apache 2.2.9 web server, wéth w

recording, and targeting different abstraction levels.



The issue of minimizing loss of privacy while providing hilp
information to developers was examined by Castro, et al.TBgy
describe a system that preserves privacy by generating sew u
inputs that make a program follow a failed execution patlosScut
handles privacy concerns at a coarser granularity by glicat
entities (e.g., processes, interpreters, operating sygtand time
periods that contain sensitive data. [3] can be viewed asitizzd
form of deterministic replay that preserves only the execupath
(rather than all data) and is concerned only with explicdgram
input (rather than all non-deterministic events, such agt).

Crosscut uses replay transformers to bridge the semangic ga
between different levels of replay. These replay transéysmmay
leverage functionality that is already present in higheels of
software, as was done in the IntroVirt system [10], or magiage
hardware or operating system interfaces to reconstruchiteer
level abstractions, as was done in VMwatcher [9].

Replay forking is similar to the checkpointing/rollbackath
IntroVirt uses to perform introspection [10]. The main difénce
is in how the extra code is invoked. IntroVirt triggers thededoy
alerting an external entity via breakpoints, which then ifiesl the
registers to initiate a function call. Crosscut invokesek&ra code
by setting page protections that trigger a control tranwiémin the
replayed domain. Crosscut’s approach eliminates numemniext
switches between the replayed domain and other processes.

The termabstraction slicingwas inspired in part by past work
on program slicing [26], which seeks to isolate the part of@ p
gram that influence the value of a variable.

7. Conclusions

Comprehensive deterministic replay systems provided atfqrims
such as virtual machine level record-replay provide mang-co
pelling properties such as low recording overhead and a t&mp
view of system state. Unfortunately, current systems stfffam
several major drawbacks. Recordings can be very large, st
make transportation and replay unwieldy and raise concaoosit
privacy. In addition, the “semantic-gap” between wholetsgsre-
play and the process or language level that a programmersvairk
can hinder usability.

We presented a system called Crosscut that addresses thes

problems by allowing recorded computations to be “sliceldhg
time and abstraction boundaries before being replayed loy en
users. Using this approach we can transform replay logs me co
tain only the processes, applications, and portions ofigi@ttime
that are of interest at the time of replay. Slicing recordimg this
manner saves space, improves replay performance, and ciadex
sensitive data. In addition, abstraction slicing allowdasetarget
our recordings to different higher-level replay platfornssich as
Perl or Valgrind, thus bridging the semantic gap that cardéin
programmer understanding. This also allows execution tauge
mented with additional analysis code at replay time, withdis-
turbing the replayed components in the slice.

In our experiments, our current Crosscut prototype cancedu
the size of an execution history by an order of magnitudeedpe
replay by several-fold, and substantially improves usgbil
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