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Outline	  
Dynamics-‐based	  Informa2on	  Extrac2on:	  A	  Hybrid	  

Systems	  Approach	  
•  MoBvaBon	  
–  Control	  +	  Dynamics	  +	  Data	  +	  InformaBon	  
+Parsimony??	  

•  Hybrid	  dynamical	  models	  (hybrid	  systems)	  
–  and	  their	  use	  in	  informaBon	  extracBon	  

•  Tools	  from	  opBmizaBon	  
•  Three	  concrete	  problems	  
–  IdenBficaBon	  of	  hybrid	  models	  
– Model	  (in)validaBon	  for	  hybrid	  models	  
–  Fault	  detecBon	  for	  hybrid	  models	  

1/28/16	   Necmiye	  Ozay,	  Michigan,	  EECS	   2	  



Mo2va2on	  

Control	  +	  Dynamics	  +	  Data	  +	  InformaBon	  
+Parsimony??	  

1/28/16	   Necmiye	  Ozay,	  Michigan,	  EECS	   3	  



Mo2va2on	  

Control	  +	  Dynamics	  +	  Data	  +	  InformaBon	  
+Parsimony??	  

	  
	  

Observa2on	  1:	  Dynamics	  enable	  parsimonious	  
modeling	  
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Dynamics	  enable	  parsimony	  
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A	  sparse	  set	  of	  features	  suffices	  for	  idenBfying	  and	  understanding	  dynamic	  events!	  



Dynamics	  enable	  parsimony	  
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Dynamics	  enable	  parsimony	  
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A	  sparse	  set	  of	  features	  suffices	  for	  idenBfying	  and	  understanding	  dynamic	  events!	  



Mo2va2on	  

Control	  +	  Dynamics	  +	  Data	  +	  InformaBon	  
+Parsimony??	  

	  
Observa2on	  1:	  Dynamics	  enable	  parsimonious	  
modeling	  
	  
Observa2on	  2:	  Control	  requires	  parsimonious	  
modeling	  
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Control	  requires	  parsimony	  

9	  

Complex	  models	   Big	  data	  

From:	  www.rsrit.com	  
From:	  iopscience.iop.org	  

Useful/ac2onable	  models	  for	  (i)	  control	  design,	  (ii)	  fast	  simula2ons	  
(iii)	  system	  monitoring,	  (iv)	  anomaly	  detec2on,	  etc.	  

1/28/16	  



Overview	  of	  mixture	  models	  

Common	  in	  many	  fields:	  
•  Gaussian	  mixtures	  
•  Subspace	  arrangements	  
•  Hybrid	  systems	  

10	  

G1

G2

�t

•  Two	  fold	  difficulty	  in	  
learning	  such	  models:	  
•  Data	  associaBon	  
•  Parameter	  esBmaBon	  

	  

Collec2on	  of	  simple	  
models	  that	  can	  explain	  
complex	  objects!	  

1/28/16	   Necmiye	  Ozay,	  Michigan,	  EECS	  



Hybrid	  systems	  
•  “mixture	  models”	  for	  dynamical	  systems	  
•  Switched	  systems	  

where	  mode	  signal	  

•  For	  this	  talk,	  	  	  	  	  	  ‘s	  are	  polynomial	  (or	  affine)	  
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G1

G2

�t

• Global	  approximators	  even	  when	  G	  is	  affine!	  
•  Iden2fica2on	  from	  data	  is	  not	  easy!	  
•  Two	  fold	  difficulty:	  
•  EsBmaBon	  of	  the	  mode	  signal	  (data	  associaBon)	  
•  EsBmaBon	  of	  the	  parameters	  (idenBficaBon)	  

	  

�t 2 {1, . . . , s}

y(t+ 1) = G�t(y(t : t� na), u(t : t� nc))

Gi



Informa2on	  extrac2on	  as	  an	  
Iden2fica2on	  Problem	  
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u y 

features,	  pixel	  values,	  …	  

•  Model	  data	  streams	  as	  outputs	  of	  switched	  linear	  systems	  
•  “InteresBng”	  events	  	  	  	  	  	  	  	  	  	  	  Changes	  in	  model	  invariants	  
•  “Homogenous”	  segments	  	  	  	  	  	  	  	  	  	  	  Output	  of	  a	  single	  submodel	  

• 	  Hybrid	  Dynamical	  Models	  
• 	  Simple	  models	  for	  complex	  
phenomena	  

• 	  Two-‐fold	  difficulty	  
• 	  EsBmaBon	  of	  mode	  signal	  
(data	  associaBon)	  
• 	  EsBmaBon	  of	  parameters	  
(idenBficaBon)	  

G�t

G1

G2

�t



A	  Simple	  Problem:	  Event	  Detec2on	  
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•  Key	  observaBon:	  as	  new	  modes	  get	  excited,	  complexity	  
(order)	  of	  the	  system	  increases	  

u y 
G1	  

	  z-‐NG2	  

+	  

Look	  for	  changes	  in	  model	  complexity.	  

frame16

frame40



1/28/16	   Necmiye	  Ozay,	  Michigan,	  EECS	   14	  

•  Key	  observaBon:	  as	  new	  modes	  get	  excited,	  complexity	  
(order)	  of	  the	  system	  increases	  

•  Order	  of	  the	  system	  is	  given	  by	  the	  rank	  of	  the	  Hankel	  
matrix	  

Look	  for	  changes	  in	  the	  rank	  of	  the	  Hankel	  matrix.	  
(no	  need	  to	  explicitly	  find	  the	  model!)	  

A	  Simple	  Problem:	  Event	  Detec2on	  



Fast	  Event	  Detec2on	  
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Use	  SVD	  to	  esBmate	  the	  rank	  of	  the	  Hankel	  Matrix.	  
(five	  lines	  of	  Matlab	  code,	  runs	  on	  a	  laptop)	  



A	  Simple	  Problem:	  Event	  Detec2on	  
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•  A	  few	  issues:	  delays,	  fast	  switching,	  
noise	  and	  outliers	  

u y 
G1	  

	  z-‐NG2	  

+	  

frame16

frame40

• 	  How	  to	  more	  rigorously	  reason	  about	  noisy	  data?	  
• 	  What	  if	  we	  want	  to	  learn	  individual	  dynamics?	  



The	  tool	  (my	  big	  hammer	  	  	  	  	  	  	  	  )	  
Moments-‐based	  convex	  relaxaBons	  to	  
polynomial	  opBmizaBon	  (Lasserre’s	  hierarchy).	  
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The	  tool	  (my	  big	  hammer	  	  	  	  	  	  	  	  )	  
Moments-‐based	  convex	  relaxaBons	  to	  
polynomial	  opBmizaBon	  (Lasserre’s	  hierarchy).	  
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Multivariate polynomial optimization problem on

a compact basic semi algebraic set K

p⇤K := min

x2K
p(x) (P1)

A functional optimization problem over the set of

probability measures µ with support K

p̃

⇤
K := min

µ2P(K)
Eµ[p(x)] (P2)

P1	  is	  equivalent	  to	  P2	  

p̃⇤K = p⇤K

1

p(x)

x

⇤



The	  tool	  (my	  big	  hammer	  	  	  	  	  	  	  	  )	  
Moments-‐based	  convex	  relaxaBons	  to	  
polynomial	  opBmizaBon	  (Lasserre’s	  hierarchy).	  
	  

1/28/16	   Necmiye	  Ozay,	  Michigan,	  EECS	   19	  

Multivariate polynomial optimization problem on

a compact basic semi algebraic set K

p⇤K := min

x2K
p(x) (P1)

A functional optimization problem over the set of

probability measures µ with support K

p̃

⇤
K := min

µ2P(K)
Eµ[p(x)] (P2)

P1	  is	  equivalent	  to	  P2	  

p̃⇤K = p⇤K

1

p(x)

x

⇤



The	  tool	  (my	  big	  hammer	  	  	  	  	  	  	  	  )	  
Moments-‐based	  convex	  relaxaBons	  to	  
polynomial	  opBmizaBon	  (Lasserre’s	  hierarchy).	  
	  

1/28/16	   Necmiye	  Ozay,	  Michigan,	  EECS	   20	  
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a compact basic semi algebraic set K
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Multivariate polynomial optimization problem on

a compact basic semi algebraic set K

p⇤K := min

x2K
p(x) (P1)

A functional optimization problem over the set of

probability measures µ with support K

p̃

⇤
K := min

µ2P(K)
Eµ[p(x)] (P2)

P1	  is	  equivalent	  to	  P2	  

p̃⇤K = p⇤K

2

p(x) µ⇤

x

⇤

p̃⇤K



Moment-‐based	  relaxa2ons	  for	  
polynomial	  op2miza2on	  
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A functional optimization problem over the set of

probability measures µ with support K

p̃

⇤
K := min

µ2P(K)
Eµ[p(x)] (P2)

Equivalent to an SDP with countably infinite vari-

ables, where variables are moments of the distri-

bution µ.



Moment-‐based	  relaxa2ons	  for	  
polynomial	  op2miza2on	  

1/28/16	   Necmiye	  Ozay,	  Michigan,	  EECS	   23	  

A functional optimization problem over the set of

probability measures µ with support K

p̃

⇤
K := min

µ2P(K)
Eµ[p(x)] (P2)

Equivalent to an SDP with countably infinite vari-

ables, where variables are moments of the distri-

bution µ.

If K = [a, b] univariate polynomial on an inter-
val, there is a finite exact SDP (Hausdorf moment
problem).



Moment-‐based	  relaxa2ons	  for	  
polynomial	  op2miza2on	  
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A functional optimization problem over the set of

probability measures µ with support K

p̃

⇤
K := min

µ2P(K)
Eµ[p(x)] (P2)

Equivalent to an SDP with countably infinite vari-

ables, where variables are moments of the distri-

bution µ.

If K = [a, b] univariate polynomial on an inter-
val, there is a finite exact SDP (Hausdorf moment
problem).

If	  there	  is	  a	  sparse	  structure	  in	  
the	  polynomial	  and	  
constraints	  defining	  K,	  
possible	  to	  get	  a	  hierarchy	  
where	  we	  have	  smaller	  LMIs	  
at	  each	  relaxaBon	  order	  
(Lasserre,	  Nie,	  	  Waki,	  Kojima).	  



Three	  problems	  

•  IdenBficaBon	  of	  switched	  affine	  systems	  (SARX	  
Id)	  

•  Model	  (in)validaBon	  for	  switched	  affine	  systems	  
(SARX	  invalidaBon)	  

•  Fault/anomaly	  detecBon	  for	  systems	  with	  
polynomial	  state-‐space	  models	  

Given	  that	  we	  will	  be	  using	  polynomial	  opBmizaBon	  affine	  or	  
polynomial	  or	  switched	  or	  non-‐switched	  makes	  a	  liole	  
difference.	  
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Switched	  System	  Iden2fica2on	  
�t � {1, . . . , s}

G�t

u y

⌘

•  ParBcular	  interest	  to	  switched	  linear	  models	  in	  control	  
and	  system	  idenBficaBon	  communiBes.	  
•  Problem	  Formula2on:	  	  

•  Given	  experimental	  input/output	  data,	  and	  bounds	  
on	  noise	  and	  submodel	  orders	  
•  Find	  a	  switched	  linear	  autoregressive	  model	  with	  
exogenous	  inputs	  (ARX)	  of	  the	  form:	  

y(t) =
naX

i=1

ai(⇥t)y(t� i) +
ncX

i=1

ci(⇥t)u(t� i) + �(t)

y(t) = p(⇥t)T r(t) + �(t) ||⇥(t)|| � �
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(na, nc)

Ill-‐posed,	  always	  have	  a	  trivial	  solu2on!	  



Hybrid	  System	  Iden2fica2on	  
�t � {1, . . . , s}

G�t

u y

⌘

•  ParBcular	  interest	  to	  switched	  linear	  models	  in	  control	  
and	  system	  idenBficaBon	  communiBes.	  
•  Problem	  Formula2on:	  	  

•  Given	  experimental	  input/output	  data,	  and	  bounds	  
on	  noise	  and	  submodel	  orders	  
•  Find	  a	  switched	  linear	  autoregressive	  model	  with	  
exogenous	  inputs	  (ARX)	  of	  the	  form:	  

y(t) =
naX

i=1

ai(⇥t)y(t� i) +
ncX

i=1

ci(⇥t)u(t� i) + �(t)

y(t) = p(⇥t)T r(t) + �(t) ||⇥(t)|| � �
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(na, nc)

Possible	  objecBves:	  
•  Minimum	  #	  of	  switches	  	  
•  Minimum	  #	  of	  submodels	  
•  Fixed	  #	  of	  submodels	  
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(na, nc)

Possible	  objecBves:	  
•  Minimum	  #	  of	  switches	  (non-‐convex	  –	  polyBme	  exact	  algorithms	  exist)	  
•  Minimum	  #	  of	  submodels	  	  
•  Fixed	  #	  of	  submodels	  
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SARX	  Id	  in	  noise-‐free	  case	  

•  GPCA:	  an	  algebraic	  geometric	  method	  due	  to	  
Vidal	  et	  al.	  

•  Main	  Idea:	  
hybrid	  decoupling	  constraint	  

Neither	  the	  mode	  signal	  nor	  the	  
parameters,	  b,	  are	  known!	  

Independent	  of	  mode	  signal,	  linear	  in	  
parameters,	  c!	  
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SARX	  Id	  in	  noise-‐free	  case	  

•  GPCA:	  an	  algebraic	  geometric	  method	  due	  to	  
Vidal	  et	  al.	  

•  Main	  Idea:	  

•  Embed	  the	  data	  in	  a	  higher	  	  
dim.	  space	  via	  Veronese	  map	  	  
	  
where	  
 
 

hybrid	  decoupling	  constraint	  
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What	  happens	  when	  data	  is	  noisy?	  

•  Veronese	  map	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  :	  
–  Polynomial	  mapping	  
–  Liss	  the	  data	  to	  higher	  	  
dimensional	  space	  where	  
parameter	  vector	  is	  in	  the	  
nullspace	  of	  embedded	  data	  	  
matrix	  

•  Noisy	  case	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  :	  
–  Lised	  data	  depends	  on	  
noise	  polynomially!	  
–  Need	  to	  find	  an	  admissible	  	  
noise	  sequence	  to	  esBmate	  
the	  nullspace	  
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Noisy	  embedded	  data	  matrix	  Vs	  

•  1st	  order	  system:	  na	  =	  nc	  =	  1,	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
with	  2	  modes:	  s=2	  

Vs	  is	  polynomial	  in	  noise	  

Need	  to	  find	  a	  rank	  deficient	  Vs	  

Op2miza2on	  Problem	  1:	  



33	  

Op2miza2on	  Problem	  

•  Rank	  is	  not	  a	  polynomial	  funcBon.	  
Can	  we	  use	  ideas	  from	  polynomial	  
opBmizaBon?	  
–  YES.	  	  

•  Can	  we	  uBlize	  the	  problem	  
structure	  to	  find	  an	  efficient	  
formulaBon?	  	  
–  YES.	  Main	  Idea:	  Noise	  is	  
independent.	  Define	  one	  
dimensional	  distribuBons	  for	  
each	  noise	  term.	  

Op2miza2on	  Problem	  1:	  
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Noisy	  embedded	  data	  matrix	  Vs	  
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Op2miza2on	  Problem	  

•  “Theorem”	  

–  There	  exists	  a	  rank	  deficient	  
soluBon	  for	  Problem	  2	  if	  and	  only	  if	  
there	  exists	  a	  rank	  deficient	  
soluBon	  for	  Problem	  1.	  	  

–  If	  c	  belongs	  to	  the	  nullspace	  of	  the	  
soluBon	  of	  Problem	  2,	  there	  exists	  a	  
noise	  value	  	  	  	  	  	  	  	  with	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  

	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  such	  that	  c	  belongs	  to	  
the	  nullspace	  of	  	  

Op2miza2on	  Problem	  1:	  

Op2miza2on	  Problem	  2:	  

Convex	  constraint	  set:	  	  
-‐  Finite	  Hankel	  matrix	  of	  moments	  
should	  saBsfy	  to	  LMIs	  	  
no	  relaxa2on!!	  
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Op2miza2on	  Problem	  

	   	  	  	  	  	  	  	  	  	  Problem	  2	  
–  Matrix	  rank	  minimizaBon	  
–  Subject	  to	  LMI	  constraints	  

•  Use	  a	  convex	  relaxaBon	  (e.g.	  
log-‐det	  heurisBc	  of	  Fazel	  et	  al.)	  
to	  solve	  Problem	  2	  

•  Find	  a	  vector	  c	  in	  the	  nullspace	  
•  EsBmate	  noise	  by	  root	  finding	  

(Vsc	  =	  0	  polynomials	  of	  one	  
variable)	  

•  Proceed	  as	  in	  noise-‐free	  case	  

Op2miza2on	  Problem	  1:	  

Op2miza2on	  Problem	  2:	  

Can	  also	  “handle”	  missing	  data,	  outliers	  
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SARX	  (In)valida2on	  Problem	  
•  Given:	  
– A	  nominal	  hybrid	  model	  of	  the	  form:	  

– A	  bound	  on	  the	  noise	  (	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  )	  
– Experimental	  input/output	  
–  	  data	  	  

•  Determine:	  
– whether	  there	  exist	  noise	  and	  switching	  
sequences	  consistent	  with	  a	  priori	  informaBon	  
and	  experimental	  data	  	  	  

Unknown switches: 
Consistency set is non-

convex! 

u	   y 
Gσt

?	  
η	  

~ 
||⌘||1  ✏
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Semialgebraic	  Consistency	  Set	  

•  If	  ith	  submodel	  is	  acBve	  at	  Bme	  t	  

	  
–  all	  components	  of	  the	  output	  evolve	  with	  	  ith	  submodel	  
(logical	  AND)	  

•  One	  of	  the	  submodels	  is	  acBve	  at	  Bme	  t	  (logical	  OR)	  
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Semialgebraic	  Consistency	  Set	  
•  The	  model	  is	  invalid	  if	  and	  only	  if	  

	  is	  empty.	  
•  Structured	  polynomial	  opBmizaBon	  problem:	  

Model is invalid iff 
o*>0 



Polynomial	  Op2miza2on	  
•  Problem	  has	  a	  sparse	  structure	  (running	  intersec.on	  property	  

holds)	  

•  We	  can	  create	  a	  convergent	  SDP	  hierarchy	  with	  O((nany)2N)	  
variables	  using	  structure	  (instead	  of	  O((Tny)2N)	  variables),	  
where	  N	  is	  the	  relaxaBon	  order.	  

•  Theorem	  (O.,	  Sznaier,	  Lagoa,	  TAC	  14):	  The	  hierarchy	  
converges	  latest	  at	  N	  =	  sT-‐na+1+1.	  

where	  s:	  #	  of	  submodels,	  na:	  regressor	  order,	  T:	  Bme	  horizon	  



A	  fun	  example	  in	  informa2on	  
extrac2on	  	  

1/28/16	   5	  Necmiye	  Ozay,	  Michigan,	  EECS	  

�t � {1, . . . , s}

G�t

u y

⌘
feature,	  pixel	  value,	  …	  

Normal	  behaviors:	  walking	  and	  waiBng	  
Walking	  dynamics	  are	  learnt	  from	  
training	  data	  using	  sys	  id,	  waiBng	  
dynamics	  are	  trivial	  

Example:	  AcBvity	  monitoring	  via	  model	  invalidaBon	  
A	  priori	  hybrid	  model:	  walking	  (learned	  from	  data)	  and	  waiBng,	  4%	  noise	  

WALK, WAIT RUN WALK, JUMP 

Not Invalidated Invalidated Invalidated 



Model	  Invalida2on	  –	  fault	  detec2on?	  

1/28/16	   5	  Necmiye	  Ozay,	  Michigan,	  EECS	  

•  Can	  be	  easily	  extended	  to	  uncertain	  models:	  
�t � {1, . . . , s}

G�t

u y

⌘⌃ :
x(t+ 1) = f�(t)(x(t), u(t), �(t),�)

y(t) = g�(t)(x(t), u(t), �(t),�)

There	  is	  a	  basic	  semialgebraic	  consistency	  set.	  

•  Can	  be	  used	  to:	  
•  Run-‐2me:	  do	  anomaly	  detecBon	  (abnormal	  with	  respect	  to	  model	  and	  spec)	  
•  Design-‐2me:	  find	  Bght	  provable	  error	  bounds	  on	  uncertain	  parameters	  
	  
No	  need	  to	  have	  explicit	  fault	  models	  (complex	  systems	  can	  fail	  infinitely	  many	  
different	  ways!)	  
Can	  handle	  missing	  data!	  



Fault	  detec2on	  

1/28/16	   5	  Necmiye	  Ozay,	  Michigan,	  EECS	  

•  Model	  invalidaBon	  directly	  applies	  but	  the	  
problem	  size	  increases	  with	  Bme…	  

•  What	  if	  we	  have	  fault	  models?	  

�t � {1, . . . , s}

G�t

u y

⌘

⌃ :
x(t+ 1) = f�(t)(x(t), u(t), �(t),�)

y(t) = g�(t)(x(t), u(t), �(t),�)

x(t+ 1) = f

F
�(t)(x(t), u(t), �(t),�)

y(t) = g

F
�(t)(x(t), u(t), �(t),�)

⌃F :

•  Can	  we	  use	  the	  models	  to	  bound	  the	  amount	  of	  data	  needed	  to	  
do	  fault	  detecBon?	  



T-‐detectability	  
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•  Given	  a	  system	  model	  and	  fault	  model	  
with	  associated	  state,	  input	  and	  noise	  
bounds,	  if	  there	  exists	  a	  T	  such	  that	  for	  
any	  iniBal	  condiBon	  and	  any	  input/noise	  
realizaBon	  the	  “T-‐length	  behaviors”	  
deviate,	  the	  fault	  is	  said	  to	  be	  T-‐
detectable	  for	  the	  system.	  

è	  intersecBon	  of	  the	  consistency	  sets	  for	  
the	  system	  and	  fault	  models	  for	  horizon	  T	  
should	  be	  empty!	  
è	  For	  fixed	  T,	  polynomial	  opBmizaBon	  
problem	  (need	  to	  iterate	  on	  T)	  

ACC16	  



T-‐detectability	  
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è	  intersecBon	  of	  the	  consistency	  sets	  for	  
the	  system	  and	  fault	  models	  for	  horizon	  T	  
should	  be	  empty!	  
è For	  fixed	  T,	  polynomial	  opBmizaBon	  

problem	  (need	  to	  iterate	  on	  T)	  –	  
sufficient	  condiBons	  for	  T-‐detectability	  

“Theorem”:	  If	  T-‐detectability	  cerBficate	  is	  
obtained	  with	  a	  relaxaBon	  order	  N,	  then	  
using	  the	  same	  relaxaBon	  order	  for	  model	  
invalidaBon	  problem	  gives	  a	  N&S	  con-‐
diBon	  for	  online	  fault	  detecBon.	  

Assumption 1: We assume that all the faults are persistent,
that is once they occur, the system starts evolving according
to them.

Definition 5: A fault model Gf for a polynomial system
G is called T -step detectable if BN

poly

(G) \ BN

poly

(Gf ) = ;
for all N � T , where T is a positive integer.
It is clear from the definition that if a fault model is T -step
detectable, it is also T

0-step detectable for all T 0 � T .
Proposition 4: Given a T -step detectable fault model Gf

for a polynomial model G, under Assumption 1, the existence
of the fault can be verified by checking, at each time k, if in
(PMI), ✏⇤ � ✏

m

for input-output sequence {u(k),y(k)}k
⇤+T

k

⇤

or not.
Proof: The proof is similar to that of Proposition 3 in

[6].
If an explicit fault model exists and it is T -detectable

for some finite T , Proposition 4 lets us use a fixed-sized
optimization problem at each time step to T to detect the
fault. Next, we propose an optimization-based approach to
compute a T (if it exists) such that the fault model is T -
detectable. Consider the following optimization problem:

✏̃ = min
⌘

⌘

⌘,⌘̄

⌘

⌘,u,y,✏
✏ (P

T

)

s.t. f
�
y(k)� E

m

⌘

⌘

⌘

m

(k),u(k)
�
+ E

p

⌘

⌘

⌘

p

(k)� y(k + 1)

+ E

m

⌘

⌘

⌘

m

(k + 1) = 0, 8k 2 [0, T � 1]

f

f

�
y(k)� E

f

m

⌘̄

⌘

⌘

m

(k),u(k)
�
+ E

f

p

⌘̄

⌘

⌘

p

(k)� y(k + 1)

+ E

f

m

⌘̄

⌘

⌘

m

(k + 1) = 0, 8k 2 [0, T � 1]

ku(k)k1  min(U,Uf ), 8k 2 [0, T ]

ky(k)� E

m

⌘

⌘

⌘

m

(k)k1  M, 8k 2 [0, T ]

ky(k)� E

f

m

⌘̄

⌘

⌘

m

(k)k1  M̄, 8k 2 [0, T ]

k⌘⌘⌘
p

(k)k1  ✏

p

, k⌘⌘⌘
m

(k)k1  ✏, 8k 2 [0, T ]

k⌘̄⌘⌘
p

(k)k1  ✏̄

p

k⌘̄⌘⌘
m

(k)k1  ✏̄

m

, 8k 2 [0, T ],

where ⌘

⌘

⌘ represents both process and measurement noise
variables. Then, we can state the following proposition:

Proposition 5: Given the a priori and fault models, G and
G

f , the fault model is T�detectable for G if and only if
✏̃ > ✏

m

.
Proof: Direct consequence of definitions.

Similar to the problem (PMI), it can be shown that the opti-
mization problem (P

T

) also satisfies the running intersection
property. Therefore tractable T -detectability certificates can
be obtained using a relaxation of the form (5). Let P r

T,rel be
the moments-based relaxation of (P

T

) of the form (5) with
relaxation order r, and denote the optimal value of P r

T,rel with
✏̃

r

.
Proposition 6: Given a model G, fault model Gf and T ,

let ✏̃
r

denote the optimal value of P r

T,rel. If ✏̃
r

> ✏

m

, then G

f

is T -detectable.
Proof: Follows from Theorem 2.

For a given T , if the solution of P r

T,rel results in an objective
value greater than ✏

m

, the fault is T�detectable. That is, if
one can solve the invalidation problem (PMI) exactly, then,
by Propositions 4 and 5, it is enough to use only data from
a window of size T , to declare the existence of the fault.

One question that remains is that whether this is still true
if one solves a relaxed version P

r

MI,rel at run time. This is
established next.

Theorem 3: If a fault model G

f is shown to be T -
detectable using P

r

T,rel and if this fault occurs at time t

⇤, then
using data {u(k),y(k)}t

⇤+T

k=t

⇤ , P r

MI,rel will have an objective
value greater than ✏

m

, that is, under Assumption 1, the fault
is guaranteed to be detected using the relaxed problem P

r

MI,rel
in receding horizon manner.

Proof: Let P r

MI,rel({u(k),y(k)}
t+T

k=t

) be the moments-
based relaxation of problem (PMI) of the form (5) with
relaxation order r parametrized by data {u(k),y(k)}t+T

k=t

,
and let ✏

o

({u(k),y(k)}t+T

k=t

) be its objective value. Let

✏

⇤ := min
{u(k),y(k)}t+T

k=t

✏

o

({u(k),y(k)}t+T

k=t

) (11)

s.t. {u(k),y(k)}t+T

k=t

2 BT

poly

(Gf ).

We need to show ✏

⇤
> ✏

m

. Problem (11) can be rewritten
as:

✏

⇤ := min
⌘̄

⌘

⌘,u,y
✏

o

({u(k),y(k)}t+T

k=t

) (12)

s.t. f

f

�
y(k)� E

f

m

⌘̄

⌘

⌘

m

(k),u(k)
�
+ E

f

p

⌘̄

⌘

⌘

p

(k)�
y(k + 1) + E

f

m

⌘̄

⌘

⌘

m

(k + 1) = 0, 8k 2 [t, t+ T � 1]

ku(k)k1  U

f

, 8k 2 [t, t+ T ]

ky(k)� E

f

m

⌘̄

⌘

⌘

m

(k)k1  M̄, 8k 2 [t, t+ T ]

k⌘̄⌘⌘
p

(k)k1  ✏̄

p

k⌘̄⌘⌘
m

(k)k1  ✏̄

m

, 8k 2 [t, t+ T ].

A relaxation P

0 of (12) can be obtained by replacing the
monomials in ⌘̄

⌘

⌘,u,y with moment variables of order upto
r. The objective value ✏

0 of P 0 satisfies ✏0  ✏

⇤. Note that P 0

has bilinear terms containing moments of ⌘̄⌘⌘,u,y multiplying
those of ⌘⌘⌘ inside ✏

o

(·). This corresponds to an independence
assumption between the distributions these moments belong
to. Adding redundant equalities in P

0 and taking Kronecker
products with appropriately constructed moment matrices,
result in a new problem P

00 with the same objective value ✏

0.
Finally, relaxing the independence assumption and replacing
the bilinear terms with cross-moment variables lead to P

r

T,rel.
Since P

r

T,rel is obtained as a relaxation of P 00, we have ✏̃

r


✏

0. Moreover, since T -detectability certificate was obtained
via P

r

T,rel (Proposition 6), we have ✏̃

r

> ✏

m

. Therefore, ✏⇤ >

✏

m

.
Remark 1: Note that in general, if multiple faults can oc-

cur, running model invalidation in receding horizon fashion,
we can only conclude the occurrence of a fault but might not
be able to differentiate them. This is related to the concepts of
fault identifiability and isolability [4]. This can potentially be
done by checking detectability across different fault models
but left for future work.

V. UNCERTAINTY

In this section, we consider uncertainty in the parameters
of polynomial model and propose necessary changes to the
model invalidation framework (PMI) such that it can handle
the uncertain models. Let us first define what we mean by the
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Accomplishments to Date (cont.) 
•  Computational techniques to discover dynamic 

invariants (T-detectability) ! scalability while 
maintaining detection guarantees   

 
 

Range of Applications 
•  Building automation systems 

 
 
 
 
 
 
 

 
•  Aircraft electric  
    power distribution 
    system test bed 

Publications 
"  M. Sznaier, O. I. Camps, N. Ozay, and C. M. Lagoa, “Surviving the Upcoming 

Data Deluge: A Systems and Control Perspective”, Proc. 53rd IEEE Conference 
on Decision and Control, December 2014. 

"  F. Harirchi, and N. Ozay, “Model Invalidation for Switched Affine Systems with 
Applications to Fault and Anomaly Detection”, Proc. 5th IFAC Conference on 
Analysis and Design of Hybrid Systems, October 2015. 

"  F. Harirchi, Z. Luo, and N. Ozay, “Model (In)validation and Fault Detection for 
Systems with Polynomial State-Space Models”, submitted. 

"  N. Ozay, “An exact and efficient algorithm for segmentation of ARX models”, 
submitted. 

Participants: Farshad Harirchi (postdoc), Yunus E. Sahin (grad student), 
Zheng Luo (grad student) , Yixin Ma (undergrad) 
 
 

Technical Approach 
•  Recast identification and invalidation problems as 

optimization problems (tight and tractable convex 
relaxations that utilize the temporal structure for 
efficiency) 

•  Example: Setup for invalidation of an uncertain 
(networked) hybrid system model: 

 

 

 

 

 
 

 

 
By-product: provable error bounds 

Accomplishments to Date  
•  A new unified theory and supporting algorithmic 

tools for anomaly detection in dynamical systems 
(applications to fault and attack detection) 

•  An exact and efficient algorithm for segmentation of 
unknown ARX models 

•  Public code repository, data-dynamics - MI4Hybrid: 
https://github.com/data-dynamics/  

 

Objectives 
•  Develop a mathematically-based framework for 

compactly representing and analyzing data 
streams (a formal pipeline from data to information 
to action) 

•  Demonstrate developed theory and algorithms on 
monitoring, diagnostics, anomaly and change 
detection in critical infrastructure such as 
transportation and energy networks  

Challenges 
Curse of dimensionality increasing acquisition and 

storage capacity ! excessive amounts of high 
dimensional data 

Non-homogeneity multitude of data sources: 
discrete vs. continuous measurements, slow vs. 
fast time-scales   

Uncertainty noise and imperfections in the 
measurements 

Key Insights 
•  Dynamical systems as compact representations 

for complex, heterogeneous data 
•  Hybrid dynamical models to capture logical and 

causal relations in data streams 
•  Networked dynamical models to capture 

interactions between different data resources 
•  Invariant preserving transformations  
•  Identification and online (in)validation of network 

structure and dynamic invariants can be used for 
event, anomaly detection 

•  Leverage notions of robustness from system 
theory to handle data imperfections 

Dynamics-based information extraction: a hybrid systems approach 
Necmiye Ozay 

Electrical Engineering and Computer Science, University of Michigan, Ann Arbor 
 

YFA 2014: Mathematical and Computational Methods to Identify 
and Characterize Logical and Causal Relations in Information 
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which local monitor gets data from which part of the system. This amounts to dynamically chang-
ing Sy and Su in the proposed architecture shown in Fig. 1. Similarly if the information exchange
between local monitors takes place on a communication network, it will be possible to restruc-
ture the decentralized monitor by dynamically changing the Lm matrix. We will develop dynamic
estimation techniques for reconfiguring the sensors or communication between local monitors to
maintain fault and attack detection guarantees or to ensure graceful degradation.

In summary, we will consider the following sub-tasks in this thrust:

3.1 Develop theory and corresponding algorithms that can synthesize centralized and decentral-
ized active sensing strategies using both discrete and continuous sensory information.

3.2 Investigate means to use these synthesis algorithms to explore the design space for sensor
selection.

3.3 Develop theory and corresponding algorithms for reconfiguring the sensors to maintain a
certain level of estimation performance even when some of the sensors are lost due to failures
or attacks.

2.4 Case Studies
Two case studies will be used to demonstrate the developed methods: (i) vehicular electric power
distribution networks, and (ii) human-UXV teams for surveillance missions.

For the first case study, the PI and collaborators developed high-fidelity simulation models [36]
and a university-scale aircraft electric power system testbed [52, 53]. As a continuation of this
research effort, a second generation testbed has been built in the PI’s laboratory with a focus on
decentralized control and monitoring algorithms. This second generation testbed, shown in Fig. 3,
captures some of the key elements of an aircraft electric power system in a simplified setting. As
modern aircraft depends more and more on electric power as opposed to hydraulic and pneumatic
power, the complexity and safety criticality of electric power systems increased. Therefore, early
detection of anomalies in these systems is very important. One of the main challenges in terms of
anomaly detection in these systems is to differentiate system induced transients due to the large
number of loads that are activated and deactivated dynamically during the flight and “true" anoma-
lies due to component failures or software attacks. We will use this case study to demonstrate the
effectiveness of the proposed theory and algorithms for system monitoring.

Figure 3: Aircraft electric power system testbed developed at Ozay’s laboratory.
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which local monitor gets data from which part of the system. This amounts to dynamically chang-
ing Sy and Su in the proposed architecture shown in Fig. 1. Similarly if the information exchange
between local monitors takes place on a communication network, it will be possible to restruc-
ture the decentralized monitor by dynamically changing the Lm matrix. We will develop dynamic
estimation techniques for reconfiguring the sensors or communication between local monitors to
maintain fault and attack detection guarantees or to ensure graceful degradation.

In summary, we will consider the following sub-tasks in this thrust:

3.1 Develop theory and corresponding algorithms that can synthesize centralized and decentral-
ized active sensing strategies using both discrete and continuous sensory information.

3.2 Investigate means to use these synthesis algorithms to explore the design space for sensor
selection.

3.3 Develop theory and corresponding algorithms for reconfiguring the sensors to maintain a
certain level of estimation performance even when some of the sensors are lost due to failures
or attacks.

2.4 Case Studies
Two case studies will be used to demonstrate the developed methods: (i) vehicular electric power
distribution networks, and (ii) human-UXV teams for surveillance missions.

For the first case study, the PI and collaborators developed high-fidelity simulation models [36]
and a university-scale aircraft electric power system testbed [52, 53]. As a continuation of this
research effort, a second generation testbed has been built in the PI’s laboratory with a focus on
decentralized control and monitoring algorithms. This second generation testbed, shown in Fig. 3,
captures some of the key elements of an aircraft electric power system in a simplified setting. As
modern aircraft depends more and more on electric power as opposed to hydraulic and pneumatic
power, the complexity and safety criticality of electric power systems increased. Therefore, early
detection of anomalies in these systems is very important. One of the main challenges in terms of
anomaly detection in these systems is to differentiate system induced transients due to the large
number of loads that are activated and deactivated dynamically during the flight and “true" anoma-
lies due to component failures or software attacks. We will use this case study to demonstrate the
effectiveness of the proposed theory and algorithms for system monitoring.

Figure 3: Aircraft electric power system testbed developed at Ozay’s laboratory.
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Switched	  affine	  model:	  
-‐-‐	  switching	  due	  to	  control	  acBons	  
-‐-‐	  six	  states	  (room	  temperatures,	  
pipe	  temperatures)	  
-‐-‐	  only	  a	  sensor	  measuring	  pipe	  
temperature	  
-‐-‐	  noisy	  sensor	  measurements	  

Boiler	  fails	  at	  Bme	  8:00	  (supply	  temp	  drops)	  
	  
InvalidaBon	  algorithm	  detects	  the	  failure	  
	  in	  2	  steps!	  	  

each mode. One mode represents the system when the
pump is o↵, and the other is for the case that the pump
is running. When the pump is running, the system of
di↵erential equations for the radiant system is as follows:

CrṪc =
2X

i=1

Kr,i(Ti � Tc) +Kw(Tw � Tc),

CiṪi = Kr,i(Tc � Ti) +
X

j 6=i

Kij(Tj � Ti) (16)

and when it is o↵ the equations are the same, except that
Kw = 0. The values of the parameters in the model are
provided in Table 4.2.

Table 2. Parameter values for Radiant System

Tw = 18

�C K12 = 5(W/km2
)

K1 = 0.48(W/km2
) K2 = 0.45(W/km2

)

Kw = 20(W/km2
) Cr = 4000kJ/K

Kr,1 = 8(W/km2
) Kr,2 = 7.7(W/km2

)

C1 = 1900kJ/K C2 = 2100kJ/K

The state space equations are discretized with sampling
time of 5 minutes, and the following two modes are
obtained.

A1 =

 
0.54 0.21 0.23
0.44 0.27 0.24
0.43 0.21 0.31

!
B1 =

 
0
0
0

!

C1 = (1 0 0) D1 = 0, F1 = 0

A2 =

 
0.16 0.11 0.12
0.22 0.23 0.19
0.22 0.17 0.27

!
B2 =

 
0
0
0

!

C2 = (1 0 0) D2 = 0, F2 = 19.80 (17)

We assume failure of the furnace to heat the supply water
as the fault for the system. This fault is injected in the last
hour of the data as a ramp decrease in the temperature of
supply water in a way that it still can heat the zones, but it
cannot heat to the desired value. The output of the system
when there is no failure and when the furnace failure
occurs are illustrated in Fig. 2. We also add measurement
noise, with uniform random distribution in [�0.25, 0.25] to
the output to emulate sensor inaccuracy.
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Fig. 2. Noisy output from the healthy and faulty systems.

As one can see, the outputs of the healthy and the
faulty systems look very similar. Our approach is able
to invalidate the data illustrated with red solid line in
Figure 2, but it did not invalidate the other two output
data generated by the healthy system. This experiment
demonstrates the fact that the invalidation approach can

detect such a small fault only in a reasonable time after
occurrence.

5. CONCLUSIONS AND DISCUSSION

In this paper, we proposed an approach for checking
the validity of a switched a�ne model based on input-
output data. The first contribution of the paper is extend-
ing the recently proposed model invalidation techniques
from switched regressor models to switched state-space
models. Arguably, state-space models are more widely
used in modeling cyber-physical systems, therefore are
more appropriate in this context. The second contribution
is to making a connection between model invalidation
and fault/anomaly detection. Finally these techniques are
demonstrated in an illustrative CPS example, namely for
fault detection in the hydronic radiant systems in smart
buildings.

In the future, we will extend this framework to account for
parametric uncertainty in the models. Another interesting
direction is to incorporate other behavioral constraints
(such us those expressed in terms of temporal logics) into
the proposed framework.
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Goal:	  go	  from	  data	  to	  informa2on	  to	  
control	  in	  a	  rigorous	  way	  with	  correctness	  
guarantees.	  
•  Dynamics	  based	  informa2on	  extrac2on:	  	  

• 	  Hybrid	  dynamical	  models	  as	  compact	  
representaBon	  for	  complex	  data	  
streams	  
• 	  Lots	  of	  structure	  in	  problems	  involving	  
dynamics	  
• 	  OpBmizaBon	  is	  a	  good	  lens	  to	  look	  at	  
these	  problems	  
★	  connecBons	  between	  system	  
idenBficaBon/invalidaBon	  and	  
informaBon	  extracBon/machine	  
learning	  
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ComputaBonal	  efficiency	  through	  
• 	  Convex	  RelaxaBons	  
• 	  Structural	  decomposiBons	  
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