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Mo-va-on.

•  Crashes.in.which.at.least.one.driver.was.
distracted:.
•  3,267'fataliNes'(2010)'
•  735,000.nonfatal.injuries.'
•  3.3.million.damaged.vehicles.

•  'Costs.$45.8.billion.in.2010.
•  roughly'17'percent'of'all'economic'costs'

from'motor'vehicle'crashes.'

'
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Automa-on.can.help.with:.
'.safety,.aging.society,.energy/conges-on.



Trends.in.Automa-on.
NHTSA'“Preliminary'Statement'of'Policy'

Concerning'Automated'Vehicles”'defines'levels'

of'automaNon:'

•  Level'0'O'no'automaNon'

•  Level'1'O'FuncNonOspecific'automaNon'

•  Level'2'O'Combined'funcNon'automaNon'

•  Level'3'O'Limited'selfOdriving'automaNon'

•  Level'4'O'Full'selfOdriving'automaNon'

'
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Google'

All'new'vehicles'in'the''

US'at'“Level'1”'with'elecO'

tronic'stability'control'

'since'2012.'



Challenges.
•  Many'vehicle'acNve'safety'systems'are'being'

conceived'and'deployed'

– extreme'increase'in'so`ware'complexity'

•  Combining'two'safety'systems'can'lead'to'

unexpected'interacNons'

– hard'to'test'and'cerNfy'
•  Many'complaints'(e.g.,'unintended'

acceleraNon)'and'recalls'

– cost'to'economy'

'
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How.can.we.build.(semi)autonomous.
systems.that.we.can.trust.our.lives.

with?.
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Can.we.guarantee.correctness.by.
design.using.formal.methods?.
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Cyber'Physical.Control.Systems..

computaNonal,'discrete'

physical,'conNnuous''
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communicaNon'between'
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Several'interacNng'

feedback'loops'
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Models:.DifferenNal'equaNon'
Specifica-ons:.Stability,'reference'
tracking,'opNmality'

ẋp = fp(xp, u, �)
s = gp(xp, u, µ)

physical'

system'

feedback'

controller'

'

ẋc = fc(xc, s)
u = gc(xc, s)
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computaNonal,'discrete'

Models:.DiscreteOevent'systems,'

automata,'transiNon'systems'

Specifica-ons:.Safety,'liveness,'
diagnosability'

TS(S, Act,!, AP )



Cyber'Physical.Control.Systems..
controller''

implementaNon'
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Models:'C'code'
Specifica-ons:.so`ware'specs'
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Cyber'Physical.Control.Systems..
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Convergence'of:'

Control'

CommunicaNon'

Computer'Science'

ẋp = fp(xp, u, �)
s = gp(xp, u, µ)

physical'

system'

distributed'

feedback'

controllers'

embedded'

systems'

discrete'

events'

We'know'how'to'design'the'pieces.'

IntegraNon'is'challenging!'
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ẋ

(i)
c = fc(x(i)

c , s
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u

(i) = gc(x(i)
c , s

(i))
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Goal:'Develop'scalable'tools'for'

modular'control'synthesis!'
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Current.Prac-ce.
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• 'Current'control'design'process'for'
cyberOphysical'systems:'

• 'Given'some'spec'(plain'English)'

use'art.of.design'(engineering'
intuiNon,'experience)'and'

extensive'tesNng/fineOtuning'to'

come'up'with'a'single'soluNon'

• 'liile'or'no'formal'guarantees'on'

correctness'

• 'no'formal'insight'as'to'internal'

mechanisms'

Be;er.alterna-ve:.modelObased'approach,'

formal'languages'for'specificaNon,'modular'

design,'correctObyOconstrucNon'embedded'

controller'synthesis'



Formal.Methods.
•  MathemaNcal'and'algorithmic'techniques'to'

reason'about'system/so`ware'behavior…'

•  Originally'developed'in'computer'science'

(so`ware)'domain.'We'integrate'these'

methods'with'dynamics'and'control.''

•  Can'we'guarantee'correctness'by'design'using'
formal'methods?'

– Reduce'the'need'for'extensive'tesNng'
– Characterize'explicitly'all'safe'and'unsafe'
condiNons'

16'



Formal.Methods.for.Control.System.
Analysis.and.Synthesis.• 'Models'for:''

-  the'system'(usually'hybrid/

switched'ODEs,'with'conNnuous/

discrete'inputs,'disturbances'and'

parametric'uncertainty)'

-  the'environment'(faults,'external'

events)'

• 'Formalized'assumpNons'and'

requirements'

-  linear'temporal'logic'and'its'

extensions'

• 'Methods'for'verificaNon'and'

synthesis'

-  algorithms'that'can'process'

formal'models'and'requirements'

to'do'analysis'and'control'

synthesis'

Model-based approach 

Correct.by.construc-on!.



Specifying.Correct.Behavior.Using.
Linear.Temporal.Logic.
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Extends'proposiNonal'logic'with'temporal'operators'

• 'Building'blocks:'atomic'proposiNons'+'logic'operators'

• 'An'atomic.proposi-on'p'is'a'subset'of'the'stateOspace'(e.g.'
Rn).'We'say'that'a'state'x(t)'at'Nme't'saNsfies'p'if'x(t)'�'p.''

• 'Allows'to'reason'about'infinite'sequences'of'states'
• 'SpecificaNons'(formulas)'describe'sets'of'allowable'and'desired'

behavior'

• 'safety:'what'acNons/states'are'“not'bad”'or'allowed'
• 'liveness:'when'an'acNon'can'be/should'be'taken'(e.g.,'infinitely'o`en)'

'

'

⇥ (and), ⇤ (or),

� (implies), ¬ (not),

⌃ (eventually), ⇤ (always),

U (until), � (next),



Specifying.Correct.Behavior.Using.
Linear.Temporal.Logic.

19'

• 'LTL'operators'can'be'combined'to'specify'interesNng'behavior:'

⇥ (and), ⇤ (or),

� (implies), ¬ (not),

⌃ (eventually), ⇤ (always),

U (until), � (next),

Extends'proposiNonal'logic'with'temporal'operators'

⇤[(engine temperature  240F ) ! (valve 1 closed)]



Formalizing.the.problem.
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ẋ = f(x, u, �)

y = g(x, u, �)

x(0) 2 X0

� .= {�init, �1, . . . ,�np}
h : X � 2�

Proposi-ons:.

u: control inputs
�: disturbance
y: outputs available to control

⌃ :
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ẋ = f(x, u, �)

y = g(x, u, �)

x(0) 2 X0

� .= {�init, �1, . . . ,�np}
h : X � 2�

Proposi-ons:.

u: control inputs
�: disturbance
y: outputs available to control

Environment:..
e(t) � {e1, e2, . . . , eN};⇥t

e1
e2

e3

ConNnuousONme'

discreteOvalued'

signal'(with!finite!
variability)' E

⌃ :
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ẋ = f(x, u, �)

y = g(x, u, �)

x(0) 2 X0

� .= {�init, �1, . . . ,�np}
h : X � 2�

Proposi-ons:.

u: control inputs
�: disturbance
y: outputs available to control

Environment:..
e(t) � {e1, e2, . . . , eN};⇥t

e1
e2

e3

ConNnuousONme'

discreteOvalued'

signal'(with!finite!
variability)' E

⌃ :
Problem.statement:.
Given'a'dynamical'system'''''','a'set'of'

proposiNons'over'its'state'space''''''''''''','

an'environment'descripNon'''''''and'

some'LTL'(without'next)'specificaNon'''','

design'a'controller'

such'that'the'trajectories'of'the'system'

saNsfies'the'spec'for'all'iniNal'condiNons'

x(0)'in'a'given'set,'for'all'disturbances'd,'

and'for'all'environment'behaviors..
'

'

⌃
(⇧, h)

E
'

u(y(t), e(t))



Tools.for.reac-ve.synthesis.and.control.

Abstrac-on'based.

23'

OLPM'ACC'13,'LOTM'TAC'13'

LO'HSCC'14'



Tools.for.reac-ve.synthesis.and.control.

Abstrac-on'based.
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Fixed'point.opera-ons.
on.con-nuous.domain.

N+'CDC'14,'CST'15'(s)'

OLPM'ACC'13,'LOTM'TAC'13'

LO'HSCC'14'



Tools.for.reac-ve.synthesis.and.control.

Abstrac-on'based.
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Fixed'point.opera-ons.
on.con-nuous.domain.

Incremental.
synergis-c.approach.

N+'CDC'14,'CST'15'(s)' NO'CDC'14'

OLPM'ACC'13,'LOTM'TAC'13'

LO'HSCC'14'



Applica-ons.in.automo-ve.
safety:.Adap-ve.cruise.control.

26'



Adap-ve.Cruise.Control.(ACC).

•  Two'modes'of'operaNon'

–  If'there'is'no'lead'car'in''
front'(M1),'regulate''

velocity'(v)'

–  If'there'is'a'car'close'enough'(M2),'regulate'headway'(h),'

distance'to'the'lead'car''

+'in'each'mode'hard'safety'constraints:'acceleraNon'limits,'

minimum'allowed'“Nme'headway”'(h/v)''

•  Mode'is'determined'by'a'sensor'(radar)'reading:'is'

there'a'car'within'the'radar'range'and'if'so,'how'

close'it'is?'

27'Nilsson'et'al'CDC'14'



Formalizing.specifica-ons.
•  The'ISO'15622'standard'states:'

“When'the'ACC'is'acNve,'the'vehicle'speed'shall'be'

controlled'automaNcally'either'to'maintain'a'Nme'gap'

to'a'forward'vehicle,'or'to'maintain'the'set'speed,'

whichever'speed'is'lower.'The'change'between'these'

two'control'modes'is'made'automaNcally'by'the'ACC'

system.”'

28'



Formalizing.specifica-ons.
•  The'ISO'15622'standard'states:'

“When'the'ACC'is'acNve,'the'vehicle'speed'shall'be'

controlled'automaNcally'either'to'maintain'a'Nme'gap'

to'a'forward'vehicle,'or'to'maintain'the'set'speed,'

whichever'speed'is'lower.'The'change'between'these'
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system.”'

•  The'goal'for'each'mode'is'to'reach'and'stay'in'a'

desired'goal'set.'This'can'be'captured'by'

29'

From an industry standard to a formal specification

• The ISO 15622 standard states:
• “When the ACC is active, the vehicle speed shall be controlled

automatically either to maintain a time gap to a forward
vehicle, or to maintain the set speed, whichever speed is lower.
The change between these two control modes is made
automatically by the ACC system.”

• The goal for each mode is to reach and stay in a desired goal
set. This can be captured by ⇤ (⇤Mi ) ⌃⇤Gi).

• We have two di↵erent interpretations for maintain.
• reaching a vicinity of min (vdes, h/⌧des):

G1 = {v 2 R : |v � vdes|  "}
G2 =

�
(v, h, vL) 2 R3 : |v � h/⌧des|  "

 
.

• not exceeding min (vdes, h/⌧des) :
G1 = {v 2 R : v  vdes}
G2 =

�
(v, h, vL) 2 R3 : v  �h/⌧des

 
.

5 / 17



ACC: Model and Specifications

Model: Hybrid system with two
modes:

mv̇ = F
w

≠ f
0

≠ f
1

v ≠ f
2

v2

mv̇ = F
w

≠ f
0

≠ f
1

v ≠ f
2

v2

ḣ = v
L

≠ v
v̇

L

= d

Car cuts inCar leaves

New lead car

M
1

:

M
2

:

I Input set:
S

2

= {Fw | Fw œ [≠0.3mg, 0.2mg]}.

Objectives: Goals for ‘no lead car
mode’ M

1

:
I Goal set:

G
1

= {v | v œ [vdes ≠ �v, vdes + �v}.

Goals for ‘lead car mode’ M
2

:
I Safe set: S

1

= {(v, h, vL) | h/v Ø 1}.
I Goal set:

G
2

= {(v, h, vL) | h/v Ø 1.3, v <
vdes + �v}.

LTL Specification:
⇤ ((M

1

‚ S
1

) · S
2

) · ⇤
3

2w
i=1

⇤M
i

=∆ ⌃⇤G
i

4
.

4 / 21

ACC:.Model.and.Specifica-ons.
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Model of two-car system

ACC car dynamics:

mv̇ = Fw � Fr(v)

ḣ = vL � v

v̇L = aL

Fr polynomial drag term

Input bound

Fw 2 [�0.3mg, 0.2mg]

Lead car assumptions

vL 2 [v�L , v
+
L ]

aL 2 [a�L , a
+
L ]

ACC car Lead carhv

Fr

vL

7 / 17
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ACC:.Model.and.Specifica-ons.
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From an industry standard to a formal specification

• The ISO 15622 standard states:
• “When the ACC is active, the vehicle speed shall be controlled

automatically either to maintain a time gap to a forward
vehicle, or to maintain the set speed, whichever speed is lower.
The change between these two control modes is made
automatically by the ACC system.”

• Summarizing:

⇤
 

2̂

i=1

(⇤Mi ) ⌃⇤Gi)

!
.

• For comfort reasons we constrain the car’s acceleration to the
range [�0.3g, 0.2g]. This leads to a new atomic proposition
SU and a revised specification:

⇤SU ^⇤
 

2̂

i=1

(⇤Mi ) ⌃⇤Gi)

!
. (1)

6 / 17

LTL'SpecificaNon'



ACC:.LTL.Specifica-on.

•  In'each'mode,'we'need'to'saNsfy'certain'hard'safety'

constraints'and'if'persistently'in'a'mode,'need'to'reach'a'

goal'set'and'remain'in'it.'

•  Need'to'be'reac-ve'to'mode'changes'

Goal:'Want'to'find'a'fixed'point'characterizaNon!'

'

'
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Recall: ⇤ means “always”, ⌃⇤ means “eventually always”,

M1 ^ S1 is equivalent to M2 =) S1



Set'valued.operators:.From.every.
control.theorists’.tool.set.

33'

Set-valued operators

Given a dynamical system x

+ = f(x, u, d) with

• Input constraints u 2 U
• Disturbance assumptions d 2 D

Safe, robust reachability:

Reach1S (X) = {x0 2 S : X can be reached from x0}

Robust controlled invariance:

CInv1(X) = {x0 2 X : X can be kept invariant starting from x0}

S

X

Reach1S (X)

X

CInv1(X)

11 / 17
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Set-valued operators
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Fixed.point.characteriza-on.
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Fixed point interpretation of specification

• Solve for specification of the form

⇤S ^⇤ ((⇤M1 =) ⌃⇤G1) ^ (⇤M2 =) ⌃⇤G2))

Search for sets C1 and C2 such that

C1 ⇢ M1 \ Reach1S (Inv1 (G1 \ (C1 [ C2)) [ C2)| {z }
D1

,

C2 ⇢ M2 \ Reach1S (Inv1 (G2 \ (C1 [ C2)) [ C1)| {z }
D2

.

Correct control strategy if such C1, C2 are found:

• When in C1, make progress toward D1

• When in C2, make progress toward D2

Want to make C1 and C2 as large as possible to maximize
controller domain

12 / 17
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Fixed point interpretation of specification
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C1 ⇢ M1 \ Reach1S (Inv1 (G1 \ (C1 [ C2)) [ C2)| {z }
D1

,

C2 ⇢ M2 \ Reach1S (Inv1 (G2 \ (C1 [ C2)) [ C1)| {z }
D2

.

Correct control strategy if such C1, C2 are found:

• When in C1, make progress toward D1

• When in C2, make progress toward D2

Want to make C1 and C2 as large as possible to maximize
controller domain
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Fixed point interpretation of specification

• Solve for specification of the form

⇤S ^⇤ ((⇤M1 =) ⌃⇤G1) ^ (⇤M2 =) ⌃⇤G2))

Search for sets C1 and C2 such that

C1 ⇢ M1 \ Reach1S (Inv1 (G1 \ (C1 [ C2)) [ C2)| {z }
D1

,

C2 ⇢ M2 \ Reach1S (Inv1 (G2 \ (C1 [ C2)) [ C1)| {z }
D2

.

Correct control strategy if such C1, C2 are found:

• When in C1, make progress toward D1

• When in C2, make progress toward D2

Want to make C1 and C2 as large as possible to maximize
controller domain
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Fixed.point.characteriza-on.
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Solution via Polyhedral Invariant Set Computation (PCIS)

• Set computations directly on the continuous state space of a
linearized system

• Conservative linearization
• Reachability in linearized system implies reachability in original

system

• Disturbance assumptions defined piecewise linearly

C

0
1 = M1, C

0
2 = M2

C

k+1
1 = M1 \ Reach1S

⇣
Inv1

⇣
G1 \ (Ck

1 [ C

k
2 )
⌘
[ C

k
2

⌘

C

k+1
2 = M2 \ Reach1S

⇣
Inv1

⇣
G2 \ (Ck

1 [ C

k
2 )
⌘
[ C

k
1

⌘

• Use approximations to keep sets simple

• Iterations converge after one step

• Implementation: use MPC to move between sets

13 / 17

•  Monotonically'nonOincreasing'sets'(=>'convergence)'

•  Use'approximaNons'(=>'simpler'sets'and'terminaNon)'

•  ImplementaNon:'use'MPC'to'move'between'sets'(=>'autoOgeneO'

raNon'of'code)'



Some.results.(safe.control.domain).
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PCIS: Domain

“Normal” lead car
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Simula-ons.
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Simulation plots [polynomial dynamics]
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CarSim.Simula-ons.
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Are'we'robust'enough'with'full'(30dim'state'space)'for'nonOlinear''

vehicle'dynamics?'

Simulation videos [CarSim]
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Controller supervision example I

Mis-tuned controller from the literature [Orosz and Shah (2012)]:
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Controller has certain nice properties (stability, string stability) but
causes a crash.
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Supervision.example.
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Supervision.example.
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Controller supervision example II

Supervised controller:
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Original controller is used in non-red areas.
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•  Sources'of'imperfecNon'

O  Most'guarantees'are'on'discreteONme'behaviors'(how'about'

conNnuousONme)'

O  Sensor,'actuaNon,'computaNon'delays'(jiier)'

O  Delays,'uncertainNes'in'the'model'

O  Errors'in'measurements'

•  Idea'is'to'introduce'robustness'margins:'two'addiNonal'

balls'are'“enough”'

'

Can.we.formalize.robustness?.

45'

LO'HSCC'14,'LLO'ADHS'15'

Plant

Controllerx̂ i ui

u(t)

Delay h1

e +
Delay h2

ZOH ûixi x(t)Sensor

6i
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Continuous-time implementation

• Consider a sequence                       such that  

• Suppose y(t) is a continuous-time output trajectory such that

• Does this output trajectory satisfy                 ?
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BAD
• Size of sampling time.

• Rate of dynamics.

• How “robust” does           ? 

Correctness of y(t) depends on
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Robustness'performance.trade'offs.
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Can.we.prove.non'existence.of.controllers?.
Nilsson.&.Ozay,.CDC.2014.



Lane.keeping.

•  Similar'problem'(just'constrained'reachability)'

48'

Would'is'sNll'work'when'combined'with'ACC?''



Future.direc-ons.

DecomposiNons'

49'



Decomposi-on.

50'

problem, a collection of smaller synthesis problems, one per local controller, will be solved in the proposed
methodology. At the core of this approach are novel decomposition and refinement rules that iteratively
generate local synthesis problems and interface rules. These decompositions lead to a distributed synthesis
framework for distributed controllers. Figure 2 summarizes the proposed methodology and contrasts it to
the monolithic approach to correct-by-construction control synthesis.

Synthesis

Controller

w/ correctness
guarantees

Specification
+ 

System model

(a)

Specification
+ 

System model

Synthesis P1

Controller 1

Synthesis P2

Controller 2

Synthesis PN

Controller N

...

...

Decomposition

Local 
Specification 1

+ 
Subsystem model 1

Local 
Specification N

+ 
Subsystem model N

Local 
Specification 2

+ 
Subsystem model 2

...

w/ compositional correctness
guarantees

R
e
fi
n
e
m
e
n
t

(b)

Figure 2: (a) Traditional monolithic approach to correct-by-construction controller synthesis. (b) Proposed
decomposition-based approach for distributed synthesis of decentralized controllers. The original specifi-
cation and system model is decomposed into local specifications and subsystem models, each leading to a
separate synthesis problem Pi. These decompositions are based on the structure in the system model or the
specification. If all of these local synthesis problems are realizable, by-construction of the decomposition,
the local controllers when implemented together will guarantee satisfaction of the original global specifica-
tion. If one or more of the local problems are unrealizable, then the local synthesis problems are refined
using the unrealizability information.

2 Theoretical Foundations and Related Work
In this section we summarize some background results and related work that will be leveraged in this project.

2.1 Correct-by-construction control synthesis
Engineering reactive systems, systems that maintain an ongoing interaction with their environment, or
safety-critical systems, systems in which bugs can have catastrophic outcomes risking human lives, requires
principled means for design that can ensure safe, uninterrupted operation. Formal methods are mathemati-
cal and algorithmic techniques, originating from computer science in the context of safety-critical reactive
software development, to reason about the correctness of the behaviors of a system (software) [6,18]. Given
a model for the system and/or its environment, and a specification describing the desired behavior of the

D-3



Decomposition of dynamically coupled systems


x

+
1

x

+
2

�
=


A11 A12

A21 A22

� 
x1

x2

�
+


B1 0
0 B2

� 
u1

u2

�
+


E1 0
0 E2

� 
d1

d2

�

x

+
1 = A11x1 +B1u1

+A12x2 + E2d2| {z }
Disturbance

x

+
2 = A22x2 +B2u2

+A21x1 + E2d2| {z }
Disturbance

Disturbance

Formal controller 1 Formal controller 2

• Natural decomposition if A12 and A21 are “small”

• Each subsystem need to be robust w.r.t. influence from other
subsystems
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Decomposi-on.of.dynamically.
coupled.systems.

51'

Find.decomposi-ons.based.on.set'invariance..
Solve.local.problems.in.each.invariant.set..



Robot'UAV.example.
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Ex 3: Toy Robot-UAV system

x2

x1

v2

v1

k

• 1D-robots connected by a spring

• Integrator dynamics

x1
+ = x1 +v1

v1
+ = kx1 +v1 � kx2

x2
+ = + x2 +v2

v2
+ = �kx1 + kx2 +v2
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Robot'UAV.example.
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Ex 3: Toy Robot-UAV system

1 Find invariant sets

2 With any method, do local
synthesis for
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Robot'UAV.example.
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Ex 3: Toy Robot-UAV system

1 Find invariant sets

2 With any method, do local
synthesis for
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Robot'UAV.example.
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Ex 3: Toy Robot-UAV system

1 Find invariant sets

2 With any method, do local
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Robot'UAV.example.
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Ex 3: Toy Robot-UAV system: local synthesis
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• Both visit green and blue areas infinitely often

• Solved two 2-dimensional problems instead of one
4-dimensional
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Summary.&.Current.Direc-ons.

More'info'@'dynamiccps.org'

'''''''''''''''''''@'web.eecs.umich.edu/~necmiye/' 59'

•  Goal:'go'from'sensor'to'
informa-on'to'ac-on'in'a'
rigorous'way'with'correctness'

guarantees.'

•  Direc-ons:.
How'to'formally'combine'

different'funcNonality?'

O  ComposiNonal'protocols:'reduces'

complexity,'enables'local'

implementaNons,'improves'design'

modularity'

Scalability,'robustness'

Other'applicaNons'

Lane'keeping'–'similar'reach'stay'

while'avoiding'problem'


