|dentifiability of Flow Distributions from Link Measuremén
with Applications to Computer Networks

Harsh Singhal and George Michailidis
Department of Statistics
The University of Michigan

June 2, 2007

Abstract

We study the problem of identifiability of distributions obfls on a graph from aggregate
measurements collected on its edges. This is a canonical@e&af a statistical inverse problem
motivated by recent developments in computer networkshitgaper (i) we introduce a number
of models for multi-modal data that capture their spatiojteral correlation, (ii) provide sufficient
conditions for the identifiability of.-th order cumulants and also for a special class of heawgctail
distributions. Further, we investigate conditions on retwouting for the flows that prove suf-
ficient for identifiability of their distributions. Finallywe extend our results to directed acyclic
graphs and discuss some open problems.

1 Introduction

An increasing variety of network data is available from modsomputer networks. These data differ in
their granularity, accuracy, volume and delay [13]. An imtpot area of interest is to collect aggregate
data on the network’s edges in order to infer origin-desimatraffic volumes. This is a canonical
example of a statistical inverse problem and has applicsitio network capacity planning and fault
diagnosis, traffic forecasting and provisioning and rayifimotocol configuration [11, 17]. Another
application comes from road networks, where it is of inteteslecompose aggregate traffic volumes
collected from loop detectors to the corresponding ordgstination traffic flows [8]. The objective of
this study is to obtain conditions under which network-witfic volumes (flows) can bestimated
from aggregate (limited resolution) data.

A computer network is comprised of nodes corresponding twor& elements such as workstations,

routers and switches and links that connect those eleméntsetwork flow contains all the traffic
originating at a node and destined for some other node in ¢fwank. Each flow can in principle
traverse a set of paths connecting its origin and destimatihich is determined by theuting policy.
In computer networks, the flow traffic is carried on packetsose payload is expressed in bytes, while
on road networks, the traffic is carried on vehicles. The wawf traffic measured on a link may refer
to either the number of packets and/or the number of bytesnmpaiter networks, and such data for
a particular time interval -typically of the order of a coemf minutes- are available through queries
using the Simple Network Management Protocol (SNMP) [18fqrol. The volume of traffic on a



link is the sum of volumes of all flows traversing that link.igproduces highly aggregate data and the
guestion of interest is to estimate various statistics efuhderlying flows.

Modeling and estimation of flow volumes in computer netwdnles attracted a lot of attention re-
cently and has implications at all time scales. At short tsoales (less than 1 hour) network service
providers are interested in anomaly detection [9, 1], wiseddlen change in the flow volume distribu-
tion may indicate a malicious attack or equipment failuré mderate time-scales (1 hour to 1 week)
estimates of flow volumes are useful for traffic engineeragks such as load balancing and routing
protocol configuration [17]. At larger time-scales it is otérest to monitor the changing nature of
network traffic. For example, it is faorly well documentedéttthe bulk of network traffic is moving
away from connection oriented HTTP to connection-less-pegeer traffic [6].

The aggregate nature of link load (SNMP) data leads to arrgavproblem. The estimability and
usability of any model of flow volumes requires that it shobkduniquely identifiable. If two distinct
sets of values for the free parameters of the model lead tsahee distribution of observable data
then the model is unidentifiable from the data. In this paper,introduce models that can capture
the spatio-temporal dependence observed in flow volumesamde shown to be identifiable under
reasonable conditions.

1.1 Literature Review

The problem of estimating flow volumes from aggregate lilfit measurements was introduced by
Vardi [19], where the terrmetwork tomographyvas used to describe a particular class of statistical
inverse problems. In [19], the focus was on estimating meam ¥olumes under the assumption that
they are Poisson distributed with parametgfor flow j. Estimability (identifiability) of\; was proved
using the parametric form of the density of a Poisson randarable. The proof proceeds through
writing the exact non-zero probability associated withevlgg a certain vector of link measurements.
Due to the Poisson assumption, enough such non-zero plibpabents can be constructed to show
identifiability of all \;. For obtaining a solution for thg;’s, maximum likelihood estimators based on
the normal approximation of the Poisson distribution, ab asebased on the method of moments were
also proposed. A mean-variance relationship that geresatell rank system of linear equations was
also used in [3], where flow volumes were modeled as being altyrdistributed with flow variances
proportional to their means. The proportionality assuorpteads to identifiability of means through
identifiability of variances; however, it has been foundtthach models do not estimate accurately
enough the distribution oK in large high speed computer networks [14].

Another class of models imposes other types of constradintsiitaining identifiable (estimable) solu-
tions. For example, gravity models [20] assume that a ffpbetween nodes;, andn, is proportional
to the total amount of traffic departing node and the total amount of traffic entering nodge This
model assumes complete independence between source ¢indtd@snodes that also tends to be vio-
lated in backbone networks [11]. The above assumptiondaotes enough constraints to regularize the
problem for a unique solution. A Kalman filter based approswggested in [16] provides best linear
estimates of flow volumes assuming a specific temporal degpeedstructure with known parameters.
Recently, a sufficient condition for identifiability of semband higher order cumulants (see Section 4)
of the distributions of flow volumes was established in [4]der strong assumptions regarding inde-
pendence of the flows. Further, an estimator based on thaathéstic function of the aggregate data
was proposed. The ideas developed in some of the above pgaperdveen employed in [17] and [12]



to develop practical traffic volume estimators for continsianonitoring of real networks.

1.2 Problem Formulation and Basic Notation

Consider a network described by a (directed) gréph- (V, E') with vertex (node) seV” and edge
(link) set £. Each edge € E is an ordered pair of vertices= (n;,n2) € E that connects vertex
ny t0 ng, ni,ne € V. Flows f;, j = 1,---,J, correspond to ordered pair of vertices and a volume
measurement variabl§; is associated with each flojywith J < |V/|2. Each flow may traverse several
paths. A pathP of lengthL p is a sequence of nodes connected by edges, i.& fer(ny, - -+, nr,.+1),
(TLZ',’I’LZ‘_H) c E, fori = 1,---,Lp. We saye; = (TLZ',’I’LZ‘_H) € Pi=1,---,Lp, andny andnLP+1

are the origin and destination vertices of the p&tH.et P(j) denote the set of paths traversed by flow
j andw;(P) the proportion of flow; carried on pathP. Note that all paths irP(j) have the same
origin-destination node pair. Hence

P(5) =P w;(P) > 0},

Z wj(P) =1.

PEP(j)
The set of functiongP(j), w; (P)} determine theouting policyof the network.

Observations are made on edges which are a linear comliradtibe volume measurement variables
corresponding to the flows passing through respective.lifike traffic volume on edgeis given by

Yo=Y wiP)X;.
Jj PeP(j)
ecP

This can be written in vector notation as:
Y = AX,

whereY is aL x 1 vector of observations oh edges,X is aJ x 1 vector of measurement variables
associated witly flows andA is aL x J routing matrix whereg/AJ;; indicates the fraction of thgth flow
that traverses thih link. In certain cases, it will be assumed this a binary matrix corresponding to
each origin-destination flow traversing through exactlg path; i.ew;(P) = 1 for asingleP € P(j).
The matrixA is typically not full rank as there are many more flow (), wheren is the number of
nodes in the graph) than link®(n)). Our objective is to state assumptions and derive comditam
the routing matrixA under which certain distributional parametersXfare uniquely determined by
the distribution ofY” which is observed.

For example, consider the network in Figure 1 that has 6 naddss bi-directional links. Let,
be the total number of bytes that traverse link a time interval. Further, leX,,, ,,) be the number
of bytes in the flow from node; to nodens during the same time interval. Then eachis a sum of
X(.,ys corresponding to the flows passing through kinleor example, foe; = (3,4) ande; = (4, 3)
we have:

Ye, = X5 + X1,6) + X(2,5) + X(2,6) T X(3,)

and
Ye, = X50) + Xo.1) T Xs.2) + X6.2) + X(a3)-
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Figure 1: Example Topology

Figure 2: Aggregate Volume Measurements

Thus, eaclY. is a linear combination of th&'. .ys. Here the number of linké = 10 and the number
of flows J = 30.

Now consider the setup in Figure 2, where the network is cmagrof 3 nodes and two links.
Observations on links 1 and 2 are respectively given by

YT = X1+ Xo,
Yo = X9+ Xs.
As a preview of the basic idea on identifiability, note thathi& flow volumesX; are independent

random variables, then their variances are “identifiabletrf the joint distribution of observed edge
volumesY; andY; as follows:

Var(Y1) 1 10 Var(X)
vy = Var(Y2) =1011 Var(Xs3) | = Bu,.
Cov(Y7,Y?) 010 Var(X3s)

Thus,v, that contains the variances and the covariangépfY> ), uniquely determines, that contains
the variances ok, X, and X3, sinceB is a matrix of full rank. For the purpose of this paper, a nxatri
C will be called full rank if Cx = 0 for a vectorx, impliesz = 0. Now, the matrixB is clearly a
function of the routing matrix4 given by

1 1 0
A= ( 01 1 > '
Thus, we define the matrix functiaBi(R, 12), with R andR n. x m as follows. Let functiony (i, i) :
{1,---,n}* — {1,---,n?} be an ordering of the paif$,, iz) € {1,---,n}*. ThendefineB(R, R),(

4
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Ril,jRig,j- For example, folk = [T‘Z'j]gxg, R = [fl'j]gxg we get

11711 T12712  T13713

~ r117" 19T 13T
B(R,R) = 1721 Ti2f22 T13Ta23
ro1T11  T22T12  T23T13
r91T21  T22T22 T23T923

Matrices of the formB(A, A) play a crucial role in subsequent developments. Note tha$ raf
B(A, A) are element-wise products of rows ihand each row inB(A, A) indicates common flows
between a pair of links. It can therefore be seen that “ifiability” of variances of theX;’s is related
to the matrixB(A, A) being full rank when theX;’s are uncorrelated.

More generally, let’(¢) denote the vector of observations on the links during measent intervat.
These observations may be byte count or packet count anietdtabm SNMP data. Further, I&f(¢)
be the (unobserved) vector of flow measurements (packet cobygte count) in the same measurement
interval. We will view X (¢) (and hencéy (t)) as random vectors satisfying some stochastic model.
Thus, we can posit the following model:

Y(t) = AX(t), t=1,--. 1)

In this formulation the routing matri¥d does not change over time. In some cases the dependence on
t may be dropped for the sake of notational convenience.

As mentioned earlier, the matriA is typically not full rank. Thus, (1) can not be solved f&i(¢).
However, under certain distributional assumptionskit), the observation¥’(¢) are sufficient to esti-
mate parameters of the distribution®{¢). The distribution ofX (¢) can be modeled at different levels
of complexity from independent and identically (i.i.d.) @sian to long range dependent with cycles
induced due to diurnal or weekly patterns. The true strectidrnetwork data is quite complex and
one needs to balance the need for faithful representatitmamialytic tractability and computational
feasibility. In this paper, we present certain conditionghe distribution ofX and the routing policy or
network structure that result in identifiability of the dibution of X (up to uncertainty in the mean).
These conditions are quite often satisfied in computer mésvoNotice that in general, means (i.e.
E(X)) are not identifiable, since adding a constant veecfoom the null space of the routing matrik
to X, leavesY (= AX) unchanged. Lef(X) denote the distribution ok and.M be a set of possible
distributions, i.e.L(X) € M. Then, identifiability is formally defined as follows.

Definition 1 The distribution of a random vectdt € R is identifiable up to mean under modet,
from observations of the forfi = AX, if for Y; = AX; andY, = AXs, L(X1),L(Xs) € M,

Y] 4 Y5 implies thatX; 4 X4 + ¢ for some constant € R”.

1.3 Main Contributions

In this paper, we present a broad framework that models diepee between flow volumes that are
present in computer networks. This framework is based lateat variablemodel which represents a
random vector as a product of two terms, one that capturedeipendence structure and another that
captures other parameters. This framework also allowsdnous types of measurements on each flow
and thus accommodates different modalities and temporaglations. As a special case of this frame-
work, we investigate the Independent Connections modealdita-networks, which takes into account
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the most important dependence between flow volumes and giehde enough that identifiability (up
to mean) can be guaranteed for reasonably large classeswairke. Next, conditions for identifiability
are derived for the general model, by separately handlimgivees and the remaining parameters of
the distribution to get around the inherent non-linearity datent variable model. Some elements of
these ideas have been previously explored for a single typpeasurement with no spatial or temporal
dependence structure in [3, 4, 17]. It is worth noting thamgis latent variable model to account for
dependence, makes the conditions for identifiability gigaintly more involved. Further, identifiability
is established for stably (heavy tailed) distributed flodunees, by leveraging the theory of minimal
representations to establish a connection between iddilify in the Stable and the Gaussian case,
since in the former second moments (variances) do not exist.

The sufficient condition for identifiability under the pragmaml general model involves a variant of
the B matrix being of full rank. We subsequently show that idealifiity is guaranteed for a reason-
ably large class of networks for the Independent Connestiondel, by stating explicit assumptions
on the network routing and edge weights. This result is afifiigant practical importance for design-
ing networks with desired properties. The proof borrowsagléom [17], but is significantly more
involved due to the presence of a dependence structure arftmgs. Finally, stronger results regard-
ing identifiability can be obtained for networks represdrity Directed Acyclic Graphs and/or when
2-dimensional measurements can be gathered.

The remainder of the paper is organized as follows: In seiowe present the general distribu-
tional modeling framework under which we derive our resultssection 3, we specialize the general
framework to the Independent Connections Model which iuli$er real data networks. In section 4,
we derive conditions for identifiability of various distutional parameters under the general model. In
section 5, we show that under reasonable assumptions onutieg scheme, the required conditions
for identifiability are satisfied for the Independent Cortimets model, while in section 6 we look at
certain special cases of interest for computer networksllyi in section 7 we present a discussion on
some of the results and point to open problems.

2 A General Modeling Framework

In the netowkr tomography literature, flow volumes are ugualodeled as being independent across
time and space, while packet and byte volumes have nevercbesidered simultaneously. We provide
next a framework to capture the most interesting dependandéw volumes. Assume that there are
measurements of typk - - -, K on each flow. These different measurement types may comdspo
different “modalities,” such as packet volume or byte voiyrdifferent time lags or both. Let *)
denote the flow measurements of typeEachX (¥) is a vector of length/, where.J is the number of
flows. Thus,X}k) denotes thé&-th measurement on theth flow, 1 < £ < K and1 < j < J. For
type k observations we have the following model

Yk = Ax*®) 2)
fork =1,---, K. Stacking together all types of measurements, we get
y®) A0 --- 0 x@®
Yy (2 0 A --- 0 x2 -
Y= : =\ . . . . : = AX, 3)
y () 000 - A4)\ x®



whereY is a vector of lengthL K, A is a LK x JK matrix andX is a vector of length/ K. Let
Yx = Cov(X) be theJK x JK covariance matrix of the flows. Defin@ = {1,---,JK}? =
{(q1,92) : q1,92 € {1,---, JK}}, the set of pairs of indices iX. Now, ¢ € Q can be used to index
the covariance matriX¥ x|, = [Xx]q,,4.. The dependence between elementX afan be specified in
one of the following ways:

1. Covariance ModelThe covariance model will be specified through; C Q such thatq, q) €
Quforallg € {1, -, JK}andif(q1,q2) € Qu then(qa,q1) € Qur. Notice thatQ gives the
set of admissible non-zero covariance matrices, i 4fQ — Q,/, then[X x|, = 0. Restricting
the number of non-zero covariances reduces the number afmgders which is important for
identifiability purposes.

2. Latent Variable ModelLet Z € R7X be a random vector of latent variables of lengh, where
its elements are assumed to be independent with identeglufsit) variances. Further, assume

that ~ ~
qn ~0 0 %1
C C! 0 Z
Xx=cz=| o ® 2. (4)
Crx1 Cg2 - Ckk Zk
whereC (and thusékk, k =1,---,K) are lower triangular matrices. The coefficient matrix

C belongs to a sef that is expected to capture the spatial dependence and si#fimé atent
Variable Model space. Note that even though we refef s our model, the distribution of
Z is an important component of this modeling framework. We Maoncern ourselves with
identifiability of parameters (other than variances) ofdistribution ofZ. Clearly identifiability
of C' and distributional parameters gfwould depend on whethéris sufficiently small.

Examples of the model@,, andC are given in Section 3.

Note that™ x is a function ofC and model definition®; andC should be compatible in order to be
used simultaneously. The latent variable model is morergéraes it accommodates more distributional
parameters foX than just variances and covariances. NowSleD /) be the set of symmetric positive
definite matrices for which X, = 0 for ¢ ¢ Q). It can be immediately seen th&{Q,,) is a convex
cone inny, dimensional space, where,, = |{¢ € Qun : ¢1 < ¢2}|. Due to the fact that the set of
positive semidefinite matrices has a non-empty interioaf] sinceS(Q,,) is a projection of that set,
S(Qxr) has a non-empty interior in they; dimensional space. In general, there may not be a one to
one correspondence between elementS(@,,) andC. However, for the following specification of
Qs andC this correspondence follows immediately.

3 Independent Connections Model for data networks

We start by illustrating some important features of netwwaffic volume using a publicly available
data-set that motivates specific features considered iprbgosed model (data are obtained from
http://ww«dirt.cs.unc. edu/ts/). The data is essentially a 4-variate time series where the
4 variables are packet and byte volumes of forward direciiot reverse direction traffic on a link.
Each observation represents the traffic traversing thiatihim 10 second interval. We limit ourselves
to the first 700 observations for illustration. The 4 timdeare plotted in Figure 3.
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Figure 3: Byte (top) and Packet (bottom) volume time-sefri@s the Abilene network

The temporal dependence is visible in the time series anteamore clearly seen through their auto-
correlation functions shown in Figure 4, which for a timeisez(t), at a given lag/, corresponds to
the observed correlation betweeft) andx (¢ — ¢) over all values of. For each of the four time-series
considered, the auto-correlation functions are signiflgagreater than zero and decay with increasing
lag. The simplest possible model for such time-series isudo-@gressive model. Auto-regressive
models were fitted to each of the 4 time series and the appteprirder of each model was chosen by
the Akaike Information Criterion (AIC). The orders of the d&ds were 4 for forward byte volume, 8
for reverse byte volume and 5 for both forward and reverskgiamlumes, respectively. The residuals
from these models have the following correlation matrix gc#®rward byte, FP = forward packet, RB
= reverse byte, RB = reverse packet)

FBE FP RB RP
FB || 1.00 0.83 0.04 0.22
FP| 0.83 1.00 0.24 0.44
RB | 0.04 0.24 1.00 0.89
RP| 0.22 0.44 0.89 1.00

Thus, it can be clearly seen the strong dependence betweket@ad byte volumes and between for-
ward and reverse flows. Finally, the quantiles of the red&dolatained from the auto-regressive models
were compared to those of a standard normal distributiogurEi5 clearly shows that the quantiles
of the observed error distribution are more extreme thahdha normal distribution indicating the
presence of heavier tails.
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Figure 4. Auto-correlation functions for forward bytesftleft), forward packets (top right), reverse
bytes (bottom left) and reverse packets (bottom right)

The spatial correlation between network-wide flow volumes wubsequently examined. The data-
set used for this analysis (see [18]) gives byte volumesl @ibals in a backbone European educational
network for each 15 minute interval over a period of 4 months.seen in the previous example, we
expect correlations between forward and reverse byte weduim be weaker than for packet volumes.
The following analysis shows that these correlations allesgbstantially stronger than other spatial
correlations.

We restrict ourselves to the first 1500 observations in the tseries and to 76 flows that had no
missing values and also comprised the top quarter of flowgrmg of average traffic. The time-
series for each flow was smoothed by a spline model in ordee&bwlith non-stationarities such as
the well-known diurnal patterns [5, 9]. The residuals frdme ibove step were used to fit an auto-
regressive model, with AIC-based order selection, to accéor temporal dependences. The pair-
wise correlations obtained from the residual time-seriesnfthe above analysis correspond to the
spatial correlations. These pair-wise correlations cagivided into two sets; the forward-reverse ones
and all the others. Figure 6 plots the observed densitiebasdet two sets of correlation and it can
clearly be seen that the forward-reverse correlations tevager than the remaining ones. Although
there is a bimodality in both distributions, it is signifitgnmore pronounced for the forward-reverse
correlations. Ideally one would like to model all signifitapatial correlations. However, in order to
have a systematic and parsimonious model, we focus on thvafdreverse correlations. As mentioned
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Figure 5: Quantile-quantile plots for forward bytes (toft)lforward packets (top right), reverse bytes
(bottom left) and reverse packets (bottom right)

earlier, we believe that such dependence would be stromgkofegreater practical interest for packet
volumes, as opposed to byte volumes.

Based on these observations, together with similar engpifindings from previous studies (see
comments at the end of section), we outline next some usefdeta for computer networks. The most
significant spatial correlation is the one between the paotents of a flow and its reverse flow, i.e.
for nodesn, nsy, the volume of flow fromn; to ny and the volume of flow froms to nq. Partition
the set of flows into two groups F(forward) and R(reverselusT tior a particular type of measurement
-say packet counts- we have:

YO = ApxP) 4 Apx®. (5)

If the number of edges i and the number of flows ig, then bothAr and A areL x J/2 matrices.
For example, consider the network in Figure 7 comprised afdes and 4 links, and where all flows
follow a clock-wise path. Let; = (1,2),e2 = (2,3),e3 = (3,4) andey = (4, 1). The above equation
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becomes:

X2 X1
Y., 111000 X3 000111 X
Yoo | [0 1 1 110 Xgay [, 100001 X
Yo | 1001011 X23) 110100 X329
Ye, 00000 0O0 X (2. 111111 X(49)
X@3.a) X(13)
Equation (5) can be rewritten as:
y® = Ax®)

whereA = (Ap, Ar) and X?) = (X}”)/,Xg’)/)’. In real computer networks, a large part of the
traffic is connection oriented. For example, traffic flowsfaorted using the TCP protocol [15], or
connections involving Internet (Voice over IP) telephdiegd to packets being exchanged between the
two endpoints. In the former case, due to the built-in ackedgment mechanism of packets in the
TCP protocol, while in the latter case due to the bidire@lamature of the connection. Therefore,
volumes of flow from node:; to noden, and vice-versa, are correlated [5]. One of these flows is
labeled as a forward flow and the other as a reverse flow and doflow pair. It is reasonable to
assume that flow pairs are independent with possible depeadeetween forward and reverse flows
of a flow pair. In particular, if second moments exist, them ¢bvariance matrix ok ) is of the form

_ ([ Diag(é6rr) Diag(drr)
5x = ( Dadtrs) Digony )" ©

where each obrr, drr,d0rr is @ vector of length//2 and component wise they correspond to the

variances ofX}p), covariances oﬁ(g’) and Xg’) and variances ng’), respectively. Thustx is a
matrix of dimensionJ x J. Using the framework developed in the previous sectioss, fimdel can be
represented as the following covariance model:

Om ={¢€Q:q =qgmodJ/2}. (7)

If X® is further assumed to be multivariate Normally distributee above model corresponds to
the following latent variable model:

Xg;) = cljle,
Xi) = ewly+ sz

with Z;; independent Normal with (possibly) different means and vaniiances for ali,;j. Notice that
two independent latent variables,; ; andZ,;, are associated with flow pajr The reverse flow in flow
pair j is the sum of a component proportional to the forward flowy ahd a unique component. This
can also be written as

Xl(f) ([ Diag(c1) 0 Z1\ _ 7
x® |~ \ Diag(c2) Diag(cs) Zy ) T
Hence, the latent variable model space is given by

C={C:C;; >0,C;; =0if i <jori# jmodJ/2}. (8)
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ForQ,, andC asin (7) and (8), i” € CthenXx = X x(C) € S(Qy) and( specifically) is positive
definite. Conversely, if the covariance mathix € S(Q)s) and( specifically) is positive definite, then
there is a uniqué&’ € C corresponding to it. This simply follows from the Choleskgcdmposition of
Y x, sinceX x is assumed to be a symmetric positive definite matrix. Thaldng) C' to be the lower
triangular matrix from the factorization af x, we getCov(CZ) = CCov(Z)C' = CC' = Ex. It
should be noted that iK (or equivalentlyZ) is modeled as multi-variate Normally distributed, then
identifiability of X x (or C) is equivalent to identifiability of the distribution of up to mean.

The above model corresponds to having exactly one type obunement [’ = 1). Models (7)
and (8) are reasonable for larger valuessofas well. Different types of measurements on each flow
(K > 1) can be observed in practice as follows:

1. Bi-modal measurements on each flowAs mentioned earlier, there are two measurements of
interest associated with each flow in computer networks;atgrpacket counts and byte counts.
We will denote the type of measurement by the supersafiptand (b) for packets and bytes,
respectively. Since the byte count is the sum of bytes in packet, there is a strong dependence
between these two types of measurements, as seen in thecaingmalysis at the beginning of
section. Now consider another model, with dependence milthivs and between packet counts
and byte counts of the same flow:

X7

YO\ (Ap Ag 0 0 X
Y(b) N 0 0 AR AF Xf(f)
)

Xp

AX.

Again we assume independence between flow pairs, but nanvtiite forward and reverse flow
and packet and byte measurements of the same flow pair. $p#ygifif second moments exist,
then the covariance of takes the form:

Diag((st’Fp) Diag(éFP,Rp) Diag(évapb) Diag(cSFp,Rb)
Sy = Diag(drp,rp) Diad(drp,ry) Diad(drp,rs) Diag(dry,ry)
Diag(drp,ry) Diag(drp,ry) Diag(drs,rp) Diag(drw,rp)
Diag(0rp,re) Diag(dpp,rs) Diag(0ry,rs) Diag(drs ry)

In the abovej . 5, denotes the covariance dsrl(f) and Xg’) for a,b € {p,b} andA,B €

{F, B}, each of them a vector of lengtly2. Thus,X x is a matrix of dimensio2J x 2J. If X
is assumed to be multivariate Normal the above model has toamee correspondence with the
following latent variable model:

Xf,,pj) = 141,

X%) = 95715 + ¢35 29,

X}b]) = 4720 + ¢5j 295 + c6jZ3j,

XI(QZ? = ¢721j + c8jZaj + c9j Z3j + c10j 245,

with Z; independent Normal with (possibly) different means andavaes for allj. Here, 4
independent latent variables ;, Z»;, Z3; and Z,; are associated with flow pajt Dependence
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between different measurements of a flow pair is induced adskdred latent variables. Specif-
ically Z,; induces dependence betweﬁréf)j), the forward packet volume anﬁg}), the reverse
packet volume of flow paij. Similarly Z;; and Z,; induce dependence between the forward
and reverse volumes of flow pgir Note that models (7)(8) also apply.

. Temporal dependenc@és the empirical analysis shows, network data when viewed moder-
ate time-scales exhibit not just spatial dependence ofdhe® captured by previous models but
also temporal dependence. This dependence can be modéttid\as:

Y® (1) = AXP)(¢),

yO(t) = AXO (1),
XP 1) =0y 1 XP(t—1) 4+ &, XP(t —m) + P (1),
XO@) =01 XO — 1)+ + B XO(t —m) + (1),

where the variou®. . matrices contain the lag coefficients afd(t),t=1,---,areiid. mean

0 random vectors and so afé (¢),t = 1, - -. For the purpose of illustration, assusg; = ®

¢, = Py and®, , = @, = 0for £ > 1. Assuming stationarity of the above autoregressive
models, it is easy to verify the following:

Yxpp = q)pEX,ppq);: + Xpp, 9
LXpb = (I)pEX,ppq)g + b, (10)
Yxpp = PoXx pp®) + pp, (11)
Sx = PoXx 0P, + Zob, (12)

COV(Xp( ), XP)(t —1)) =05y, =%,
Cou( X (), XO(t = 1)) = ®LSx pp = T 1y
Cov(X (1), XP)(t — 1)) = DX x 4p = Sly
Cou(X O (1), X (t — 1)) = B} S x 0 = Sl
al

whereX,,, ¥, Xy, and Xy, are covariances and cross-covariances of the random naise v
ablese®) (t) ande® (t).

Now assume that each Bbf,,, 3,3, Xy, andXy, are block diagonal matrices of the form (6), that
captures the spatial correlations between the flows. Fuas®ime tha®, and®, are diagonal
with each entry less than 1. Thus (9- 12) imply that,,, > x,,, X x5, andX xy, have the same
block diagonal form given in (6). This in turn implies thaEtbovarlance§X op? EfX’pb , Ekbp

andzvab also have the form (6) and the model (7) applies.

The independent connections model accommodates multahmyeasurements with spatio-temporal
dependence together with non-parametric distributionss dignificantly more general than previous
proposals in the literature that have usually focused dreethe independence case [3, 4] or temporal
dependence alone under parametric distribution modelslfAle. One notable approach to modeling
spatial dependence is the gravity model [20] and its exbmss[5]. These models assume that the
distribution of total traffic originating at a node to var®destinations happens in accordance with
a specific (though empirically justified) pattern. Furthesme stability in distribution patterns and
availability of access link data is assumed for identifiabiM/e have avoided these assumptions while
still modeling the most important spatial dependence ahdrahteresting features of flow traffic data.
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4 Identifiability results for the general model

In this Section, we establish conditions for identifialgilif the distribution of the flowsX;, j =
1,---,J, under the general dependence model introduced aboveséissdied earlier, since the routing
matrix A is not full rank, the means of the flows are in general not ifiabte. Specifically, we establish
the identifiability of second and higher order cumulantsvjgted they exist. Second order cumulants
of a random vector correspond to covariances, third ordekéwness coefficients, etc. They can be
obtained from the characteristic function, which for a @mdvector?” = (71, - --, Tk ) is given by

Yr(9) = Bl T 0nT),

ford = (0, --,0x). The cumulant generating function for the sais K (u) = log ¥ (—wu). The
cumulants ofl" are given by

o oK

Kpq oo —_ e
DT Jut ougE

K () |u=0-

For a random vectdr, for which the characteristic function is infinitely difiamtiable at O, the distribu-
tion is determined completely by all the cumulants or edeividy by all partial derivatives dbg 17()
evaluated at 0. The identifiability of ordercumulants ofX under modelM is defined as follows.

Definition 2 Ordern cumulants (or other distributional parameters).Jsfare identifiable under model

M from observationd” = AX, iffor Y, = AX; andY, = AXy, L(X1),L(X2) € M, 1] Ly,
implies that the order, cumulants (or the corresponding distributional paramsjesf X; and X, are
the same.

Our strategy would be to first identify second order cumasftX; and then use this result to
identify then-th order cumulants of ; and hence of(;, assuming these quantities exist. Finally, we
investigate the identifiability oi’; for the case of a non-analytic characteristic function,wken they
have a symmetriex stable (Sa-S) distribution.

4.1 Identifiability of second order cumulants

Given the covariance mode,,, it is fairly straightforward to get conditions for idenéhility of
second order cumulants. Define

Oum (i, j) ={(q1,42) : ((( = 1)J +q1,(j —1)J + g2) € Qum},

for1 <4,j < K. Elements 00, (4, j) indicate the admissible non-zero elementgf: y ;) under
model Q,;. Now forr = (r1,ry) we have that

Eyoyol= Y. AnalExo xoldArna:

q€Qn(4,5)
If i # 7,
[EY(i),Y(J')]T = Z Araqr [EX(i),X(j)]qu,tp + Z Ariq: [EX(i),X(i)]quz,lD'
q1=42 Q#q2
q€Qn (4,5) q€Qn(4,5)
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Let g(r) be an ordering of € {1,---,L}? andh(q) an ordering ofy € Qy(i,j). Define matrices
B(i,j,A),i# joforderL? x |Qu (i, )], as

[B(i, j, A)] g)h(q) = Ary,q1Arsgo- (13)
If i = 7,

[EY(Z'),Y(J')]T = Z Arpa [Xx 7X(J')]qA7"2,lI2 +

q1=q2

Z (Ar17q1Ar27q2 + A7”17Q2A7”27Q1)[EX<’L')7X(J')]Q'

q1<q2
q€Qn(4,5)

Now let 1/(q) be an ordering off € Q' = {(q1,42) : @1 < 2, (q1,92) € Qum(i,5)}. Analogously
define matriced3(i, 4, A) of orderL? x |Q’|, as

s Ary g Ar @ =q
B(i,1, A r),h’ = e e ' 14
[B( Ng(r).h (@) { A i Arogo + Ars 0 Araqn 01 F# @2 (1)

Notice from equations (13) and (14), that each row3dt, j, A) corresponds to a pair of rows if.
Further, each column corresponds to a unique non-zero atémg y. Thus, fori # j, the (I, m)-th
element of B(i, j, A) is obtained as the product of elementsAncorresponding to the pair of rows
determined by/( throughg) and the pair of columns determined by throughh). The B(i, j, A)
matrices play a similar role to thB(A, A) matrix introduced in Section 1, where flow volumes were
assumed to be independent.

Proposition 1 The covariance matrix of the flow volumEs, is identifiable for model,,, if the
matricesB (i, j, A) are full rank for all i, j € {1,---, K}. Conversely, if5(i, j, A) is not a full rank
matrix for somei, j, then there exist multivariate normally distributed ramdwectors,X; and Xs,

with covariances1,%, € S(Qyy), respectively, for whiclk; # Yo, butAX; = Y; 4 Yy = AX,.

Proof. Letvecy, vecy andvecs be matrix vectorizing operators such thatc (X)) = %, [veca(X)]ng) =
¥, andlvec3(2)]p(q) = ¥4 respectively. In other wordsecy, vecz andvecs vectorize an entird, x L
matrix, elements of & x J matrix corresponding t@,, (4, j) and elements of & x J matrix corre-
sponding toQ’, respectively. These vectorization operations are ctamisvith orderingsy(r), h(q)
andh/(q). Thus, fori # ¢ we get

veet (Sy o y ) = B(i, j, A)veca(Xx ) x())
and

vect(Zy ) y) = B(i, i, A)vecs(Exa) xa))-
The first assertion now follows directly.

For the converse, recall th&(Q,,) has a non-empty interior. Further, féf being a multivariate
normal random vector with mean 0, the distributionYof= AX is completely determined by its
covariance. Therefore, by choosiag, > € S(Q)s) such that (the appropriate vectorization of)
Y1 — X5 is in the null space oB(i, j, A), we can get the required result. Specificallyy i a vector
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in the null space oB3(i, j, A), ands(q) = (¢1 — (i — 1).J,q2 — (j — 1).J), then choos&; andX; such
that

Viq) Slq) € Oumli,jg
(21 — D), = { 0!( ) O(tqh)emisﬂg( i
wherel(q) = h(s(q)) if i # j ori(q) = I (s(q)) if i = j. O

Recall that under the latent variable modet = ¥ x(C) is a function of the latent variable coeffi-
cient matrix. We then obtain the following result.

Corollary. If Xx(C) : C — S(Qa) is a one to one map, thedl is identifiable if the matrices
B(i, j, A) are full rank for alli, j € {1,---, K}.

4.2 ldentifiability of Higher Order Cumulants

For the latent variable model, the above corollary impliest bnce the coefficient matriX has been
identified, we can proceed to identify higher order cumaptovided they exist for latent variables
Z.

Recall thaty *) = AX®) for 1 < k < K. Further

and therefore

Notation: The notationC; . andC. ; will be used to refer to thé-th row andj-th column respectively
of a matrixC'.

Lete; be a row vector of length., with 1 at theith position and 0 otherwise. Write

k k J
e, Y = (4,,.) Z lezz( r1.)[Chi] ,g>[ Z;.
=1 =1 j=1

Denote the logarithm of the characteristic function of ttemt variables by

¢z.5.1(t) = log E[e‘t[zjh].

Therefore,

B) gy F)
Grirak(tys) = logE i)
J

k
= ZZ¢Z,]l< ri) [Ckl]~,j+S(Ar2,-)[ékl]~,j>-
=1 j=

1
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Let <;5(Z”’;.7l(0) be then-th derivative of¢ ;,(t) att = 0. Differentiating at(0,0) gives

n—m

9" Pri,rak(t 5) ((A,nh.)[ém]g)m ((ATQ,')[ékl]',j) ¢(er;,l(0)

Dpmgenm lts)=00) =

] =
M~

N
Il
.
Il
—_

ke
RN

|
‘M“

Il
A

m n—m

((4r )G 5)" ((An)(Cul5)" " 65),00)

N
Il
—

J

3 () Od) " (Aot )" 6400

1

<.
Il

(15)
Define the matriceS(n, m, C) as follows:
B m, Cllgrys = ((Ar)Cs) " ((Ar)C5) (16)

and set€’;, of matrices such that for

(?11 ~0 0
|
é}{l éKZ éKK

Cr, = {C*kk :C €C},1 <k < K.We can then establish the following proposition.

Proposition 2 Then-th order cumulantsr{ > 2) of Z are identifiable if the ma~trice§(z‘,j, A) are full
rank for all4,j € {1,---, K} and the matrice8(n, m,C) are full rank forallC € C, for1 <k < K
and somd < m < n.

Proof. ¢From the corollary of Proposition 1, matdXis identifiable. Since (15) is true for each pair
of indicesr = (ry, ) € {1,---, L}?, we arrange all such equations in vector notation to get

v =z+ B(n,m,Cr)o, (17)

where
[’U] _ an¢r1,r2,k (tv 3) |
g(r) gtmosn—m 1 (:5)=(0,0):

k—1 J .
Aoty = 20 (A )Culs) " ((An)(Cul) " 68),0)
=1 j=1
and¢; = gb(an.k(O). We will proceed inductively. Assume thaﬂ(z ) have been identified for
l=1,---,k — 1. This means that in equation (17) is known. Slnoels a parameter vector of the

distribution ofY’, it is also known. The result now follows easily.
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4.3 ldentifiability of Flow Volumes under Stable Distributions

The above strategy for identifying the parameters of thenkatariable model fails in the presence of
heavy tailed distributions for the flow volumes, since secorder cumulants do not exist. However,
under the assumption that the latent variatifesre symmetricy-stably distributed (Sx-S), sufficient
conditions for identifiability can be derived. Specificallythe Z;’s are i.i.d. standard normal random
variables, the corollary of proposition 1 gives a sufficieomdition for identifiability of the distribution
of X''s, which turns out to be sufficient for identifiability undeiS«-S distribution.

The characteristic function of a random variablédistributed according to a &-S law and scale
parameter is given by:
Y (0) = E[e?V] = e o101,

LetZ;,i =1,---,n, be ii.d. Se-S random variables with unit (say) scale coefficients. Tlitdn
easy to see that any linear combinationZpfis also Sa-S. LetY = ), a;Z; to get
Yy () = E[eLGY] _ E[eLGZi aiZi] — HE[eLaiéZ—i] _ H¢Zz(a19)

= L0 = e el
7

Define measurg: as the counting measure dh = {1,---,n} and vieway,---,a, as a function
a: E — R, a(i) = a;. We then get that the scale coefficienfiofs given by( [, la|*dp)'/®. Thisis a
useful way of viewing linear combinations of i.i.d. &S random variables. Now for a &S random
vector given byY” = M Z whereM is anm x n matrix, we have a representatidn C LY(E, &, u),
where€ = 2F and L¥(E, €, ) is the space of functions : E — R with “norm” ([, |a|*du)Y/?,
which is a real norm forx > 1, and

M ={m e L*(E,&,u) : m(j) = M, ; for all j and some}.

A linear isometry fromL*(E1, &1, u1) 10 LY(Eq, &, o) is a linear mapl’ : L*(Eq, &1, 11) —
La(EQ, (92, ,ug) such that
jal*dpn = | |T(a)|*dpa,
E1 E2
foralla € La(El, &, ,ul).

As an illustration consider 3 representations of the samatiate Sa-S random vectol”, with Z;,
i.i.d. Sa-Swithao=1andZ = (Zl, Za, Zg),.

(YA Na {100\, ,a({100Y, a/1 00
Y:<Y2>_<023>Z_<032>Z_<014>Z'

Now Y; andY; are independent and thus the only remaining parameterg idistribution of(Y7, Y>)
are the two scale coefficients which are given bylthgorm of the corresponding rows. Clearly, the first
and second representations give the same distributioe #iway only differ through a permutation of
columns. A key question is, if that is the only operation unahkich we get different representations.
In this example, there is another representation which aiabha obtained by a permutation of the
columns. It turns out that this is related to the third columeimg proportional to the second column, in
each of the 3 representations. It has been shown that wherepsesentations are minimal in a certain
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sense, they are related through a linear isometry, which fara < 2 corresponds to (generalized)
permutations.

Definition 3 A matrix M is called rigid if no column inM is proportional to another column if/. In
particular this implies that, no column i/ is identically 0.

We will show next that a rigid matrix corresponds to a minimggresentation (Lemma 1). Subse-
quently, we establish that linear isometries fox « < 2 correspond to generalized permutations
(Lemma 2) and that there is no linear isometry®fR™!) onto(“(R"2) for n; > ny (Lemma 3). Fi-
nally, we show that for a s&t of matrices sufficiently large, non-identifiability in theaBle case leads
to non-identifiability in the Normal case (Proposition 3)helTsetC -representing the possible latent
variable models- is required to be sufficiently large in thiéofving sense.

Definition 4 A set ofn x n real matricesC will be said to be closed under column scalingif=
(c1,-++,¢p) € CimpliesCDiag(a) = (aicr, -+, ancy) € Cforall a € R™.

Lemmal If My Z £ MyZ for Z; iid. Sa-S,0 < a < 2,1 < i < n, and M;,M, are rigid with n
columns thenM, | . = T'([Ma]x..), whereT is a linear isometry of*(R™) ontol*(R"™).

Proof. This result basically follows from theorem 5.2 in [7], whistates that minimal representations
are related through linear isometries. All that remainsgedrified, in our setting, is that a rigid matrix
M as defined above, is a minimal representation as defined.iMji]mality in this setting is defined
as follows.

Let E = {1,---,n}, & = 2F andy be the counting measure dh Let F c L%(FE, &, i) be the set
of functions given by rows of/. M is a minimal representation if

p(F)=o{f/g:fge F}=E.

Since& = 2%, the above simply means that ratio of functionsFirshould “shatter” each element of
E individually, i.e. no two elements i@ should have the same image under all ratio functions. Now
since no two columns are proportional, for paij € E there existf,¢g € F such thatf(i)/g(i) #
f(4)/9(j)- Thus, we can define sélt;;; € p(F) such that € A;/; andj ¢ A; ;. Finally

{it = A
J#i
Thusé = p(F). O

Lemma 2 A linear isometryT" of (“(R"™) onto [*(R") for 0 < a < 2, is given by a generalized
permutation, i.e. for a row vectos, T'(v) = vPD, whereP is a permutation matrix and is a
diagonal matrix with all diagonal entries equal to either d-4.

Proof. This result basically follows from theorem 3.1 in [10], whistates that linear isometries are in-
duced by regular setisomorphisms fog# 2. All that remains to be verified is that féf = {1,---,n},

£ = 2F andy the counting measure di, the only regular set isomorphisms are permutations. A map-
ping T of £ into itself is called a regular set isomorphism if for all getd;, € £

20



1. T(E—A)=T(F)—-T(A).
2. T(Uzozl A = Uzozl T(Ak) for disjoint Ag.
3. u(T(A)) =0ifand only if u(A) = 0.

We will show that fori,j € E, i # j, T({i}) N T({j}) # ¢ leads to a contradiction. Assume
T{i})NT({j}) = A.NowT(E—{i}) = T(E)-T{i}. Butj € E—{i} and thusANT(E—{i}) # ¢

but sinceA C T({i}), AN (T(E) — T({i})) = ¢. Thus, we obtain a contradiction that completes the
the proof.O

Lemma 3 There is no linear isometry @f'(R™) onto[*(R"2) for n; > no, a # 2. In other words,
for £ and £ as before ang:; and u» being counting measures that assign non-zero measung to
andn, elements respectively &f, there is no linear isometry df“(E, £, u1) onto L*(E, &, u2), for

a # 2.
Proof. ¢From corollary 2.1 in [10], fotv # 2, f,g € L*(E, £, 1) we have that

If +glla +11f = glla = 2017115 + 2llgll3,

if and only if f(z)g(z) = 0a.e(u) . Thus, ifT : L*(E,E, u1) — L*(E, &, ue) is a linear isometry,
frge LY(E,E, up) andf(x)g(x) = 0 a.e(puq).

1T +T@la + 11T =Tl = 1T +9la + 1T = 9)la
= |If +glla +11f —glla
= 2|flla +2lglla
= 2TNla + 20Tl

This implies that?'(f)(x)T'(g)(z) = 0 a.e(u2). Hence, any linear isometry, for o # 2, maps
functions with disjoint supports to functions with disjbisupports. Since; hasn; > ny distinct
support points with positive measure the result follows.

Proposition 3 Assume the sé&t of matrices is closed under column scaling. If there @ C, € C
such thatCy # Cy and AC1Z 4 ACyZ for Z; ii.d. S«-S,0 < a < 2, then there exis€’3, C4 € C,
Cs # Oy such thatAC3Z £ AC, Z for Z; iii.d. standard Normal.

Proof. We examine the following four possible cases:
Case 1.If ACy and ACs are both rigid, thedC, = AC, P D, with P being a permutation matrix

and D a diagonal matrix with all diagonal entries 1 or -1. Bt PDZ and therefore”’s = Cy and
Cy = (5, gives the required result.

Case 2.0n the other hand, if all columns ofC; and AC, are zero clearl’s = C; andCy = Cs

gives the desired result.

Case 3. If AC; and AC,, are rigid after removing the zero columns, proceed as fdloWefine
counting measureg; andus that assign no measure to the indices corresponding to thecakimns
in ACy, and AC,, respectively. Now argue as in the rigid case under meagurésr rows of AC;

and po for rows of AC5. Note that the number of elements with non-zero measureryndand 15
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respectively, has to be the same from the previous lemmahaoddm 5.2 in [7].

Case 4. Now, wheneverAC, and AC> are not both rigid, without loss of generality assume that
ACT = (’Ul, s ,’Un) with v1 = aws, vy 75 0, a 75 0. ChOOS%’g € C such thatA03 = (’[11, s ,@n)
wherev; = v; fori > 2 ando; = (V1 +€)v; = (V1 + €)ave andos = (V1 —ea?)vy for 0 < e <
1/a2. Lete; be thei-th column of a(n — 1) x (n — 1) identity matrix. Thus

ACl = (U27’ o 7vn)(a617617627 o '7671—1) = ((027’ o 7UH)E17

ACS - ((027 e 7vn)(( V 1 + 6)&617 ( V 1-— 6042)617 €9, 7€n—1) = ((027 e 7vn)E3-
Now, ElE{ = 042616/1 + 1= EgEé. So,ACl(ACl)’ = AC;J,(AC;J,)/ Hence,Cy = Cl,Cg € C and
AC.Z L ACsZ for Z; i.i.d. standard NormalD

5 Identifiability in the Independent Connections Model

In this Section, we derive sufficient conditions on the nekwouting that guarantee full rankness of
the matrices appearing in Propositions 1, 2 and 3.

In order to gain more insight, the matrices in propositiorsnd 3 will be simplified in the following
for the independent connections model (see 7-8). Recdl\tbalefinedB (A4, A2) as the matrix in
which rowg(7) is the component wise product of rawof A; and rowi, of A, wherei = (i1,i2) €
{1,---, L}?. Recall that if all theX;'s areindependentidentifiability of variances follows from full-
rankness of3(A4, A). Recalling the interpretation of th{é, m)th element ofB(i, j, A) as a product of
the pair of elements i corresponding to rows determined hyand columns by the:-th element of
Qn (1, §), itis straightforward to compute the required matriceswidiefine

B=( B(Ar,Ar) B(Ar,Ar) B(Agr,Ar) B(AR,Ar)) (18)

and
Be=( B(Ap,Ap) B(Ap,Ag)+ B(Ar, Ar) B(Ag,Agr) ) (19)

HereB is aL? x 4.J matrix andB, is aL? x 3.J matrix. Now, proposition 1 implies the following. For

K =1, the second order cumulants,y, of the independent connections model ( 7), are identifiable
if and only if B, is full rank. ForK > 1, the second order cumulants of the independent connections
model are identifiable if and only BB is full rank.

Once second moments are identified, the corollary to prépnst would imply identifiability ofC' in
model (8). Thus, it only remains to use proposition 2 to idertigher moments. Note that for the
Independent Connections model, theGetonsists of matrices of the form

é . Diag(Cl) 0
~ \ Diag(c2) Diag(cs) )
Thus,?‘.,j have either 1 or 2 non-zero entries and therefore the praductow from A and a column

from C appearing in (16) has either 1 or 2 terms. It can then be setthi required matrix takes the
form

Bn,m(chc%%) = [Hmm(CvaQ)v Jn,m(c?))]a
where

[Hym(c1, c2)lgp).; = (C1[AF]py g + cojlARlpy 4) ™ (C15[AF]ps.j + 2 [AR]ps 4)"
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and
[Jn,m(€3)lgp).j = €5 ([ARlp1,5)™ ([AR]ps,s)" ™™

Proposition 2 implies the following; i€ in model (8) is identifiable and order cumulants of exist,
then they can be identified 8,, ,,,(c1, ¢z, ¢3) is full rank for somel < m < nand alley, ¢z, c3 € R7/2,

5.1 Minimum weight routing

In the following, assume that the routing matri, is binary and that each flow traverses exactly one
path (deterministic routing), i.6P(j)| = 1for j = 1,---, J. Define the operatoR(-) on paths such
that if pathP = (mq,ma, -+, mi_1,my) then

R(P) = (mk7mk—17' o 7m27m1)'

Also, if P is a set of paths theR(P) = {R(P) : P € P}. A weighted graph has positive weights
associated with each edg#)(e) > 0 for all e € E, the edge set. The weight of a pathis defined as
the sum of weights of all edges in'it, i.BV(P) = > _.p W(e). We call a (directed) grapsymmetric

if the weight on edgén, ny) is the same as the weight on ed@e, n, ), for all edgegn,, n3). A path

P from noden; to nodens is called aminimum weighpath, if there is no pat*’ from n; to n, with
W(P'") < W(P). Also, we will call a (minimum weight) routing schentialancedif the path of the
flow from noden; to nodens is the reverse of the flow from, to 1. In other words, if the traffic from
a noden; to a noden, is carried on pattP, then the traffic from node; to »; is carried oriR (P).

Lemma 4 Given a symmetric directed graph the following are true:

1. Given any non-empty s@& of minimum weight paths, there exist (possibly identicaljjes
(f1, f2) and (l1,12) such that(f,l2) is the unique pair of node§k;, k2 ), for which there ex-
ists a minimum weight patf, € P from k; to k2 containing edgesfi, f2) and (l1,l2). These
edges are the first and last edges of a path with maximum wigidgihé¢ setP.

2. Given non-empty disjoint sef®;,P» of minimum weight paths such th&(P;) = P, there
exist edges f1, f2) and (I, 1) such that(fi,l2) is the unique pair of node@k;, k2) for which
there exist minimum weight patl#y € P; and P, = R(P;) from k; to ky and fromk, to &y,
respectively, containing edgég:, f2) and (l2, ;) respectively. These edges are the first edges
of pathsP,; and R (Pyy) respectively wher@, is a path with maximum weight in the gej.

3. Let(f1, f2) and(l1,12) be the (possibly identical) first and last edges of a minimweigkt path
P. Then, there is no node paf; and k2, such that( f1, f2) lies in a minimum weight patf;
from ky to ke and(ly,13) lies inR(Py). Also, there is no node pakr; and k2 such that( f1, f2)
and (l2, ;) belong to a minimum weight path frokq to k,.

Proof. To prove the first two claims note thatiy = (f1, f2,- - -, 11, l2) is a minimum weight path then
any pathP, that contains edgey, f2) and(l1, l2) will have weight greater thaf?, unless it is also a
(minimum weight) path frony; to l,. This becomes clear when one considers the two possible,case
i.e. if edge(f1, f2) precedes edg@1, l2) in P; or if edge(ly, l2) precedes edggf1, f2) in P». In both
casesP, would have a larger weight thay . The first two claims now follow easily.
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The third claim can be proved by contradiction. Supposeetlegist nodes:;, k2, minimum weight
path P; from k; to ke and path?, = R(P;) such that edgéf, f2) lies in P, and edgd!;,[>) lies in
P,. This implies thatls, ;) lies in P;. We will show thatP and P, cannot both be minimum weight
and this proves both assertions of the third claim. In thkofohg “+” represents the concatenation
operation where appropriate antl(P) is the weight of the pattP. Clearly (f1, f2) = (l1,l2) is
not possible as that would mean the contains both( f1, f2) and (f2, f1) = (l2,11). LetS be the
(minimum weight) path fromys to [y in P. Now P; can have 2 possible structures:

f1 fo S 1 12

S

Figure 8: Lemma 1, Case 1

Figure 9: Lemma 1, Case 2

e Case 1P, = S1+ (f1, f2) + S2 + (I2,11) + S5 (figure 8)
Since bothP and P; are minimum weight paths, we have that
W(S2) = W(S) + W(ly,13)

This implies that
W(S2) +W((l2,11)) > W(S)

which gives thatP; is not a minimum weight path.
e Case 2.P; = Si + (la,l1) + Sz + (f1, f2) + S5 (figure 9)
Since bothP and P; are minimum weight paths, we get that
W(S2) = W(S) +W(f1, fa)

This implies that
W(S2) + W((f1, f2)) > W(S)

Assuming symmetric weights, the weight®B{S) is alsoW(S). This in turn implies thaf’; is
not a minimum weight path.
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This proves the third claim and hence the lemma.

One can now establish the following:

Proposition 4 Under balanced minimum weight routing on a symmetric graph ratrix B is full
rank.

Proof. Let
VFFR

- v
v=1hB FR = O,
URF

VRR

wherevpp, vpR, vrr, vrR € R7/2. We need to show thatrp = vpr = vrr = vrr = 0. Now let F
be the ordered set of node pairs with the same ordering astorse(» and X . Also let F (i, F') be
the forward flow path for node pairand.F (i, R) the reverse flow path for the same node paDefine
operatorsPr andPr which map a set of indices to sets of paths as follows:

Pr(I)={P: P =F(iF)for somei € I},

Pr(I)={P: P = F(i,R) for somei € I}.
Now, define
A= {F(i, F) s vpp(i) # 0} U{F(i, R) : var(i) # 0}
and
I={i:vpgr(i) 0} U{i:vrpr(i) # 0}.

We will show that whenA is non empty, there exists an elemenviwhich is non-zero and whehis
non empty there exists another element iwhich is non-zero. Usel as the set of paths in the first
part of lemma 4 to identify edgel1, f2) and (I, l2) which are traversed by exactly one flow (say)
Fy € A. Now, recall that each ordered pair of link indicgs, r2), corresponds to a rog(r,72) in

B. Consider the row oB3 corresponding t¢f;, f2) and(ly, l»):

n oM 1
1= (o TR T TR

Note that elements of}ll), and r%}z indicate the forward and reverse flows common to ligKks f2)

and(ly,l3), elements of%l}z indicate node-pairs for which forward flow traverggs, f2) while reverse

flow traverseg!y, l3) and elements ofg} indicate node-pairs for which reverse flow traverggs f2)
while forward flow traversegl;, l2) . We then claim the following:

1. r1)1()) # 0 andupr (i) # 0 if and only if F(i, F) = Fy;.
2. 1) (i) # 0 andogg(i) # 0 if and only if F(i, R) = Fu.

3.7 () = r3) () = 0 for all i,
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The first two claims follow directly from the first part of Lenand. The third claim follows from the
third part of Lemma 4. Therefore,
VFF
1 UFR 75 0
URF
URR

and we obtain a contradiction.

Now usePr(I) andPr(I) as the sets of paths in the second part of Lemma 4 to identigsed
(n1,m1) and(ng, my) which are traversed by the forward and reverse flows (or véeea) of exactly
one node pair, say thi,-th node pairjy; € I. Consider the row of3 corresponding tgn;,m1) and
(TLQ, mg):

2 2 2 2
o= 20 2.

Note thatrgg(i)rg},(i) = 0 for all <. Now we claim the following:

L [r@L(@orr()| + |reh(i)ore(i)| # 0 ifand only ifi = iy.

2. r2.5(i) = r% (1) = 0 for all 4.

The first claim follows directly from the second part of LemrhaThe second claim follows from the
third part of Lemma 4. Therefore,
VFF
9 UFR 75 0.
URF
URR

Thus at least one of the rows @will be non-zero for4 and/or/ non-empty. This completes the proof
of the result.O

Corollary. The matricesB.. andB,, ., (c1, ¢z, ¢3) are full rank for alll < m < nand allc, ¢z, ¢3 €
R’/2 under balanced minimum weight routing on a symmetric graph.
These results follow easily by comparing the above matticds.

6 Special cases

We examine next certain special cases of interest for coenpatworks.

6.1 Hierarchical Graphs

The conditions of minimum cost routing and deterministiating are not required for proving identi-

fiability in special classes of hetworks. In one of the eadpgrs on network tomography, Cao et.al [3]
proved that second moments are identifiable if the netwoskahaierarchical structure. In such a
structure, there exists a set of “internal” nodes that eeitienerate nor sink traffic. Flows exist only
between pairs of non-internal (terminal) nodes, which arly connected to internal nodes and not
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to other non-internal nodes directly. This is a reasonabdelehif the network under consideration
corresponds to a combination of a backbone network and subries, with the latter being connected
amongst themselves through the backbone network. Heneeathes of the backbone network are
considered internal nodes.

When there is no dependence between forward and reversedimhanly one type of measurement
is considered, identifiability of second cumulants depemdull rankness ofB(A, A). The matrix
B(A, A) can easily be shown to be full rank for hierarchical networkge proof (see [3]) rests on
the fact that for all flows, there exist rows which have exactly one non-zero entry occurring at the
corresponding indices. For any flow, consider the edge thatects the source node to the first internal
node and the edge that connects the last internal node testieation node. The only flow common to
these two edges is the flow under consideration. Thus, ther@wcorresponding to this pair of edges
has exactly one non-zero entry occurring at the index cporeding to the flow under consideration.
Notice that neither minimum cost routing, nor determigisbuting is required for the argument. In
fact, the matrixB (and henceB. and B, (c1, c2, c3)) can be shown to be full rank, which implies
identifiability of second (and higher) cumulants under theependent connections model.

Proposition 5 The matrixB is full rank for hierarchical networks.

Proof. We will prove that giveni € {1,---,2J} there exists a row in B such thatr is theith
row of a2J x 2J identity matrix. Indexi corresponds to flow paii’ = ((: — 1) mod.J/2) + 1.
Fori € {1,---,J/2} (i € {1,---,J/2}) choose ordered paifi;,i2) to be the indices of the first
and last edges respectively of the forward (reverse) flowavi-pairi’. Fori € {J/2 +1,---,J}
(e {J+1,---,3J/2}) choose ordered palilii, i2) to be the indices of the first edges respectively
of the forward and reverse (reverse and forward) flows of fiaiv-i’. Now, choosingr to be the
(i1, i2)-th row of B gives the required result]

In the following, we use a similar idea to prove identifiayilof second moments for directed acyclic
graphs.

6.2 Directed Acyclic Graphs

A directed graph with no cycles is called a Directed Acycliagh (DAG). An important example of a
DAG is a tree. Clearly there are no reverse (say) flowsAnrd Agr. Thus, identifiability depends on
the full rankness oB = B(A, A).

Proposition 6 For a directed acyclic graph, the matri& is full rank.

Proof. Note that all finite DAG have at least one root node. Defifie) for a noden to be the
maximum of length of paths from any root noderto Also defined(n) = 0 for n being a root node.
Note that if there is a path from nodg to noden, of lengthl, thend(ny) < I + d(ng). For flow
f, defined(f) = d(ny) — d(n1), wheren, andn, are the destination and origin nodes of flgiw
respectively.

Now supposeBz = 0 for x # 0. Consider the seP,. of paths traversed by flows corresponding to
non-zero entries in. Let P be defined as follows:

argmax -

o /
p= T AP,
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Leteq, es be the first and last edges Bf andn, ns its origin and destination node, respectively. It
can be shown that the floffrom n; to ns is the only flow for which the corresponding entry is non-
zero inz and that traverses both andes. If not, let /' be another flow corresponding to a non-zero
entry inz that traverses botly ande,. Letn) andnf, be the origin and destination nodes of flgiv
Sincee; is traversed byf’, there exists a path from, to n; and thusi(n)) < d(nq), with equality if
and only ifn} = ny. Similarly, d(nf) > d(ng), with equality if and only ifn!, = ny. Thus, for any
path P’ of £/, d(P’) > d(P), with equality if and only ifn! = n; andn), = n,. But P’ € P, sincef’
corresponds to a non-zero entryzinThus f’ = f.

Now, consider the row in B corresponding to edges ande,. There is exactly one indeixfor
which z; # 0 andr; # 0. Thus,Bx # 0 which is a contradiction

Remark: Note that the above proof does not require deterministi¢imgu Further, it seems that it
does not require minimum cost routing. However, it is easgotastruct weights, such that any routing
scheme in a DAG is a minimum cost routing scheme. Simplydise) — d(n;) as the weight of the
edge fromn; to ny. A telescoping sum argument implies that any path from a mgde noden, has
weightd(na) — d(n1) and therefore all paths are minimum cost ones.

Remark: Also note that in general, first moments of flows would not ntdiable in a DAG based
on link measurements alone as the mattiwould have more columns than rows. Howevémran be
shown to be full rank for DAGs under the following conditions

1. Only flows originating at a root node are present.

2. Only flows terminating at a leaf node are present.

The proof is straightforward. Assume that the first conditie true (the argument for the second
condition is analogous). Supposgi: = 0 for a non-zerar. Let P be the set of paths traversed by
flows corresponding to non-zero entriescinSelectP € P with maximum weight under the weighting
scheme described above. lebe the row inA corresponding to the last edge# Then,r;x; # 0 if
and only if flow: corresponds t@. Hence,;-z # 0 and we obtain a contradiction.

6.3 Two-dimensional measurements

Notice that the identifiability of second cumulants is dnivey the fact that the covariance between two
links is the sum of variances of flows common to both of themwNassume deterministic routing i.e.
that A is binary. In principle, if we could get direct measuremenitshe type7, ., for all pairs of
edgese; ande, that gives the volume of flows common &9 ande,, then we should be able to solve
for individual flow volumes. To see this note thHat= {7;;} satisfies

vec(7) = B(A,A)X.

Thus, we have the following result.

Proposition 7 If B(A, A) is full rank and A binary, the full distribution ofX is identifiable from7 .
In particular, means of the flow volume distribution are a¢stimable.
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Remark:The technology in current computer networks does not allolection of the necessary data
7., e, for all pairs of edges; ande,, since that would require tagging individual packets. Adgamnt
this seems feasible only for edges incident on the same i@uéhe other hand, loop detectors on road
networks makes collection of such data feasible for a nuroberdge pairs. One direction of future
work would be to study the case of having such measuremeailalale for a subset of edge pairs.

7 Discussion and Concluding Remarks

The problem of identifiability of distributions of flows on aegph from aggregate measurements col-
lected on its edges has been considered and resolved folyayfaeral dependence structure. We pre-
sented a modeling framework that can accommodate multahmodasurements with spatio-temporal
distributions and provided empirical justification for The first proposition and its corollary provide
verifiable conditions for identifiability of covariance atiie latent variable models respectively. The
second proposition provides sufficient conditions for tifebility of higher order cumulants under the
latent variable model. Proposition 3 shows that identifighiinder a Normal latent variable model im-
plies identifiability under the related &S model under mild conditions. Proposition 4 and its cargll
provide reasonable sufficient conditions on the networtkcstire (topology and routing scheme) so that
the second and higher cumulants of the Independent Coonetibdel are identifiable. Propositions
5, 6 and 7 deal with identifiability of second order cumulaiotsspecial networks and measurement
schemes. We address next some open issues.

7.1 Dependence structure

A natural question to consider is if it is possible to es&tblbur results under a more general depen-
dence structure between the various measurements of tvartbiand reverse flows of a flow pair.
Specifically, we assume flow pairs to be independent but dasgime a latent variable model. Con-
sider a general characteristic function for a flow gair

1;(t,s) = Elexp(itXp; + isXg;j)],

whereX r; and X g; are the forward and reverse components of the flowjp&imilarly letyy, v, (t, s)
be the joint characteristic function 8fi andY> and ¢y, v, (t,s) = log ¥y, v, (t,s). Then it can be
shown that

k n—k

8n¢y , Y5 (t7 S) n— r —r n—k—1 +rn—r—2k—I
8tk1682n—k: ‘(t,8)=(070) = Z Z Z kC’” kClAF,le];z,le%,szRg]; l¢j+ 7 ? (0,0),
j =0 1=0

where™C,, is the coefficient of:™ in (1 + z)"™ and

"R logp;(t, s)

N otndsk

Attempting to arrange all such equations into a linear sygets cumbersome and leads to implicitly
defined matrices. On the other hand, assuming minimum cosingoshould lead to considerable

simplification. One direction of future work would be to istigate in greater detail such a dependence
structure.

o7t (¢, 5)
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7.2 Network routing and a counter-example.

In Section 5, it was shown that minimum cost routing and symmeights was sufficient to ensure
the full rankness of thé& and hence B) matrices. The following example shows that absence okthes
conditions renders the result invalid.

Consider the network shown in Figure 7. Here

Xa,2)
Xa3)
X(1,4)
X(2,3)
Y12 111000000111 Xo.a)
Yo | [0 11110100001 X34
Yi3.0) 001011110100 X
Yo 000000T1T1T1T1T1-1 X3.1)
X,
X(3,2)
X2
Xz)

Denote byA the matrix above. Thus, neglecting the repetition®is- B(A, A) we get

[an}

OO OO OO oo o
OO OO O OO -
OO OO ===
[N eNoeNeNoBoeNoll el
OO OO R KK, O~ OO
DO OO OO oo o
=== O == O = OO
== 00Ok, OO OO

— o000 000 OoCOO
= O OF OO
— O Ok OO0 oo o -
— O, PR, OOORFRR K

Note that in this cas# is a10 x 12 matrix and thus cannot be full rank. If symmetric weights are
enforced, but not minimum cost routing (or vice-versa) tkanagple would still hold. This example
shows that in the absence of minimum cost routing or symmeteights, then the full rankness 8f
(and henceB) is not guaranteed.

7.3 Weaker conditions for Identifiability of the Independent Connections Model

The above counter-example shows that the only possibilitglaxing the conditions for proposition 4
is to prove the result under non-deterministic routing. @able to apply the same techniques as in the
current proof, given vector # 0 we should be able to identify a rowin B (or B(A, A) for the inde-
pendence case) such that; # 0 for exactly onei. The rowr is identified as the row corresponding
to the terminal edges of a “maximal” flow. For minimum costldo@ed and deterministic routing, a
maximal flow is just the longest flow of a set. For non-deteistiin routing a maximal flowP, given a
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set of flowsP would need to satisfy the following? € P is maximal if there is no pair of node, and
ny such that there are patlfy, P, € P whereP; is fromn; to ny or vice-versa for = {1,2} and P,
traverses the first edge &f and P, traverses the last edge £f Simply choosing a path with largest
weight in? would not suffice in this case. It is not clear if such a maxiffad always exists.

In summary, extending Proposition 4 to the case of non-getéstic routing remains an open prob-
lem.
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