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Abstract: Active network tomography includes several interestiragistical inverse problems that arise in the context
of computer and communication networks. The primary godhese problems is to recover link-level information
about quality-of-service parameters from aggregate erehtl data measured on paths across the network. The es-
timation and monitoring of these parameters are of consierinterest to network engineers and Internet service
providers. This paper provides a review of the inverse moisl and recent research on inference for loss rates and
delay distributions. Some new results on parametric imfegefor delay distributions are developed. The results are
illustrated using a network application related to Intéteéephony.

1. Thelnverse Problems

Consider atred = {V, £} with a set of node¥ and a set of links or edgés Figure 1 shows two examples: a simple
two-layer symmetric binary tree on the left and a more gdrfera-layer tree on the right. Each member&fs a
directed link numbered after the node at its termindgcludes a root node, a set of receiver or destination nodes
R and a set of internal nodégs All transmissions on the tree are initiated at the root ndde internal nodes have a
single incoming link and at least two outgoing links (chddj. The receiver nodes have a single incoming link but no
children. For the tree on the right panel of Figuréll= {2, 3,6,8,9,10,11,12,13,14,15}andZ = {1,4,5,7}.
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FiG 1. Examples of tree network topologies. A binary two-layee fis shown on the left panel and a general four-layer treéherright panel. The
path lengths from the root to nodes belonging to the same gethe same.

When the root node initiates a transmission to one or morheféceiver nodes, it generates independent obser-
vations X}, at all links along the paths to those receiver nodes X elenote this set of measurements. These are not
directly observable; we can collect only end-to-end dathateceiver nodes. = f(X) for » € R. The statistical
inverse problem is to reconstruct the distributions of thk-level X, from these path-level measurements.
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Examples off (-) are: f(X) = 3 ycp(0.r) X [(X) = [lep(0,r) X @Ndf(X) = mingep(o,r) X, andf(X) =
maxiep(o,r) Xk, WhereP(0,r) is the path between the root nodl@nd the receiver node In this paper, we will be
concerned only with the first two casesfdf) above. To understand the issues involved in the inversdegmh let us
examine some simple examples.

Example 1: Consider the two-layer binary tree on the left panel of Féglir and suppose th&; are binary with
P(X,x = 1) = ag, k = 1,2,3 for the three links. Further, assume that the root nodeate#i a transmission to
the receiver nodesne at a timelf f(a,b) = ab, the observed data ar®; = X;,;X,; for transmissionj and
Y3 = X1m X3, for transmissiorm. They areindependenBernoulli with “success” probabilities; as anda; as,
respectively. Suppose we sehfitransmissions to receiver node 2 aldransmissions to receiver node 3. L\é¢t and
N7 be the respective number of “successes” — probes that wétestoThen,M; and V; are independent binomial
random variables with success probabilitigg, anda; 3. Based on such data, we can estimate enlys anda; ars
and the individual link-level parametetis, as andas cannot be recovered.

Example 2: Consider the same two-layer binary tree with binary outcomi¢h f (a,b) = ab as above. But now the
root node initiates transmissions to both receiver nodesiZaimultaneouslyin other words, then-th transmission
generates random variablé&s,,,, X»,, and X3,, on all of the links. We get to obseni&,,, = X1,, X2, andYz,, =
X1mX3m. The distinction here is that th&,,, is common to boths,, andYs,,. Each transmission has 4 possible
outcomes(1,1), (1,0), (0,1), (0,0) depending on whether the transmission reaches none, dmethoof the receiver
nodes. If we sendV transmissions to nodes 2 and 3 simultaneously, the resaltnmiltinomial experiment with
probabilitiesa; as, a1 (1 — ag), (1 — a1)as, and(1 — a1)(1 — az) corresponding to the four outcomes. Lét:, j)
denote the number of events with outcofgj). Then,E[N(1,1)] = ayasas, E[N(1,1) + N(1,0)] = ajae, and
E[N(1,1) + N(0,1)] = ajas. It is easy to see that we can get estimate all the three éwnétlparameters from
these measurements. Thus, the data transmission schenpednent plays an important role in this type of inverse
problem.

Example 3: Consider again the two-layer binary tree wjtfu, b)) = a + . SoY> = X; + X5 andYs = X; + X3. Let
F}. be the distribution of the link-level random variabl&s € R, for k = 1,2, 3. Assume, as in Example 2, that the
root node sends transmissiaisiultaneouslyo both receivers. Unlike Example 2, however, the link-Iparameters
are not always identifiable even under this scenario. TorssgtakeX, to be independentNorm@l,, 1), k = 1,2, 3.
ThenY; andY3 are bivariate normal, with meam, + o andu; + ps, variance2 and correlation. It is easy to see
that the individualu;, cannot be recovered from the joint distribution3f andYs. Additional assumptions on the
distribution are needed in order to solve the inverse prablkhis issue will be discussed later.

Example 4: Consider now the more general tree on the right panel of EBiguAgain, we send transmissions to all
of the receiver nodes simultaneously. If the random vagmhbte binary and(z1, ...zp) = H’j’:l x;, all the link-level
parameters are identifiable. The same is true for a gedgralith f(z1,...zp) = Z@’:l x; under suitable conditions

on the distribution of theX, (as discussed later in the paper). However, it may be “expeht® send transmissions

to all receiver nodes simultaneously. Instead, can we sgbédnsmissions to some judicious subsets of the receiver
nodes at a time and combine the information appropriategstomate all the link-level parameters? It is clear from
Example 1 that it is not enough to send transmissions to aresver node at a time. How should the transmission
scheme be designed for estimability? Are there some “goctEmes (according to some appropriate criteria)?

These inverse problems arise naturally in the context ofmegar network modeling and monitoring and are collec-
tively referred to asictive network tomographin the next section, we describe the network applicationthadcheed
for estimating quality-of-service (QoS) parameters suchrk loss rates and delays. Section 3 provides an overview
of the recent results in the literature on the design of rassion experiments and inference for loss rates and déscre
delay distributions. Section 4 develops some new resulfsapsametric inference for delay distributions. A real appli
cation on data collected from the campus network at the Usityeof North Carolina, Chapel Hill is used to illustrate
some of the results.
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2. Active Networ k Tomography

The area of network tomography originated with the piomeework of Vardi [13] where the term was first introduced.
His work dealt with another type of inverse problem relatingrigin-destination traffic matrix estimation. Active
network tomography, on the other hand, is concerned withatibn of QoS parameters such as loss rates and delays
at the link level by actively probing the network.

In the context of computer and communication networks, thaes are routers/switches of the network. The trans-
missions are data packets sent from one node to anotherinlbise problem arises because some Internet service
providers or other interested parties do not have accessetternal nodes of the network (which may be owned
by a third party). Nevertheless, they have to assess théyjoathe links and the network over which they are pro-
viding service. Active tomography techniques offer a carget alternative by activelgrobingthe network (sending
probe packets) from nodes located on the periphery andotiodeend-to-end path level data. The goal is to use these
aggregate measurements to recover information about Qaspéers for the internal links.

When a packet arrives at a node, it joins a queue of incominggta. If the buffer is full, the packet is dropped,
i.e., lost. Depending on the protocol, the packet may or ntdya resent. The binary outcomg = 0 or 1 indicates
whether the packet is lost (dropped) or not. In this cd$e;, ...x) = [[, 2%, andY = erp(o_rr) X = 1indicates
that the packet transmitted along the p&ttd, ) reached the receiver nodeThe inverse problem here is estimation
of link-level loss rates from the observed path-level Issse

Packets also encounter delays along the path, primarilytdufe queueing process above. In this problem,
f(z1,..xx) = >, xx, and we observé” = Zkep(w) X, the end-to-end path-level delay. We want to recover
the link-level delay distributions (or their parametergyh the path-level data.

The probing experiment is done by sending special probegia¢iom a source (root) node to a set of receiver
nodes located on the periphery of the network. Dedicateduiments are installed at the root node to transmit the
probes to the receiver nodes. These packets can be sent teaaieer at a time (unicast transmission scheme) or to
a specified subset of receivers (multicast scheme). Someriet have turned off the multicast scheme for security
reasons. In this case, one sends unicast packets to sex@zalars spaced closely in time with the goal of trying to
mimic the multicast scheme.

0: Sitterson (comp sci)

4: Venable (che 14: Craige (dorm)

5: Davis (librar 13: Hinton (dorm)

6: McColl (busine: 12: Old East (dorm)

7: Tarrson (dentist 11: Everett (dorm)

8: Rosenau (public heal

10: Undergrad Lib (wireless' 4 5 6 7 8 10 11 12 13 1

15: Smith (stal 18: Phillips Machine Room

16: Greenlaw (english) 17: South Bldg (admin) 15 16 17 18
FIG 2. Left panel: Schematic of the UNC network; Right panel: tagtopology of the UNC network.
Even though the physical topology of a network may be corapdid, the logical topology for the physical exper-
iment can often be represented as a tree. For example, thgalegl of Figure 2 shows the physical topology of the
campus network the University of North Carolina at Chapédl. Hihe right panel shows the corresponding logical

topology, which is a tree with a directed flow. We will use rdata collected on this network later in the paper to
illustrate the methods.
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Itis possible to deal with topologies with multiple souresl other kinds of transmission schemes (two-way flows)
and so on. But for simplicity, we will restrict attention tioet tree structures in this paper.

3. Literature Review of Resultsfor Loss I nference

Most of the results in the literature on active tomographyeiaeen developed under the assumption that the loss rates
and delay distributions are temporally homogeneous arep@addent across links. We will also use this framework in
this paper. The assumption of temporal stationarity is;eakle as the probing experiments are done within the order
of minutes. The assumption of independence across linkssdikely to hold. However, the nature of the dependence
will vary from network to network, and it is difficult to obtaivery general results.

3.1. Design of Probing Experiments

As discussed in the introductory section, the transmissébiremes play an important role in the inverse problem. As
noted in Example 1, the individual link-level parameters aot identifiable under the unicast transmission scheme
(sending to one receiver at a time). The multicast schemeeades this problem (under some additional conditions
for the delay case) by sending the packets to all the receinethe network. However, this scheme has a number
of drawbacks. It creates more traffic than necessary famasiig the link-level parameters. Also, the data generated
are very high-dimensional. For example, in a binary symimétee with L layers, there ar®® = 2* — 1 receiver
nodes. A multicast scheme for measuring loss rates resustsriultinomial experiment witB? possible outcomes.
This is a large number even for moderately sized trees. Psth@ most important drawback is that it does not allow
one to investigate subnetworks with different intensitied at different times. For example, one may want to probe
sensitive parts of the network as lightly as necessary t@alisturbance. So there is a need for more flexible probing
experiments. As pointed out in Example 4, this raises isterg issues on how to design the probing experiments.

A class of flexible probing experiments, call®exicastexperiments, were introduced and studied in Xi et al. [16]
and Lawrence et al. [7]. This consists of a combinatiorkafast schemes for different values jofwith each k-
cast scheme aimed at studying a subnetwork. However, allrtkéevel parameters within the subnetwork are not
necessarily estimable using the k-cast scheme. The résuésto be combined across the various schemes within the
flexicast experiment in order to achieve this goal.

Consider the network on the right panel in Figure 1. The roadti scheme sends probes simultaneoudly2d3, 6, 8,
9,10,11,12,13,14, 15)}. Two possible flexicast experiments that one might consider

{(2,3), (6), (12,13, 14,15),(8,9,10,11)} 1)

and
{(2,3),(6,12), (13,14), (8,15), (9,10}, (11) } (2)

The latter consists of only bicast (two receiver nodes aha)iand unicast schemes. The former seems more “efficient”
but we will see that it does not allow one to estimate all thi-lievel parameters.

Breaking the receivers into groups and using flexible prghes several advantages. First, it reduces the complexity
of the data. The multicast scheme on this tree results irufite$. The second flexicast experiment using pairs and
singletons can cover the whole tree with five pairs and orgdetion. The resulting data are considerably less complex
in terms of storage and processing. Finally, these groups/dahe network to be investigated more intelligently.
Different parts of the network can be probed with differemiénsities and at different times.

A critical issue with flexicast experiments is whether one estimate all the link-level parameters. To discuss this,
we need the notion of a splitting node. Fok#&ast scheme, an internal node is a splitting node if thersetsplits
at that node. For example, for the tree on the right panelgiiei 1, the bicast scherdé6, 12)} splits at node 4. Xi
et al. [16] showed that the following conditions are necgsaad sufficient for identifiability of the loss rates: (a) al
receiver nodes are covered; and (b) every internal nodeeitréle is a splitting node for some scheme in the flexicast
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experiment. Lawrence et al. [7] showed that the same camdithire also necessary and sufficient for estimating delay
distributions provided the distributions are discretee Tiore general case for delay distributions that are notetisc
will be discussed in the next section.

Consider again the flexicast schemes in equations (1) aridr(@)e tree on the right panel in Figure 1. For the first
one, none of the k-cast schemes split at node 4, so this doesitiefy the conditions for identifiability. The second
one based on a collection of bicast and unicast schemeBesathe conditions.

3.2. Inference for Loss Rates

Inference for loss rates was first studied in Caceres eRhfof the multicast scheme. A recent, up-to-date list of
references can be found in Xi et al. [16] who developed MLEsedzon the EM algorithm for flexicast experiments.
We provide next a brief review of these results.

Eachk-cast scheme in a flexicast experiment is-dimensional multinomial experiment. Specifically, eacit-o
come is of the form{ Z,.,, ..., Z,, } whereZ,, = 1 or 0 depending on whether the probe reached receiver npde
not. LetN,, . ., denote the number of outcomes corresponding to this evedtieay,, ... ) be the probability
of this event. Then the log-likelihood for thecast scheme is proportional 19, ... ,,) log(N(,,....,)). The over-
all log-likelihood is just the sum of the log-likelihoodsrfthese individual experiments. However, the, .., are
complicated functions af, the link-level loss rates, so one has to use numerical rdsttwoobtain the MLEs.

The EM algorithm is a natural approach to computing the ML laas been used extensively in the area of net-
work tomography (see [4, 3, 15]). The structure of the EMaathm for general flexicast experiments was developed
in Xi et al. [16]. While the E-step can be complex for arbijraollections ofk-cast schemes, it simplifies for flexicast
experiments comprised of bicast and unicast schemes absken

Given such an experiment, lgf be the splitting node for bicast pdir= (i, j»). Then,x(0, s), 7(sp, %) and
(s, j»), the three path probabilities for this bicast pair are patslof theay,. Starting with an initial valuei®) let

™
a®) pe the value after the-th iteration. Then, we can write ti{& + 1)-th iteration of the E-steps as follows:

m

-step:

1. For each bicast pair:
(a) Used® to obtain the updated path probabilitied) (0, s, ), 75 (sy, i), 75 (55, j) andyy ™.

(b) For each nodé € P(0,sp) U P(sp,4p) U P(5p,Jb), computeVé(flfﬂ) = Ezm [Vi|Ny], whereN, =
{N&,, Nb,, N¥,, N¥, } are the collected counts of the four possible outcomes llasvia

For nodel € P(0, sp),
(k)

k+1) 11—«
Vé(,b :Nb_N(I;O b(;f)
oo
For link ¢ € P (s, ip),
k k )
v & _ ab b 1_0‘§ : _N? (1 —aé ))(1 _W(k)(oajb)).
£,b 01 1 — (k) (Sb, ib) 00 730(;6)
For link £ € P(sy, jb),
k k .
yEFD b b L- aﬁ : _ath (1— aé ))(1 - W(k)(oalb)).
£,b 10 1 — (k) (Sb,jb) 00 'ygo(k)

2. Unicast schemes: Let node= P(0, u) for a unicast transmission to receiver nadend compute

VD = N - Ny x

Ly
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M-step: The (k + 1)-th update for the M-step is simply

(k+1) (k+1)
QD) _ Yoves, Vet 2ucw, Ve
¢ ZbeBe Nb + ZuEL{tz N

where3; is the set of bicast pairs that includes the néde its path and/, is the set of all unicast schemes that
includes nod¢ in its path.

In our experience, the EM algorithm works well for small toaeoate networks when used with a flexicast experi-
ment that consists of a collection of bicast and unicast exynts. For large networks, however, loss rate estimation
based on the EM algorithm becomes computationally pratébitn on-going work, we have developed a class of
fast estimation methods based on least-squares methoedse Hne very useful for on-line monitoring of network
performance.

3.3. Inference for Discrete Delay Distributions

For the delay problem, leX;, denote the (unobservable) delay on lihkand let the cumulative delay accumulated
from the root node to the receiver nodbeY, = ZkGP(O,r) X, whereP(0, r) denotes the path from no@do node
r. The observed data are end-to-end delays consistilig fufr all the receiver nodes.

Most of the literature for the delay problem assumes a discelay distribution, i.e., letting denote the universal
bin size, X}, € {0,q,2q,...,bq} is the discretized delay on linfkandbq is the maximum delay. Let (i) = P{ X} =
iq}. The problem reduces to estimating the parametg(s) for k € £ andi in {0,1,...,b} using the end-to-end
dataY.. Lo Presti et al. [9] developed a heuristic algorithm foirasting the link delays. Liang and Yu [8] developed
a pseudo-likelihood estimation method. Nonparametricimar likelihood estimation under the above setting was
investigated in Tsang et al. [12] and Lawrence et al. [7]hSinid Hero [11] examined inference under mixture models.
See also Zhang [17] for a more general discussion of the detdion problem.

We examine here nonparametric MLE with discrete delays.dyet=[a(0), ax(1),...ax(b)]” and leta =
[, @4, ..., dlg . The observed end-to-end measurements consist of the mwhlimes each possible outcome
i was observed from the set of outconjésfor a given scheme. Let NS denote these counts. These are distributed

as multinomial random variables with corresponding patrel probabiiitiesy..(i/; @). So the log-likelihood is given
by
0@Y) =Y Y Neloglye(i; @))-
c€eC geye

This cannot be maximized easily and one has to resort to icaherethods.

Again, the EM algorithm is a reasonable technique for coimguhe MLEs. See [6] for multicast schemes and
[7] for flexicast experiments. However, the complexity o #68M algorithm, in particular computing the conditional
expectations of the internal link delays for each bin, ishilsgive for all but fairly small-sized networks. To deal
with larger networks, [7] developedgrafting method which fits “local” EMs to the subtrees defined by theast
schemes and then combines the estimates through a fixedgbgimithm. This hybrid algorithm is fast and is quite
competitive in terms of statistical efficiency. In comparisthe heuristic algorithm in [9] is based on solving higher
order polynomials. While it is very fast, it uses only parttbé data and is quite inefficient. The pseudo-likelihood
method of [8] uses only data from all pairs of probes in a makt experiment and ignores third and higher order
information. This is similar in spirit to obtaining data thugh a flexicast experiment comprised of bicast schemes,
although in the flexicast setting the schemes would be intgrd. The computational performance of the pseudo-
likelihood method is comparable to doing a full EM for a fleast experiment with just bicast schemes. Like the full
MLE, it does not scale up well for large trees as the graftirghad ([7]).
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3.4. Application to the UNC Network

The Information Technology Department at the UniversityNofth Carolina has been testing its network for Voice-
Over-IP readiness. As part of this study, equipment fromyavaabs were deployed to simulate phone calls over their
computer network and collect data. The system is able t@eciofacket level information to synchronize machine
clocks and compute one-way delays. The system has 15 ensipeiich we organize into the tree shown in Figure 2.
Node 1 is the main campus router and it connects to the Uity gateway. Nodes 2, 3, and 9 are also large routers re-
sponsible for different portions of the campus. The acbéssiodes are all located in dorms and other university build
ings. The root node of the tree was Sitterson Hall which hetise computer science department. The network was
probed in pairs using the following flexicast experimdtt, 5), (6, 7), (8, 10), (11,12), (13, 14), (15, 16), (17, 18)}.

A single probing session consisted of two passes throughdhection of experiments sending about 500 probes to
each pair in a single pass. The experiments were conductedm/course of several days in order to evaluate both the
network and the methodology. We have collected extensite lilet present here only selected results for illustrative
purposes.

The data presented here were collected on March 7 and 17 6f Z0@ second date is during spring break. The
data were collected at 9:00 a.m., 12:00 p.m., 3:00 p.m., 6100, and 9:00 p.m. For both days, we chose a bin size of
g = .0001s. The main reason is that we were interested in assessirggdaigys on this network. Choosing a large bin
size allows us to quickly estimate the probability of a triesbme delay. The goal is assess the quality of the network
and upgrade it where necessary. (We have also analyzedthesiag more finely grained binning but they are not
reported here.) From this analysis, we can construct angictithe probability of large delay (greater than or equal to
one unit) throughout the course of the day.

Sitterson core to core core to core
0.1 0.1 0.1
0.05 0.05 0.05
(0] (0] (0]
9 12 15 19 21 9 12 15 19 21 9 12 15 19 21
Venable Davis MccColl
0.1 0.1 0.1
e e °°
0 0 0 I
9 12 15 19 21 9 12 15 19 21 9 12 15 19 21

Tarrson nau core to core
0.1 0.1 0.1
0.05 0.05 0.05
O-_-___.__ 0 (L e ————
9 12 15 19 21 9 12 15 19 21 9 12 15 19 21
ULib Everett Old East
0.1 0.1 0.1
0.05 0.05 0.05
0-—_-.—- 6] (o]
9 12 15 19 21 9 12 15 19 21 9 12 15 19 21
Hinton Craige
0.1 0.1 0.1
0.05 0.05 0.05

?

9 12 15 19 21

9 12 15 19 21

Greenlaw Phillips
0.1 0.1 0.1
0 0 0 -_—_____-

FiG 3. Probability of large delay on 3/7/2005.

This analysis is revealing in a number of ways. Form Figunee3see that many buildings (Venable, Davis, Rose-
nau, Smith, Greenlaw, and South) show a typical diurnakpatfThese buildings are either administrative or depart-
mental building; so the majority of users follow a regulao®tschedule. Other buildings are either more uniform
throughout the day or even more activity at night. Hintom,deample, is a large freshman dorm and thus the drop
during the day and increase at night are expected as thengsigturn from classes and other activities in the evening
Thus, the data provide an indirect method of validation @dvieg the inverse problem. The methodology allows one
to identify expected patterns.

imsart ver. 2006/03/07 file: vardi-paper.tex date: May 1, 2006



Lawrence, Michailidis, and Nair/Inverse Problems in Netkvdomography 8

Sitterson core to core core to core
0.1 0.1 0.1
0.05 0.05 0.05
0] 0] (0]
9 12 15 19 21 9 12 15 19 21 9 12 15 19 21
Venable Davis MccColl
0.1 0.1 0.1
0.05 - 0.05 - - 0.05
0] 6] (0]
9 12 15 19 21 9 12 15 19 21 9 12 15 19 21
Tarrson Rosenau core to core
0.1 0.1 0.1
0.05 0.05 - - 0.05
0 0 0 Lo eees BN DS |
9 12 15 19 21 9 12 15 19 21 9 12 15 19 21
ULib Everett Old East
0.1 0.1 0.1
0.05 0.05 0.05
0] _.—-—-—- 0] (o] -.—_—-—_-
9 12 15 19 21 9 12 15 19 21 9 12 15 19 21
Hinton Craige Smith
0.1 0.1 0.1
0.05 0.05 0.05 . -
0] 6] (0]
9 12 15 19 21 9 12 15 19 21 9 12 15 19 21
Greenlaw South Phillips
0.1 0.1 0.1
a1 1 1 FSmasd™ ] ] [
0 0 0 r—u 5 _§
9 12 15 19 21 9 12 15 19 21

FIG 4. Probability of large delay on 3/17/2005.

A comparison of Figures 3 and 4 shows the difference in dortiwigcbefore and during spring break. Everett,
Old East, Hinton, and Craige are dorms. The data collectedgiapring break reveals almost no large delays in three
out of four of these buildings. This is of course to be expeclithe Hinton dorm is especially interesting, since it
experienced very little congestion over the break, but aiignt increase to pre-break levels on the first day afer th
break.

The study of the UNC campus network suggested that many dfuidding links would require upgrades in order
to support delay sensitive applications. Some of the deparal and administration buildings (Smith and South)
showed a tendency to have large delays even without additimP traffic. Further, one of the interior core-to-core
links showed some propensity for large delays, which map@gate to large sections of the campus network.

4. Parametric Inferencefor Delay Distributions

In this section, we develop some new results on paramefaoance for delay distributions. We start with a framework
that includes two components: a zero delay and a (non-zaitg fielay. Specifically, leX; be the delay on link,
and suppose

X ~ progoy + (1 — pi) F'(w; 0). 3)

Here we assume thét(z; 6, ) does not give any mass to zero, for allSo, a successful transmission (finite delay or
no loss) experiences an empty queue (no delay) with prabapijl and has some non-zero delay that is distributed
according to a parametric distributidfy(-) indexed byb.

4.1. I|dentifiability

The basic issue for delay distributions is the one posed &ntpte 2 in the introductory section, viz. whether the
parameters of a simple two-layer tree (left panel of Figyrarg estimable from probes sent simultaneously to both
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0

4 5 6 7

FIG 5. Three-layer, binary tree

receivers. If this holds, then the result extends readilgeneral flexicast experiments that satisfy the conditions i
Section 3.1 (using the arguments in [7]).

We consider two cases:

Case 1: Ifp, > 0 for all k, no additional assumptions on the distributiBi}) are needed. All the link-level delay
parametersy; andé;) are identifiable using flexicast experiments provided tajsfy the conditions in Section 3.1:
a) every receiver node is covered and b) every internal rodesplitting node for some sub-experiment.

To see this, consider the two-layer tree on the left panelgifiieé 1. Condition on the subset of data with,, = 0
andY3 ,,, > 0for probesn =1, ..., M. Now,Y> ,,, = 0 implies that both of the internal linkX, ,,, and X5 ,, had zero
delay, soY3 ,, = [X3,m | X3,m > 0]. SO we can use this subsetlsf,,, to estimateF(x; 63). A similar argument can
be used to estimatE(z; 6;) using the subset df; ,,, > 0 andY2 ,,, = 0. Once these two distributions are estimated,
we can easily estimaté(z; 6;).

Case 2: Ifp;, = 0, then we need additional assumptions on the delay disioiwsif’(z; 0 ). As we noted in Example

2, the means of the normal distributions are not identifiallsufficient condition is that the moments of order two
or higher depend on the first moment. For example, this holtervihe variance is a function of the mean (as is the
case with exponential, gamma, log-normal, and Weibullridligtions). Under this condition, we can get additional
estimating equations based on the covariances or otheghigler moments.

Example 5: We consider here a more general situation with the threerlaynary, symmetric tree shown in Fig-
ure 5. Let the delay on link be distributed Gamniay,, ;). Suppose we use the flexicast probing experiment
{(4,5), (5,6), (6,7)}. The covariances yield the following moment equations:

Cov(v;" v = mg,
Cov(Y; ™ ¥ 7) — Covvy™ ¥ *) = i,
Cov(y, ", Y7y — Couy7V, Yy = aspl.

Let E(Y;) = v,.. We also get the following equations based upon third mosent

E(Ys<5’6> —V5)2(Y6<5’6> -vs) = 21
B —m (50 =) — BT =) (57 ) = 20065
ECST = v6)2 (V07 —u) — B — 052 (VPY — ) = 20063

The corresponding sample moments can be used to estimagertteeon the left. Then, estimators ter, 81, as, G2, as,
andg; can be obtained by rearranging the above equations.
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The parameters for the receiver links can be estimated wdththe first moments. For example, the equations for
link 4 are:

E(Ys) = ofi+agfe+asfs
Var(Yy) = a1ff} + aaff + aufi;

The unknown parameters are easily obtained from the obdealaes on the left and the estimated parameters on the
right.

4.2. Maximum Likelihood Estimation

It turns out that estimation qfy, the probability of zero delay, is completely analogoushtat for loss rate inference
discussed in Section 3.2. Recall that a zero delay will beetesl at the receiver node if and only if there is zero
delay at every link. On the other hand, a non-zero delay ateabeiver link may include zero delays at some links,
so we have to “recover” this information from the aggregatel data. But this is exactly the same problem as the
situation with successful transmission vs losses With,, ...zx) = Hle x;. A packet received at the receiver node
implies “success” at all the links. A packet not receivedhat teceiver node involves a combination of successes and
losses, with at least one loss. Thus, we can use the dataevithdelays and positive delays in an analogous manner
to estimate the zero-delay probabilitigs Further, the identifiability conditions are the same asfibrdoss inference

as discussed in Section 3.2

In the rest of this section, we will focus on parametric esation of F(x; 0;) assuming thap, = 0. Maximum
likelihood estimation is intractable in general. To sea thét us consider some simple examples with the two-layer
tree with two receivers in the left panel of Figure 1.

a) Exponential Distributions: Suppose the delay distribution on each link is exponentiidgl parameten;,. Further,
we sendN probes to both receiverg, 3) simultaneously. The log-likelihood function is

1Y) = Nlog(A)+ Nlog(As) + Nlog(hs) — Nlog(A — Ay — As) 4)
N N
- X Z Yi2 — A3 Zyi,?)
i=1 i=1
N
+ ) log[l — exp{—(\ — A2 — A3) min(y; 2, 4i 3)}]
i=1

There is no analytic solution to maximize this equation oveso one would have to use an iterative technique, such
as EM or Newton-Raphson, to find the MLEs even in this simpseca

We examine the details for the EM-algorithm. The underlyiligtributions of the original data are exponential
(member of the exponential family). The (unobserved) siefficstatistics are the total link-level delays. ; X; 1,
Yo Xio,andY | X; 3. SinceX; » =Y, »— X, 1 andX, 3 = Y; 35— X, 1, we need to compute only the conditional
expected values of"_, X; 1 in the E-step. The conditional distributi¢i;|Y> = a, Y5 = b] has density

exp{—(A1 — Ay — A3)x}

g(z) Clab o) 0<z<aAb, (5)

wherea A b = min(a, b) and the constant of proportionality is

1 —exp{—(M — A2 — A3)(a A b)}

C(a,b; A1, A2, A3) = Al — A2 — A3

Now j;J“Ab zg(x)dz is an incomplete gamma function and one can compute the ®eaiued """ | E(X;1]Y;2,Yi3)
as a ratio of the incomplete gamma function and the congt@mtb; A1, A2, A3). Thus, the MLEs of the\; can be
computed without too much trouble in this simple two-layerany case.
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How well does this extend to more general cases? Supposevedtmathree layer binary tree in Figure 5, and
we use a flexicast experiment consisting of bicast schémés, (6, 7), and(5, 6). Consider the bicast schenjg 5)
which splits at node 2. We can try and mimic the computatiengte two-layer tree above. However, we have to
consider the combined pafy, ) whose delay is the sum of delays for links 1 and 2. The expaaietistribution is
not closed under convolution, so the distribution is nowemmplex. For more general trees, the details depend on the
number of links involved before-and-after the splittingleoThe problem is even more complex for multicast schemes
with multiple splitting nodes. So the computation of the MisEcomplicated even for one-parameter exponential
distributions.

b) Gamma Distributions Consider now gamma distributions with same scale paramétah are closed under

convolution. So, the sum of link-level delays are still gami8pecifically, letY;, ~ Gammda, §) and independent

acrossk for k € £. We start with the simple two-layer binary tree. Then, thellhood function of the observed data
is

Yi,2/\Yi,3
/ f1(w) fa(yi2 — ) f3(yiz — fﬂ)dx}

0

L(data) = H{

i=1
B n Yi,2\Yi,3 1 1 ar—1 _E
- [ ety

i=1

1 1 04271 _yi-,Q —Z
“Tlag) o Vo2~ 0ot

1 1 asz—1 _yi,3 — T
X T(ag) 5 (yi3 — ) exp{ 5 }} dx

& 1 1 1 _
—1 {P(QI)F(OQ)F(CB) peatactas exp{—g(yl_g i)}

K3

Yi,2N\Yi,3 Z;
X / xo‘lfl(ym — :v)o‘rl(yi,g — )t exp{ﬁ}da@] :
0

The likelihood function cannot be maximized directly, ahd MLEs will have to be obtained numerically.

Again, we consider the details of the EM-algorithm. The Gahistribution is a member of the exponential family
with sufficient statisticsX andlog(X). As before, for the two-layer tree, we need to compute justctbnditional
expectation ofX; andlog(X}), the unknown delays on the first link. The conditional disition[ X |Y; = a,Y; = b)
is now given by
Y a — @)1 (b— 2)* L exp(3)

Cla, by o1, a2, a3, ) ’

g(x) = 0<x<aAb, (6)

where the proportionality constant is

aNb
C(aa b> a1, 2, 3, ﬁ) = / xa]_l(a’ - x)az—l(b - x)OtS—l exp{%}dw
0

This can be used to compulg X |Y1, Y>] and Eflog(X1)|Y7, Y2] numerically. Note that

C(lea}/Q;al + 1,(12,0{3,6)

EXi|1h,Ys =
[X1|Y7, Yo C(Y1,Ys; a1, 00,03, )

How well does this extend to trees with more than two layet$@rhs out that the full MLE is still not feasible.
However, a combination of “local” MLEs and a grafting ide#ofgy the lines of [7]) is feasible. Consider the 3-layer
tree in Figure 5. Suppose we use a flexicast experiment wiite3ts(4, 5), (6, 7), and(5, 6). The bicast schem@, 5)
splits at node 2. So we can combine links 1 and 2 into a singtedihd use the previous results for the two-layer tree to
get estimates for this subtree. Note that the delay digtabdor the combined links 1 and 2 1§« + a2, 3). So we
can get “local” MLEs fora; + a2, a4, a5 ands from the bicast experimerit, 5). Using a similar argument, we can
get estimates for; + a3, ag, a7 andg from the bicast schem@, 7) and estimates fat;, as + a5, a3 + a7 andg
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from the bicast schem, 6). Now we can use one of several methods to combine these &ssitoeget a unique set

of estimates for all of they, and . Possible methods include ordinary or weighted LS. We dgoodue this strategy
here but discuss method-of-moments estimation in the remtiom. The main message here is that it is not easy to
compute the full MLE even in very simple cases. The problepobees intractable as the size of the tree and number
of children in the links grow.

4.3. Method-of-Moments Estimation

Because of the difficulties presented by maximum likelihaote has to examine other avenues of estimation that are
computationally feasible. We discuss the method of moniaritss section. The goal is to estimate the parameters by
matching the population moments to the sample moments amichiming a loss function. General losses are possible,

but squared error loss leads to more tractable optimizatimithe large-sample properties are easy to establish.

Let H = {1,...,m} be the index set of the probes used in the probing experirbarote the observed data
Y,(1),...,Y,(m) asY,(H). Let M (H) be the observeiith moment for the-th scheme based on the probegin
Let M{(G) be the functional form of théth moment from the-th probing scheme. For example, for the two-layer
tree in Figure 1 with Gamniay, 8;;) distributions on each link, we get the following relatioipsh

E(Y2) = 1B +az8:
E(Yz) = a1 +azbs
Cov(Y2,Y3) = aiff}
E(Ya — 1)’ (Vs —v3) = 20f
Var(Yz) = aiff; + aafs
Var(Ys) 137 + as 53

We can now estimate the parameters by minimizing the squaredloss

QM) = 33 [m ) - Mio)]

%

This is a special case of the nonlinear least squares profhehtan be solved using iterative methods such as the
Gauss-Newton procedure (see [1] for example). Rewritirgldiss function as a single sum over all the moments,
consider the derivatives

OM;(0)

20,

0Q(0;M(H)) I ag
T_—2;[MZ(H) M, (0)]

(7)
which can be written in matrix form as

[BQ(H;M(H))

2| = priascen) - Moo

whereD; ; = %9(9) The moments at the true value can be expanded using a Tayles sxpansion around an

initial guessd(®) as M () ~ M(0) + D(f, — 6(*)). Computing the residuals and replacing the true value with
the observed moments gives an updating scheme based ongsallinear system. Thus at iteratignwe have the
following linear system.

M(H) — M('?) = DB.

Solving this, we get the next iteration &§1) = §(9) + 3.

In general, each iteration should be closer to the minimidewever, there can be situations where the step in-
creases the sum of squares. To avoid this, we recommend thiéieddGauss-Newton in which the next iteration is
given byg(etl) = 9@ 1 3 where0 < r < 1. This fraction can be chosen adaptively at each step. Ifuliestep
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reduces the sum of squares, then it is taken. Otherwise, wesata = .5. If the half step fails to reduce the sum
of squares, then it can be halved again. This guaranteethéhdss function is reduced with every step and gives
convergence to a stationarity point. Examination of thévdéiwes will indicate if the point is a minimum.

The algorithm has useful complexity properties in terms ahbmemory and computation. Since the estimation
is based only on the moments, these values are all that ndsal stored. This is a vast storage improvement over
algorithms that require all of the data or the counts of thrnéd data. Further, the efficient implementation of the
algorithm, involving a QR factorization and one matrix irsien gives computational complexity 6f(m?) where
m is the number of required moments. Again, this is a large aw@ment over other methods that have exponential
complexity. Further improvement is achieved in many cas@sgusparse matrix techniques. These two points make
this approach ideal for application requiring real-timéreates.

The ordinary non-linear least-squares (OLS) method of nmir(ddOM) estimators can be inefficient as the dif-
ferent moments have unequal variability. The variancescandriances of the moments can often be computed and
estimated easily, in which case one can use generalizaedlgaares (GLS) to improve the efficiency.

It can be shown that the method-of-moment estimators bas€dl& or GLS are consistent and asymptotically
normal. The large-sample distribution can be used to coengpproximate confidence regions and hypothesis tests
which are useful in monitoring applications.

4.4. A Limited Study of Relative Efficiency of the Method-dMoments

We conducted a small simulation study to assess the perfmena the MOM estimators versus the MLE. This was

done on a two-layer, binary tree (left panel of Figure 1) fquanential distributions. This is one of the few instances

when it is practical to construct the MLE. We used two MOM mstiors: the OLS and the GLS schemes described
above. The GLS methods used a weighting scheme based on @icahgstimate of the covariance of the observed

moments.

We considered two cases. First, we let each link have the saea®; i.el/\, = 1/2, k = 1,2, 3. Second, each
link had its own mean] /A = 1/2,1/X2 = 1/4, and1/A3 = 1/6, respectively. For both scenarios, 1000 data sets
of size 3000 were generated. Boxplots of the three sets infi&sirs are shown in Figure 6. Each of the procedures
appears to be unbiased, and as expected, the MLE has thestwaliance. When the means are the same, the relative
efficiencies of the OLS MOM are 1.72, 1.33, 1.41 and the nedagificiencies of the GLS MOM are 1.12, 1.11, and
1.12. When the means are different, the relative efficienfiie the OLS are 2.43, 5.09, and 9.13 and the relative
efficiencies for the GLS are 1.07, 1.24, and 1.34.

In this relatively simple case, the GLS MOM loses little affitccy compared to the MLE. By accounting for
variance and covariance of the moments, the weighted #hgoiis able to achieve a higher level of efficiency. The
relative performance of the two estimators on this simpgedsan indication that the GLS procedure will be a relative
efficient estimator that is also practical to implement.

4.5. Analysis Using the NS-2 Simulator

We used thens-2[5] network simulator package to study the effect of possggatial effects on the results. The-2
package is a discrete event simulator that allows one torgenaetwork traffic and transmit packets using various
network transmissions protocols (e.g. TCP, UDP) [14] ovigedvor wireless links. We used the topology shown in
Figure 7 with a multicast transmission scheme. The capat#jl links was set to the same size (100 Mbits/sec), with
11 sources (10 TCP and one UDP) generating background trEftecUDP source sent 210 byte long packets at a rate
of 64 kilobits per second with burst times exponentiallytrilisited with mean .5s, while the TCP sources sent 1,000
byte long packets every .02s. The main difference betweesethwo transmission protocols is that UDP transmits
packets at a constant rate, while TCP sources linearlyasertheir transmission rate to the set maximum and halve it
every time a loss is recorded. The length of the simulatios 3@ seconds, with probe packets 40 bytes long injected
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FIG 6. Boxplots comparing the MLE with MOM. Left panel: all means equal; Right panel: The three means are different.
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FIG 7. Portion of the UNC network used in the ns-2 simulaton sdenar

into the network every 10 milliseconds for a total of abo@®. Finally, the buffer size of the queue at each node
(before packets are dropped and losses recorded) was sepazkets.

In this example, we were interested in modeling the contistmmponent of the distribution, so the portion of the
path-level data that contain zero or infinite delays wereawad. On average, about 80% utilization rate on the link
was achieved. The main advantage of using the simulatoatsthie underlying link delays exhibit both spatial and

temporal dependence with correlation between sister ljok#édren of the same parerite. 4, 5, and 6.) around .25
and autocorrelation about .2 on all of the links.

The above traffic generating scenario resulted in appraeipaniform waiting times in the queue, see Figure 8.
Although this may be somewhat unrealistic in real netwotltagions where traffic tends to be fairly bursty, [10], it

nevertheless provides us with a simple scenario to exafinéher, estimating the unknown parameters for this model
is equivalent to estimating the maximum waiting time for adam packet.

Figure 9 shows quantile-quantile plots using simulatedeslfrom the fitted distributions versus the obsemed
2 delays for both the links and paths. Specifically, we obth& parameters for the uniform distributions from the
moment estimation procedure and then generate data bastxésmparameter values. The fitted values are:
[.89,.79,.53,1.10,1.09, 1.13]. The estimation procedure does quite well on all of the limksept for the interior link
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3. The algorithm seems to compensate for this underestimgibout 40%) by slightly overestimating the parameters
for each of the descendants of link 3, as evidenced by thelglosatched quantiles for the end-to-end data. This error
is probably the result of several factors. First, link 3 @¢®$ the most from the uniform distribution with the lastibin
Figure 8 being too thin. Secondly, the algorithm appearetmbderately affected by the violations of the independent
assumptions, particularly the spatial correlations antbeghildren of link 3. This could likely be somewhat relidve
by using a larger sample size and accounting for the emptyeypebabilities. Nevertheless, the estimation performs
well overall.

5. Summary

We have focused attention on the active network tomograpblglem in this paper. There are a number of other
interesting inverse problems that arise in network tomplgyaThe original problem considered in Vardi [13] deals
with an inverse problem defined on a grapk- (V, £) with node se¥ and edge sef. Hereaggregateneasurements

of traffic flowing through the network are collected at the @side V. The goal is to recover the distributions of traffic
flowing between all pairs of nodes in the network. This prableas important applications in computer network
management and provisioning. A summary of several devetopsifor this problem is given in [3]. Even within the
area of active network tomography, there are other chalgngroblems. For example, there are usually multiple
source nodes, raising the issue of how to optimally desigrfléixicast experiments for the various sources. We have
also assumed that the logical topology of the tree is knovawéver, in many situations, only partial knowledge of
the network topology is available and one would be intetkstausing the path level information ®multaneously
discover the topology and estimate the parameters of sttefée topology discovery problem is computationally
difficult (NP-hard), but methods using a Bayesian formolatas well those based on clustering ideas have been
proposed in the literature (see [3] and references therein)

Finally, active tomography techniques prove very usefuhfienitoring network quality of service over time. This
application requires that path measurements are collegtgdentially over time and appropriately combined. The
probing intensity, the type of control charts to be used fonitoring purposes, the use of path- vs link- information
are important topics of current research.

Acknowledgments: The research was supported in part by NSF grants CCR-03288W%$-0204247, and DMS-
0505535. The authors are grateful to: Jim Landwehr, Loer&@enby, and Jean Meloche of Avaya Labs for making
their ExpertNet tool available for VoIP data collection &ond many useful discussions on network monitoring; Jim
Gogan and his team from the IT Division at UNC for their tedahisupport in deploying the ExpertNet tool on
their campus network, for troubleshooting hardware proisland for providing information about the structure and
topology of the network; and Don Smith of the CS Departmehtd€ for helping us establish the collaboration with
the UNC IT group.

References

[1] BATES, D. AND WATTS, D. (1988).Nonlinear Regression Analysis and Its Applicatiodshn Wiley & Sons.

[2] CACERES R., DUFFIELD, N. G., HOROWITZ, J.,AND TOWSLEY, D. F. (1999). Multicast-based inference of
network-internal loss characteristidEEE Transactions on Information Theot$, 7 (November), 2462—2480.

[3] CASTRO, R., COATES, M., LIANG, G., NOWAK, R.,AND YU, B. (2004). Network tomography: Recent devel-
opments.Statistical Scienc&9, 2, 499-517.

[4] CoATES, M. J. AND NOWAK, R. D. (2000). Network loss inference using unicast endstd-measurement. In
Proceedings of the ITC Conference on IP Traffic, Modelling Bfanagement

[5] Information Sciences Institute (2004). The Network Simulator Information Sciences Institute.
http://www.isi.edu/nsnam/ns/.

[6] LAWRENCE, E., MICHAILIDIS, G.,AND NAIR, V. N. (2003). Maximum likelihood estimation of internaltne
work link delay distributions using multicast measurenseirnt Proceedings of thg7‘" Conference on Information
Sciences and Systems

imsart ver. 2006/03/07 file: vardi-paper.tex date: May 1, 2006



Lawrence, Michailidis, and Nair/Inverse Problems in Netkvdomography 17

[71 LAWRENCE, E., MICHAILIDIS, G., AND NAIR, V. N. (Revised). Network delay tomography using flexicast
experimentsJournal of the Royal Statistical Society, Series B.

[8] LIANG, G.AND YU, B. (2003). Maximum pseudo likelihood estimation in netwtomographylEEE Transac-
tions on Signal Processirgl, 8 (August), 2043—-2053.

[9] Lo PrEsTI, F., DUFFIELD, N. G., HOROWITZ, J.,AND TOWSLEY, D. (2002). Multicast-based inference of
network-internal delay distribution$EEE Transactions on Networkirt§), 6 (December), 761-775.

[10] PARK, K. AND WILLINGER, W. (2000). Self-Similar Network Traffic and Performance Evaluatiowiley
Interscience, New York.

[11] SHIH, M.-F. AND HERO, A. O. (2003). Unicast-based inference of network link gielstributions with finite
mixture modelsIEEE Transactions on Signal Processibly 8 (August), 2219-2228.

[12] TSANG, Y., COATES, M., AND NOWAK, R. D. (2003). Network delay tomographyEEE Transactions on
Signal Processingl, 8 (August), 2125-2135.

[13] VARDI, Y. (1996). Network tomography: Estimating source-degton traffic intensities from link dataournal
of the American Statistical Associati®f, 433 (March), 365-377.

[14] WALRAND, J. (2002).Communications Networks: A First CourddcGraw-Hill.

[15] X1, B., MICHAILIDIS, G.,AND NAIR, V. N. (2003). Least squares estimates of network link lasbabilities
using end-to-end multicast measurements Ptaceedings of thg7¢" Conference on Information Sciences and
Systems

[16] X1, B., MICHAILIDIS, G.,AND NAIR, V. N. (Submitted 2004). Least square methods for link Iedsretion.
Journal of the American Statistical Association

[17] ZHANG, C.-H. (2005). Estimation of sums of random variables: Egmand information bound$¥he Annals
of Statistics33, 5, 2022—-2041.

imsart ver. 2006/03/07 file: vardi-paper.tex date: May 1, 2006



