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Abstract

In this paper we provide a framework for analyzing network traffic traces through trace-driven queueing. We also

introduce several queueing metrics together with the associated visualization tools (some novel) that provide insight

into the traffic features and facilitate comparisons between traces. Some techniques for non-stationary data are dis-

cussed. Applying our framework to both real and synthetic traces we (i) illustrate how to compare traces using

trace-driven queueing, and (ii) show that traces that look ‘‘similar’’ under various statistical measures (such as the Hurst

index) can exhibit rather different behavior under queueing simulation.

� 2004 Elsevier B.V. All rights reserved.
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1. Introduction

The remarkable discovery of self-similarity and

long-range dependence properties in network traf-

fic by Leland et al. [30] have stirred a large body of
work over the last 10 years. Numerous studies

have established the failure of Poisson modeling

for Internet traffic at various levels of aggregation
1389-1286/$ - see front matter � 2004 Elsevier B.V. All rights reserv
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(from local area networks to backbones, see

[38,40]), and a large number of alternative models

have been proposed to capture the properties of

packet and byte arrival processes (see [6,46] for

overviews). However, the dependence structure of
Internet traffic is such a complex phenomenon that

no model is entirely satisfactory, and recent studies

have even proposed a return to Poisson models for

the smallest time scales in high-aggregation envi-

ronments (see [5,25,50]). It is clear that much work

and new modeling techniques are needed, and this

fertile ground has created a growing interest by

network researchers, applied probabilists and
ed.
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statisticians. Unfortunately, this puts researchers

that are working on the development of new net-

work mechanisms and algorithms in a difficult sit-

uation. In order to gain a good understanding of

network traffic and obtain the needed mathemati-
cal and visualization tools, they are forced to nav-

igate a very large and complex literature with few

definitive truths.

In this paper, we argue that it is useful to go

back to the well-established field of queueing the-

ory to study network traffic. Our motivation is

that queues provide the most intuitive language

for describing traffic and its dependence structure,
and furthermore, queue length, delay and loss are

more meaningful performance metrics in the net-

work context.

In this vein, during the evaluation of a new traf-

fic generation approach developed at the Univer-

sity of North Carolina, we had to convince

ourselves that the properties of the generated traf-

fic were close enough to those of real traffic. The
foundation of this approach is a method for trans-

forming a packet header trace into an application-

neutral, source-level representation that enables

closed-loop traffic generation of arbitrary traffic

mixes (see Section 4.1 and [18] for more details).

Fig. 1 shows the sequence of binned byte counts

from a real network trace from the Abilene back-

bone (labeled ‘‘Original Data’’) and a synthetic
one (labeled ‘‘Replayed Data’’) generated in a net-
Fig. 1. The original data is less �spiky� than
work testbed using an early version of the traffic

generation tool. While the two arrival processes

are not visually identical, are they close enough

that the data on the right can be used for research

purposes?
In order to further motivate our approach, we

now examine one concrete domain, validation of

synthetic network traffic, in which careful under-

standing and accurate modeling of network traffic

is crucial. The networking community relies heav-

ily on experiments run on simulators and testbeds

in order to assess the performance of new network

protocols, and synthetic traffic represents a key
component of such experiments (see [14,49]). It is

therefore very important to verify that the charac-

teristics of synthetic traffic traces used in network

experiments match well those of real traffic.

Although providing a conclusive list of desirable

properties is a difficult task, it is clear that repro-

ducing the nature of the queueing process ob-

served on real Internet links is fundamental for
many research studies. For example, congestion

control research (e.g., [13,20,22,28]) focuses on

developing new mechanisms that mitigate delay

and loss in the face of network over-utilization.

Since both delay and loss are functions of queue-

ing dynamics, synthetic network traffic must result

in a realistic queueing process in order to obtain

relevant results from experiments. Realistic queue-
ing is also needed in experiments that study, for
the replayed data, but is it significant?
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example, router capacity planning (e.g., [15]), qual-

ity-of-service guarantees (e.g., [23]), and denial-of-

service attacks (e.g., [17]).

Fig. 2 shows that the marginal distributions of

the two traces are quite similar. Their means are
also close: 158.6 Mbps for the original trace and

170.9 Mbps for the replayed one. Their standard

deviations are not too different either: 37.4 Mbps

for the original trace and 40.4 Mbps for the re-
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Fig. 3. The log-scale diagrams of the original and the replayed data

scales.
played one. We can conclude that the two mar-

ginal distributions are close enough for most

purposes.

Fig. 3 compares the scaling properties of the

two traces using the log-scale diagram derived
from wavelet analysis (see the work of Abry and

Veitch [1,48] for details). Estimates for the Hurst

parameters, H, and confidence intervals of the

two traces are also given in the plots. One could
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reveal similar scaling behaviors, especially for the middle time
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easily argue that the two traces have similar scal-

ing, especially for the middle time scales.

Did the previous rough comparison demon-

strate that original and replayed traces have simi-

lar characteristics? Queueing analysis can clarify
this question in a natural way. Results from

trace-driven queuing simulations in Fig. 4 (ex-

plained more fully in Sections 3 and 4) show that

the nature of the two traces is completely different,

since the original trace creates much longer queues

(the shapes are completely different!). The queue-

ing analysis makes it clear, in a much more obvi-

ous manner than other methods, that something
was missing in this early attempt to generate real-

istic synthetic traffic.

In this paper we argue that an analysis using

trace-driven queueing simulation is a useful tool

for better understanding traffic characteristics.

Our goal with this paper is to introduce a method-

ology for analyzing traces and the necessary tools

and visualizations to do the analysis. We also show
using real traces that the conclusions reached from

this type of analysis may point to a very different

behavior than the one elicited from a statistical

analysis. Finally, a queueing analysis and the asso-

ciated metrics (such as backlog and delay distribu-

tions, loss rates) is capable, to a large extent, of
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Fig. 4. The tails of the queue length CDFs are very different. The ta

quickly compared with the original data (thin line). For the original
uncovering similarities and differences between

traces, a useful result for network simulation and

emulation studies.

However, trace-driven queueing simulation re-

quires that the data analyst make several choices
that can seriously impact the results. Such choices

include the utilization rate in the infinite buffer

case and its constancy over time, and in addition,

the buffer size in the finite buffer case. In this paper

we describe these choices and show through exam-

ples how they affect the conclusions reached. We

also examine several queueing metrics and finally

introduce novel visualization tools (such as the
‘‘multiscale excursion plot’’) that we believe can

help the analyst in their investigations of network

traces. So, while the use of trace-driven queueing

simulation is not new (e.g., [11] demonstrated the

role of dependence on queueing), our theoretical

overview, methodology, visualizations and caveats

provide a more complete and systematic presenta-

tion than previously seen.
Despite our advocacy of trace-driven queueing

simulation, we acknowledge one must not take

its conclusions too far. Networks like the Internet

which use TCP/IP feedback congestion [31,22,2]

and flow control [41] are closed loop systems while

trace-driven queueing is inherently open loop,
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data, longer queues are much more likely.
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using no feedback. The ability of TCP/IP sources

to respond and adapt to available network re-

sources is important [24], and not captured with

trace-driven queueing. In fact, it is one of the moti-

vations behind the UNC traffic generation experi-
ments. But here we make the subtle distinction

that our goal is not performance evaluation per

se, but simply to make queueing-specific inferences

about trace datasets that should create similar rou-

ter workloads. So, while we vary the service rate of

a simulated server to cause additional queueing,

we do not, for example, make claims about the

engineering problem of how to size real link capac-
ities to meet Quality of Service requirements in the

real network from which the traffic arose. Our goal

here is to provide a systematic methodology to

study the traffic, not the system.

The rest of this paper is organized as follows. In

the remainder of Section 1 the traces used in this

paper are described. Section 2 provides an over-

view of queueing theory and discusses several
canonical examples. Section 3 describes trace-dri-

ven queueing simulation, and provides a number

of visualizations for both simulated and real net-

work traces. Section 4 gives a more detailed queue-

ing analysis of the original Abilene and replayed

synthetic traces described above. Techniques for

addressing certain non-stationary features are dis-

cussed. Section 5 describes problems and issues
one can face doing trace-driven queueing analysis.

In Section 6 we provide conclusions.

1.1. Description of data sets used in the study

and a motivating example

The data sets examined in this paper come from

two sources: (i) the UNC data collection experi-
ments and (ii) the Abilene network collection.

Queueing analysis of the Abilene data set is our

primary emphasis because of its role in refining a

new UNC tool for capturing and replaying net-

work traces. However, for variety and to illustrate

particular ideas, we also discuss certain UNC data

sets.

The 2002 UNC data sets are a collection of
packet header traces obtained in April 2002 from

the 1 Gbps Ethernet link connecting the campus

of the University of North Carolina at Chapel Hill
with the rest of the Internet. Only packets ob-

served in the inbound (from the Internet) fiber link

were considered. These traces were collected using

the tcpdump tool running on a high-end Intel-

based server-class machine (with loss rates of at
most 0.1%). In order to perform the analyses re-

ported in this paper, we transformed these traces

into time-series of packet and byte arrivals for

10-millisecond intervals; this interval turns out to

be well within the precision of our measurement

infrastructure.

The second source of data are network traces

from the Abilene-I collection of packet header
traces that is publicly available from the National

Laboratory for Advanced Network Research

(NLANR) [34]. These traces were collected from

Internet 2 backbone links (OC-48) in August

2002 using a DAG card [10]. The measured links

carried traffic between Indianapolis and Cleveland,

and between Indianapolis and Kansas City. As be-

fore, these traces were transformed into time-series
of arrivals for 10-millisecond bins (this is certainly

within the precision of the high-time-resolution

DAG card).

A time-series plot of the packet counts of two

Abilene traces is shown in Fig. 5. One of the main

features of both traces is the burstiness exhibited

over different time scales. This burstiness is usually

captured by the Hurst parameter, but as our sub-
sequent analysis shows, its effect on queueing is

more subtle.
2. A brief overview of queueing results

In this section we provide some background on

queueing results, with a particular emphasis on
models proposed to capture the characteristics of

Internet traffic, such as Fractional Brownian

Motion.

Consider time being divided into ‘‘slots’’ of

fixed length (e.g., 10 ms). Denote the amount of

work that arrives to a server (bytes or packets,

for example) in slot k by Xk = Yk + m where

E[Yk] = 0 and m > 0. Furthermore, it is assumed
that Yk is a stationary, ergodic process. In this for-

mulation, the quantity Yk captures the variability

and m the mean amount of work that arrives in



Fig. 5. Abilene packet traces: Indianapolis–Cleveland (left panel) and Indianapolis–Kansas City (right panel).
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each time slot. Then the total cumulative input to

the server in time {1, 2, . . . , n} is

An ¼
Xn

k¼1
X k:

Suppose that the server can process C units of
work in each time slot. Then the net input in slot

k is Xk � C and a net input process can be defined
as

In ¼ An � Cn ¼
Xn

k¼1
X k � Cn:

The queue length process can be defined through
the Lindley recurrence formula given by

Q0 ¼ 0 and

Qn ¼ maxf0;Qn�1 þ Xn � Cg; n ¼ 1; 2; . . .
ð1Þ

For C > m (i.e., the average rate of the output/

departure process exceeds the average rate of the
input process) the queue length process has a

proper steady-state distribution Q and the queue

is characterized as stable. Moreover Q can be

written in terms of the input process through

Q¼D max
06k<1

fAn � Cng; ð2Þ

where ¼D denotes equality in distribution. A queue
with finite size B can be expressed as
QðBÞ
0 ¼ 0 and

QðBÞ
n ¼ minfmaxf0;QðBÞ

n�1 þ Xn � Cg;Bg;

n ¼ 1; 2; . . . ð3Þ
(The books by Feller [12] and Asmussen [3] pro-

vide a theoretical background of queueing, with

the case of i.i.d. input sequences receiving very de-
tailed coverage. For an exposition of results under

a more general stochastic setting see the book by

Bremaud and Baccelli [4].)

This discrete time framework would be the

basis for processing real network traffic traces

and assessing their properties. However, some

of the theoretical results come from an analo-

gous formulation in continuous time. Let the
total input to the server in [0, t) be A(t), a sto-

chastic process with stationary increments. Sup-

pose that the server can process work at rate

C. Then the net input process for work arriving

in [0, t) is

IðtÞ ¼ AðtÞ � Ct:

The continuous time analog of the queue length

process is the ‘‘workload’’ process, also called the

‘‘storage process’’ [16,35,36]
W ð0Þ ¼ 0 and W ðtÞ ¼ sup
s6t

fIðtÞ � IðsÞg: ð4Þ
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In order for the queue to be stable, we need that

E[A(t) � Ct] < 0. Then the distribution of the stea-
dy-state workload can be expressed as

Q¼D sup
tP0

fAðtÞ � Ctg: ð5Þ

Note the similarity between (2) and (5). The three

examples that follow provide some queueing re-

sults for several canonical families of traffic mod-

els. They assume finite variance distributions,

although infinite variance models have also been

proposed (e.g., [26,33]).

2.1. Example – Brownian Motion

Let {B(t)} be standard Brownian Motion (i.e.,

Var[B(1)] = 1) and

AðtÞ ¼ rBðtÞ þ mt; m > 0:

Assume for the server rate C that m < C. Then the

net input to the server is

IðtÞ ¼ rBðtÞ þ ðm� CÞt;
a BrownianMotion with negative drift. The steady-

state workload has a distribution given by

Q¼D sup
tP0

frBðtÞ þ ðm� CÞtg

which is the supremum of a Brownian Motion

with negative drift. Its distribution is known [27].

In fact,

P ðQ < xÞ¼D P sup
06t<1

IðtÞ P x
� �

¼ e�kx; x P 0;

where k = 2(C � m)/r2. So in this case the supre-
mum has exactly an exponential distribution. This

is illustrated below in Fig. 9 of Section 3 where sev-

eral useful visualizations are described.

2.2. Example – weak dependence with finite

moments

In [16], Lindley processes (i.e., processes defined

by (1) or (4)) were considered using classical large-

deviation techniques (see also [9,29]). Suppose A(t)

is a stochastic process with stationary increments.

(A discrete time analog was also considered.).
Moreover assume E[I(t)] = at, a < 0. Under some
conditions that require the dependence of I(t) be

not too strong (‘‘weakly-dependent’’) and that

I(t) have finite moments, the distribution of the

steady-state queue length Q obeys

lim
x!1

1

x
log P ðQ > xÞ ¼ �h
 for a constant h
:

The conditions on the dependence and moments

are violated if the input process has long-range

dependence or infinite variance, respectively. No-
tice that this result on the log-asymptotics is weaker

than saying the workload has an exponential

distribution.
2.3. Example – Fractional Brownian Motion

Fractional Brownian Motion (FBM) has been

proposed as a Gaussian traffic model [35,36] for
the variability in the cumulative arrivals that al-

lows long-range dependence in the increments

(e.g., the binned packet or byte counts). Indeed

the model has received much attention (see [37]

for a list of references), in part because of its sim-

plicity. Including the mean and variance, the sim-

plest FBM model would have only three

parameters. (See the papers in [7] for theory and
applications of long-range dependence.)

Let {BH(t)} be standard Fractional Brownian

Motion with Hurst parameter H 2 (0.5, 1). That
is, a mean zero, self-similar Gaussian process

{BH(t)} with stationary increments and covariance

function

Cov½BðsÞ;BðtÞ
 ¼ ðjtj2H þ jsj2H � jt � sj2H Þ=2:
In the time interval [0, t) denote the cumulative in-

put by A(t) and the net input process by I(t) where

AðtÞ ¼ rBH ðtÞ þ mt and IðtÞ ¼ rBH ðtÞ þ ðm� CÞt

so that Q is given by (5). For modeling packet or

byte counts in, say, 10 ms intervals, one would

imagine using the increments A(t + 1) � A(t) =
r(BH(t + 1) � BH(t)) + m. The increments of Frac-
tional Brownian Motion {BH(t + 1)�BH(t)} are
called Fractional Gaussian Noise (FGN), and are

long-range dependent for H 2 (0.5, 1). In [8] classi-
cal large deviation results were extended to show

that for this model
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lim
x!1

1

x2�2H
log P ðQ > xÞ ¼ �c2;

c2 > 0 a known constant: ð6Þ

Now, for a generic random variableW with a Wei-

bull distribution, shape parameter a > 0, and scale
parameter c > 0

P ðW > xÞ ¼ e�cxa
; x P 0 and

lim
x!1

1

xa
log P ðW > xÞ ¼ �c:

ð7Þ

Because of the similarity of the limits in (6) and (7)

it sometimes said that the workload from Frac-

tional Brownian Motion input is ‘‘Weibull-like’’.

However, this log-asymptotic result does not say

the steady-state workload has a Weibull distribu-

tion. The difference is the lower order terms that
are washed out in the limit. (See [21,32] for more

details.) The important consequence for queueing

is that the tail of the queue length distribution de-

cays more slowly than an exponential rate, so lar-

ger buffers are more likely than from a similarly

scaled weakly-dependent input process.
3. Trace-driven queueing analysis

In order to perform trace-driven queueing, the

arrival (or workload) sequence {X(k); k =
Fig. 6. Simulated Fractional Gaussian Noise with Hurst parameter

length 7,200,000 while the subset starting at 4 · 106 (right) has only 10
sample mean, the server rate for 90% utilization, and the server rate
1, 2, . . . , N} of work per unit of time (e.g., the
number of bytes or packets per 10 ms intervals)

can be used. The arrival/workload sequence can

be either a real or simulated traffic trace. The user

defined parameter C determines the utilization
rate, q, of the simulated server through the for-
mula q = E[X(n)]/C. To force queueing, it is not
uncommon to use values of q at 90% or higher
as a means to understand the burstiness of the

trace. We do not claim that the performance at a

simulated 90% utilization is comparable to a real

queue with 90% traffic intensity.

The relationship between the utilization rate
and the mean rate is clearly illustrated in the fol-

lowing example. The left panel of Fig. 6 shows a

simulated Fractional Gaussian Noise trace of

length n = 7,200,000, with Hurst parameter H =

0.9, mean 30 and variance 25. The horizontal gray

lines show (from bottom to top) the sample mean

(100% utilization), the 90% utilization line and the

65% utilization line. With an empty queue, only an
amount of work above the utilization line would

produce an onset of queueing at that utilization.

In the right panel of Fig. 6 a magnified version

of the previous figure showing only 10,000 data

points is given. Notice how infrequently the arriv-

ing work exceeds the 65% utilization line.

When comparing two traces, even small differ-

ences in the mean rates could cause quite different
H = 0.9, mean 30, and variance 5. The entire dataset (left) has

,000 points. Horizontal lines correspond to (bottom to top) the

for 65% utilization.
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queueing behavior if the same server rate C is used.

The results of the analysis could be dominated

by the difference in the mean rates. We propose fix-

ing the utilization rate q when comparing traces.
Loosely speaking, this has the interpretation of a
server allocating resources in proportion to the

mean rate. We adopt this method throughout this

paper.

We next introduce some queueing performance

metrics and describe the associated plots that help

with the interpretation of the results.

3.1. Queue lengths and the corresponding time plot

Assuming no restriction is placed on the maxi-

mum size of the queue, the most fundamental out-

put quantity is the sequence of queue lengths

{Q(n); n = 1, 2, . . . , N}, obtained through Lind-
ley�s recursion equation (1). A useful plot that pro-
vides a global view of the effect of the utilization

rate is the queue length time plot, that plots
{Q(n)} against time indices n. Fig. 7 shows the

queue lengths corresponding to a 65% utilization

(left panel) and 90% utilization (right panel).

While the increase in the utilization is only about

38%, the queue lengths have increased by many or-

ders of magnitude. In fact, at 65% utilization there

is little queueing at all. At 50% utilization there is

practically no queueing with this trace (not
Fig. 7. Queue lengths from a simulated queue with simulated Fractio

and 90% utilization (right).
shown). Finally, notice how periods of higher

activity in the input process around time index

1 · 106 and 3 · 106 (Fig. 6, left panel) and lower
activity around 5 · 106 translate into larger and
smaller queue lengths, respectively, at the same
times.

A combination of time plots, all aligned to-

gether offers the data analyst a more complete

queueing picture. Fig. 8 shows three related plots

for a queueing simulation using the Abilene

Cleveland dataset. The top panel shows the input

process {X(k)}. (For this queueing simulation the

server rate C was calculated using not the overall
sample mean, but the 1 s ‘‘local means’’, calcu-

lated as the sample mean on non-overlapping 1

s intervals. See our discussion in Section 4.) In

the middle panel, the evolution of the queueing

process {Q(k)} over time is shown. In the bot-

tom panel, the departure process is plotted.

The departure process is the amount of work

that leaves the queue in each time interval. From
the combined plot, it can be seen which bursts

in the input process are translated to ‘‘spikes’’

in the queue length process and to corresponding

bursts in the departure process. The figure also

allows users to understand how queueing shapes

an input process and which features are pre-

served, dampened or enhanced in the departure

(output) process.
nal Brownian Motion (H = 0.9) input and 65% utilization (left)



Fig. 8. Indianapolis–Cleveland packet trace (top) and associated queue length (middle) and departure (bottom) processes using a

server rate adapted to 1 s local means. Features in the input process can be clearly connected to corresponding features in the queue-

length process.

456 D.A. Rolls et al. / Computer Networks 48 (2005) 447–473
3.2. Queue length CCDF plots

From the sequence of queue lengths, statistics

such as average queue length or queue length distri-

bution can be obtained. In order to obtain an accu-

rate estimate of these statistics a certain percentage

of the initial queue lengths (burn-in period) should
be excluded. For stationary input processes, expe-

rience shows that a 1–10% proportion (depend-

ing on the length of the trace) is adequate for

the task. Two techniques to deal with certain

non-stationary input sequences are described in

Section 4.

Fig. 9 (left panel) shows the tail of the empirical

queue length CDF (the CCDF) using two Gauss-
ian input sequences, both with mean 30, variance

25 and length n = 7,200,000. One is simply an inde-

pendent and identically distributed (i.i.d.) Gauss-

ian sequence, while the other is simulated

Fractional Gaussian Noise with Hurst parameter

H = 0.9 generated using a variation on Paxson�s
fast approximate technique [39,44]. Each of the

values in this simulated trace were truncated to
give integers, and then fed into a queue with 65%

utilization rate. The distribution was obtained

after excluding the first 50,000 queue lengths. As

is common, the vertical axis is shown in log-scale

to emphasize the rate of decay. A straight-line in

this plot would correspond to exponential decay

in the tail of the queue length distribution, which
we see for the i.i.d. sequence. On the other hand,

the long-range dependent FGN input sequence

provides a distinctive curve which means larger

buffers are more likely. Looking at the x-axis re-

veals that the probability the queue length exceeds

size 10 is less than 10�6 for the i.i.d. sequence but

around 10�4 for the FGN sequence.

In Fig. 9 (right panel) an analogous plot is
shown for the same i.i.d. and Fractional Gaussian

Noise data processed by a server operating at 90%

utilization. Once again, the resulting graph for

FGN is not a straight line and shows a typical ‘‘ro-

tated-S’’ shape. The curvature for small queue

lengths is consistent with long-range dependence,

and is an important feature of the trace revealed

by the CCDF plot. The drop-off at the extreme
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Fig. 9. Empirical queue length CCDF for two simulated N(30, 25) Gaussian sequences: i.i.d. (thin line) and Fractional Gaussian Noise

(H = 0.9), (thick line) fed into a queue with 65% utilization (left) and 90% utilization (right). Long-range dependence means larger

queues are more likely.
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right of the graph is an artifact of the finite-length

of the trace and is a typical characteristic. The
queue lengths for i.i.d. data are so small in com-

parison that the queue length CCDF appears to

be a vertical line. Comparing the queue length

CCDF of the FGN data for the two utilizations,

queue lengths for 90% utilization are longer with

higher probability, as expected. For example, the

probability that the queue length is greater than

20 is about 10�5 at 65% utilization, but more than
10�1 at 90% utilization.

When the cumulative input process A(n) is

Fractional Brownian Motion, an asymptotic rela-

tionship between the curvature of the plot and H

is given in (6). If one makes the approximation

log P ðQ > xÞ ¼ �c2x2�2H ;

then

log10ð� logðP ðQ > xÞÞÞ
¼ log10c2 þ ð2� 2HÞlog10x: ð8Þ

So in practice, one would hope that for an approx-

imately Fractional Gaussian Noise input process,

a graph of log10(�log(P(Q > x))) vs log10x would
show, for large enough queue lengths a linear re-

gion with slope 2 � 2H. Fig. 10 (left panel) shows
such a plot using the same empirical CDF shown

above for 65% utilization. A least-squares line fit
for 0.7 6 log10x 6 1.6 yields a slope of 0.179 which

gives a Hurst parameter estimate bH ¼ 0:91. Verti-
cal lines corresponding to log10x = 0.7 and

log10x = 1.6 are included in Fig. 9 (left panel) to

provide a sense of scale. Notice that most of the re-

gion is included.

Fig. 10 (right panel) tries to exploit the same

approximation, but for a 90% utilization rate. It

is harder to fit a straight line on this plot. A

least-squares regression line for 3.5 6 log10x 6 5
gives an estimated Hurst parameter of bH ¼ 0:89.
This interval is shown in Fig. 9 (right) by the ver-

tical lines. Knowing that the graph should have a

Weibull-like shape, Fig. 9 (right) appears unreli-

able for x larger than about 90,000. The regression

in Fig. 10 (right) might be slightly improved by

using log1090,000 for the right endpoint instead

of 5. On the other hand, the visualization in Fig.
10 provides a way to see where the Weibull

approximation is appropriate in the tail simply

by looking for a straight line.
3.3. QQ-plots

Another useful plot, especially when comparing

two different data sets (e.g. two queue-length pro-
cesses from different times) is the QQ-plot. Fig. 11

shows a QQ-plot of the queue length process for



Fig. 10. Graph of log10(�logP[Q > x]) vs log10x to exploit the approximation described in (8). The slope of the linear portion can be
related to the Hurst parameter.

Fig. 11. QQ-plot of original and synthetic traffic traces for the Indianapolis–Cleveland link shown with 45-degree line. Since the curve

is far from the line, the queue length distributions are clearly quite different.
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the original Abilene Indianapolis–Cleveland traffic

trace and a related synthetic version produced by

the UNC group. (See Section 4 for more details.)
In this simulation, a 95% utilization rate was used.

If the data were approximately a straight line it

would suggest the distribution of queue lengths
from the two traces are similar. Instead, significant

differences in the right tail of the queue length dis-

tributions are very clear. This indicates the syn-
thetic traffic typically exhibits less burstiness,

which results in smaller queues and a smoother

queue length process.
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3.4. Multiscale plots

All the plots presented so far provide a ‘‘snap-

shot’’ view of the effects of queueing on traffic

traces at a single utilization. It is, however, partic-
ularly useful to obtain a more integrated picture of

the whole process and the objective of the follow-

ing plots is to capture such effects.

Fig. 12 shows the mean queue length versus uti-

lization from trace-driven queueing simulations
Fig. 12. Average queue length versus utilization for the original

Abilene Cleveland trace and the UNC replayed version.

Fig. 13. 95th (left panel) and 99th (right panel) percentiles of the que

Indianapolis–Kansas City trace and the corresponding UNC replayed
using the original Abilene Cleveland trace and

the UNC replayed version described in the Intro-

duction. (See Section 4 for details on how the sim-

ulation was performed using a linearly-increasing

server rate fit to the mean trend.) The growth of
the mean queue length with utilization is expected.

As utilization increases, server rate decreases, and

queues become longer. But this plot also shows the

average queue length is larger using the original

trace at larger utilizations. Although the vertical

scale only highlights the differences at large utiliza-

tions here, smaller differences exist at utilizations

between 50% and 80%. So this plot reveals, in
absolute terms, the differences in the queue length,

particularly at 90% utilization and above.

Fig. 13 shows similar plots for another compar-

ison—the Abilene Indianapolis–Kansas City trace

and its UNC replayed version. These plots use not

the average queue length, but rather the empirical

95th percentile (left panel) or 99th percentile (right

panel) of the queue length distributions, to provide
analogous information. From the left plot we see

that the queue length is zero at least 95% of the

time when the utilization is 70% or less. The right

plot shows that the queue length is zero at least

99% of the time when the utilization is 65% or less.

As with the mean queue length plot, we can see for

which utilizations the difference in the queue

length distribution becomes large.
ue length distribution vs utilization rate for the original Abilene

version.
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3.5. Multiscale excursion plots

In this section we present a novel visualization,

a multiscale excursion plot, that illustrates the ef-

fect of using different adaptive service rates. Let
E‘(t) denote the excursion process at level ‘ of
the corresponding queue length process Q‘(t) for

t 2 [0, T]. The level parameter ‘ determines the ser-
vice rate process C‘(t) used for processing through

the trace through the queue. For example, when

‘ = 1 the service rate process C1(t) = constant and
is proportional to the mean of the entire arrival

process. This service rate C1(t) gives rise to a cor-
responding queue length process Q1(t) and corre-

sponds to the usual definition of a constant

server rate C. When ‘ = 2 the trace is split into
two parts on intervals [0, T/2] and (T/2, T] of equal

length and the service rate process C2(t) takes two

different values: C2(t) = c1 if t 2 [0, T/2] and
C2(t) = c2 if t 2 (T/2, T], with c1 and c2 being pro-
portional to the mean in each of the two halves of
the arrival process. This in turn defines Q2(t).

Continuing to further subdivide the trace, we get

that when ‘ = 10, the trace is divided into 210 equal
parts and the service rate process is given by the

step function C10(t) = cj, j = 1, . . . , 1024 if t 2
((j � 1)T/2‘, jT/2‘]. Hence, at higher levels the ser-
vice rate process becomes more adapted to local

fluctuations of the arrival process through its pro-
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Fig. 14. Independent and identically distributed N(30, 25) arrival pr

arrival process (right).
portionality to the sample mean on the sub-

intervals.

The excursion process E‘(t) identifies values of

the queue length process with one of K + 1 states

(colors) based on the magnitude ofQ‘(t). More pre-
cisely, E‘(t) takes values in a finite set K ¼
f0; . . . ; k; . . . ;K � 1g as follows: E‘(t) = k if Q‘(t) 2
[sk, sk+1), where sk, k 2 K, are predefined thresh-
olds, with sK =1. For illustrative purposes
K ¼ f0; 1; 2g is used here. Then, the excursion
process E‘(t) is plotted for several values of the level

parameter ‘.
Fig. 14 shows a subset from n = 720,000 to

n = 1,230,000 of the same N(30, 25) simulated

traces considered for Fig. 9. Fig. 14 (left panel)

shows the i.i.d. sequence and Fig. 14 (right panel)

shows a sequence generated from a fractional

Gaussian noise model with Hurst parameter

H = 0.9. The multiscale plots for the excursion

process corresponding to these simulated traces

are shown in Fig. 15. The threshold values used
for both traces are 10 and 25; i.e. if Q‘(t) 6 10

then E‘(t) = 0 (black), if 10 < Q‘(t) 6 25 then

E‘(t) = 1 (white), otherwise E‘(t) = 2 (grey). It

can be seen that for the i.i.d. trace the excursion

process exhibits relatively few excursions above

10, but more importantly these excursions have

a very short duration at all levels. This is due to

the fact that the underlying input process has no
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Fig. 15. Multiscale plot of the excursion process E‘(t) for the sequences shown in Fig. 14 above.
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memory for all practical purposes. At all levels

there is a very short and not persistent burst that

dies down immediately. The ‘‘local means’’ are
very similar to the ‘‘grand mean’’ and hence the

same pattern occurs at all levels. Any excursions

are due to the fluctuations of the trace. On the

other hand, the FGN trace exhibits long-lasting

excursions above the thresholds for low levels,

which is due to the temporal dependence present

and the lack of adaptability of the rate process

to local persistent fluctuations, as can be seen in
Fig. 14 (right panel). However, such excursions

become less prominent and short-lived at large

levels (above 6) due to the adaptability of the rate

process. Nevertheless, their durations are still

longer than those of the i.i.d. trace at the same

level. Using the excursion process E‘(t) obtained

from trace-driven queueing for testing properties

of the input process is a topic of ongoing
research.

3.6. Finite buffers and loss rates plots

The presentation so far has assumed an infinite

buffer. With a finite buffer, packets arriving to the

server that cannot be accommodated by the exist-

ing free space in the buffer are dropped and lost.
Therefore, values of the queue length/workload

process and the departure process are truncated.

In this case, the loss process becomes of interest.
The loss process (i.e., the sequence of counts of

lost bytes or packets) is defined as L(t) =

max{0, Q(t) � B}, where B denotes the buffer size.
The magnitude of the loss process is obviously a

function of both the utilization rate and the size

of the buffer.

Fig. 16 shows the loss process for the Abilene

Indianapolis–Cleveland data time-aggregated to 1

s intervals. Fig. 16 (left) shows the loss process for

a buffer size B = 20,000 while Fig. 16 (right) shows

the loss process for a buffer sizeB = 200,000. Notice
that the smaller buffer leads to larger and persis-

tent loss rates (always above 1.5%). On the other

hand, a 200 Kb buffer to a large extent identifies

large excursions of the input process above its mean

level.

In the finite buffer case there are two factors in-

volved in the queueing processing of network

traces: the utilization rate q and the buffer size B.
A three-dimensional plot that captures the com-

bined effect of both factors for the Abilene India-

napolis–Kansas City trace is shown in Fig. 17. It

can be seen that there exists a trade-off between

buffer size and utilization rate; that is, as the utili-

zation rate increases, a larger buffer size is needed

in order to keep the average loss rate below a cer-

tain level. It is also worth noting that for utiliza-
tion rates below 90%, a relatively small buffer

size of about 20Kb manages to keep the average

loss rate below 2%.



Fig. 16. Loss rate process for the Indianapolis–Cleveland traffic traces for a finite queue of size B = 20,000 (left panel) and B = 200,000

(right panel).

Fig. 17. Mean loss rate for the Indianapolis–Kansas trace at different utilization rates and for different buffer sizes. The tradeoff

between buffer size and utilization rate is clearly shown.
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4. Case study: analysis of original and replayed

traffic traces through queueing

As mentioned in the Introduction, one of the

motivations of this paper was to describe the use
of queuing simulation for studying the realism of

synthetic network traffic. In this section we de-

scribe ongoing network experiments performed
by one of the authors (Hernández-Campos) which

attempt to reproduce the relevant statistical prop-

erties using a new traffic generation approach. Fol-

lowing a description of the experiments we show

the results of two comparisons using trace-driven
queueing analysis. The first comparison, using an

earlier version of the traffic generation tool, re-

vealed that some important property of the origi-
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nal traffic was not captured in the experiment,

which provided motivation to refine the approach.

4.1. Description of the network experiment

The traffic generation experiments studied in

this paper make use of the new source-level trace

replay approach recently developed by Hernán-

dez-Campos et al. [19,18]. The starting point of

this approach is the paradigm of simulation based

on source-level descriptions of applications advo-

cated by Floyd and Paxson [14]. These authors ob-

serve that TCP congestion control is an end-to-end
closed-loop mechanism that shapes the low-level

packet process according to the conditions of the

network. Consequently, traffic must be generated

by models of applications layered over (real or

simulated) TCP/IP protocol stacks. This is in con-

trast to an open-loop approach in which traffic is

generated according to a model of packet arrivals,

ignoring congestion control. Since between 90%
and 95% of the bytes over the Internet are carried

by TCP connections, simulations and testbed

experiments must make use of synthetic traffic gen-

erated in a closed-loop fashion.

Source-level trace replay is based on a number

of measurement techniques that can be used to

convert an arbitrary packet header trace into a

set of source-level descriptions of the connections
in that trace. Any TCP connection, independent

of the specific application driving it, is not more

than a sequence of data exchanges, in which each

end point sometimes sends data, sometimes re-

ceives data and sometimes remains quiet. Using
Fig. 18. Configuration of U
fields in the header of each packet in a TCP con-

nection, we can construct a description of this

send/receive/wait behavior. TCP headers provide

enough information to avoid being misled by

packet retransmissions and reordering, so the
description of traffic is in terms of application-data

units that are independent of the network condi-

tions in the trace. A trace can be replayed in a

closed-loop fashion by first converting each con-

nection to this abstract representation, and then

using this same representation to drive an equal

number of connections, maintaining the same rel-

ative connection start times. The major advantage
of this approach is that it will enable re-creation of

‘‘realistic’’ traffic, in a reproducible way, in a

closed loop fashion. By construction, this synthetic

traffic is realistic at the source-level, since we di-

rectly measured and replayed the source-level

properties of the entire population of TCP connec-

tions. However, does this mean that the traffic is

‘‘realistic’’ at the packet arrival level? One way of
studying this question is to leverage on the nature

of this traffic generation approach to directly com-

pare the packet arrival processes in the original

and in the replay trace. These two processes are

obviously not identical, but are they ‘‘close en-

ough’’? Trace-driven queueing analysis can help

answer this question in a network-centric manner

(since queue lengths are very meaningful for net-
work researchers and practitioners).

The replayed traces considered below were gen-

erated in the UNC testbed environment shown in

Fig. 18. This testbed consists of more than 40 traf-

fic generation machines, and a number of switches
NC Network Testbed.
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and routers. During the experiments, instances of

the tmix traffic generation program are used to

replay the source-level behavior of the connections

in the original trace. In the case of the replay of the

2-hour-long Abilene trace, which has 2.4 million
TCP connections, each traffic generator was in

charge of reproducing 60,000 connections. In

other words, each traffic generator opened or ac-

cepted 60,000 TCP connections (preserving the

original relative start times) and then sent/re-

ceived/waited on each connection according to its

original source-level behavior. We verified that

CPU and other resources were not constraining
the traffic generators. In order to introduce realis-

tic delays in the experiment, we made use of the

dummynet system [43] to assign random delays to

each connection (so all packets from the same con-

nection were delayed by the same randomly-

chosen amount of time).

4.2. Comparison of traces using trace-driven

queueing

In this section we provide in-depth analyses of

the comparison between original and UNC re-

played traces. In the first comparison, the Abilene

trace was compared with its replayed version. As

described in the introduction, the traces consist

of 540,000 byte counts measured at 10 ms inter-
Fig. 19. Byte counts of original and replayed data with a lea
vals. Fig. 19 shows the original Abilene trace (left

panel) and a replayed version (right panel) from

the network experiment. A trend line is apparent,

and is discussed below. The replayed trace con-

tains certain features of the original data, but
new features of randomness were introduced. A

close examination of the two time plots reveals

the traces are not identical (although that was

the goal). The original data appear ‘‘more bursty’’.

But, is the replay trace similar enough for network

research purposes, such as investigations into ac-

tive queue management protocols? Trace-driven

queueing simulation can suggest an answer.
One of the issues that must be dealt with is the

upward trend in the traces. If a queue with con-

stant service rate were simulated over the length

of the trace, the utilization measured locally (i.e.,

over short non-overlapping time intervals) would

increase over time. This in turn would translate

into larger queue lengths towards the end of the

trace. In order to isolate the queueing effects of
the ‘‘spikiness’’ and dependence structure in the

data, we suggest a variable server rate C(k) and

discuss two approaches.

The first approach is only appropriate for traces

with a clear linear trend and a variance that does

not increase too much as the mean rate increases.

Using linear regression, a line of the form

y = mk + b, with slope m and y-axis intercept b is
st-squares regression line y = mk + b for time index k.
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fit through the data. Values for m and b are shown

in Fig. 19 for the two traces. We obtain the adapt-

ing server rate using C(k) = (mk + b)/q, which is
better adapted to the trend than a constant server

rate C, if the goal is a fixed utilization q.
Fig. 20 shows queue length CCDF plots for

queueing simulations using the original and re-

played data, an infinite size buffer, and the variable

server rate based on the linear regression line. Two

utilizations are shown: 65% (left panel) and 85%

(right panel). It can easily be seen that the queue

lengths are much smaller from the replayed data.

A second approach to address the upward trend
offers more flexibility than provided by a regres-

sion line. ‘‘Local means’’ are calculated on non-

overlapping intervals of fixed length. Then, on

each such interval the local mean and desired uti-

lization are used to calculate the server rate. In

other words, the server rate is allowed to vary as

the local means vary. This provides a way to adapt

to changing mean rates, a kind of non-stationarity.
Using a queueing simulation with a server rate

that adapts by the local means, the loss processes

further demonstrate the fundamental differences

in the characteristics of the original and replayed

traces, as shown in Fig. 21. The service rate used

corresponded to a block mean process estimated
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Fig. 20. Comparison of empirical queue length CCDF for original

utilization (right panel). The tail of the CCDF from the replayed data

(thin line). The server rate was adapted using a mean trend line.
at 1 s intervals. It can be seen that the loss process

for the original data is significantly more ‘‘spiky’’

compared to that of the replayed data.

Fig. 22 shows a multiscale excursion map, to-

gether with the input process, for the original Abi-
lene Cleveland byte data. For this plot the

threshold levels were set to 200,000 and 2 million

bytes, respectively. In this plot, we see again

long-lasting excursions above the 2 million byte le-

vel at low levels. However, this is mainly due to the

non-stationary nature of the input process, since

when the service rates become more adaptive (at

higher levels), the excursions of the workload pro-
cess become significantly smaller. It is worth not-

ing that even at higher levels (when the service

rate process has become fairly adaptive to local

fluctuations) the excursions have longer durations

than those observed for the FGN trace, thus indi-

cating a stronger temporal dependence.

The conclusion of this trace-driven queueing

analysis provides substantial evidence that the ori-
ginal and replayed traces appear quite different

from a queueing point of view. The replayed trace

is smoother, and therefore less queueing intensive.

The queue is typically much smaller using the re-

played trace, and with a finite buffer the loss pro-

cess is also much smoother. It is not clear that
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and replayed data, at 65% utilization (left panel) and at 85%

(thick line) decays very quickly compared with the original data



Fig. 21. Aggregated loss rate processes for the original (left panel) and replayed (right panel) traces at 95% utilization and with a buffer

of size 20,000.

Fig. 22. Abilene trace (top) and corresponding multiscale excursion map (bottom) for values <200,000 (black), 200,000–2,000,000

(white), and >2,000,000 (grey).

466 D.A. Rolls et al. / Computer Networks 48 (2005) 447–473
research results obtained with the replayed data

would also hold for the original traffic which has
far more variability and is more queueing inten-

sive. In this case, the differences in the traces were

important.
A more thorough trace-driven queueing analy-

sis of the original and replayed Abilene Cleveland
data using an infinite buffer is accessible via the

Internet [45]. The mean trend is handled in three

ways: ignoring it, adapting the server rate using
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the linear regression line, and adapting the server

rate using the 1 s local means. An additional origi-

nal/replay combination, Abilene Indianapolis, is

also compared. For both combinations, trace-dri-

ven queueing analysis generally supports the con-
clusion that the replay data is quite different

from the original traces, from a queueing stand-

point. Through a separate analysis (not shown),

differences in the dependence structure of the two

datasets account for almost all of the differences

in the queueing behavior.

Following this queueing analysis, further study

revealed that, while the source-level representation
of the connections in the trace was accurate en-

ough, the use of common sense values for some net-

work-dependent parameters in the experiment was

the major cause of the difference. In particular the

replay trace made used of round-trip times nor-

mally distributed between 40 and 150 ms (match-

ing delays in the continental US), a fixed TCP

receiver window size (17,520 bytes) and no capac-
ity constraints (all connection could potentially

reach 100 Mbps). Our work demonstrated that it

is important to measure not only source-level

properties but also network-dependent ones in or-

der to obtain accurate replays.

As part of the network experiments, measure-

ment tools have been expanded to provide a char-

acterization of the distributions of round-trip
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Fig. 23. With a newer version of the UNC tool, the queue length

utilizations 70% and below (70% shown left), but different at 75% an
times, windows sizes and capacities of the connec-

tions in the input packet header trace. For the

Abilene trace considered above, we found that

round-trip times are log-normally distributed, with

most values between 30 and 300 ms, with a signif-
icantly long tail. This property, combined with an

observed wide range of window sizes, contributes

to increase the burstiness of the packet arrival pro-

cess at fine time-scales more substantially that ex-

pected. After we incorporated these distributions

in our replay experiment, the generated traffic

resembled the original trace more closely. We have

demonstrated that accurate source-level character-
izations can reproduce the long-range dependence

in the original traffic, but they are unable to repro-

duce the finer structure of the packet arrival

process unless the primary network-dependent

parameters are also considered in the experiment.

Fig. 23 shows preliminary results for a more re-

cent version of the UNC replay tool. In this case the

original byte count data was taken from the out-
bound link from UNC to the Internet. The com-

plete original and replay traces contained start-up

and end effects that prevented using entire traces

as stationary sequences. So, for this comparison a

stationary middle portion of the data with length

110,000 was isolated from both the original and re-

play traces. Because these traces are so short, the

conclusions must be taken as preliminary. Fig. 23
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distribution of original and replayed data is quite similar for

d above (75% shown right).



Fig. 24. The queue length time plot (left) allows localizing the large queue to around time index 72,000, caused by a noticeable ‘‘burst

and bump’’ in the replayed trace around time index 72,000.
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(left panel) shows the empirical queue length

CCDFwith a utilization of 70%. The curves appear

remarkably similar, which shows that the tool

seems to be capturing well features of the data rel-

evant for queueing. This graph is typical of those
for utilizations from 60% to 70%. (Below about

55% there is no queueing.) Interestingly, at 75% uti-

lization and above the graphs show a different situ-

ation (right panel). For these higher utilizations a

feature in the replay data leads to larger queues.

The queue length time plot (Fig. 24, left panel)

shows a significant spike around time index

72,000 caused by a ‘‘burst and bump’’ in the trace
(Fig. 24, right panel) . For a small time, even the

smallest bin counts are larger than usual. The queue

does not have a chance to catch up to the increased

workload in this feature. The tool developers must

now go back and understand why this feature ap-

pears in their replay but not the original trace.
5. Problems and issues

5.1. Statistical measures do not easily translate

Queues can be very sensitive to the marginal

distribution and dependence structure of the

input data. Taralp, Devetsikiotis and Lambadaris

[47] demonstrated this in a simulation study.
They generated three different non-Gaussian
datasets using different models but with virtually

identical marginal distributions and autocorrela-

tions. Fed to a simulated server, the queueing

results were quite different. Obviously the auto-

correlation does not capture the entire depen-
dence structure, but doing so is very difficult in

general. Modeling the dependence structure suffi-

ciently well to understand the queueing behavior

is difficult. It also begs the question of knowing

when the model is sufficiently good to understand

the queueing.
5.2. Non-Gaussian data

Real network data presents a number of com-

plications for queueing simulation and analysis.

Fig. 25 (left) shows the byte counts for inbound

traffic to UNC measured on April 9, 2002 at 8

AM in 10 ms intervals. The data shows ‘‘spikes’’

that would not be captured by a marginal Gauss-

ian distribution and an upward trend consistent
with increasing activity as the morning progresses.

Non-Gaussianity is not unusual in 10 ms data. If

one aggregates to 1 s or even 10 s the data will ap-

pear more Gaussian but one must question

whether the longer timescales are relevant. As de-

scribed in [42] a Gaussian assumption can also

lead to over-optimistic predictions of tail-queue

probability.



Fig. 25. Byte counts of UNC inbound traffic (left) and queue length at 50% utilization. The increasing trend in the traffic is reflected in

the increasing queue lengths.
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5.3. Mean trends and shifts

As mentioned in Section 4, trends in the input

process speak against the use of stationary mod-

els. Using the sample mean of the entire trace to
determine the server rate results in less queueing

at the start of the trace and more queueing at

the end of the trace (Fig. 25, right). A ‘‘steady-
Fig. 26. Packet counts of UNC inbound traffic (left) and queue len

corresponding byte counts (see Fig. 25).
state’’ queue length distribution would not be

meaningful. A possibility is to adapt the server

rate to the increasing mean. This has a loose

physical interpretation in which increasing band-

width is given to the source as traffic demand in-
creases. This is really an analogue to the practice

of ‘‘de-trending’’, but here the data is left

unchanged.
gth at 50% utilization. Spikes are more prominent than in the
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5.4. Utilization does not scale like the data

Let Y = {Yi, i = 1, . . . , n} be a stationary input
sequence with finite mean l. The block means pro-
cess is
Fig. 27. Block means of Fractional Gaussian Noise with aggregation

lines correspond to (bottom to top) the sample mean, the server rate fo

column allows the y-axis to change with the data while the right colum

(left), the Law of Large Numbers brings the block means closer to the o

little queueing if data were aggregated by a factor of 10,000. Compar
Y ðmÞ
j :¼ 1

m

Xjm
i¼ðj�1Þmþ1

Y i; k ¼ 1; . . . ; bN=mc: ð9Þ

A defining property of Fractional Gaussian Noise
is self-similarity, for which Y ðmÞ ¼D mH�1Y (where ¼D
levels (top to bottom) m = 100, 1000, and 10,000. Horizontal

r 90% utilization, and the server rate for 65% utilization. The left

n has fixed y-axis limits. While the data exhibits self-similarity

verall mean (right). Even at 90% utilization there would be very

e with Fig. 6.
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denotes equality in the sense of the finite-dimen-

sional distributions). For example, if Y is bytes

per millisecond, Y(10) is the average bytes per 10

ms, Y(100) is the average bytes per 100 ms and so

on. (Similarly mY(m) gives the block sums.) How-
ever, assuming Y is an infinite sequence and

satisfies a Law of Large Numbers, Y ðmÞ
j ! l as

m! 1.
Fig. 27 (left column) shows the block means of

the same Fractional Gaussian Noise shown in Fig.

6 (right) for aggregation levels m = 100, 1000, and

10,000. In the left column the y-axis is naturally

scaled by the smallest and largest values in the
data. Such graphs have been given as ‘‘pictorial

proof’’ of self-similarity [30, Fig. 4]. Fig. 27 (right

column) shows the same block means data but

with the y-axis limits fixed to those used in Fig. 6

(right). With increasing aggregation level m the

data shows less variability around the mean. As

a consequence, server rates corresponding to 65%

or 90% utilization in the original data would result
in much lower utilizations with large aggregation

level m. For example, the lower-left graph of Fig.

27 suggests that using the server rate that gives

90% utilization in the original data results in prac-

tically no queueing when the data is averaged with

block size m = 10,000.
5.5. Packet counts vs byte counts

Fig. 26 (left) shows packet counts for the same

UNC data shown in Fig. 25. Packets are distrib-

uted with sizes between about 36 bytes and 1500

bytes. But, depending on the packet sizes, a spike

in the packet count may or may not correspond

to a spike in the byte count. Although either byte

or packet counts can be used as input traffic to a
simulated server, byte counts are more natural.

In hardware, bandwidth is in bytes (actually bits)

per unit time and so it is more natural to simulate

a queue that drains in the same units. Otherwise

one is implicitly assuming all packets are roughly

the same size. In practice IP packets can easily

range from 40 bytes (a packet with minimal pay-

load) to 1500 bytes (the maximum size of an Ether-
net frame).
6. Concluding remarks

The motivation for the present work originated

from the difficulties presented by using classical

statistical measures to capture the intricate differ-
ences between real network traffic traces and their

synthetic counterparts. It is shown that trace-

driven queueing can capture their temporal char-

acteristics and quantify the effect of bursts

successfully.

Queueing of traffic traces depends on the utili-

zation rate (for the infinite buffer case) and on

the utilization rate and the buffer size for the finite
case. In order to gain insights into the workings of

queueing a number of metrics are introduced to-

gether with the corresponding visualization tools.

Using our proposed queueing framework we

examine how synthetically generated traces from

the UNC group compare to the original versions

and note which features have been replicated. Fi-

nally, we outline for users of our framework sev-
eral issues related to trace-driven queueing.

Non-stationary behavior is not uncommon in

network traffic traces. There remains a need for

additional theory and tools to enable trace-driven

queueing comparisons under more general non-

stationary conditions.
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