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Benefits of Medical Device Software
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“Recent reports show 
improvement over 
the earlier model 

mechanical hearts”

ComputerJuly 19, 2010

Source: NY Times, Thoratec
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Without software, 
many medical treatments 

could not exist.
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How does software 
interplay with safety 
and effectiveness?
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How Much SW in Medical Devices?
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 1983-1997
 6% of all recalls attributed to SW 

 1999-2005
 Almost doubled: 11.3% of all recalls attributed to SW
 49% of all recalled devices relied on software (up from 24%)

 1991-2000
 Doubled: # of pacemakers and ICDs recalled because of SW

 2006
 Milestone: Over half of medical devices now involve software

 2002-2010
 537+ recalls of SW-based devices affecting 1,527,311+ devices
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How preventable are
software risks?
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Implementation Errors

9
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Implementation Errors
 Infusion pump: Underdosed patient experienced

 increased intracranial pressure 
 followed by brain death

 Factor: Buffer overflow shut down infusion pump
 Failure difficult to reproduce during service
 Software upgrade tickled the coding error

 Caused failure of drug infusion
 propofol (sedation/anesthetic) 
 levophed (blood pressure) 
 insulin 

9
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Many software risks 
can be mitigated with 
known technology.
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What about human 
factors and software?
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Infusion Pump UI and Software
 Used safely and effectively every day, but...
 Linked to 500+ deaths and 56,000 adverse events

12
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Pump+SW Problems=Deadly Cocktail

“... 710 patient deaths linked to problems 
with the devices ... either because a 
hospital worker entered incorrect 
dosage data into a pump or because the 
device’s software malfunctioned.”

[Barry Meier, NY Times, 4/23/2010]
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User Interface: Timing is Everything
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User Interface: Timing is Everything

14

FDA: “...software... did not provide a label 
for the hours/minutes/seconds fields; the 
new software has this labeling.”

[P
ho

to
s:

 M
ed

tr
on

ic
]

HCP: “discovered a bolus was given in
20 min versus the intended 20 hrs”
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Better analysis of human 
factors in SW could 

prevent injury and death.
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How does software 
maintenance affect 
trustworthiness?
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Dirty Secrets: SW Maintenance
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 Health Information Technology (HIT) devices globally 
rendered unavailable

 Cause: Automated software update went haywire
 Numerous hospitals were affected April 21, 2010

 Rhode Island: a third of the hospitals were forced ``to postpone 
elective surgeries and stop treating patients without traumas in 
emergency rooms.”

 Upstate University Hospital in New York:  2,500 of the 6,000 
computers were affected.

Software Update Woes
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What software risks 
are on the horizon?
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Viruses on Radiology Equipment?

20

“over 122 medical devices have been compromised by 
malware over the last 14 months”
Statement of The Honorable Roger W. Baker
[House Committee on Veterans' Affairs, Subcommittee on Oversight and Investigations, 
Hearing on Assessing Information Security at the U.S. Department of Veterans Affairs]
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How significant are
intentional,
malicious

malfunctions
in software?
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The Tylenol Scare of 1982

23

[Source: truTV crime library]
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Bad People Do Exist

24
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> Energy spent on radio & 
computing, etc. 

overhead!

< Energy
for pacing!

Pacemakers: Regulate heartbeat
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Implantation Scenario

1. Doctor sets patient info
2. Surgically implants
3. Tests defibrillation
4. Ongoing monitoring

Photos: Medtronic;  Video: or-live.com
26



Privacy??
Diagnosis

Implanting 
physician

Hospital

Also:
Device state
Patient name
Date of birth
Make & model
Serial no.
... and more
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Wirelessly Induce Fatal Heart Rhythm

ICD software allows wireless 
induction of ventricular fibrillation

28

[Halperin et al., IEEE Symposium on Security & Privacy 2008]
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HIT + Wireless + Internet + 
Interoperability + Mobility

=
Security & Privacy Risks
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So now what?

☞ Experimental platforms

☞ Post-market analysis
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Open 
Medical 
Device
Research 
Library 



EM and 
Power 

Analysis
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http://spqr.cs.umass.edu/moo/

33

RFID-Scale Computing Platforms

100 million times 
less energy than 

AA battery
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Get your herd of Moos!



Smarter Storage for Low-Power Devices

CPU

Flash

High

Ideal Actual

HighLow

CPU

Flash

--- ---

---

- -

34%
Energy Savings

In-Place Writes

Low Voltage

Exploiting Half-Wits: Smarter Storage for Low-Power Devices
[Salajegheh et al. USENIX FAST 2011]
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Microcontroller with
8KB Embedded Flash 

Memory

On-chip Flash

36

2.2 V vs. 4.5 V 
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Energy ∝ Worst case       

CPU

Flash

4.5 V

Ideal Actual

37

CPU

Flash

4.5 V

Energy ∝Workload

2.2 V
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Our Approach

Cost: 
Errors

How hard is it 
to correct the 
errors?

Savings: 
Low-voltage

Write to flash 
memory at low 
voltage.

38
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Write once bits 
(Wits)

figure: http://arcweb.archives.gov

[Rivest:82]
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Partial Failure at Low 
Voltage

•Example:

40

1111  1100

1111  1101

Input:

Result:

1111  1111Initialized:

Error
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More often used

Voltage = 1.850 V
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RetrieveRC5

Half-wits Vs. Wits

46
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Accumulative 
Behavior  

figure: steynian.wordpress.com
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Summary of Half Wits:

• In-place writes on half-wits is an effective 
way to reduce wasted energy.

• Microcontrollers can work at a lower 
voltage and get more work done with the 
same amount of energy. 

• The digital abstractions pay a higher price 
than necessary to provide reliability. 

48
1 0 0 1 0



Mementos — Ransford — ASPLOS XVI

RFID-Scale Devices

49

1. Emerging Platform

Radio (RF) harvester

Energy buffer
(capacitor)

Reprogrammable
microcontroller (~1 MHz)

w/ on-chip flashFills quickly,
low capacity Frequent reboots

Moo WISP: Hong Zhang

magnified 10x
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REBOOT ball: clipart.pierceinternet.com
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Robustness Under RF Harvesting

51

• Typical approach: constrain 
the problem

• Mementos: relax constraints 
to make general-purpose 
computation feasible300 ms
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Unpredictable Energy Morass

52
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Mementos Approach

• Checkpoint when failure appears imminent

• Spread computation across reboots

53

2. Robustness Mechanism
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How to Use Mementos

54

Write
C code

Programmer Mementos (our contributions)

Choose
params

Suggest params

Instrument w/ energy checks
(via LLVM passes)

Simulate program
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Choosing Parameters (1/2)

55

Write
C code

Programmer

Choose
params

1) Instrumentation strategy

Checkpoint?

Checkpoint?
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Choosing Parameters (2/2)

56

Write
C code

Programmer

Choose
params

2) Checkpoint threshold Vthresh
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With and Without Mementos

57
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Wireless + Internet Can Improve Healthcare

But not without fully understanding trustworthy software

Insulin pump Artificial pancreas Neurostimulators

Obesity controlArtificial vision Programmable 
Vasectomy

Ph
ot
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Trustworthy Medical Device SW
 In summary, software:

 breeds overconfidence, 
 is not thoroughly testable, but 
 is flooding into medical devices

 Many risks could be mitigated with known technology
 Mitigate the risks by incentivizing manufacturers to

 Adopt modern software engineering & systems engineering tech.
 Create more meaningful specification of requirements
 Better analyze human factors
 Develop safety net for security and privacy

 Need: Outcomes, statistics, open research, responsibility

59

“Trustworthy medical device software”
Kevin Fu. In Public Health Effectiveness of the FDA 510(k) Clearance Process: Measuring Postmarket 
Performance and Other Select Topics: Workshop Report, Washington, DC, 2011. 
IOM (Institute of Medicine), National Academies Press. 
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 Amherst & Northampton, Massachusetts, USA

RFIDsec is the premier workshop devoted to security and privacy in Radio Frequency 
Identification (RFID) with participants throughout the world.  RFIDsec aims to bridge 

the gap between cryptographic researchers and RFID developers through invited 
talks and contributed presentations.  About two thirds of the past workshop 

attendees hail from academia, and one third from industry and government.  The 
workshop focuses on approaches to solve security and data-protection issues in 

advanced contactless technologies.  

‣Cryptographic protocols for RFID
‣Authentication protocols
‣Key update mechanisms
‣Scalability issues

‣ Integration of secure RFID
‣RFID security hardware
‣Middleware and sec
‣ (Public-key) Infrastructures

‣Resource-efficient implementation of 
cryptography
‣Small-footprint hardware
‣Low-power architectures

‣Applications
‣Case studies
‣Anti-counterfeiting, logistics
‣Attack implementations, PUFs, Trojans

Submission:
March 5, 2011

Notification:
April 22, 2011

Final version:
June 4, 2011

For submission 
information, please 
visit the RFIDSec web 
page. All submissions 
will be peer-reviewed. 
Accepted papers will 
be published in 
proceedings of 
Springer’s LNCS 
series.

Kevin Fu (General Chair), UMass Amherst, USA
Ari Juels (PC Co-Chair), RSA Laboratories, USA

Christof Paar (PC Co-Chair), Ruhr University Bochum, 
Germany/UMass Amherst, USA

The 7th Workshop on RFID Security (RFIDsec)
June 26–28, 2011  UMass Amherst - USA

http://rfid-cusp.org/rfidsec/

http://rfid-cusp.org/rfidsec/
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http://sharps.org/

Mementos: Ransford et al. [ASPLOS 2011]
Half Wits: Salajegheh et al. [USENIX FAST 2011]
CCCP: Salajegheh et al. [USENIX Security 2009]

Your Homework
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Extra Material

64
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Thalidomide Drug in 1961
 Had been on the market for years in Europe.
 FDA refused to approve for sale in USA

 Cited lack of sufficient safety data
 Industry unhappy

 Bullied FDA to approve the drug for marketing
 Cited unnecessary delays

 Later...
 More than 10,000 children in forty-six countries 

were born with mangled or nonexistent limbs as a 
result of exposure in utero.

 Company withdrew application

65

Moore, K. L.: Manit. Med. Rev. 43:306, 1963.
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Anti-virus Updates for Mammography?

66
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Harmless Choice of 
EHR/PHR Entry Style?
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Harmless Choice of 
EHR/PHR Entry Style?
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Harmless Choice of 
EHR/PHR Entry Style?

Review	
  of	
  
2914	
  e-­‐prescrip)ons

83.8%	
  of	
  the	
  discrepancies	
  could	
  lead	
  to	
  adverse	
  
events	
  (e.g.,	
  injury)	
  

16.8%	
  to	
  severe	
  adverse	
  events	
  (e.g.,	
  
hospital	
  admission,	
  death)
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Harmless Choice of 
EHR/PHR Entry Style?

Review	
  of	
  
2914	
  e-­‐prescrip)ons

83.8%	
  of	
  the	
  discrepancies	
  could	
  lead	
  to	
  adverse	
  
events	
  (e.g.,	
  injury)	
  

16.8%	
  to	
  severe	
  adverse	
  events	
  (e.g.,	
  
hospital	
  admission,	
  death)

No Easy Choice.  
Seemingly innocuous choices can 

dramatically affect 
safety and effectiveness
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Of LVADs & Trustworthy Software

68






