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PREFACE

Integratedcircuits (ICs) arebecomingincreasinglysusceptibleto uncertaintycaused

by soft errors,inherentlyprobabilisticdevices,andmanufacturingvariability. Theseef-

fectscanbedetrimentalto thereliability of logic circuitsasdevice technologiesscale.In

orderto addresstheseissues,we develop methodsfor analyzing,designing,andtesting

circuitssubjectto probabilisticeffects.Themaincontributionsof this work are:1) a fast,

soft-errorrate(SER)analyzerthat usesfunctional-simulationsignaturesto captureerror

effects, 2) novel designtechniquesthat improve reliability using little areaandperfor-

manceoverhead,3) a matrix-basedreliability-analysisframework thatcancapturemany

typesof probabilisticfaults,and4) test-generationandtest-compactionmethodsaimedat

probabilisticfaultsin logic circuits.

SERanalysismustaccountfor thethreemainerror-maskingmechanismsin ICs: logic,

timing, andelectricalmasking.We observe that logic maskingis closelyrelatedto node

testabilityof thecircuit. We usefunctional-simulationsignatures,i.e.,partialtruth tables,

to ef�ciently computethe testabilitymeasures(signalprobabilityandobservability). To

accountfor timing masking,we computeerror-latching windows from timing analysis

information.Electricalmaskingis incorporatedinto ourestimatesthroughderatingfactors

for gateerrorprobabilities.TheSERof a circuit is computedby combiningtheeffectsof

all threemaskingmechanismswithin ourSERanalyzercalledAnSER.

BasedonAnSER,wedevelopseverallow-overheadtechniquesthatincreasereliability,

including: 1) a designmethodcalled SiDeR to enhancecircuit reliability usingpartial
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redundancy alreadypresentwithin the circuit, 2) a guidedlocal rewriting techniqueto

resynthesizesmallwindowsof logic to improveareaandreliability simultaneously, and3)

a post-placementgate-relocationtechniquethat increasestiming maskingby decreasing

theerror-latchingwindow of eachgate.

In order to analyzeprobabilisticeffectsbeyond soft errors,we develop a reliability

analysismethodthat can evaluatecircuits undera variety of fault assumptions.This

methodrepresentsfaultygatebehavior by meansof stochasticmatricescalledprobabilistic

transfermatrices(PTMs). To improve computationalef�ciency, PTMsare,in turn, com-

pressedinto algebraicdecisiondiagrams(ADDs). SeveralADD algorithmsaredeveloped

for thecorrespondingmatrixoperations.

We proposenew algorithmsfor circuit testingunderprobabilisticfaults. This con-

text requiresa reformulationof existing techniquesfor circuit testing. For instance,any

givenfaultmayremainundetectedby agiventestvector, unlessthetestvectoris repeated

suf�ciently many times. Also sincedifferentvectorsdetectthe samefault with differ-

entprobabilities,thenumberof repetitionsrequiredis a key issuein probabilistictesting.

We developtestgenerationmethodsthataccountfor thesedifferences,andinteger linear

programming(ILP) formulationsto optimizeour testsetsfor variousobjectives.
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CHAPTER I

Intr oduction

Digital computershavealwaysbeenvulnerabletoavarietyof manufacturingandwear-

out defects. Integratedcircuit (IC) chips, which lie at the heartof moderncomputers,

aresubjectto silicon-surfaceimperfections,contaminants,wire shorts,etc. Due to the

prevalenceof suchdefects,variousforms of fault tolerancehave beenbuilt into digital

systemssince the 1960s. For example, the �rst computersNASA sent to spacewere

equippedwith triple-modularredundancy (TMR) [113] to protecttheir internallogic from

defects.

Over time, IC technologyscalinghasbroughtforth heighteneddevice sensitivity to

a differentkind of error, known asa soft, or transient,error. Soft errorsarecausedby

externalnoiseor radiationthat temporarilyaffectscircuit behavior without permanently

damagingthehardware.Theseerrors�rst becameproblematicin the1970s,whenscien-

tistsat Intel noticedthatDRAM cellsexperiencedspontaneousbit-�ips thatcouldnot be

replicated.May andWoods[70] discoveredthat theseerrorswerea resultof a-particles

emittedby traceamountsof radioactivematerialin ceramicchippackaging.Althoughthe

a-particleproblemwaseliminatedfor a periodof time by usingplasticpackagingmate-
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rial, othersourcesof soft errorsoonbecameapparent.Laterthatyear, Ziegleretal. [130]

at IBM, showed that cosmicrays,consistingprimarily of neutronsproducedby cosmic

raysfrom outerspace,couldalsocauseerrors.Theneutronscouldstrike p-n junctionsof

transistorsandcreateenoughelectron-holepairsfor currentto �o w throughthejunctions.

With the adventof nanoscalecomputing,soft errorsarebeginning to affect not only

memorybut alsocombinationallogic. Unlike errorsin memory, errorsin combinational

logic cannotbeeasilycorrectedandcanleadto systemfailures,with potentiallydisastrous

resultsin error-critical systemssuchaspacemakers,spacecraft,andservers.Additionally,

new device technologiessuchas carbonnanotubes(CNTs), resonanttunnelingdiodes

(RTDs),andquantumcomputersexhibit inherentlyprobabilisticbehavior duetonanoscale

andquantum-mechanicaleffects.Resilienceunderthesesourcesof uncertaintyis vital for

technologyandperformanceimprovements.

Dueto thecostandhigh power consumptionof modernICs, thewidespreadaddition

of redundancy is not a practicaloption for curtailing error rates. Instead,carefulcircuit

analysisand low-cost methodsof improving reliability are necessary. Further, circuits

must be testedpost-manufacturefor their vulnerability to transientfaults as well as to

manufacturingdefects.

In theremainderof thischapter, wedescribesofterrorsandtechnologytrendsthatlead

to increaseduncertaintyin circuit behavior. We alsosurvey previous work on soft-error

rate(SER)analysis,fault-tolerantdesign,SERtesting,andprobabilistic-circuitanalysis.

Finally, westatethegoalsof our researchandoutlinetheremainingchapters.
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1.1 Background and Moti vation

Softerrorsareoneof themaincausesof uncertaintyandfailurein logic circuits[114].

Currenttrendsin circuit technologyare exacerbatingthe frequency and impact of soft

errors.In thissection,wedescribesofterrorsandhow they affectcircuit behavior. Wealso

survey technologytrends,from currentCMOSICs to quantumandmolecularcomputing.

1.1.1 Soft Err ors

A soft error is a signal that hasan incorrect logic value but doesnot imply a per-

manentdefect. Soft errorscanbe causedby cosmicrays,a-particles,andeven thermal

noise.Cosmicraysareparticlesthatoriginatein space,usuallyfrom supernovasor solar

�ares, andenterthe Earth's atmosphere.They areestimatedto consistof 92% protons,

6% a-particles,and2% heavy nuclei [129]. Whenprimarycosmicparticlesentertheat-

mosphere,they cancreateashowerof secondaryandtertiaryparticles,asshown in Figure

1.1.Someof theseparticlescaneventuallyreachthegroundanddisturbcircuit behavior.

While cosmicraysaremoreproblematicat higheraltitudes,a-particlescanaffect cir-

cuits at any altitude. An a-particle (or equivalently, a helium nucleus)consistsof two

protonsandtwo neutronsthat areboundtogether. They areemittedby radioactive ele-

ments,suchastheuraniumor leadisotopesin chip-packagingmaterials.Whenpackaging

materialswereimprovedin the1980s,theproblemwaseliminatedto a largeextent;how-

ever, as device technologiesscaledown towards32nm, the particle energy requiredto

upsetthestateof registersandmemorycircuitsbecomessmaller[41]. Figure1.2 shows

that evenat 1:25 MeV, incidentparticlescanalter the stateof latches,dependingon the

angleof incidence.As the energy thresholdfor causingan error decreases,the number
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Figure1.1:Shower of error-inducingparticlescausedby a primaryparticlein the atmo-
sphere[129].

of particleswith suf�cient energy to causeerrorsincreasesrapidly [106]. For instance,

eventheleadin solderballsor traceamountsof radioactivecontaminantsin tin canaffect

CMOScircuitsat lowerenergies[40].

Whenaparticleactuallystrikesacircuit andlandsin thesensitiveareaof a logic gate,

it cancauseanionizedtrackin silicon,known asasingle-eventupset(SEU),asillustrated
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in Figure1.3. An SEUis a transient,or soft, fault asopposedto a permanentfault. The

effectsof an SEU do not propagateif the charge depositedis below the critical charge

Qcrit requiredto switch thecorrespondingtransistoron or off [114]. If anSEUdeposits

enoughcharge to causea spurioussignalpulseor glitch in thecircuit, it producesa soft

error. Errorpropagationfrom thesiteof faultoccurrenceto a �ip-�op or primaryoutputis

stoppedif thereis no logically sensitizedpathfor theerrorto passthrough.If a soft error

is propagatedto andcapturedor ”latched”by a �ip-�op, thenit canpersistin asystemfor

severalclockcycles.

A singlelatchederrorcanalsofanout to multiple �ip-�ops. Unlikeerrorsin memory,

errorsin combinationallogic cannotberecti�ed usingerror-correctingcodes(ECCs)with-

out incurringsigni�cant areaoverhead.Hence,it becomesvital to �nd waysto accurately

Figure1.2:Latch failure for 1.25MeVprotonstrikes,asa function of the angleof inci-
dence[106].
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Figure1.3: Ionizedtrackin a transistor, causedby cosmicradiation[34].

analyzeanddecreasethesoft-errorrate(SER)of a circuit throughcarefuldesign.This is

especiallytrueof circuitsin mission-criticalapplications,suchasserversandaircraftand

medicaldevices.

1.1.2 TechnologyTrends

As describedby Moore's Law in 1965, the numberof transistorsin an IC tendsto

doubleevery two years—atrend that hascontinuedto the present;seeFigure 1.4. In

orderto facilitatethis growth, chip featureshave becomesmaller, alongsidethe amount

of charge storedand transferredbetweengatesduring computation. Consequently, the

varioussourcesof uncertaintydescribedin theprevioussectioncandisruptcircuit func-

tionality with greaterease.OthertechnologytrendsaffectingtheSERincludedecreasing

powersupplyvoltageandincreasingoperatingfrequency.

Thepowersupplyvoltagehassteadilydecreasedto improvethepowerperformanceof

ICs. Additionally, dynamicvoltagescalingis now beingemployedfor furtherreductionsin

powerconsumption.KeyesandLandauer[47] lower-boundtheenergy requiredto switch

a logic gateby KTln2, whereK is the Boltzmannconstantand T is the temperature.
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A moreaccurateestimateis given by CV2, whereV is the supplyvoltageandC is the

capacitanceof thegategivenby C = WCout + å f anout CinWj + CL. Here,Cin, Cout , andCL

arethe input, output,andloadcapacitanceof thegate,respectively, while W is thewidth

of thetransistor. Therefore,asW andV decrease,theswitchingenergy approachesKTln2,

causinglogic gatesto becomemoresusceptibleto noise.

Figure1.4: Moore's law, showing IC densityincreaseperyear.

Increasedoperatingfrequency—anothertechnologytrend—canleadto designswith

smaller logic depth, i.e., fewer levels of logic gates. This meansthat fewer errorsare

maskedby theintermediategatesbetweenthesiteof fault occurrenceanda �ip-�op. En-

gineersat IROC Technologieshave observedthattheSERin logic circuits increasespro-

portionally with operatingfrequency [44]. Processorswith 40MHz operatingfrequency

weretested,and400MHz processorsweresimulated.The results,shown in Figure1.5,

indicatethatathigherfrequencies,theSERof logic is only 10 timessmallerthantheSER

of memories—despitetheadditionalsourcesof maskingpresentin logic circuits.
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Figure1.5: Memoryandlogic sensitivity to soft errorsin theRISCprocessor[44].

IC technologiesbeyondCMOSareexpectedto exhibit evenmoreprobabilisticbehav-

ior. Examplesof new device technologiesunderactive investigationincludecarbonnan-

otubetransistors(CNTs), resonant-tunnelingdiodes(RTDs), quantumcellular automata

(QCA), and variousquantumcomputingtechnologies,like ion trapsthat handlequan-

tum bits (qubits).CNTsandRTDs experiencehigh errorprobabilitiesbecausethey oper-

atenearthe thermallimit of KTln2 [69, 14]. QCAs have two main sourcesof error: 1)

decay—whenelectronsthatstoreinformationarelostto theenvironment,and2) switching

error—whentheelectronsdo not properlyswitch from onestateto anotherdueto back-

groundnoiseor voltage�uctuations[62,104]. Quantumcomputingdevicesareinherently

probabilistic(evenduringfault-freeoperation)becausequbitsexist in superpositionstates

andcollapseto either0 or 1, with differentprobabilitiesuponmeasurement.

Finally, technologyscalingalsomakesdevicesharderto manufacture. Processvari-

ationscausestochasticbehavior, in the sensethat device parametersarenot accurately

known aftermanufacture.While mostprocessparametersdo not changeafter manufac-

ture, they canoften be modeledprobabilistically. Figure1.6 illustratesthe lithography

wavelengthsassociatedwith smallerIC featuresizesby year. As the gap betweenthe
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wavelengthandfeaturesizescontinuesto widen, it becomesdif�cult for manufacturers

to control gateand wire widths. Neighboringwires can suffer from crosstalk,the ca-

pacitive andinductive couplingthatoccurswhentwo adjacentwires run parallelto each

other. Crosstalkcandelayor speedup signaltransitionsandsometimescausesglitches

that resemblesSEUsto appear[96]. Also, asthe numberof dopantatomsin transistors

decreases,adifferenceof justa few atomscanleadto largevariationsin thresholdvoltage

[15]. Thesevariationscancauseinherentuncertaintyin circuit behavior.

Figure1.6: Feature-sizetrendsin ICsby year[34].

1.2 RelatedWork

In thissection,wediscussrelatedwork in soft-errorrate(SER)analysis,fault-tolerance

techniques,soft-errortesting,andprobabilisticcircuit analysis.
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1.2.1 Soft-Error RateAnalysis

We �rst introducetheproblemof SERestimationanddiscusssolutionsthatappearin

theliterature,oftenalongsideourwork. Theaimhereis to revealtheintuition behindSER

analysismethodsandto motivatetechniquesintroducedin laterchapters.

Figure1.7: Illustrationof transient-fault propagationin combinationallogic.

Thereareseveralfactorsto considerin determiningtheSERof a logic circuit. Figure

1.7 illustratesthe threemain conditionsthat arerequiredfor an SEU to be latched,and

theseconditionsareexplainedbelow.

� TheSEUmusthavesuf�cient energy to changeasignalandpropagatetheerroneous

signalvaluethroughsubsequentgates.If not, thefault is electricallymasked.

� The changein a signal's value must be propagatedthroughthe logic to affect a

primaryoutput.If not, thefault is logically masked.

� The fault mustreacha �ip-�op during the sensitive portion of a clock cycle, nor-
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mally known asthelatchingwindow. If not, thefault is temporallymasked.

The probability of electricallymaskinga fault dependson the electricalcharacteris-

tics of thegatesit encounterson its way to theprimaryoutput,i.e., it is path-dependent.

Similarly, thepropagationdelayof theSEU,beforereachinga latchor a primaryoutput,

dependson the gateandinterconnectdelaysalongthe path it takes. Any paththe SEU

takeshasto have non-controllingvalueson sideinputs.Therefore,differentinput vectors

cansensitizedifferentsetsof paths.

Assuminga singlestrike per clock cycle, the SERcanbe computedusingthe brute-

forcealgorithmgivenin Figure1.9. In thisalgorithm,Perr is theprobabilityof anerroron

agate.It is computedusingthefollowing variables.

� P(i), theprobabilityof vectori beingappliedto theinput,

� Pstrike(n), theprobabilityof a fault at locationn,

� Pattenuate(path(p)) , theprobabilityof attenuationalongpathp, and

� Platch(p;o), theprobabilityof anerrorarriving onpathp atoutputoduringalatching

phaseof aclockcycle.

Sincethe four valuesareprobabilities,neglectingto modelany of thesefactorsleadsto

overestimationof the SER.Figure 1.8 shows an exampleof an SEU in the ISCAS-85

circuit C17,alongwith logically sensitizedpathsfor differentinput vectors.

Thealgorithmof Figure1.9 is only practicalfor thesmallestof circuits. Thenumber

of input vectorsto a circuit is exponentialin the numberof inputs,and the numberof

sensitizedpathscangrow exponentiallyin the sizeof the circuit [99]. Therefore,even
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Figure1.8: Illustrationof logically sensitizedpaths(in heavy lines) for errorpropagation
with respectto aspeci�c input vector.

computeSER(circuit C)
f
for(input vector i)
for(node n 2 C)

for(output o 2 C)
for(sensitized path p 2 path(i;n))

Pprop(n) = (1� Pattenuate(p))
Perr(C)+ = P(i)Pstrike(n)Pprop(n)Platch(p;o)

return Perr(C)
g

Figure1.9: BasicSERcomputationalgorithm.

determiningthe probability of logical maskingis asdif�cult ascountingthe numberof

solutionsto aSAT instance—aproblemin the]P-hardcomplexity class.

Several software tools have beenrecentlyshown to approximatethe SER for com-

binationalcircuits. Below, we describethreeof thesetools and their SERcomputation

techniques[134,135,100]. Of thethreealgorithms,SERAis closestto thatof Figure1.9.

SERArelieson user-speci�ed input patternsandanalyzeseachinput vectorindividually.

For eachgate,SERA �nds all thepathsfrom thegateto anoutput. Then,SEU-induced
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glitchesaresimulatedon inverterchainsof thesamelengthsasthepathsin orderto de-

terminetheprobabilityof electricalmasking.In general,therecanbemany pathsof the

samelength,but only onerepresentative inverterchainof eachlengthis simulated.Since

thenumberof pathsis in thesizeof thecircuit, this algorithmrunsin exponentialtime in

theworstcase.However, theaverageruntimeis muchsmallersinceSERAonly simulates

pathsof uniquelength.

Unlike SERA,FASER[135] usesbinarydecisiondiagrams(BDDs) to enumerateall

possibleinputvectors.A BDD is createdfor eachgatein acircuit—astaticBDD for gates

outsidethefan-outconeof theglitch location,anddurationandamplitudeBDDsfor gates

in the fan-outconeof the glitch location. Then,theseBDDs aremergedin topological

order. During the processof merging, the width andamplitudeof glitchesat inputsare

decreasedaccordingto FASER'sestimationof electricalmasking.Dueto completeinput-

vectorenumeration,FASER's BDD representationscanrequirea lot of memoryfor many

practicalcircuits,especiallymultipliers.FASERattemptsto lessentheamountof memory

usedby partitioningthecircuit into smallersubcircuitsandthentreatingtheinputsto these

subcircuitsaspseudo-primaryinputs.

SET'salgorithm[100]proceedsin topologicalorderandconsiderseachgateonlyonce.

For eachgate,SETencodestheprobabilityandshapeof aglitch asaWeibull probability-

densityfunction. This distribution over the Weibull parametersis known asan SERde-

scriptor(SERD).TheSERDfor eachgateis combinedwith thoseof its inputs,to produce

theoutputSERD.TheWeibull parametersareslightly changedateachgateto accountfor

electricalattenuation,andthenew outputSERDsarepassedon to their successorgates.
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TheSETalgorithmis similar to statictiming analysis(STA) anddoesnot considerfalse

paths. The authorsof SET do provide anothervector-driven modethat computesSER

vector-by-vectorto accountfor input-patterndependence.

Table1.1summarizesthemaincharacteristicsof thetoolsdescribedabove,aswell as

their methodsfor incorporatingmaskingmechanisms.Thesetools have vastly different

methodsof computingSER,andtheir differentassumptionscanyield very differentSER

valuesfor thesamecircuit.

Attrib ute SERA FASER SET
Logic masking Vectorsimulation BDD-basedanalysis Vectorsimulation
Timing masking SERderating No detailsgiven SERderating
Electricalmasking Inverter-chainsimulation Gatecharacterization Gatecharacterization
Faultassumptions Single Single Multiple

Table1.1: Summaryof differencesbetweenthreeSERevaluationtools.

Our work aimsto build SERanalysistools thatarescalableandcanbeusedearly in

thelogic designphase[58,59,55]. Dueto ouremphasisonreliability-drivenlogic design,

we focuson modelinglogical maskingboth accuratelyandef�ciently . We thenuseour

toolsto guideseveraldesigntechniquesto improvecircuit resilienceagainstsofterrors.

1.2.2 Fault-Tolerant Design

Techniquesfor transient-faulttolerancehavebeendevelopedfor useatnearlyall stages

of the design�o w. Generally, thesetechniquesrely on enhancingmaskingmechanisms

to mitigateerror propagation.Below, we discussseveral techniquesandhighlight their

maskingmechanisms.

Faultscanbedetectedat thearchitecturallevel via someform of redundancy andcan

be correctedby rolling backto a checkpointto replayinstructionsfrom that checkpoint.
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Redundantmulti-threading(RMT) [82, 107] is anothercommonmethodof errordetection

at thearchitecturallevel. RMT refersto runningmultiple threadsof thesameprogramand

comparingresults.The�rst thread,known astheleadingthread,oftenexecutesaheadof

otherthreadsto allow time for transientglitchesto dissipate.

TheDIVA method[7, 126] advocatestheuseof afunctionalcheckertoaugmentdetect-

and-replayby recomputingresultsbeforethey are committed. Sincethe data fetch is

assumedto beerror-free(andmemoryis assumedto beprotectedby ECC),thefunctional

checkerssimply reruncomputationson pre-fetcheddata.Othermethodsattemptto detect

errorsusing symptomsthat are unusualbehaviors for speci�c programs. An example

is givenby an instructionthataccessesdataspatiallyfar from previousexecutionsof the

sameinstruction.Anotherexampleis abranchpredictorthatmisspeculateswith unusually

high frequency [97, 6]. The main maskingmechanismin thesetechniquesis functional

masking.Componentsareselectedfor theadditionof fault toleranceusingametriccalled

thearchitecturalvulnerabilityfactor(AVF) of thecomponentin question,ascomputedby

statisticalfault injectionor otherformsof performanceanalysis[80].

At thelogic level,designershavecompleteinformationaboutthefunctionof thecircuit

andits decompositioninto gatesor otherlow-level functionalmodules.At this level, one

canassesslogic maskingin moredetail. Traditionally, logic maskinghasbeenincreased

by addinggate-level redundancy to the circuit. Johnvon Neumann[125], in his classic

paperon reliability, showed that it is possibleto build reliable circuits with unreliable

components,usingschemeslikecascadedtriple modularredundancy (CTMR) andNAND

multiplexing. CTMR containsTMR units that are, in turn, replicatedthrice, and this
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processis repeateduntil therequiredreliability is reached.

In NAND multiplexing, eachunreliablesignal is replicatedN times. Then,a setof

NAND gates,eachof which takes two of the N redundantsignalsas inputs, is usedas

a simplemajority function. Someof theseNAND gatesmay produceincorrectoutputs

due to an unfortunatecombinationof inputs; however, suchinstancesare rare sincea

randompermutationchangesthegate-pairsbetweenstagesof multiplexers.vonNeumann

concludedthat as long as componenterror probabilitiesare below a certainthreshold,

redundancy canincreasethereliability of asystemto any requireddegree.

Techniquesthat involve replicatingan entire circuit increasechip areasigni�cantly

and,therefore,decreasechip yield. MohanramandTouba[76] proposeto partially tripli-

catelogic by selectingregionsof thecircuit thatareespeciallysusceptibleto soft errors.

Suchregionsareselectedby simulatingfaultswith randomtestvectors.Dominant-value

reduction[76] is alsousedto duplicate,ratherthantriplicate,selectedlogic. Dominant-

valuereductionmitigatesthe soft errorsthat causeonly oneof the erroneoustransitions

0-1 or 1-0, dependingon which is morecommon.More recently, Almukhaizimet al. [3]

useda designmodi�cation technique,calledrewiring, to increasereliability. In thespirit

of [3], ourwork focuseson lightweightmodi�cationsto thecircuit thatincreasereliability

without requiringsigni�cant amountsof redundancy. Thesetypesof modi�cationswill be

discussedfurtherin ChapterIII.

At the transistorlevel, gatescan be electrically characterized,and electricalmask-

ing canbe usedasan error-mitigation mechanism.Gatesizing is a commontechnique

for increasingelectricalmasking: increasingthe areaof a gateincreasesits internalca-
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pacitanceand,therefore,thecritical charge Qcrit necessaryfor a particlestrike to alter a

signal. However, this techniqueincreasescircuit areaandcanalsoincreasecritical path

delay. Therefore,gatesareusuallyselectedfor hardeningaccordingto their susceptibility

to error, which requireserror-susceptibilityanalysisat thelogic level.

Anothertransistor-level techniquefor soft-errormitigationis thedual-portdesignstyle

proposedby Bazeet al. [9] and,later, by Zhanget al. [132]. Dual-portgates,illustrated

in Figure1.13,decreasecharge-collectionef�ciency, usingtwo extra transistorsplacedin

aseparatewell from theoriginal transistors.

In the 1990s,Nicolaidis proposedanothermethodof increasingelectricalmasking

[87]. In thismethod,threelatchessamplea signalwith smalldelaysbetween,anda voter

is usedto decidethe correctvalueof the signal. Sincestrayglitchestendto have short

durations,theerroneousvalueinducedby a glitch is likely to besampledby only oneof

thethreelatches.Razor[33] usesthis ideafor dynamicvoltagescaling,samplingsignals

twiceand,whenanerroris found,restoringprogramcorrectnessvia adetect-and-playback

scheme.Therecently-proposedBISER[131] architectureduplicates�ip-�ops andfeeds

the outputsto a C-elementand a keepercircuit. At eachclock cycle, if the new �ip-

�op valuesarethe same,theC-elementforwardsthe new valueto the primary outputs;

otherwise,theC-elementretainsthevaluefrom thepreviouscycle. SeeFigure1.14for the

BISER�ip-�op design.

Finally, after theplacementandroutingof a circuit arecompleted,gateandintercon-

nectdelayscanbe determined.In earlierIC technology, timing wasusuallyanalyzedat

thegatelevel, sincewire delaycontributedonly a small (oftennegligible) fractionof the
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Level Masking mechanism Fault-tolerancetechniques
Architecture/RTL Functionalmasking Multithreading,functionalcheckers,replay
Logic Logic masking TMR, NAND-mux, partialreplication,rewiring
Transistor Electricalmasking Gatehardening,dual-portgates,dualsampling
Physical Timing masking No known techniques

Table1.2:Summaryof error-maskingmechanismsandfault-tolerancetechniquesat vari-
ouslevelsof abstraction.

critical pathdelay. However, in currenttechnology, wire delaydominatesgatedelayand

needsto beincorporatedinto any accuratetiming analyzer. Oncewe cananalyzethetim-

ing, we canalsoobtain informationabouttiming masking[114, 74]. To date,very few

techniquesthatdecreasetiming maskinghavebeenproposed.

In summary, faultscanbe mitigatedat several levelsof abstractionincluding the ar-

chitecture,logic, transistor, andphysicallevels.Solutionsat thelogic andtransistorlevels

tendto bemoregeneralanddo not dependon thefunctionof thecircuit. Our work indi-

catesthat�ne-grained,accurateSERanalysisat low levelsis computationallyfeasibleand

decreasesoverhead[58, 59, 55]. Table1.2summarizesthefault-tolerancetechniquesand

maskingmechanismsdiscussedin this section.

1.2.3 Soft-Error Testing

Chip manufacturersincludingIBM, Intel, andToshiba,aswell asmedicalequipment

manufacturerslikeMedtronics, routinelytesttheir chipsfor SER[129, 70, 50,127]. SER

testingis normallydonein oneof two ways: �eld testingor acceleratedtesting. In �eld

testing,alargenumberof devicesareconnectedto testersandevaluatedfor severalmonths

undernormaloperatingconditions.In acceleratedtesting[130],devicesareirradiatedwith

neutronor a-particlebeams,thusshorteningthetest-timeto afew hours.Acceleratedtests
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canbefurtherspedup by reducingthepower-supplyvoltage,which changestheQcrit of

transistors.

Therehasbeensomedif�culty , however, in translatingtheSERobtainedby acceler-

atedtestingto that of �eld testing[50]. For instance,the SERmay vary over time due

to solaractivity, which canbe dif�cult to replicatein a laboratorysetting. Also, intense

radiationbeamscancausemultiple simultaneouserrors,triggeringsystemfailuresmore

often thannormal. Therefore,it is necessaryto �eld-test somedevices to calibratethe

acceleratedtests.

Since�eld testingrequiresavastnumberof devicesanddedicatedtestersfor eachde-

vice,Polianetal.[39]haveproposedanon-concurrentbuilt-in self-test(BIST) architecture

for online testing.They de�ne the impactof varioussoft faultson thecircuit in termsof

frequency, observability, andseverity. For instance,morefrequentandobservablefaults

areconsideredmore impactful thanrare faults. With this fault characterization,integer

linearprogramming(ILP) is usedto generatetestsfor variousobjectives,suchasensuring

aminimumfault-detectionprobability.

Recently, researchershave soughtto acceleratetestingby selectingtestpatternsthat

sensitizefaults. Conceptually, themaindifferencebetweentestingfor harderrorsversus

soft errorsis thatsofterrorsareonly presentfor a fractionof thetesttime. Therefore,test

vectorsmustbe repeatedto detectfaults,andthey mustbeselectedto sensitizethemost

frequentfaults. Sanyal et al. [108] acceleratetestingby selectinga setof error-critical

nodesandderiving testsetsthat,usingILP, sensitizethemaximumnumberof thesefaults.

In ourwork, whichpreceded[108], wedevelopeda wayof identifyingerror-sensitive test
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vectorsfor multiple faults,which couldincludeothermaskingmechanismslikeelectrical

masking,and we devised algorithmsfor generatingtest setsto accelerateSER testing

[54, 53].

1.2.4 Probabilistic Analysisof Cir cuits

Soft errorsandnew device technologiesareprojectedto make circuit behavior gener-

ally moreuncertain.Therefore,circuit designandtestingrequirenew typesof probabilistic

analysisthatgoesbeyondsoft erroranalysisonly. In this section,we provide background

on theprobabilisticanalysisof logic circuits,usingBayesiannetworksandMarkov ran-

dom�elds.

In our work, we developa novel probabilisticmatrix-basedmodelfor gates,andwe

usematrix operationsandsymbolicmethodsto evaluateoverall circuit errorprobabilities

[60, 61]. More recently, Rejimonet al. [104] proposedcapturingerrorsin nano-domain

logic circuitsby Bayesiannetworks. A Bayesiannetwork is a directedgraphwith nodes

representingvariablesandedgesrepresentingdependencerelationsamongthevariables.

If thereis anedgefrom nodea to anothernodeb, thenwe saythata is a parentof b. If

therearen variables,x1 : : :xn, thenthe joint-probability distribution for x1 throughxn is

representedastheproductof theconditionalprobabilitydistributions

Pn
i= 1P[xi j parents(xi)]

If xi hasno parents,its probability distribution is said to be unconditional. In order

to carryout numericalcalculationson a Bayesiannetwork, eachnodexi is labeledwith a

probabilitydistribution, conditionedon its parents.Theprobabilitydistribution of xi can

be given in tabular form or by specifyinga known distribution. Certainnodes(suchas
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thosecorrespondingto primary inputs)aregivenpre-de�nedprobabilities.Theprobabil-

ities of othernodesare thencomputedusinga methodcalledbelief propagation.Joint

probabilitiesarecomputedin large Bayesiannetworks usingsamplingmethodssuchas

importancesampling.Many tools[35, 89] exist for Bayesiannetwork analysis.

Baharetal.[14]proposetomodelanddesignCNT-basedneuralnetworksusingMarkov

random�elds (MRFs). MRFsaresimilar to Bayesiannetworksin thatthey specifyjoint-

probabilitydistributionsin termsof local conditionalprobabilities,but they canalsode-

scribecyclic dependences.In [14], theneuralnetwork is describedby anMRF with node

valuescomputedby a weightedsumof conditionalprobabilitiesof a neighboringclique

of nodes.This formulationof anMRF is known astheGibbsformulationandlendsitself

to optimizingfor cliqueenergy, which is translatedinto low probabilitiesof nodeerrorin

[14]. Relatedto this, Nepalet al. [86] presenta methodfor implementingMRF-based

circuits in CMOS,andBhadhuriet al. [12] describea softwaretool, known asNanolab,

which usesthealgorithmfrom [14] to automatethedesignof fault-tolerantarchitectures,

likeCTMR, in nanotechnologies.

1.3 ThesisOutline

In thisdissertation,we focusongate-level SERanalysis,probabilisticcircuit analysis,

andfault-tolerantdesign.Wecarefullystudytheinput-vectordependencein logic, aswell

astiming masking,in orderto designcircuitswith betterreliability. We further develop

methodsto modelinherentlyprobabilisticmethodsin logic circuitsandto testcircuitsfor

determiningtheir reliability afterthey aremanufactured.Ourmaingoalsare:

� To developscalableandaccuratemethodsof SERandsusceptibilityanalysis,usable
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duringtheCAD �o w at thegatelevel,

� To devise methodsthat guide logic designtowardsgreaterresilienceagainstsoft

errors,

� To developgeneralandaccuratemethodsfor modelingandreasoningaboutproba-

bilistic behavior in logic circuits,and

� To developtestmethodsfor accuratelyandef�ciently measuringsoft-errorsuscep-

tibility in circuitsafterthey aremanufactured.

The remainderof this dissertationis organizedasfollows. ChapterII presentsanef-

�cient techniqueto analyzeSERat thelogic level. Here,we formulateprobabilisticfault

models,basedon the stuck-atmodelusedin the testingliterature. We proposewaysto

accountfor thethreebasicmaskingmechanisms,usingprobabilisticreasoningandfunc-

tional simulation. We also presenttechniquesin the spirit of static-timinganalysisto

estimatetiming maskingandusederatingfactorsto accountfor electricalmasking.Our

analysismethodsarealsoextendedto sequentialcircuits.

In ChapterIII, weapplytheanalysistechniquesfrom thepreviouschapterto thedesign

of reliablecircuits. Our techniquesincludelogic rewriting, gatehardening,anda novel

techniquewe call SiDeR.This techniqueusesfunctional relationshipsbetweensignals

to partially replicateareasof logic with low redundancy. We alsopresenta gatereloca-

tion techniquethat targetstiming masking,a factorwhich hasoften beenoverlooked in

fault-tolerantdesign.This techniqueentailsno areaoverheadandnegligible performance

overhead.For sequentialcircuits,we derive integer linear programsfor retiming,which
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movelatchesto positionswherethey arelesslikely to propagateerrorsto primaryoutputs.

ChapterIV presentsa generalmatrix-basedreliability analysistechnique,the proba-

bilistic transfermatrix (PTM) framework, to modelfaulty gatebehavior. PTMs form an

algebrafor reasoningaboutuncertainbehavior in logic circuits.Thealgebraincludessev-

eral speci�c typesof matricesto describegatesandwires,alongwith matrix operations

that canbeusedsymbolicallyor numericallyto combinethe matrices.Severalnew ma-

trix operationsthatareusefulin modifyingandcombiningPTMsareintroducedto derive

informationaboutcircuit reliability andoutputerrorprobabilities,undervarioustypesof

faults.

ChapterV developsdecisiondiagram-basedmethodsfor compressingandcomputing

with PTMs. Severalheuristicsarepresentedfor improving thescalabilityof PTM-based

computations,includingdynamicevaluationordering,partitioning,hierarchicalcomputa-

tion, andsampling.

ChapterVI introducesa new methodto test for probabilisticfaults. We discussthe

differencesamongtraditionaltestingmethodsgearedtowardsidentifyingstructuraldefects

andassessingcircuit susceptibilityto probabilisticfaults. We alsopresentalgorithmsfor

compactingthetest-vectorset.

Finally, ChapterVII summarizesourwork anddiscussespossibledirectionsfor future

research.
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compute SERSERA(circuit C, vectors V)
f
for( v 2 V)
for(nodes n 2 C)
for(output o 2 C)
for(sensitized path p 2 path(n;v))
l = length(p)
Perr(n) = simulate inverter chain( l )
K = Area(n)=Area(C)
Perr(C)+ = Perr(n) � K

return Perr(C)
g

(a)

compute SERFASER(circuit C)
f
for( n 2 C)
create strike BDD(n)
for(output o 2 C)
for(gate g 2 C
create static BDD(g)
if ( g 2 fanout(n))
modify terminals( g)

sort topological( C)
for( g 2 C)
attenuate(inputs( g))
merge BDD(inputs( g))

Perr(C)+ = (Area(n)=Total) � F lux� Perr (BDD(o))
return Perr(C)

g
(b)

compute SERSET(circuit C)
f
sort topological( C)
for(gate g 2 G)
SERD(g) = calculate strike SERD(g)
SERD(g) = merge input SERD(SERD(g),inputs( g))

for(output o 2 C)
Perr (C)+ = Perr (SERD(o))

return Perr(C)
g

(c)

Figure1.10:Algorithmsfor SERcomputationusedby (a)SERA,(b)FASER,and(c)SET.
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Figure1.11:ThecascadedTMR scheme;M denotesaMajority gate[125].
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Figure1.12:TheNAND-multiplexing scheme[125].
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(a) (b)

Figure1.13:(a) Normaland(b) dual-portCMOSinverterwith two additionaltransistors
in anisolatedwell [9].

Figure1.14:The error-correctingBISER �ip-�op designwith a C-elementanda keeper
circuit [131].
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CHAPTER II

Signature-basedSoft-error Analysis

As soft errorsbecomeincreasinglyprevalent in logic circuits, soft-errorrate (SER)

predictionbecomesimportantin all phasesof design.As discussedin Section1.2,theSER

dependsnot only on noiseeffects,but alsoon the logical, electrical,andtiming-masking

characteristicsof thecircuit. Eachof thesetypesof maskingcanbepredictedwith a fair

amountof accuracy aftercertainphasesof thedesignprocess—logicmaskingafter logic

design,electricalmaskingafter technologymapping, andtiming maskingafter physical

design—andgenerallystaysin effect throughtherestof thedesign�o w. Therefore,it is

importantto ef�ciently andaccuratelyanalyzetheSERduringtheactualdesignprocess.

This chapterpresentsthe SERanalyzercalledAnSER.AnSERemploys functional-

simulationsignaturesextensively in orderto estimatelogic maskingandto accountfor the

input-vectordependencein timing andelectricalmasking.Signaturesprovideanef�cient

way of computingtestability measureslike signal probability and observability, which

are,in turn, closelyconnectedto theprobabilityof errorpropagation.More speci�cally,

the probability of logic-fault propagationis the sameasthe testabilityof the fault. The

testability of a fault is the likelihood of a test vector for the fault being appliedat the
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primary inputs. Enumeratingtestvectorsfor a particularfault is known to bea problem

with ]P-hardcomplexity. In other words, it hasthe samecomplexity as countingthe

numberof solutionsto a SAT instance. Sinceexact analysisis impractical for all but

thesmallestof circuits,we estimatetestabilityusinga new andef�cient signature-based

algorithm.

Figure2.1illustratesthe�o w of computationin AnSER.Functional-simulationsigna-

turesarecomputedfrom logicalinformation,error-deratingfactorsfromgate-characterization

information,anderror-latchingwindows from static-timinganalysis.Thesesmallercom-

putationsarecombinedto form anestimateof circuit SER.SinceAnSERis intendedto be

usedalongsidelogical andphysicaldesigntools,we pay particularattentionto runtime,

memoryrequirementsandtheincremental-usemodel.Figure2.1alsoshowshow AnSER

canbeincorporatedinto atypicalRTL-to-GDSII �o w throughincrementalcallsaftereach

changeto thenetlistor placement.

Theremainderof thischapteris organizedasfollows. Section2.1developsourmethod

for computingtheSERof logic circuitsby accountingfor logic masking.Section2.2ex-

tendsthismethodologyto sequentialcircuits.Finally, Section2.3incorporatestiming and

electricalmaskinginto ourSERestimates.Mostof thetechniquesandresultspresentedin

this chapteralsoappearin [58, 55, 59,57].

2.1 SER in Combinational Logic

In this section,we presentan SER analysismethodfor combinationallogic which,

by de�nition, containsno memory. We �rst develop fault modelsfor soft errors. Then,

we provide backgroundon functional-simulationsignatures,which we useextensively in
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Figure2.1: Computational�o w of AnSER.

AnSER.Next, wederiveSERalgorithmsfor single-andmultiple-faultassumptionsusing

signalprobabilityandobservability measuresthatarecomputedusingsignatures.Finally,

weshow how to accountfor electricalandtiming masking.

2.1.1 Fault Models for Soft Err ors

For the purposesof logic-level reasoning,we formulatea model for singletransient

faultswith extensionsto accountfor multiple faults.In general,fault modelsareabstract,

logic-level representationsof defectsandareusuallyemployed in automatictest-pattern

generation(ATPG) algorithms. Fault modelsfor soft errors,aswe show in ChapterVI,

canbeusefulfor testing.However, in thissectiontheirprimaryuseis in SERanalysis;the

closeconnectionsbetweentestabilityandSERfacilitatethisuse.

We conceptualizeexternalnoise(suchasanSEU) asa probabilisticfault. The main
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differencebetweena permanentfault and a transientfault is its persistence,which we

modelasa probability of error per clock cycle. Eachcircuit nodeg canpotentiallyex-

periencea temporarysinglestuck-at-1(TSA-1) fault with probability a Perr1(g), anda

temporarysinglestuck-at-0(TSA-0) fault with probabilityPerr0(g).

De�nition 1 A transientstuck-at(TSA) fault is a triple, (g;v;Perr(g)) where g is a node

in the circuit, v 2 f 0;1g indicatesa stuck-at value, and Perr(g) is the probability of a

stuck-at fault whenthenodehascorrectvalue v.

The advantageof basinga fault modelon the stuck-atmodel is that testvectorsfor

TSA faultscanbe derivedin thesameway asfor SA faults. Therefore,thesameATPG

toolscanbeusedfor TSA faultsaswell. TheTSA faultmodel,in particular, assumesthat

at mostonefault will occurin any clock cycle. This assumptionis commonin muchof

SERresearchbecausefor mosttechnologies,the intrinsic error rate(dueto neutron�ux,

for instance)is fairly low. Usingthesingle-errorassumption,SERcanbecomputedasthe

sumof gate/componentcontributions. Thecontribution of eachgateto theSERdepends

on theSEUrateof theparticulargate,ascapturedby Perr(g), andon theobservability of

theerror.

In thecaseof multiple faults,wehaveto considerthepossiblesetsof gatesthatexperi-

encefaultsin thesamecycleandthepossibilitythatthesefaultsinterferewith eachother.

TheTSA modelcanbeextendedto two typesof multiple faultscalledtransientmultiple

correlatedstuck-atfaults,andtransientmultiple stuck-atfaults.

Faultsarecorrelatedif theoccurrenceof onefault changestheprobabilityof another

fault. An exampleis a multiple-bit upsetwherea singleparticlestrike causesmultiple
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upsetsin nearbygates.Suchupsetsarespatiallycorrelated.

De�nition 2 A transientmultiple-correlatedstuck-atfault(TMCSA) is thetriple (G;V;Perr)

where G is a setof nodef g1;g2;g3; : : :g, V is a setof binary valuesf v1;v2;v3 : : :vng that

correspondto thestuck-at valuesof nodesin G, andPerr is the joint-fault probability of

nodesin G.

Transientmultiple stuck-atfaultsapply to circuits with independentprobabilitiesof

gateor nodefailure.

De�nition 3 A transientmultiple stuck-atfault (TMSA) fault is representedby (G;V;P)

where G is a setof nodesf g1;g2; : : :gng, V is the setof correspondingbinary stuck-at

valuesf v1;v2; : : :vng andP is thecorrespondingvectorof independenterror probabilities

f p1; p2; : : : png.

UnlikeTSA andTMSA faults,acircuitmaycontainonly oneTMSA faultof interest—

thefaultwith G containingall thenodesin thecircuit. TMSA faultsmaybeusedto model

independentdevice failureprobabilitiesratherthanSEUeffects.

In thenext two sections,wemainlyutilize theTSA faultmodelto computetheSERof

logic circuits. It is sometimesconvenientto measuretheSERin termsof theprobability

of errorpercycle. Theresultscaneasilybeconvertedinto unitsof FIT, or failuresper109

seconds.If thesoft-errorprobabilitypercycle is p, thentheexpectednumberof failures

per109 secondsis simply p� f req� 109, where f req is theclock frequency. Assuming

only oneerroroccursin eachcycle,Perr0(g) is theprobabilitythatonly gateg experiences

an error. Therefore,gateSERin units of FITs canalsobe usedin a similar fashion. In

general,wedenoteprobabilitiesof errorPerr andgateSERasgerr.

31



2.1.2 Signaturesand Observability Don't-Car es

Wesystematicallyusenodesignaturesfor threepurposes:1) to computetheSER,2) to

identifyerror-sensitiveareasof acircuit,and3) to identify redundantnodesfor resynthesis.

A circuit nodeg canbelabeledby asignatureasde�ned below.

De�nition 4 A signature, denoted,sig(g) = Fg(X1)Fg(X2) : : :Fg(XK) is the sequenceof

logic valuesobservedat circuit nodeg in responseto applying a sequenceof K input

vectors X1;X2; : : : ;XK to thecircuit.

Here,Fg(Xi) 2 f 0;1g indicatesthevalueappearingatg in responseto Xi. Thesignature

sig(g) thuspartiallyspeci�estheBooleanfunctionFg realizedby g. Applying all possible

input vectors(exhaustivesimulation)generatesasignaturethatcorrespondsto a full truth

table. In general,sig(g) can be seenas a kind of “supersignal”appearingon g. It is

composedof individual binary signalsthat are de�ned by somecurrentset of vectors.

Like theindividual signals,sig(g) canbeprocessedby EDA toolssuchassimulatorsand

synthesizersasa singleentity. It canbe propagatedthrougha sequenceof logic gates

and combinedwith other signaturesvia Booleanoperations. This processingcan take

advantageof bitwise operationsavailable in CPUsto speedup the overall computation

comparedto processingthesignalsthatcomposesig(g) oneata time.

Signatureswith thousandsof bitscanbeusefulin pruningnon-equivalentnodesduring

equivalencechecking[137,92]. A relatedspeeduptechniqueis alsothebasisfor “parallel”

faultsimulation[19]. Thebasicalgorithmfor computingsignaturesis shown for reference

in Figure2.2. Here,Op < g > refersto theoperationgateg. This operationis appliedto

thesignaturesof theinputnodesof gateg, denotedinputsigs(g).
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computesigs(Circuit C, size K)
f
for(all inputs i 2 C)
sig(i) = gen randomsig( K)

sort topological( C)
for(all nodes g 2 C)
sig(g) = Op < g > (inputsigs(g))

g

Figure2.2: Basicalgorithmfor signaturecomputation.

Figure2.3 shows a 5-input circuit whereeachof the 10 nodesis labeledby an 8-bit

signaturecomputedwith eight input vectors.Thesevectorsarerandomlygenerated,and

conventionalfunctionalsimulationpropagatessignaturesto theinternalandoutputnodes.

In a typical implementationsuchasours,signaturesarestoredaslogical wordsandma-

nipulatedwith 64-bit logical operations,ensuringhigh simulationthroughput.Therefore

64vectorsimulationsareconductedin parallelwith eachsignatureprocessed.Generating

K-bit signaturesin anN-nodecircuit takesO(NK) time.

Observability don't-cares(ODCs)occurat a nodeg for input vectorsfor which the

valueatgdoesnotaffecttheprimaryoutputs.Forexample,in thecircuitAND(a;OR(a;b)) ,

theoutputof theOR gateis inconsequentialwhena = 0. Hence,input vectors00 and01

areODCsfor b.

De�nition 5 Correspondingto the K-bit signature sig(g), the ODC maskof g, denoted

ODCmask(g), is theK-bit sequencewhoseith bit is 0 if inputvectorXi is in thedon't-care

setofg; otherwisetheith bit is 1, i.e., ODCmask(g) = X1 62ODC(Fg)X2 62ODC(Fg) : : :XK 62

ODC(Fg).
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sig: 01110101
ODCmask: 00100010
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sig: 00110011
ODCmask: 00100100

Test0:1/8
Test1:1/8

sig: 10100110
ODCmask:  01110101

Test0: 3/8
Test1: 2/8

sig: 11101100
ODCmask: 00000100

Test0: 0/8
Test1: 1/8

sig: 01010110
ODCmask: 01111011

Test0: 3/8
Test1: 3/8

sig: 00100100
ODCmask: 01111011

Test0: 5/8
Test1: 1/8

sig: 01011011
ODCmask: 01000100

Test0:1/8
Test1:1/8

sig: 01111011
ODCmask: 01110110

Test0:1/8
Test1:4/8

sig: 11011111
ODCmask: 11111111

Test0: 1/8
Test1: 7/8

sig: 01010010
ODCmask: 11111111

Test0:5/8
Test1:3/8

Figure2.3:Signatures,ODC masks,and testability information associatedwith circuit
nodes.

TheODCmaskis computedby bitwiseinvertingsig(g) andre-simulatingthroughthe

fan-outconeof g to checkif the changesarepropagatedto any of the primary outputs.

This algorithmis shown ascompute odc exact in Figure2.4aandhascomplexity O(N2)

for a circuit with N gates. It canbe spedup by recomputingsignaturesonly aslong as

changespropagate.

We found that the heuristicalgorithmfor ODC maskcomputationpresentedin [92],

whichhasonly O(N) complexity, particularlyconvenientto use.Thisalgorithm,shown in

Figure2.4b,traversesthecircuit in reversetopologicalorderand,for eachnode,computes

alocalODCmaskfor its immediatedownstreamgates.ThelocalODCmaskis derivedby

invertingthesignaturein questionandcheckingif thesignatureatthegateoutputchanges.

Thelocal ODC maskis thenbitwise-ANDedwith therespectiveglobalODC maskat the
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compute odc exact(Circuit C, size K)
f
compute sigs( C, K)
sort reverse topological( C)
for(all nodes g 2 C)
newsig(g) = � sig(g)
recompute sigs( C;K;g)
for(each output o 2 C)
ODCmask(g)j = newsig(o) � sig(o)

restore computed sigs( C)

g
(a)

compute odc approx(Circuit C, size K)
f
compute sigs( C;K)
sort reverse topological( C)
for(all nodes g 2 C)
newsig(g) = � sig(g)
for(each fan-out branch f 2 fanout(g))
sig( f ) = Op < f > (inputsigs( f ))
localodc(g; f ) = newsig( f ) � sig( f )
globalodc(g; f ) = localodc(g; f )&ODCmask( f )
ODCmask(g)j = globalodc(g; f )

g
(b)

Figure2.4: (a)Exactand(b) approximateODCmaskcomputationalgorithms.

outputof the gateto producethe ODC maskof the gatefor a particularfan-outbranch.

TheODC masksfor all fan-outbranchesarethenORedto producethe �nal ODC mask

for thenode.TheORingtakesinto accountthefact thata nodeis observablefor aninput

vector if it is observable along any of its fan-outbranches.Reconvergent fan-outcan

eventuallyleadto incorrectvalues.Themaskscanthenbecorrectedby performingexact

simulationdownstreamfrom theconverging nodes.This stepis not strictly necessaryfor

SERevaluationaswe show later.

Example1 Figure2.3showsa sample8-bit signatureandtheaccompanyingODCmask
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for each nodeof a 10-nodecircuit. TheODC maskat c, for instance, is derivedby com-

putingODCmasksfor pathsthroughnodesf andg, respectively, andthenORingthetwo.

Thelocal ODC maskof c for thegatethrough f is 01110101. Whenthis is ANDedwith

the ODC maskof f , we �nd the global ODC mask01110001of c on pathsthrough f .

Similarly, thelocal ODCmaskof c for thegatewith outputg is 11101100, andtheglobal

ODC maskfor pathsthroughg is 01000100. We get the ODC maskof c by ORingthe

ODCmasksfor pathsthrough f andg, which yields01110101.

2.1.3 SER Evaluation

WecomputetheSERby countingthenumberof testvectorsthatpropagatetheeffects

of a transientfault to the output(s). Test-vectorcountingwasalsousedin [39] to com-

puteSER,althoughthealgorithmthereusesBDD-basedtechniques.Intuitively, if a large

numberof testvectorsareappliedat the inputs,thenfaultsarepropagatedto theoutputs

often.SERcomputationis inherentlymoredif�cult thantestgeneration.Testinginvolves

generatingvectorsthatsensitizetheerrorsignalonanodeandpropagatethesignal'svalue

to the output. SERevaluationinvolvescountingthenumberof vectorsthatdetectfaults

on asignal.

Next, we describehow to computesignaturesandODC masksto derive severalmet-

rics that arenecessaryfor our SERcomputationalgorithm. Thesemetricsarebasedon

thesignalprobability(controllability),observability andtestabilityparameterscommonly

usedin ATPG[19].

Figure2.5 summarizesour algorithmfor SERcomputation.It involvestwo topolog-

ical traversalsof the target circuit: one to propagatesignaturesforward andanotherto
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computeTSASER(Circuit C, int K)
f
computesigs( C;K)
computeodc approx(C;K)
for(all nodes g 2 C)
test0(g) = zeros(sig(g)&ODCmask(g))=K
test1(g) = ones(� sig(g)&ODCmask(g))=K
Perr(C)+ = Perr0(g)test1(g)
Perr(C)+ = Perr1(g)test0(g)

return Perr(C)
g

Figure2.5: Algorithm to computeSERundertheTSA faultmodel.

propagateODC masksbackwards.Thefractionof 1s in a node's signatureis anestimate

of its signalprobability, while therelativeproportionof 1sin anODC maskindicatesob-

servability. Thesetwo measuresarecombinedto obtaina testability �gure-of-merit for

eachnodeof interest,which is thenmultipliedby theprobabilityof theassociatedTSA to

obtaintheSERfor thenode.This SERfor thenodecapturestheprobabilitythatanerror

occursat the node,combinedwith the probability that the error is logically propagated

to theoutput. Our estimatecanbecontrastedwith technology-dependentSERestimates,

which includetiming andelectricalmasking.

We estimatetheprobabilityof signalg having logic value1, denotedP[g = 1], by the

fraction of 1s in the signaturesig(g). This is sometimescalledthe controllability of the

signal.

De�nition 6 Thecontrollability of a signalg, denotedP[g = 1], is theprobability that g

haslogic value1.

P[g = 1] = ones
�
sig(g)

�
=K(2.1)
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De�nition 7 Theobservability of a signal g, denotedP[obs(g)] is the probability that a

change in thesignalsvaluechangesthevalueof a primaryoutput.

Theobservability of anodeis approximatedby thenumberof 1sin its ODCmask.

P[obs(g)] = ones
�
ODCmask(g)

�
=K(2.2)

This observability metric is anestimateof theprobabilitythatg's valueis propagated

to a primaryoutput. The1-testabilityof g, denotedP[test1(g)] = P[obs(g);g = 1], is the

numberof bit positionswhereg'sODC maskandsignaturebothare1.

De�nition 8 The1-testabilityof a nodeg is theprobability that thenode's correctvalue

is 1 andthat it is observable.

P[test1(g)] = ones
�
sig(g)&ODCmask(g)

�
=K(2.3)

Similarly, 0-testabilityis thenumberof positionswheretheODCmaskis 1 andthesigna-

tureis 0. In otherwords,0-testabilityis anestimateof thenumberof vectorsthattestfor

stuck-at-0faults.

Example2 Consideragain the circuit in Figure 2.3. Thesignature for nodeg is given

by sig(g) = 01011011and ODC maskODCmask(g) = 01000100. Hence, P[g = 1] =

ones(sig(g)) = 5=8, P[g= 0] = 3=8, P[obs(g)] = 2=8, P[test0(g)] = 1=8 andP[test1(g)] =

1=8.

Supposeeachnodeg in a circuit C hasfault probabilitiesPerr0(g) andPerr1(g) for

TSA-0andTSA-1 faults,respectively, thentheSERof C is thesumof SERcontributions
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from eachgateg in thecircuit. Here,we weightgateerrorprobabilitiesby thetestability

of thegatefor theparticularTSA.

Perr(C) = å
g2C

P[test1(g)]Perr0(g) + P[test0(g)]Perr1(g)(2.4)

Example3 Thetest0 andtest1 measuresfor each gatein thecircuit are givenin Figure

2.3. If each gatehasTSA-1probability Perr0 = p andTSA-0probability Perr1 = q, then

theSERis givenbyPerr(C) = 2p+ (13=8)q.

The metricstest0 andtest1 implicitly incorporateerror sensitizationandpropagation

conditions. Hence,Equation2.4 accountsfor the possibility of an error beinglogically

masked. Note that thePerr1(g) refersto the1-controllabilityof g andso is weightedby

the0-testability, similarly for Perr1(g).

2.1.4 Multiple-F ault Analysis

In this section,we discussSERcomputationfor the two multiple-fault modelsintro-

ducedpreviously: theTMSCA modelfor multiplecorrelatedfaults,andtheTMSA model

for multiple independentfaults.

The SERfor TSA faultsrequiresthe computationof signaturesandODC masksfor

eachnodein thecircuit. Eachnoderepresentsthelocationof apotentialTSA fault,andthe

ODCmaskfor eachnodecontainsinformationabouttheprobabilityof thecorresponding

fault being observed. The sameprocesscan be generallyfollowed for TMSCA faults.

However, ODC masksmustbeappliedto asetof nodesratherthanasinglenode.

RecallthatexactODC computationof Figure2.4arequiresresimulationof theentire

fan-outconeof the fault location,while the algorithmfrom [92], shown in Figure2.4b,
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only resimulatesthroughthe immediatesuccessorgate(s). Thesetechniquesrepresent

two extremesin error-propagationanalysis. Betweentheseextremes,it is possibleto

resimulatethe fan-outconepartially. In fact, the farther throughthe fan-outconewe

resimulate,themoreaccurateourODCmasksbecome.For TMSCA faults,weresimulate

throughthesubcircuitconsistingof gatesin thesetG. Wethenbitwiseinvertthesignatures

of all the nodesin the subcircuitandresimulateto eitherthe boundaryof the subcircuit

(for approximateODC computation)or throughthe entirefan-outconeof thesubcircuit

(for exactODC computation).This algorithmis shown in Figure2.6. In this algorithm,

thenodesin thesetG aretopologicallysortedandresimulatedby �ipping thesignatureof

eachnodesig(g), to the valueV[g]. This requiresthe useof a bit maskcalledvalsig(g)

that contains V[g] in every bit position. After the resimulationis completedthroughG,

we checkfor differencesthatarepropagatedto the immediateoutputsof G (locally) and

combinethemwith theglobalODCscomputedat theoutputsof G usingthebitwiseAND

operation.

For TMSA faults,eachof thegatesin G hasanindependentprobabilityof error. Thus,

thedifferencebetweencomputingSERfor TMSCA faultsandTMSA faultsis thatthesig-

naturesof nodeswithin G are�ipped with independentprobabilities.In orderto represent

this situation,we only �ip a fraction of the bits in eachsignaturerandomly. The restof

thealgorithmremainsthesame.Sinceusuallya singleTMSA fault is of interest,we can

computetheexacterrorpropagationprobabilityof aTMSA fault by resimulatingthrough

theentirecircuit in only linear time. Thealgorithmfor SERcomputationusinga TMSA

fault is givenin Figure2.7. Here,thecircuit is resimulatedby selectively �ipping thebits
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in thesignaturesof gatesin G. Thebits are�ipped randomlybasedon theprobabilityof

errorP[g] andthevalueV[g] for eachnodeG. Theresimulationis doneall theway to the

primaryoutputs, thentheprimaryoutputsarecheckedfor any differencesthathave been

propagated.

computeTMCSASER(Circuit C, nodes G, values V, Perr P)
f

T = sort topological( G)
T0= find output nodes(T
for(each node g 2 T0)

computesig( g)
if ( g 2 T)

valsig(g) = create sig( V[g])
for(each node g 2 out put(T0))

di f f (g) = sig(g) � newsig(g)
ODCmask(G)j = (di f f (g)&ODCmask(g))

return Perr � ones(ODCmask(G))=K
g

Figure2.6: Algorithm to computeSERundertheTMCSA fault model.

computeTMSASER(Circuit C, nodes G, values V, errors P)
f

sort topological( C)
for(each node g 2 C)

computesig( g)
if ( g 2 G)

flip sig bits( g;V[g];P[g])
for(each node o 2 out put(C))

di f f (o) = sig(o) � newsig(o)
ODCmask(G)j = di f f (g)

return Perr � ones(ODCmask(G))=K
g

Figure2.7: Algorithm to computeSERundertheTMSA faultmodel.

In practice,randombits of thesignaturecanbebitwiseXORedby a maskwith p=K

oneswherep is the probability of error. Sucha maskcanbe createdby forming a bit
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vectorwith p=K onesthat arepermutedrandomly. Then,whenthe signatureis bitwise

XORedwith the mask,p=K of the bits are�ipped, correspondingto a fault that occurs

with probability p.

2.2 SERAnalysis in SequentialLogic

In this section,we extendour SERanalysisto handlesequentialcircuits,which have

memoryelements(D �ip-�ops) in additionto primaryinputsandoutputs.Recallthatthe

valuesstoredin the�ip-�ops collectively form thestateof thecircuit. Thecombinational

logic computesstateinformationandprimaryoutputsasafunctionof thecurrentstateand

primaryinputs.Below, we list threefactorsto considerwhile analyzingsequential-circuit

reliability.

1. Steady-stateprobabilitydistribution: It hasbeenshown thatundernormaloperation

mostsequentialcircuitsconvergeto particularstatedistributions[36]. Discovering

thesteady-stateprobabilityis usefulfor accuratelycomputingtheSER.

2. Statereachability:Somestatescannotbereachedfrom agiveninitial state,therefore

only thereachablepartof thestatespaceshouldaccountfor theSER.

3. Sequentialobservability: Errorsin sequentialcircuitscanpersistpasta singlecycle

if capturedby a �ip-�op. A singleerrormaybecapturedby multiple �ip-�ops and

resultin a multiple-bit error in subsequentcycles. Sucherrorscanthenbemasked

by logic.

Thefollowing two subsectionsdevelopasimulation-basedframework to addressthese

issues.
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2.2.1 Steady-Stateand Reachability Analysis

Usually, theprimaryinputdistribution is assumedto beuniform,or is explicitly given

by theuser, while thestatedistributionhasto bederived.A �nite statemachine(FSM) is

periodicif its statescanbe visitedonly at regular intervals,and,otherwise,is aperiodic.

PeriodicFSMs do not reachsteadystate. Hachtelet al. [36, 23] show that aperiodic

FSMswith strongly-connectedstatespaceseventuallyreachasteady-statedistribution. A

modulo-d counteris an exampleof suchan FSM. In [23], it is shown that mostISCAS

andotherbenchmarkcircuitsreachsteady-statebecausethey aresynchronizable;in other

words,they canbetakentoaresetstatestartingfromany state,usingaspeci�c �x ed-length

input sequence.This indicatesthat thecircuitsareaperiodic(otherwise,different-length

sequenceswouldhaveto beusedfrom eachstate)andstronglyconnected(otherwisesome

statescouldnotbetakento theresetstate).

In ordertoapproximatethesteady-statedistribution,weperformsequentialsimulation,

usingsignatures.Assumethata circuit with m �ip-�ops L = f l1; l2 : : : lmg is in stateSL =

f s0;s1;s2 : : :smg, whereeachsi 2 f 0;1g. Ourmethodstartsin stateS0 for eachsimulation

run (setsof 64 statesareprocessedin parallelin our implementation).Then,we simulate

thecircuit for n cycles.Eachcyclepropagatessignaturesthroughthecombinationallogic

andstopswhen�ip-�ops arereached.Primaryinput valuesaregeneratedrandomlyfrom

a given�x edprobabilitydistribution. At theendof eachsimulationcycle, �ip-�op inputs

aretransferredto �ip-�op outputs,which are,in turn, fed into combinationallogic for the

subsequentcycle. All otherintermediatesignaturesareerasedbeforethenext simulation

cyclestarts.TheK-bit signaturesof the�ip-�ops, at theendof n simulationscycles,de�ne
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K states.Weclaimthatfor a largeenoughn, thesestatesaresampledfrom thesteady-state

probability distribution. Empirical resultssuggestthat most ISCAS benchmarksreach

steady-statein 10cyclesor fewer, undertheaboveoperatingconditions[75].

Additionally, our signature-basedSERanalysismethodscanhandlesystemsthatare

decomposable.Suchsystemspassthroughsometransientstatesandarethencon�ned to

a setof stronglyconnectedclosed(SCC)states.That is, the systemcanbe partitioned

into transientstatesandsetsof SCCstates.For suchsystems,thesteady-statedistribution

stronglydependsontheinitial states.Weaddressthisimplicitly byperformingreachability

analysisstartingin aresetstate.Thus,eachbit of thesignaturecorrespondsto asimulation

that1) startsfrom a resetstateandpropagatesthroughthecombinationallogic, 2) moves

to adjacentreachablestates,and3) for a large enoughn, reachessteady-statewithin the

partition.

Figure2.8summarizesour simulationalgorithmfor sequentialcircuits. Usingthis al-

gorithm,simulatingacircuit with g gatesfor n simulationcyclesandwith K-bit signatures

takestimeO(Kng). Notethatit doesnot requirematrix-basedanalysis,which is oftenthe

bottleneckin othermethods[36, 75]. For example,Markov matricesareusedto encode

state-transitionprobabilitiesexplicitly, andtherefore,canbe large dueto theproblemof

state-spaceexplosion[36, 75].

Figure2.9shows anexampleof sequentialsimulationwith 3-bit signatures.The�ip-

�ops with outputsx andy areinitialized to 000 in cycle 0, T0. Thenthe combinational

logic is simulated.For cycle T1, theinput of x andy aretransferredto theoutput,andthe

processcontinues.At the conclusionof the simulation,the valuesfor x andy at T3 are
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simulate sequential(Circuit C, int K)
f
for(all flip-flops l 2 C)
out putsig(l ) = inputsig(l )

for(all inputs in0 2 C)
in0 = newrandominput()

computesigs( C;K)
g

Figure2.8: Algorithm for multi-cyclesequential-circuitsimulation.

savedfor sequential-erroranalysis,which is explainedin thenext subsection.
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Figure2.9: Illustrationof bit-parallelsequentialsimulation.

Althoughweonly consideredaperiodicsystems,weobservethatfor aperiodicsystem

theSERwouldneedto beanalyzedfor themaximumperiodD, sincethestatedistribution

oscillatesover thatperiod.If theFSMis periodicwith periodD, thenwecanaverageover

theSERfor D or moresimulationcycles.

2.2.2 Err or Persistenceand SequentialObservability

In orderto assessthe impactof soft faultson sequentialcircuits,we analyzeseveral

cyclesthroughwhich faultspersist,usingtime-frameexpansion.This involvesmakingn
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copiesof thecircuit,C0;C1 : : :Cn� 1, therebyconvertinga sequentialcircuit into a pseudo-

combinationalcircuit. In the expandedcircuit, �ip-�ops are modeledas buffers. The

outputsfrom the�ip-�ops of thek-th frameareconnectedto theprimary inputsof frame

k+ 1 frame(asappropriate)for 0< k< n� 1. Flip-�op outputsthatfeedinto the�rst frame

(k = 0) aretreatedasprimaryinputs,and�ip-�op inputsof framen aretreatedasprimary

outputs.Figure2.10showsathree-time-framecircuit thatcorrespondstoFigure2.9.Here,

theprimaryinputsandoutputsof eachframearemarkedby their framenumbers.Further,

new primaryinputsandoutputsarecreated,correspondingto theinputsfrom �ip-�ops for

frame0 andoutputsof �ip-�ops for frame3. Intermediate�ip-�ops arerepresentedby

buffers.

0

0

0

0

0

1

1

1

1

1

2

2

2

2

3

3

2

Figure2.10: Illustrationof time-frameexpansioninto threeframes:C0;C1;C2.

Observability is analyzedby consideringall n framestogetherasa singlecombina-

tionalcircuit, thusallowing thesingle-faultSERanalysisdescribedin theprevioussection

to beappliedto sequentialcircuits.Otherusefulinformation,suchastheaveragenumber

of cyclesduringwhich faultspersist,canalsobedeterminedusingtime-frameexpansion.

After themulti-cyclesequentialsimulationdescribedin theprevioussection,westore

thesignaturesof the �ip-�ops andusesignaturesto stimulatethenewly createdprimary

inputs(correspondingto frame0 �ip-�ops) in the time-frameexpandedcircuit. For in-
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stance,thex0 andy0 inputsof thecircuit in Figure2.10aresimulatedwith thecorrespond-

ing signatures,markedT3 (the�nal signatureaftermulti-cyclesimulationis �nished), from

Figure2.9.Randomlygeneratedsignaturesareusedfor primaryinputsnotcorresponding

to �ip-�ops (suchasa0 andb0 in Figure2.10).

After simulation,we performODC analysis,startingfrom the primary outputsand

�ip-�op inputsof then-th frameandmoving all theway to the inputsof the0-th frame.

In otherwords,errorsin primary outputsand�ip-�ops areconsideredto be observable.

Figure 2.11 gives our algorithm for sequentialSER computation. The value of n can

be varieduntil the SERstabilizes,i.e., it doesnot changeappreciablyfrom an n-frame

analysisto an(n+ 1)-frameanalysis.

Then-frameODC-analysiscanleadto differentgatesbeingseenascritical for SER.

For instance,thedesignercandeemerrorsthatpersistlongerthann cyclesasmorecritical

thanerrorsthatarequickly �ushedatprimaryoutputs.In thiscase,theODCanalysisonly

considersthefan-inconesof theprimaryoutputsof Cn.

We denotethe onescountof ODCmask(g; f ;n) asseqobs(g; f ;n). The testability is

computedusingthesignatureandODCmaskafternsimulationsandf framesof unrolling.

P[test0(g; f ;n)] = zeros(sig(g; f ;n)&ODCmask(g; f ;n))=K(2.5)

P[seqobs(g; f ;n)] = ones
�
ODCmask(g; f ;n)

�
=K(2.6)

Perr(C0; f ;n) = å
gi2C0

P[test1(gi ; f ;n)]Perr0(gi) + P[test0(gi ; f ;n)]Perr1(gi)(2.7)
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computeseq SER(Circuit C,int K,int n,int f )
f
for( i < n)
seq simulate( C;K)

C0= time frame expand(C; f )
copy flipflop inputs( C0;C)
computesigs( C0;K)
computeodc approx(C0;K)
for(all nodes g 2 C0)
test0(g) = zeros(sig(g)&ODCmask(g))=K
test1(g) = ones(� sig(g)&ODCmask(g))=K
Perr(C0)+ = (Perr0(g)test1(g) + Perr1(g)test0(g))

return Perr(C0)
g

Figure2.11:Algorithm to computeSERin sequentialcircuitsunderTSA faults.

TheSERalgorithmin Figure2.11still runsin linear time, with respectto thesizeof

the circuit, sinceeachsimulationis linear andODC analysis(even with n time frames)

runsin lineartimeaswell.

2.3 Additional Masking Mechanisms

Due to variousphysicaland electricalpropertiesof circuits, phenomenaother than

logic maskingcanstoperrorpropagationin certaincases.While thesefactorscannotbe

assessedduring logic synthesis,they canbe consideredduring technologymappingand

physicaldesignandcanserve to guide theseprocesses.It shouldbe notedthat timing

andelectricalmaskingareexpectedto diminishin strengthastechnologyscales.Roughly

speaking,�ip-�ops canlatchSEUseverytimethelatchingclock-edgeis triggered.There-

fore,anincreasein operatingfrequency increasesthefrequency of latchingopportunities

[111]. Additionally, aspower-supplyvoltagedecreasesandgatesizesshrink,fewerSEUs

areexpectedto beattenuated.
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Tocaptureelectricalmaskingin AnSER,wederategate-errorprobabilities(gerr0;gerr1)

by a factor dependentupon characterizationof successorgates. Previous researchhas

shown thatelectricalmaskingeliminateslow-energy SEUsin 3-4 levelsof logic andhas

little effect thereafter[100]. This impliesthatconsideringpathsof limited lengthstarting

from thegatein questionis oftensuf�cient to approximatethiseffect. In theremainderof

thissection,wedevelopalinear-timealgorithmin thespirit of statictiming analysis(STA)

for computingtheerror-latchingwindow (ELW) of eachgatein a circuit. Thesizeof the

ELW relative to the clock periodis an estimateof the circuit's ability to maskthe error

throughtiming properties.Theinput-vectordependenceof timing maskingis incorporated

into our estimatesby functionalsimulation. We alsobrie�y discussthe incorporationof

electricalmaskingthroughderatingfactorsthatareusedto scaletheintrinsic errorproba-

bility of a gate.We assumesequentialcircuitswith edge-triggered�ip-�ops separatedby

combinationallogic blocks.

2.3.1 Static Analysisof Timing Masking

Thetiming constraintsassociatedwith eachedge-triggeredD �ip-�op areasfollows:

� ThedatainputD hasto receive thedatabeforethestartof thesetuptime preceding

thelatchingclock-edge.Thestartof thesetuptime is denotedTs.

� Thedatainput mustbeheldsteadyfor thedurationof thehold time following the

latchingclock-edge.Theendof thehold time is denotedTh.

A softerroris usuallycharacterizedby atransientglitch of durationd thatresultsfrom

a particlestrike. If sucha glitch is presentat thedataor clock inputsof a �ip-�op during
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Figure2.12:Error-latchingwindows illustrated.

theinterval [Ts;Th], it canresultin anincorrectvaluebeinglatched.If theglitch is present

duringthesetupor hold time,it canpreventacorrectvaluefrom beinglatched.Therefore,

theELW of theD �ip-�op is simply [Ts;Th].

The ELW for a gateis computedby 1) translatingthe ELWs of eachof its fan-out

gatesbackwardsby appropriatepathdelayand2) takingtheunionof theresultingELWs.

In contrast,during static timing analysis,only the minimum requiredtime is computed

at eachgate,even thougha similar backwardstraversalis used. Figure2.13 shows the

algorithmthat computesthe union of suchintervals. The union of two intervals canre-

sult in two separateintervalsif therespective intervalsaredisjoint, or oneif theintervals

overlap. In general,the latchingwindow for a gateg is de�ned by a sequenceof inter-

valsELW(g)[0];ELW(g)[1] : : :, whereELW(g)[i] refersto the ith interval in the latching

window. Eachinterval ELW(g)[i] is itself describedby its startandendtimes[Sgi;Egi].

ELW(g) = ([Sg1;Eg1] ; [Sg2;Eg2] ; : : : [Sgn;Egn])
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computeELW(Circuit C)
f
reverse topological sort( C)
for(all latches l 2 C)
ELW(l ) = [Ts(l );Th(l )]

for(all gates g 2 C)
for(all fan-outs f )

ELW0( f ) = translate(ELW( f );delay(l ; f ))
ELW(l ) = union(ELW(l );ELW0( f ))

g

Figure2.13:Computingerror-latchingwindows(ELWs).

Example4 Our proposedELWcomputationalgorithmis illustratedby thecircuit in Fig-

ure2.12.Each wire is markedwith a delay, andeach gatei is assumedto havedelayd(i).

ThecorrespondingELWsareshownbelow. Notethat f hasa larger ELWthanothergates

becauseits twooutputpathshavedifferentdelays.

ELW(F1) = ELW(F2) = [Ts;Th]

ELW(i) = [Ts � d2;Th � d2]

ELW(g) = [Ts � d2 � d(i) � d4;Th � d2 � d(i) � d4]

ELW(h) = [Ts � d1;Th � d1]

ELW( f ) = [Ts � d2 � d(i) � d4 � d(g) � d5;Th � d1 � d(h) � d3]

Wede�ne thetimingmaskingfactorastheratioof theELW to theclockcycle timeC.

For anodef , thetiming maskingfactoris computedasfollows:

Tmask( f ) =
n

å
i= 1

(Ef i � Sf i)=C

Taking timing maskinginto account,the SERcontribution of eachgateis computedby

scalingthetestabilityanderrorprobabilityby Tmask.

SER(C) = å
g2C

�
P[test1(g)]Perr0(g) + P[test0(g)]Perr1(g)

�
Tmask(g)(2.8)
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union( ELW(g);ELW( f ))
f
for(all intervals ELW(g)[i])
insert interval( ELW(g)[i];ELW( f )[1])

return ELW( f )
g

insert interval( ELW(g)[i];ELW( f )[ j])
f
if ( Egi < Sf j)
return insert before( ELW( f )[ j];ELW(g)[i])

if ( Sgi > Ef j)
if ( j == size(ELW( f )))
return insert after( ELW( f )[ j];ELW(g)[i])
else
return insert interval( ELW(g)[i];ELW( f )[ j + 1])

Sgi = max(Sgi;Sf j))
Egi = min(Egi;Ef j))
delete ELW( f )[ j]
return insert interval( ELW(g)[i];ELW( f )[ j])

g

Figure2.14:Computingtheunionof two ELWs.

2.3.2 Statistical-Interval Weighting

The latchingwindows computedin theprevioussectionwerea resultof staticanaly-

sis. Therefore,someintervals (or portionsof intervals) correspondto pathsthat arenot

traversedfrequently. Ouraim is to weighteachinterval in theELW by theprobabilitythat

anerroroccurringwithin the interval latches. In orderto computesucha probability, we

usebit-parallellogic simulation.Recallthattheones-countof thesignatureof anodeis a

measureof signalprobability, andtheone-countof theODC maskis a measureof signal

observability. Together, thesemeasuresgiveanestimateof thetestabilityof theassociated

stuck-atfault.

We extend this test-vector countingmethodto accountfor path faults. For sucha
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fault, an entirepath, ratherthana singlestuck-atfault, is sensitized.For our purposes,

we considersetsof pathsassociatedwith eachELW interval, ratherthan single paths.

Therefore,we associatean interval ODC maskintODCmask( f ; i) with eachinterval i in

anELW( f ).

De�nition 9 TheintervalODCmaskof g, denotedintODCmask(g) is theK-bit sequence

whoseith bit is 0 if inputvectorXi is in thedon't-caresetof g duringinterval i; otherwise,

theith bit is 1.

Theone-countof theinterval ODCmaskis theinterval weight.

We computeinterval ODC masksin reversetopologicalorder, alongwith ELWs. We

initially considergatesthatfeedprimaryoutputs;for suchagateg, all interval ODCmasks

aresimply equalto ODCmask(g), i.e., for all intervalsi in ELW(g), intODCmask(g; i) =

ODCmask(g). For subsequentgates,ELWs arecomputedby translatingandmerging the

ELWsof successorgates.Here,eachinterval ODCmaskassociatedwith asuccessorgate

is ANDed with the ODC maskof the currentgate. Intuitively, the interval ODC mask

keepstrackof theobservability of a signalalonga speci�c path. Therefore,ANDing the

ODC correspondingto a pathby theODC of theadditionalgatesimply addsthatgateto

thepath.

Whenintervalsfrom two fan-outconesaremerged,theinterval ODC masksarecom-

bined togetherusing the bitwise OR operation. This operationresultsin somelack of

accuracy for theweightingalgorithmbecauseit averagestheweight for both intervals in

the mergedinterval. However, this operationis necessaryfor scalabilitysinceeachgate

canbesubjectto exponentiallymany intervalsandthelossof accuracy is small.
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Supposethatagatef hasfan-outbranchesg andh andthatduringELW computation,

intervalsELW(g)[i] andELW(h)[ j] aremergedtogetherto form ELW( f )[k]. In thiscase,

intODCmask( f ;k) = (intODCmask(g; i) + intODCmask(h; j))& intODCmask( f )

TheSERcomputation,includingtiming masking,is simply thesumof interval testa-

bilities weightedby thelengthsof thecorrespondingintervals.Thetestabilitiesarein turn

derivedusingthe interval ODC andsignalprobabilities. Thesecomputationsareshown

below.

P[test1( f ; i)] = ones
�
sig( f )&ODCmask( f ; i)

�
=K

Tmask( f ; i) = (Ef i � Sf i)=C

SER(C) = å
f 2C

å
i2ELW( f )

�
P[test1( f ; i)]Perr0( f ) + P[test0]( f ; i)Perr1( f )

�
Tmask( f ; i)(2.9)

2.4 Empirical Validation

We now reportempirical resultsfor SERanalysisusingAnSER andour two SER-

awaresynthesistechniques.Theexperimentswereconductedon a2.4GHz AMD Athlon

4000+workstationwith 2GBof RAM. Thealgorithmswereimplementedin C++.

For validationpurposes,we compareAnSERwith completetest-vectorenumeration

usingtheATPGtoolATALANTA [63]. WeprovidedATALANTA with alist all of possible

stuck-at(SA) faultsin thecircuit to generatetestsin ”diagnosticmode,” which calculates

all testvectorsfor eachfault. We usedan intrinsic gate-fault valueof gerr0 = gerr1 =

1� 106 on all faults. SinceTSA faultsareSA faultsthat lastonly onecycle, theproba-

bility of a TSA fault causinganoutputerror is equalto thenumberof testvectorsfor the
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Circuit No. gates ATALANTA AnSER % Error AnSERExact-ODC % Error
c17 13 6.96E-7 6.96E-7 0.01 6.96E-7 0.01
majority 21 6.25E-6 6.63E-6 6.05 6.57E-6 4.87
decod 25 2.60E-5 2.62E-5 0.83 2.60E-5 0.83
b1 25 1.28E-5 1.31E-5 2.81 1.27E-5 0.78
pm1 68 2.86E-5 3.00E-5 4.70 2.97E-5 3.5
tcon 80 5.30E-5 5.39E-5 1.67 5.35E-5 0.94
x2 86 3.78E-5 3.87E-5 2.38 3.93E-5 3.97
z4ml 92 5.29E-5 5.37E-5 1.50 5.41E-5 2.20
parity 111 7.60E-5 7.69E-5 1.24 7.71E-5 1.45
pcle 115 5.38E-5 5.34E-5 0.75 5.35E-5 0.56
pcler8 140 7.06E-5 7.24E-5 2.52 7.23E-5 2.41
mux 188 1.58E-5 1.38E-5 12.54 1.63E-5 3.16
Ave. 3.06 2.65

Table2.1: Comparisonof SER(FIT) datafor AnSERandATALANTA.

correspondingSA fault,weightedby their frequency. Assuminga uniform inputdistribu-

tion, thefractionof vectorsthatdetecta fault providesanexactmeasureof its testability.

Then,we computedthe SERby weightingthe testabilitywith a small gatefault proba-

bility, asin Equation2.4. While theexactcomputationcanbe performedonly for small

circuits,Table2.1suggeststhatouralgorithmis accurateto about3%for 2;048simulation

vectors.More testvectorscanbeusedif desired.

We isolatetheeffectsof the two possiblesourcesof inaccuracy: 1) samplinginaccu-

racy, and2) inaccuracy duetoapproximateODCcomputation.Samplinginaccuracy is due

to theincompleteenumerationof theinputspace.ApproximateODCscomputedusingthe

algorithmfrom [92] incur inaccuracy dueto mutualmasking.Whenanerroris propagated

throughtwo reconvergentpaths,theerrorsmaycanceleachother. However, theresultsin

Table2.1 indicatethatmostof theinaccuracy is dueto sampling,not approximateODCs.

Thelasttwo columnsof Table2.1,correspondingto exactODCcomputation,show anav-
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erageerrorof 2:65%. Therefore,only 0:41%of theerror is dueto theapproximateODC

computation.On theotherhand,while enumeratingtheentireinput spaceis intractable,

our useof bit-parallelcomputationenablessigni�cantly morevectorsto besampledthan

othertechniques[134, 100,3] giventhesamecomputationtime.

To characterizethegatesin thecircuitsaccurately, weadapteddatafrom [100], where

severalgatetypesareanalyzedin a130nm,1:2VDD technologyvia SPICEsimulations.We

usean averageSERvalueof gerr0 = gerr1 = 8� 10� 5 for all gates.However, theSER

analyzersfrom [134, 135,100] reporterrorratesthatdiffer by ordersof magnitude.SERA

tendsto reporterrorrateson theorderof 10� 3 for 180nmtechnologynodes,andFASER

reportserror rateson the orderof 10� 5 for 100nm. Furthermore,althoughour focusis

logic masking,we alsoapproximateelectricalmaskingby scalingour fault probabilities

at nodesby a small deratingfactor to obtaintrendssimilar to thoseof [100]. In Figure

2.15,wecompareAnSERandSERDwhencomputingSERfor inverterchainsof varying

lengths. Sincethereis only onepaththat is alwayssensitizedin this circuit, it helpsus

estimatethederatingfactor.

Table2.2 comparesAnSERwith thepreviouswork on ISCAS85 benchmarks,using

similar or identicalhostCPUs. While theruntimesin [24] include50 runs,theruntimes

in [100] arereportedper input vector. Thus,we multiply datafrom [100] by thenumber

of vectors(2;048)usedthere;our runtimesappearbetterby severalordersof magnitude.

We believe that this is due to the useof bit-parallel functional simulationto determine

logic masking,which hasa stronginput-vectordependency. Most otherwork usesfault

simulationor symbolicmethods.
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Figure2.15:Comparisonof SERtrendson inverterchainsproducedby SERD[100] and
AnSER.

Time(s)
Circuit No. gates AnSER SERD[100] FASER[135] [24]
c432 246 < 0.01 10 22 —
c880 591 < 0.01 10 — —
c1355 746 0.014 20 40 2.09
c1908 760 0.015 20 66 0.781
c3540 1951 < 0.01 60 149 5m42s
c6280 4836 1.00 120 278 —

Table2.2: Runtimecomparisonsof four SERanalyzers.

Table2.3showsSERandruntimeresultsfor theIWLS benchmarks,whichwereeval-

uatedwhenweimplementedAnSERwithin theOAGearpackage.Notethatouralgorithm

scaleslinearly in thesizeof thecircuit, unlikethemajorityof prior algorithms.Weassume

a uniform input distribution in theseexperiments,althoughAnSERis not limited to any

particularinput distribution. An input distribution suppliedby a user, a sequentialgate-

level simulator, or a Verilog simulatorcanbe useddirectly, even if it includesrepeated

vectors. SERandruntimeresultswith exact andapproximateODCsareshown for the

ISCAS-85benchmarksin Table2.4. Again, theresultsshow thatapproximateODCsare
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No. SER Time
Circuit gates (FIT) (s)
pci conf cyc addrdec 97 4.89E-3 0.23
steppermotordrive 226 8.00E-3 0.27
sspcm 470 1.68E-2 0.3
usbphy 546 1.53E-2 0.28
sasc 549 2.10E-2 0.26
simplespi 821 2.50E-2 0.3
i2c 1142 2.7E-2 0.34
pci spoci ctrl 1267 0.029 0.342
desarea 3132 0.019 0.782
spi 3227 0.118 0.68
systemcdes 3322 0.127 0.55
tv80 7161 0.104 0.91
systemcaes 7959 0.267 0.97
memctrl 11440 0.494 1.36
ac97ctrl 11855 0.409 1.38
usb funct 12808 0.390 1.42
pci bridge32 16816 0.656 1.78
aescore 20795 0.550 2.1
wb conmax 29034 1.030 4.18
ethernet 46771 1.480 5.77
desperf 98341 3.620 9.34
vga lcd 124031 4.800 11.7

Table2.3: SER(in FITs)andruntimefor AnSERon theIWLS 2005benchmarks.

suf�cient for mostbenchmarkcircuits,sincethelossof accuracy dueto ODCapproxima-

tion is negligible.

Table2.5comparesthemulti-cyclesimulationruntimesof AnSERwith thoseof MARS-

S,thesequentialcircuit SERanalyzerfrom [75]. MARS-Semployssymbolicsimulations,

usingaBDD/ADD-basedmethodto computesteady-stateprobabilitydistributions,while

weusesignature-basedbit-parallelfunctionalsimulation.Thenumberof cyclesneededto

reachsteady-stateis alsolistedin thetable.Table2.6showstheresultsof SERanalysison

sequentialcircuitsfrom theISCAS-89benchmarksuiteundertime-frameexpansion.The

listedruntimesin Table2.6arefor processingsignaturesandODCson 10 frames.These
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No. SER Time SER Time
Circuits gates (FIT) (s) (FIT) (s)
alu4 740 1.13E-2 0.227 1.19E-2 0.004
b9 14 4.67E-3 0.007 4.69E-3 0.005
b1 114 6.79E-3 0.050 6.69E-3 0.000
C1355 536 1.93E-2 2.010 1.93E-3 0.034
C3540 1055 3.06E-2 0.409 3.07E-2 0.080
C432 215 5.70E-3 0.056 5.71E-3 0.016
C499 432 1.75E-2 0.291 1.71E-2 0.260
C880 341 1.50E-2 0.54 1.51E-2 0.23
cordic 84 9.43E-2 0.007 9.43E-2 .004
dalu 1387 2.18E-2 0.535 2.17E-2 0.225
des 4252 2.04E-1 5.283 2.03E-1 4.87
frg2 1228 3.61E-1 0.217 3.65E-1 0.169
i10 2824 1.03E-1 1.063 1.04E-1 0.315
i9 952 5.07E-2 2.237 5.06E-2 2.044

Table2.4: SERevaluationof variousbenchmarkswith exactandapproximateODCs.

Time(s)
Circuit No. gates No. cycles MARS-S AnSER
s208 112 10 1000 1
s298 133 10 6900 0
s444 181 10 365 4
s526 214 5 551 11
s1196 547 5 68 8
s1238 526 4 70 8

Table2.5: Comparisonof multi-cyclesimulationruntimes.

resultsindicatethat theSERobtainedby consideringonly onetime frameis 62%higher

thanthe 2-frameSER.After this point, increasingthe numberof frameshaslittle effect

on theSER.This indicatesthatmostfaults,if at all propagated,areusuallyobservableat

primaryoutputsin thecurrentcycle. This resultis supportedby observationsin [39]. In

otherwords,�ip-�ops propagatefew errorsto theoutputsin latercycles,dueto sequential

circuit masking.Thelatchederrorstendto quickly dissipateafterafew cycles.Thisleaves

theSERfor multiple-cycle analysiscloseto theerror rateof the currentcycle's primary
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No. Time SERfor n time frames
Circuit gates (s) n = 0 n = 1 n = 2 n = 3 n = 4 n = 5
s208 112 9 2.40E-3 2.34E-3 2.34E-3 2.33E-3 2.32E-3 2.33E-3
s298 133 9 2.97E-3 2.75E-3 2.69E-3 2.67E-3 2.65E-3 2.62E-3
s400 180 14 4.24E-3 3.00E-3 2.38E-3 2.23E-3 2.23E-3 2.05E-3
s444 181 14 4.69E-3 3.06E-3 2.43E-3 2.18E-3 2.02E-3 1.98E-3
s526 214 9 3.87E-3 2.97E-3 2.65E-3 2.52E-3 2.46E-3 2.44E-3
s1196 547 18 6.35E-3 3.87E-3 3.71E-3 3.68E-3 4.05E-3 3.89E-3
s1238 526 14 6.09E-3 3.54E-3 3.42E-3 3.47E-3 3.72E-3 3.62E-3
s1488 659 5 1.02E-1 1.11E-2 1.03E-2 1.06E-2 1.15E-2 1.07E-2
s1423 731 47 1.43E-2 8.48E-3 5.08E-3 3.47E-3 2.78E-3 2.54E-3
s9234 746 4 1.31E-2 1.24E-2 1.22E-2 1.18E-2 1.07E-2 9.78E-2
s13207 1090 15 3.07E-2 2.66E-2 3.14E-2 3.62E-2 3.61E-2 4.39E-2

Table2.6: Changein SERfor sequentialcircuitswith increasingnumberof time frames.

outputs.

Table2.7 shows SERresultsunderthe TMSA model,which representssingle-event

multiple-bit upsets. In this experiment,we includedasTMSA faults, setsof topologi-

cally adjacentgates2-3 levels away from a centralgate. The resultsunderexact SER

areobtainedby resimulatingtheentirefan-outcone.TheresultsunderapproximateODC

computations,given in Figure2.4b,areshown with analysisof 10 levels of logic. The

runtimeis shown for the exact algorithm. To evaluateour algorithmsinvolving timing

masking,we usetheIWLS 2005benchmarksuite[46], with designutilization setto 70%

to matchrecentpracticein industry. Our wire andgatecharacterizationsarebasedon a

65nmtechnologylibrary. We performstatictiming analysisusingtheD2M delaymetric

[5] onrectilinearsteinerminimal trees(RSMTs)producedby FLUTE [25]. Thesedesigns

areplacedusingCapo,version10.2 [20, 121], andrelocationsare legalized,i.e., gates

aremovedto thenearestemptyor legal locations,usingthe legalizerprovidedby GSRC

Bookshelf[121].
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Circuits ExactTime(s) ExactSER(FIT) ApproxSER(FIT)
alu4 0.492 2.56e-2 1.00e-2
b1 0.001 2.56e-4 4.62e-4
b9 0.008 2.72e-3 3.30e-3
C1355 0.843 1.82e-2 1.44e-2
C3540 0.992 3.95e-2 2.29e-2
C432 0.129 7.93e-3 6.24e-3
C499 0.589 1.45e-2 1.45e-2
C880 0.087 7.79e-3 7.30e-3
cordic 0.014 2.30e-3 1.25e-3
dalu 0.857 3.89e-3 1.76e-3
des 1.201 0.113e-3 0.139e-3
frg2 0.332 2.75e-2 3.26e-3
i10 0.212 8.07e-2 7.83e-2
i9 0.496 1.87e-3 2.57e-3

Table2.7: SERundersingle-eventmultiple-bit upsets.

No. Clock Logic SER Time Timing SER Time Potential
Circuit gates Period(s) (FIT) (s) (FIT) (s) % improvement
aescore 20265 5.68E-07 0.1654 6 9.33E-05 3 37.57
spi 2998 3.19E-07 0.05722 1 4.23E-05 1 15.28
s35932 5545 6.18E-07 0.1363 2 6.03E-05 1 26.73
s38417 6714 3.56E-07 0.1360 2 1.22E-04 1 37.83
tv80 6802 6.79E-07 0.05602 2 2.64E-05 1 37.50
memctrl 11062 6.44E-07 0.2185 2 8.45E-05 3 19.64
ethernet 36227 1.46E-06 0.7010 9 1.31E-04 9 91.68
usb funct 10357 5.06E-07 0.1852 3 8.79E-4 3 36.59

Table2.8: SERevaluationwith logic andtiming masking.

Table2.8 shows changesin SERwhentiming maskingis considered.Incorporating

timing maskinginto SERcanbe useful in guiding physicalsynthesisoperations,while

only consideringlogic maskingis suf�cient for technology-independentlogic synthesis

stepsin the design�o w. Table2.8 alsoshows the potentialfor improvementin timing

masking,i.e., theimprovementin reliability whentheELW of eachgateis madeassmall

aspossible(equalto theELW of a latch). This shows thatSERcanbe signi�cantly de-
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creasedby manipulatingtiming masking.

2.5 Summary

Ef�cient analysismethodsarenecessaryfor assessingandreducingtheSERof a cir-

cuit. This chapterpresentedAnSER,our linear-time methodfor thelogic-level soft-error

analysis.AnSERachievedits low runtimesby functionalsimulationsignatures,whichen-

ableda fastandaccuratemethodfor computingsignalprobabilityandobservability, even

in thepresenceof reconvergentfan-out.WeanalyzedsequentialcircuitsusingAnSERand

employing multicyclesimulationandtime-frameexpansion.In addition,we incorporated

timing maskingthrougherror-latchingwindowswhichwherecomputedusingtiming anal-

ysis information. We derivedresultson IWLS andISCASbenchmarks,which generally

showed2-3ordersof magnitudespeed-upoverpreviousSERanalyzersandhighaccuracy

whenvalidatedagainsttheATALANTA ATPGtool.
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CHAPTER III

Designfor Robustness

At thegatelevel, softerrorshave traditionallybeeneliminatedthroughtheuseof time

or spaceredundancy. The cascaded-TMRschemeillustratedin Figure1.11[125] is one

example. Here, the circuit is replicatedthreetimes,and the majority value is taken as

the result. To protectagainstfaults in the majority voter, this entirecircuit ensembleis

replicatedthreetimes,a processwhich canbe recursively applieduntil the desiredlevel

of fault toleranceis reached.However, aswe demonstratein this chapter, it is possibleto

achieve improvementsin reliability without resortingto explicit or massiveredundancy.

In combinationallogic, an SEU only affects the primary outputsif it is propagated

throughthe intermediategates.For instance,in Figure1.7, theerrordoesnot propagate

if A = 0. In this case,A controlsthe outputof the AND gate,andstopserror propaga-

tion. Recallthatthis phenomenonis known aslogic masking.A basicway thatdesigners

canimprove a circuit's reliability is to ensurethat faultsarelogically masked,with high

probability. Wetargetlogic andtiming maskingto obtainsoft-error-tolerantcircuitsin the

following ways:1) by identifyingandusingpartialredundancy alreadypresentwithin the

circuit, to maskerrors;2) by selectingerror-sensitive areasof the circuit for replication
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or hardening;3) by generatinga large numberof candidaterewrites for eachsubcircuit

andselectingamongthemfor improvementsin areaandSER;and4) by increasingtiming

maskingduringphysicaldesign.

Section3.1presentsasignature-basedmethodfor identifyingpartialredundancy in the

circuit. Section3.2developsanimpactmetric for selectingerror-sensitive gates.Section

3.4describesagate-relocationtechniquewhichincreasestiming masking.Finally, Section

3.5 offers empirical validationof thesetechniques.Most of the techniquesand results

describedin this chapteralsoappearin [58, 55,59].

3.1 Signature-BasedDesign

In this section,we describea techniquecalledsignature-baseddesignfor reliability

(SiDeR).Usingfunctionalsimulation,SiDeRidenti�es redundancy alreadypresentin the

circuit andutilizes it to increaselogic masking. As discussedin ChapterII , signatures

provide partial informationaboutthe Booleanfunction of a node. Therefore,candidate

nodeswith similar functionalitycanbeidenti�ed by matchingsignatures.

We take advantageof thefact thatnodesneednot implementidenticalBooleanfunc-

tions to bolsterreliability. Any nodethatprovidespredictableinformationaboutanother

canbe usedto maskerrors. For instance,if two internalnodesx andy satisfythe prop-

erty (y = 1) ) (x = 1), where) denotes“implies”, then y gives informationaboutx

whenever y = 1. More generally, if f (x0;x1;x2; : : :xn) = x, thenx canbereplacedby f to

logically maskerrorsthatarepropagatedthroughx. However, errorsatx areonly masked

in caseswherex doesnot control f . Theprobability thatx controls f canbedetermined

by reevaluatingtheSER,with themodi�ed nodein place.
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Figure3.1: (a) Rewriting a subcircuitto improve area.(b) Findinga candidatecover for
nodea.

Additionally, we canincreasethenumberof potentialcandidatesthatcanreplicatex,

by takingODCsintoaccount.Insteadof searchingfor candidateswheref (x0;x1;x2; : : :xn) =

x, we searchfor candidatessuch that f (x0;x1;x2; : : :xn)&care(x) = x&care(x). Here,

care(x) is the function representingthe care-setof x. In termsof signatures,this corre-

spondsto bitwiseANDing sig( f ) andsig(x) by ODCmask(x) to checkfor the following

relation:

sig( f )&ODCmask(x) = sig(x)&ODCmask(x)

Figure3.1ashows an exampleof replicatedlogic for nodea, derivedby utilizing don't-

carevaluesandsignatures.

In order to limit areaoverhead,the function f mustbe ef�ciently constructedfrom

x0;x1; : : :xn. Therefore,we only considercaseswhere f is implementedby a singleAND

or OR gate. We addredundantlogic by transformingnodex into OR(x;y). This means

thateither(y = 1) ) (x = 1) or (x = 1) ) (y = 1), which makescandidatepairsx andy

easyto identify.

WhenOR(x;y) = x, it followsthatsig(x) > sig(y), lexicographically;otherwise,sig(y)
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is 1 in a positionwheresig(x) is not. Therefore,lexicographicallysortingthesignatures

cannarrow the searchfor candidatesignalsy. Also, sig(x) mustcontainmore1s than

sig(y), i.e.,jsig(x)j > jsig(y)j, wherejsig(x)j is thesizeof thesignature.Thus,maintaining

an additional list of size-sortedsignaturesand intersectingthe two lists can prunethe

search.Multiple lexicographicalsortsandmultiple sizesortsof signaturesstartingfrom

differentbit positionscanfurthernarrow thesearch.For instance,if wesortthesignatures

lexicographicallyfrom theithbit, sig(x) muststill occurbeforesig(y), for thesamereason.

As a resultof theseproperties,signature-basedredundancy identi�cation canef�ciently

performlogic-implicationanalysis.

Generally, severalcandidatessatisfyimplicationrelationsfor eachnodex. Amongthe

candidates,we choosea nodey: 1) that mostoften controlsthe outputof the additional

OR=AND gate,and2) whosefan-inconeis maximallydisjoint from thatof x. Errorsin the

mutualfan-inconecanbepropagatedboththroughx andy. Hence,theadditionalOR or

AND gatewould notstoppropagationin thesecases.However, in orderto decideexactly

betweencandidates,it is necessaryto evaluatethe SERfor eachpotentialmodi�cation.

The high speedof our linear-time SER computationalgorithm allows for this, in most

cases.

Oncewe �nd candidatesfor resynthesis,a SAT solver cancanbe usedto verify the

implication relation. Thebasicprocessof verifying circuit optimizationswith SAT is as

follows [17]. Two copiesof the circuit areconstructed,the original C andthe modi�ed

versionC0. To checkif C = C0, eachoutput of C and correspondingoutput of C0 are

connectedto a so-calledmiter (XOR gate). Theoutputsof all themitersarefed into an
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ORgate.Thisentireensemble(containingC, C0, themiters,andtheORgate)is converted

into aSAT instance.A SAT enginechecksif theoutputof theORgateis ever1 (satis�ed).

If it is, thetwo circuitscannotbeequal.In our case,themodi�ed circuit containsf (x;y)

in placeof x. ODCsaretaken into accountby feedingthe primary outputs(ratherthan

earliersignals)into themiters. In this case,only thosedifferencesbetweenC andC0 that

areobservablefrom theprimaryoutputsresultin a1 at theoutputof themiters.However,

it is possibleto decreasethesizeof theSAT instanceby usingcutsthatarecloserto f and

x asthe inputsof the miters. In [92], veri�cation is doneincrementally, startingfrom f

andx, andmoving closerto theprimaryoutputsif therelationis unveri�ed.

3.2 Impact Analysisand GateSelection

Gateselectionis importantin many optimizationsthatimproveSER.For instance,gate

selectionis usedby SiDeRto limit theareaoverhead,andthesameis trueof techniques

thathardengates[77]. Gatehardeningrefersto theuseof largergateswith highercritical

charge,Qcrit , in ordertoelectricallymaskmoreerrors.Whenagateis hardened,it doesnot

justchangetheSERcontributionof thatparticulargatebutcanalsomaskerrorspropagated

from its fan-in cone. For instance,if a gate f is hardened,anda gate f 02 f an-in( f ) is

smallerthan f , thenerrorsoccurringin f 0canalsobestoppedby f . Therefore,in deciding

which gatesto harden,it is importantalsoto accountfor theerrorprobabilityof gatesin

thefan-incone.In thecaseof multiplefaults,hardeningagatecanaffectthewholecircuit.

For instance,if f maskscertainerrors,they canalterthepropagationof othererrorsin the

fan-inof thefan-outconeof f .

Wede�ne theimprovementin SER,whenasubcircuitc (possiblyconsistingof asingle
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gate)is changedto a subcircuitc0, asthe impactof c with respectto the change(c;c0).

Formally, impact(c; (c;c0)) = Perr(C0
c) � Perr(Cc), i.e., the differencein the SERof the

entirecircuit C whenc is replacedby c0. However, this is not an ef�cient methodfor

practicallyidentifyinghigh-impactgates.For instance,evaluatingtheimpactof eachgate

with respectto replicationtakes time O(n2) for a circuit with n gates. Therefore,we

provide anapproximatealgorithmto assessthe impactof gates.Our algorithm,givenin

Figure3.2, runs in linear time andemploys a notion of the observability of onenodeg

relative to anothernodef .

relODCmask(g; f ) = ODCmask(g)&ODCmask( f )(3.1)

Thealgorithmworksby keepinga runningsignaturecalled,impactsig( f ), at eachnode

f , which is anindicationof thefaultspropagatedto f throughpathsfrom its fan-outcone.

In general,nodescloserto theprimaryoutputsaremoreobservablethanthosecloser

to the primary inputs. However, a nodeg in the fan-in coneF of node f may be more

observablethan f , dueto fan-outin F. For thecircuit in Figure2.3,relODCmask(g;h) =

01000100&01110110) = 01000100.If Perr = p, thenwhenincluding faultson h itself,

theimpactof h is 5p=8+ 2p=8 = 7p=8. In caseswheresomegateshave higherintrinsic-

errorprobabilitiesthanothers,anaveragevalueof p canbeused.For gatehardening,this

measurecanalsobemodi�ed by weightingeachnode f with thewidth of its ELW, asin

Equation2.8.
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approx impact(Circuit C)
f
sort topological( f ;C)
for(all gates f 2 C)
for(all g 2 inputs( f ))
impactsig( f )j = impactsig(g)&ODCmask( f )

impactsig( f )j = relODCmask(g; f )
impact( f ) = p� ones(impactsig( f ))=K

g

Figure3.2: Algorithm to approximateimpact.

3.3 Local Rewriting

Rewriting is a generaltechniquethat optimizessmall subcircuitsto obtain overall

areaimprovements[73]. We optimizecircuits for SERandareasimultaneouslyby us-

ing AnSERto acceptor reject rewrites. This techniquerelieson the fact that different

irredundantcircuitscorrespondingto thesameBooleanfunctioncanexhibit differentSER

characteristics.For instance,thebalancedAND treein Figure3.3ais moreerror-tolerant

than the imbalancedone of Figure 3.3b, if the input vectorsare distributed uniformly.

However, whenP[a = 0] = 0:8, the imbalancedtreeactuallyhaslower SER.Dueto this

dependenceonsignalprobability, choosingsuchcasesis dif�cult—this is preciselywhere

AnSER's speedcanaid in decidingbetweencertainoptimizationsfor a particularsubcir-

cuit.

We usethe implementationof rewriting reportedin [1, 73], which, �rst, derives a

4-inputcut for a selectednode,de�ning a one-outputsubcircuit.Next, replacementcan-

didatesarelooked-upin hashtablesthatstoreseveralalternative implementationsof each

function. We rewrite 4-input subcircuitsto both improve areaandreliability. To ensure

globalreliability improvement,weresimulatethecircuit andupdateSERestimates.Com-
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Figure3.3: Two differentrealizationsof an8-inputAND.

putationalef�ciency is achieved throughfastincrementalupdatesby AnSER.As shown

in Figure3.1a,the original subcircuitwith threegatescanbe rewritten with two gates.

New nodalequivalencesfor therewritten circuit canquickly beidenti�ed usingstructural

hashingto furtherreducearea.

3.4 GateRelocation

In this section,we considerways to enhancetiming masking,rather than logic or

electricalmasking. The timing-maskingcharacteristicsof a circuit canbe improved by

reducingthewidth of gateELWs. Gateswith many different-lengthpathsto outputshave

thelargestlatchingwindows,dueto unevenpathdelay. Therefore,timing maskingcanbe

improved if somefan-outpathsareeliminatedor if the pathsaremodi�ed suchthat the

ELWsfrom thepathshavegreateroverlap.

EmbeddinganSERanalyzerwithin a placementtool or closelycouplinga placement

algorithmwith reliability goalsis oneway of tacklingthis problem.However, in orderto

becompatiblewith all placementalgorithms,wetakealessintrusiveapproach,by making

local changesto pre-placeddesigns.Speci�cally, we relocatenodeswithin thebounding

boxde�ned by theiradjacentgates;globalcharacteristicsof theplacementaremaintained
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in thisway.

If agatef hastwo fan-outbranchesg andh, thenELW( f ) canbetranslatedby adding

or subtractingdelayfrom theg-to-f pathandtheg-to-h pathin suchawaythattheoverlap

is maximizedwhenELW(g) andELW(h) aremergedto form ELW( f ). Theproblemof

computingalocally optimalpositionfor agatef , i.e.,an(x;y) positionsuchthattheELWs

of its successorgatesmaximallyoverlap,is a nonlinearconstrainedoptimizationproblem

that canbe dif�cult to solve for even onegate. We conjecturethat the bestlocation is

likely to be nearthe centerof gravity of the sourcesandsinksof the gate;neighboring

locationsshouldbetriedaswell. Wemovein reverse-topologicalorderbecausethelatch-

ing windows of gatesnearprimary outputsaffect the latchingwindows of earliergates,

but not vice versa.Our resultssuggestthat thesegaterelocationscanimprove reliability

while maintainingdelay. Wheninterconnectdelayformsa largeportionof circuit delay,

weexpectthis techniqueto decreaseSERevenmore.

Figure 3.4 illustratesan exampleof a gaterelocation. Here, gateh is moved from

thepositionshown in Figure3.4ato thepositionshown in Figure3.4bsuchthatELW( f )

is smaller. Recall that ELW( f ) is computedby translatingand merging ELW(g) and

ELW(h). The relocationresultsin the ELW(h) being translatedby the new pathdelay

betweenf andh, which hasgreateroverlapwith ELW(h) whentranslatedandmerged.

3.5 Empirical Validation

We now reportempirical resultsfor the variousdesigntechniquespresentedin this

section.Our experimentswereconductedon a 2.4GHz AMD Athlon 4000+workstation

with 2GBof RAM, andthealgorithmswereimplementedin C++.
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Figure3.4: (a) Original circuit with ELWs; (b) Modi�ed circuit with gateh relocatedto
decreasethesizeof ELW( f ).

Table3.1 shows SERandareaoverheadimprovementsobtainedby SiDeR.The �rst

setof resultsis for exact implication relationships,i.e., not consideringODCs. Thesec-

ondcolumnshows theuseof ODCsto increasethenumberof candidates.In bothcases,

AND/OR gatesareaddedbasedonthefunctionalrelationshipsatis�ed.Weseeanaverage

29%improvementin SERwith only 5%areaoverheadwithoutODCs.Theimprovements

for the ODC coversare40% with areaoverheadof 13%, suggestinga greatergain per

additionalunit areathanthe partial TMR techniquesin [76], which achieve a 91% im-

provementbut increaseareaby 104%on average.

Table3.2 illustratestheuseof AnSERto guidethelocal rewriting methodimplemen-

tatedin theABC logic-synthesispackage[1]. AnSERcalculatestheglobal-SERimpactof

eachlocalchangeto decidewhetheror not to acceptthechange.After checkinghundreds

of rewriting possibilities,thosethat improve SERandhave limited areaoverheadarere-

tained.Thedataindicatethat,on average,SERdecreasesby 10:7%,while areadecreases

by 2:3%. For instance,for alu4 , a circuit with 740 gates,we achieve 29% lower SER,

72



With exactcovers With approx.covers
% SER % Area % SER % Area

Circuit Area decrease increase decrease increase
cordic 84 1.7 1.2 27.3 45.2
b9 114 18.1 14.9 30.7 31.6
C432 215 37.6 14.0 38.7 14.9
C880 341 9.6 0.9 13.1 2.3
C499 432 1.0 3.2 32.2 20.6
C1908 432 5.9 9.0 32.4 24.1
C1355 536 25.3 9.0 30.7 8.6
alu4 740 55.9 0.9 55.9 1.6
i9 952 65.4 6.6 65.4 6.6
C3540 1055 31.1 2.2 49.4 3.6
dalu 1387 74.3 1.2 74.3 1.2
i10 2824 40.4 5.4 40.4 5.6
des 4252 11.4 2.9 26.7 4.4
Ave. 29.1 5.5 39.8 13.1

Table3.1: Improvementsin SERobtainedby SiDeR.

while reducingareaby 0:5%. Although areaoptimizationis often thoughtto hurt SER,

theseresultsshow thatcarefullyguidedlogic transformationscaneliminatethisproblem.

Table3.3 shows the resultsof combiningSiDeRandlocal rewriting. In this experi-

ment,we�rst usedSiDeR,followedby two passesof rewriting (in area-unconstrainedand

area-constrainedmodes),to improvebothareaandreliability. Thisparticularcombination

of thetwo techniquesyields68%improvementin SERwith 26%areaoverhead.

We evaluatedour gaterelocationandgate-hardeningtechniqueson circuits from the

IWLS 2005benchmarksuite[46], with designutilizationsetto 70%to matchrecentprac-

tice in industry. Our wire and gatecharacterizationsare basedon a 65nm technology

library. We performstatictiming analysisusingtheD2M delaymetric [5] on rectilinear

steinerminimal trees(RSMTs)producedby FLUTE [25]; thesedesignsareplacedusing

Capo,version10.2[20, 121], andrelocationsarelegalized(i.e., gatesaremovedinto the
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Circuits No. No. % SER % Area Time
gates rewrites decrease decrease (s)

alu4 740 13 29.3 0.5 24.5
b1 14 0 0.0 0.0 0.2
b9 114 8 6.8 0.9 0.3
C1355 536 97 1.2 9.0 37.6
C3540 1055 23 5.8 0.9 51.5
C432 215 68 5.5 1.4 12.1
C499 432 37 0.0 0.5 13.0
C880 341 7 0.2 0.0 5.4
cordic 84 5 1.2 1.2 0.5
dalu 1387 58 24.0 3.2 35.0
des 4252 282 11.2 0.1 12.3
frg2 1228 96 27.9 2.0 8.9
i10 2824 143 5.0 0.6 16.7
i9 952 83 31.4 11.7 35.3
Ave. 10.7 2.3 18.1

Table3.2: Improvementsin SERandareawith local rewriting.

Circuit % SER % Area
decrease increase

alu4 95.33 55.41
b1 8.08 14.29
b9 19.88 25.44
C1355 99.49 19.40
C3540 96.02 39.72
C432 96.81 22.79
C499 86.74 14.58
C880 59.58 24.93
cordic 58.34 33.33
dalu 92.68 41.17
des 40.41 -1.69
frg2 46.42 27.85
i10 80.67 2.16
i9 78.05 49.26
Ave. 68.46 26.33

Table3.3: Improvementsin SER,by acombinationof rewriting andSiDeR.
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nearestemptycells)usingthelegalizerprovidedby GSRCBookshelf[121].

Table3.4 shows improvementsachieved by guiding gatehardening. Hardeningthe

top 10%of themostsusceptiblegatesleadsto anaverageof 43%decreasein SER.Gates

wereselectedusingtheimpactmeasurediscussedin Section3.2. The�rst columnof this

tableshows thepercentageof most-susceptiblegatesthatwerenot identi�ed usinglogic

maskingalone.This indicatesthatguidinghardeningwith a timing maskingmodelleads

to differentgatesbeinghardened.

% New critical SER % SER
Circuit gates (FIT) decrease
aescore 21.86 5.57E-05 40.29
spi 53.51 3.15E-05 25.43
s35932 57.03 3.80E-05 36.92
s38417 87.63 7.34E-05 40.30
tv80 33.67 1.39E-05 47.42
memctrl 64.54 5.80E-05 31.36
ethernet 83.51 8.28E-05 36.67
usb funct 88.96 8.70E-05 90.11
Ave. 61.34 43.56

Table3.4: SERimprovementsthroughgatehardening.

Table 3.5 shows the resultsof locally relocatinggateswithin the boundingbox of

adjacentgates.We only acceptchangesthat affect delayandSERpositively. However,

theprocessof legalization,whichmovesgatesinto validemptyslotsin thelayout,canlater

slightly increasedelay. Our resultsindicatea 14%improvementat the65nmtechnology

node,whereaverageintrinsic gatedelayis approximatelya 100 timeslarger than(unit)

interconnectRC delay. The secondtwo columnsproject resultsto smallertechnology

nodeswherewire delayis expectedto becomecomparableto gatedelay. Suchtrendsare

indicatedin the ITRS 2005chapteron interconnect,which projectsthatat 32nm,wiring
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65nm < 45nm
Circuit %SER % Delay %SER % Delay

decrease increase decrease increase
aescore 11.83 3.00 21.15 -3.10
spi 18.87 4.8 41.62 -2.90
s35932 10.74 -0.13 44.02 3.40
s38417 10.10 1.38 14.35 -11.57
tv80 4.89 1.45 43.62 17.50
memctrl 7.75 1.14 78.43 -1.70
ethernet 19.07 0.43 75.17 6.04
usb funct 28.50 -5.26 14.29 -9.09
Ave. 13.97 0.55 41.59 2.10

Table3.5: Improvementsin SER,throughgaterelocation.

will contribute90%of thecircuit delay. The �rst setof resultsindicatesa 14%decrease

in SER,while thesecondsetshows a 41:59%decrease.Therefore,astechnologyscales,

timing maskingcanoffer greaterpotentialfor improvementin SER.

3.6 Summary

We have developedseveralnovel designtechniquesto improve circuit SERwith low

areaandperformanceoverhead.Our techniquesarebasedon the carefulanalysisof the

interplaybetweensignalprobability, observability, andmaskingmechanisms.The �rst

technique,called SiDeR, �nds logical implicationsbetweensignals,throughsignature

matching,andaddsafew gatesto decreaseSER.In oursecondtechnique,severalalternate

non-redundantrealizationsof the samesubcircuitareassessedfor global SERimprove-

mentandselectedbasedon an objective function that accountsfor both SERandarea.

Our third techniqueprovidesa bettermethodfor selectinggatesto hardenor replicate,by

accountingfor errorspropagatingthroughthegate.Our fourth techniquetakesadvantage

of improvementsin timing masking,by relocatinggates(postplacement)tominimizetheir
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error latchingwindows. Our resultsgenerallyshow signi�cant improvementsin SER,at

low cost.
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CHAPTER IV

Probabilistic Transfer Matrices

Thusfar, we have concentratedon soft-erroranalysis.Soft errorsarea resultof rela-

tively rareexternal-particlestrikesor disturbancesin circuit behavior. In this chapter, we

move to a moregeneralreliability-analysisframework that treatscircuitsentirelyproba-

bilistically. While this is useful for analyzingsoft errors,it is alsouseful for analyzing

devicesthatperiodicallyfail or behave probabilisticallyduring regularoperation.Quan-

tum dot cellularautomata(QCA), wheregatesandwire aremadefrom ”quantumdots”,

areexamplesof suchdevices. Eachdot consistsof a pair of electronsthatcanbecon�g-

uredin two differentwaysto representasinglebit of information.In QCA, bothgatesand

wiresarecreatedfrom planararrangementsof dots.QCA haveaninherentpropensityfor

faultsbecausetheelectronscaneasilybeabsorbedinto theatmosphereor arrangethem-

selvesin anambiguouscon�guration [62, 104]. Otherexamplesof probabilisticdevices

includeprobabilisticCMOS,molecularlogic circuits,andquantumcomputers.

Historically, theprobabilisticanalysisof circuitshascenteredaroundsignal-probability

estimation,which wasmotivatedby random-patterntestabilityconcerns[91], [32], [109].

In short,theprobabilityof asignalbeinga0 or 1 givessomeindicationof thedif�culty in
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controlling(andthereforetesting)thesignal.In thischapter, we treatcircuitsprobabilisti-

cally to analyzecircuit reliability. As opposedto signalprobabilityestimation,reliability

analysisdealswith complex probabilisticfailuremodesanderrorpropagationconditions.

In general,accuratereliability analysisinvolvescomputingnot justasingleoutputdis-

tributionbut, rather, theoutputerrorprobabilityfor eachinputpattern.In caseswhereeach

gateexperiencesinput-patterndependenterrors—evenif the input distribution is �x ed—

simplycomputingtheoutputdistributiondoesnotgivetheoverallcircuit errorprobability.

For instance,if anXOR gateexperiencesanoutputbit-�ip error, thentheoutputdistribu-

tion is unaffected,but thewrongoutputis pairedwith eachinput. Therefore,we needto

separatelycomputetheerrorassociatedwith eachinputvector.

Considerthecircuit in Figure4.1.Giventhateachgateexperiencesanerrorwith prob-

ability p= 0:1, thecircuit'soutputerrorprobabilityfor theinputcombination000is 0:244.

Theinputcombination111leadsto anoutputerrorprobabilityof 0:205.Theoverallerror

rateof thecircuit is thesumof theerrorprobabilities,weightedby theinput combination

probabilities.Theprobabilityof errorfor thecircuit in Figure4.1,giventheuniforminput

distribution, is therefore0:225. Notethat joint probabilitiesof input combinations,rather

thanindividual inputprobabilities,arenecessaryto capturecorrelationsamonginputs.

We analyzecircuit reliability andotheraspectsof non-deterministicbehavior, using

a representationcalledprobabilistictransfermatrix (PTM). A PTM for a gate(or a cir-

cuit) givesthe probabilityof eachoutputcombination,conditioneduponthe input com-

binations.PTMscanmodelgatesexhibiting varying input-dependenterrorprobabilities.

PTMs form analgebra—asetclosedunderspeci�c operations—wheretheoperationsin
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questionarematrix multiplicationandtensorproducts. Theseoperationsmaybeusedto

computeoverall circuit behavior by combininggatePTMs to form circuit PTMs. Ma-

trix productscaptureserialconnections,andtensorproductscaptureparallelconnections.

Also, PTM-basedcomputationsimplicitly capturesignalcorrelationsthat arecausedby

fan-out.Mostof theconceptsandresultsdescribedin this chapteralsoappearin [60, 61].

4.1 PTM Algebra

In this section,we describethePTM algebraandsomekey operationsneededto ma-

nipulatePTMs. First, we discussthe basicoperationsneededto describecircuits andto

computecircuit PTMsfrom gatePTMs. Next, we de�ne additionaloperationsto extract

reliability information,eliminatevariables,andhandlefan-outef�ciently . Considera cir-

cuitC with n inputsandmoutputs.Weordertheinputsfor thepurposesof PTM represen-

tationandlabelthemin0; : : : inn� 1; similarly, themoutputsarelabeledout0; : : :outm� 1. The

circuit C canberepresentedby a 2n � 2m PTM M. Therows of M areindexedby ann-bit

vectorwhosevaluesrangefrom 000: : :0| {z }
n

to 111: : :1| {z }
n

. Therow indicescorrespondto input

vectors,i.e. 0=1 truth assignmentsof thecircuit's input signals.Therefore,if i = i0i1 : : : in

is ann-bit input vector, thenrow M(i) givestheoutputprobabilitydistribution for n input

valuesin0 = i0; in1 = i1 : : : inn� 1 = in� 1. Similarly, columnindicescorrespondto truthas-

signmentsof thecircuit's m outputsignals.If j is anm-bit vector, thenentryM(i; j ) is the

conditionalprobabilitythattheoutputshavevaluesout0 = j0;out1 = j1 : : : outm� 1 = jm� 1

giveninputvaluesin0 = i0; in1 = i1 : : : inn� 1 = in� 1, i.e,P[out puts= j jinputs= i]. There-

fore, eachentry in M givestheconditionalprobability thata certainoutputcombination

occursgivenacertaininput combination.
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Figure4.1: Samplelogic circuit andits symbolicPTM formula.
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Figure4.2: (a) ITM for thecircuit in Figure4.1; (b) circuit PTM, whereeachgateexperi-
enceserrorwith probability p = 0:01

De�nition 10 Givena circuit C with n inputsand m outputs,the probabilistictransfer

matrix for C is a 2n � 2m matrixM whoseentriesareM(i; j ) = P[out puts= j jinputs= i].

De�nition 11 A fault-free circuit has a PTM called an ideal transfermatrix (ITM) in

which thecorrectlogic valueof each outputoccurs with probability1.

ThePTM for a circuit representsits functionalbehavior for all input andoutputcom-

binations.An input vectorfor ann-input circuit is a row vectorwith dimensions2n � 1.

Entryv(i) of aninputvectorv representstheprobabilitythattheinputvaluesin0 = i0; in1 =

i1 : : : inn� 1 = in� 1 occur. Whenaninputvectoris right-multipliedby thePTM, theresultis

anoutputvectorof size1� 2m. Theoutputvectorgivestheresultingoutputdistribution.
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4.1.1 BasicOperations

PTMscanbede�ned for all the gatesof a logic circuit by taking into accounterrors

affecting the gates.A PTM for the entirecircuit canthenbe derived from the PTMs of

thegatesandtheir interconnections.Thebasicoperationsneededto computethecircuit

PTM from componentPTMs arethe matrix andtensorproducts.Considerthe circuit C

formedby connectingtwo gatesg1 andg2 in series,i.e., theoutputsof g1 areconnected

to the inputsof g2. Supposethesegateshave PTMs M1 andM2; thenthe entry M(i; j )

of theresultingPTM M for C representstheprobability thatg2 producesoutput j, given

g1 hasinput i. This probability is computedby summingover all valuesof intermediate

signals(outputsof g1 which arealso inputsof g2) for input i of g1 andoutput j of g2.

Therefore,eachentry M(i; j ) = å all l M1(i; l)M2(l; j ) This operationcorrespondsto the

ordinarymatrixproductM1M2 of thetwo componentPTMs.

Now supposethatcircuitC is formedby twoparallelgatesg1 andg2 with PTMsM1 and

M2. Eachentryin theresultingmatrixM shouldrepresentthejoint conditionalprobability

of a pair of input-outputvaluesfrom g1 anda pair of input-outputvaluesfrom g2. Each

suchentryis thereforeaproductof independentconditionalprobabilitiesfrom M1 andM2,

respectively. Thesejoint probabilitiesaregivenby thetensorproductoperation.

De�nition 12 Giventwo matricesM1 andM2, with dimensions2k � 2l and2m � 2n, re-

spectively, the tensorproductM = M1 
 M2 of M1 and M2 is a 2km � 2ln matrix whose

entriesare:

M(i0 : : : ik+ m� 1; j0 : : : j l+ n� 1) = M1(i0 : : : ik� 1; i0 : : : j l � 1) � M2(ik : : : ik+ m� 1; j l : : : j l+ n� 1)

.
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Figure4.3: Illustrationof thetensorproductoperation:(a) circuit with parallelAND and
OR gates;(b) circuit ITM formedby the tensorproductof theAND andOR
ITMs.

Figure4.3 shows thetensorproductof anAND ITM with anORITM. Note that theOR

ITM appearsoncefor eachoccurrenceof a 1 in theAND ITM; this is a basicfeatureof

thetensorproduct.

Besidestheusuallogic gates(AND, OR, NOT, etc.),it is usefulto de�ne threespecial

gatesfor circuit PTM computation. Theseare (i) the n-input identity gate,with ITM

denotedIn; (ii) then-outputfan-outgateFn; and(iii) theswapgate,swap. Thesewiring

PTMsareshown in Figure4.1.

An n-input identity gate simply outputsits input valueswith probability 1. It cor-

respondsto a set of independentwires or buffers and hasthe 2 � 2 identity matrix as

its ITM. Larger identity ITMs can be formedby the tensorproductof smalleridentity

ITMs. For instance,the ITM for a 2-input, 2-outputidentity gateis I2 = I 
 I . More

generally, Im+ n = Im 
 In. An n-output fan-outgate, Fn, copiesan input signal to its n
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Figure4.4:Wiring PTMs: (a) identitygate(I ) ; (b) 2-outputfan-outgate(F2); (c) adjacent
swapgate(swap).
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Figure4.5:Circuit to illustratePTM calculation;vertical lines separatelevelsof the cir-
cuit; theparentheticalsubexpressionscorrespondto logic levels.

outputs.TheITM of a2-outputfan-outgate,shown in Figure4.1b,hasentriesof theform

F2(i0; j0 j1) = 1,wherei0 = j0 = j1 andall otherentriesare0. Therefore,the5-outputfan-

out ITM, F5, hasentriesF5(0;00000) = F5(1;11111) = 1, with all otherentries0. Wire

permutations,suchascrossingwires,arerepresentedby swapgates. TheITM for anad-

jacentwire swap(asimpletwo-wirecrossover) is shown in Figure4.1c.Any permutation

of wirescanbemodeledby anetwork of swapgates.

Example5 Considerthe circuit in Figure 4.5—thisis the samecircuit as in Figure 4.1,

with thewiring gatesmadeexplicit. ThePTMsfor thegateswith error probability p are

asfollows:
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Thecircuit PTM is expressedsymbolicallyby the formula in Figure 4.5. Each parenthe-

sizedtermin theequationcorrespondsto a level in thecircuit. Theadvantageof evaluat-

ing thecircuit PTM usingsuch an expressionis that theerror probabilitiesfor theentire

circuit canbeextractedfromit.

4.1.2 Additional Operations

In addition to the basicoperationsof matrix multiplication and tensorproduct,we

introducethefollowing threeoperationsto increasethescopeandef�ciency of PTM-based

computation:

� �delity : Thisoperationmeasuresthesimilarity betweenanITM andacorresponding

PTM. It is usedto evaluatethereliability of acircuit.

� eliminatevariables: This operationcomputesthePTM of a subsetof inputsor out-

puts,startingfrom a givenPTM. It canalsobeusedto computetheprobabilityof

errorof individualoutputs.

� eliminateredundantvariables: Thisoperationeliminatesredundantinput variables

thatresultfrom tensoringmatricesof gatesthatarein differentfan-outbranchesof

thesamesignal
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We now formally de�ne anddescribetheseoperationsin moredetail. First,we de�ne

theelement-wiseproductusedin computing�delity .

De�nition 13 Theelement-wiseproductof twomatricesA andB,bothofdimensionn� m,

is denotedA: � B = M andde�nedbyM(i; j) = A(i; j) � B(i; j).

To obtainthe f idelity, the element-wiseproductof the ITM andthe PTM is multiplied

on the left by the input vector, andthe normof the resultingmatrix is computed.In the

de�nition below, jj vjj denotesthel1 normof vectorv.

De�nition 14 Givena circuit C with PTMM, ITM J, andinput vectorv, the�delity of M

is givenby

f idelity(v;M;J) = jjv(M: � J)jj

The�delity of acircuit is ameasureof its reliability. Figure4.6illustratesthe f idelity

computationon thecircuit from Figure4.1. TheITM, shown in Figure4.2a,is denotedJ,

andthePTM, shown in Figure4.2b,is denotedM.
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Figure4.6:Matricesusedtocomputef idelity for thecircuit in Figure4.1: (a)inputvector;
(b) resultof element-wisemultiplicationof its ITM andPTM; (c) resultof left-
multiplicationby theinput vector.
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Example6 Considerthecircuit C fromFigure 4.1,with inputsf w;x;yg andoutputf zg .

Thecircuit PTM is calculatedusingthePTMsfromExample5, with probability of error

p = 0:05 at each gate, on all inputs. Figure 4.6 showsintermediatematricesneededfor

this computation.Thequantity f idelity(v;M;J) is foundby �r st element-wisemultiplying

J andM, thenleft-multiplyingby an input vectorv. Thel1 normof theresultingmatrix is

f idelity(v;M;J) = (0:567+ 0:177) = 0:743. Theprobabilityof error is 1� 0:743= 0:257.

Theeliminate variablesoperationis usedto computethe”sub-PTM” of a smallerset

of inputandoutputvariables.We formally de�ne it for 1-variableelimination.

De�nition 15 Givena PTM matrix M that representsa circuit C with inputsin0 : : : inn� 1,

eliminate variables(M; ink) is thematrixM0with n� 1 input variables

in0 : : : ink� 1ink+ 1 : : : ink+ 1 : : : inn� 1 whoserowsare

M0(i0 : : : ik� 1ik+ 1 : : : in� 2; j ) = M(i0 : : : ik� 1 0 ik+ 1 : : : in� 2; j ) + M(i0 : : : ik� 1 1 ik+ 1 : : : in� 2; j )

The eliminate variablesoperationis similarly de�ned for output variables. 1 The

eliminationof two variablescanbeachievedby eliminatingeachof thevariablesindivid-

ually, in arbitraryorder. Figure4.7demonstratestheeliminationof columnvariablesfrom

a subcircuitC0 of the circuit in Figure4.5, formedby the logic betweeninputsw;x and

outputsg;h. ThePTM for C0with probabilityof errorp = 0:05onall its gatesis givenby:

(F2 
 F2)(swap
 NOTp)(NAND2p 
 NAND2p)

1The eliminate variablesoperationis analogousto the existentialabstractionof a setof variablesx in
a Booleanfunction f [37], givenby thesumof thepositive andnegative cofactorsof f , with respectto x:
9x f = fx + fx. Theeliminate variablesoperationon PTMsrelieson arithmeticadditionof matrix entries
insteadof theBooleandisjunctionof cofactors.
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Figure4.7:Exampleof theeliminate variablesoperation:(a) ITM of subcircuitC0 from
Figure4.5;(b)PTMofC0; (c)Outputvariableheliminated;(d) Outputvariable
g eliminated.

If we eliminateoutputh, thenwe can isolatethe conditionalprobability distribution of

outputg, andvice versa.Outputh correspondsto thesecondcolumnvariableof thePTM

in Figure4.7b. To eliminatethis variable,columnswith indices00 and01 of Figure4.7b

areadded,andthe result is storedin the column0 of the resultantmatrix (Figure4.7c).

Columns10and11of M arealsoadded,andtheresultis storedin column1 of theresultant

matrix. The �nal PTM givestheprobabilitydistribution of outputvariableg in termsof

the inputsw andx. A similar processis undertaken for eliminationof g in the PTM of

Figure4.7d.However, this time the�rst columnvariableis eliminated.

Often,parallelgateshavecommoninputs,dueto fan-outatanearlierlevelof logic. An

exampleof thisappearsin levelL3 of Figure4.5dueto fan-outatlevelL1. Thefan-outgate

wasintroducedto handlesuchsituations;therefore,thePTM for level L1 in Example5 is

composedof two copiesof thefan-outPTM F2 tensoredwith anidentityPTM I. However,
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this methodof handlingfan-outcan be computationallyinef�cient becauseit requires

numerousmatrix multiplications. Therefore,in either inputsor outputswe introducea

new operationcalledeliminateredundantvariablesto remove redundantsignalsthatare

dueto fan-outor othercauses.This operationis moreef�cient thanmatrix multiplication

becauseit is linearin PTM size, whereasmatrixmultiplicationis cubic.

De�nition 16 Givena circuitC with n inputsin0; : : : inn� 1, andPTMM, let ink andinl be

two inputsthatare identi�ed with (connectedto) each other. Then

eliminate redundant variables(M; ink; inl ) = M0, where M0 is a matrix with n� 1 input

variableswhoserowsare

M0(i1 : : : ik : : : i l � 1 i l+ 1 : : : in� 1; j ) = M(i1 : : : ik : : : i l � 1 ik i l+ 1 : : : in� 1; j )

Thede�nition of eliminate redundant variablescanbeextendedtoasetof inputvariables

that areredundant.Figure4.8 shows an exampleof the eliminate redundant variables

operation.

PTMsyield correctoutputprobabilitiesdespitereconvergentfan-outbecausethejoint

probabilitiesof signalson different fan-outbranchesare computedcorrectly using the

tensorproductand eliminate redundant variablesoperations.Supposetwo signalson

differentfan-outbranchesreconvergeat thesamegatein asubsequentcircuit level. Since

thejoint probabilitydistributionof thesetwo signalsis computedcorrectly, theserialcom-

positionof thefan-outbrancheswith thesubsequentgateis alsocorrect,by theproperties

of matrixmultiplication.On theotherhand,if theindividualsignalprobabilitiesarecom-

putedseparately, thentheseprobabilitiescannotberecombinedinto the joint probability

withoutsomelossof accuracy.
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Figure4.8:Signalforwardingusingeliminate redundant variables: (a) circuit with sig-
nal b fanningout to two differentlevels; (b) NAND 
 I , addingb asan input
andoutput;(c) �nal ITM for circuit computedby removing rows in boldface.

Theeliminate redundant variablesoperationcanef�ciently handlefan-outto differ-

entlevelsby ”signal forwarding,” asseenin Figure4.8.Signalb is requiredata laterlevel

in thecircuit; therefore,b is addedto theITM asanoutputvariableby tensoringtheAND

ITM with anidentitymatrix. However, tensoringwith theidentity ITM addsbothaninput

andoutputto the level. Hence,theadditionalinput is redundantwith respectthesecond

input of the AND gateandis removed usingeliminate redundant variables. Note that

theremovedrowscorrespondto assigningcontradictoryvalueson identicalsignals.

4.1.3 Handling Corr elations

Thereare many casesof errorswhereinput and output valuescannotbe separated

and combinationsof thesevaluesmust be taken into account. For example,using the

eliminate variablesoperation,theconditionalprobabilitiesof theinputsor outputscannot

alwaysbe storedseparatelyin differentmatrices. While suchstoragecan alleviate the

input-spaceexplosioninherentin storingall possiblecombinationsof inputsandoutputs,

it maynotcapturecorrelationswithin thecircuit.

Example7 Supposetwo wireshavea 0:25 probability of swapping. Thematrix corre-
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Figure4.9:Exampleof outputinseparability:(a) PTM for a probabilisticwire-swap; (b)
PTM for eachindividual outputafterapplyingeliminate variables; (c) incor-
rect resultfrom tensoringtwo copiesof thePTM from part (b) andapplying
eliminate redundant variables.

spondingto thiserror is givenin Figure4.9a.If wetry to separatetheprobabilityof each

output,usingeliminate variables,the outputprobabilitiesboth havethe PTM of Figure

4.9b. If theseoutputsaretensored(with redundantinputseliminated),they resultin theer-

roneouscombinedmatrixof Figure4.9c.Thisdemonstratesthat thesetwooutputscannot

becorrectlyseparated;their joint conditionaldistributionsare, in fact, inseparable.

Justassomeerrorscannotbe separated,somefaultsaffect multiple gatessimultane-

ously. In thiscase,thecombinedPTM cannotbebuilt from individualPTMs,andthejoint

probabilitiesmustbeobtained(or theexactcorrelationdetermined).This sameeffect can

occurwith inputvectors,whichcannotalwaysbeseparatedinto probabilitiesof individual

inputs.An exampleis givenbelow.

00 01 10 11

�
0:5 0 0 0:5

� T

PTMs have the advantagethat, at every level, they can representand manipulatejoint

probabilitiesfrom the inputsto the outputs. If necessary, individual outputdistributions

canbeobtainedusingtheeliminate variablesoperation.
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Sofar, we have introducedthePTM representationsof gateandwire constructs,and

the operationsneededto combinetheminto circuit PTMs. In the next section,we give

examplesof thevariouskindsof faultsthatPTMscancapture,aswell astheapplication

of PTMsin soft-erroranalysisanderror-thresholdcomputation.

4.2 Applications

In this section,we discussapplicationsof PTMs to variousfault typesaswell as in

determiningtheerror-transferbehavior of logic circuits.

4.2.1 Fault Modeling

The PTM modelcan representa wide variety of faulty circuit behaviors, including

bothhardandsoft errors. Thefact thatthereareseparateprobabilitiesfor eachinput and

output,andthe fact that they arepropagatedsimultaneouslymake this possible. Figure

4.10lists someerrorsthatcanberepresentedby PTMs.
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(a) (b) (c) (d) (e)

Figure4.10:PTMs for varioustypesof gateerrors: (a) a fault-freeideal2-1 MUX gate;
(b) �rst input signalstuck-at1; (c) �rst two input signalsswapped;(d) prob-
abilistic output bit-�ip with p = 0:05; (e) wrong gate: MUX replacedby
3-inputXOR gate.

Figure 4.10ashows the ITM for a fault-freeideal 2-1 multiplexer (MUX). Figure
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4.10bshows the �rst datainput signalof the MUX stuck-at1, i.e., row 000 is replaced

with row 100 of the ITM, row 010 with row 111, andso forth. Figure4.10cshows an

examplewith the �rst two wiresswapped;this is capturedby permutingthe rows of the

ITM, accordingly. Figure4.10dshows the�rst exampleof aprobabilisticerror, anoutput

bit-�ip wherethewrongvalueoccurswith probabilityp = 0:05 in eachrow. Figure4.10e

showsadesignerrorwhereaMUX hasbeenreplacedby anXOR gate.As theseexamples

indicate,PTMscancapturebothgateerrorsandwiring errors.

PTMs canalsorepresenterrorsthatarelikely to occurin nanoscalecircuits. For in-

stance,in QCA,thewiresthemselvesaremadeof ”quantumdots,” andso,likegates,wires

canexperiencebit-�ips. Bit-�ips on wirescanberepresentedby the1-inputidentity gate

I , with probabilisticerrorsasshown below.
2

6
4

1� p p

1 1� q

3

7
5

As mentionedin ChapterI, adjacentwires in nanoscaleCMOS circuits can suffer

from crosstalk. Whentwo adjacentwires run parallel to eachother, thereis capacitive

andinductive coupling,which cancauseneighboringsignalsto erroneouslyswitch [96].

Crosstalkcanberepresentedby a faulty16� 2 matrix,which takestransitionsratherthan

signalvaluesinto account.Hence,we needcircuit informationfor two consecutive time

units.

Considerthe circuit shown in Figure4.11. Let a0;b0; : : :y0;z0 denotesignalsat time

unit t0 anda1;b1; : : :y1;z1 denotethesamesignalsat timet0. Supposewe identify f andg

aslikely candidatesfor crosstalkfaults,with f beingtheaggressorsignalandg beingthe

victim. If f transitionsfrom0 to1, thenduetocrosstalk,g alsohasachanceof erroneously
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Figure4.11:Circuit to illustratecrosstalkfaults.
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Figure4.12:RepresentingacrosstalkerrorusingPTMs.

transitioningsimilarly. This is representedby thePTM with inputs f0; f1;g0;g1 andoutput

g0
1 which containsanerroneoustransitionwith probability p, asshown in Figure4.12.

While we have explicitly modeledvarious types of errors in conventional CMOS

nanoscalecircuits,we have not modelederrorswhoseprobabilitieschangedynamically.

For instance,we do not modeltime-varyingerrorprobabilitiesor errorswhoseprobabil-

ities aredescribedby probability-distribution functions(PDFs). However, in the future,

usingPTMs it maybepossibleto modelsuchcases.For instance,in orderto usePTMs
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with entriesformedby PDFs,the tensorandmatrix multiplicationsoperationswill need

to be rede�ned to handlesums(convolutions)andproductsof probability distributions.

However, asweshow in thenext section,if errorprobabilitiesdependonspeci�cally iden-

ti�able discretevariables,apartfrom theinputvariables,thesetoocanbeincorporatedinto

PTMs.

4.2.2 Modeling Glitch Attenuation

Thusfar, signalshavebeendescribedby their logic value,with eachsignalrepresented

by a 1 � 2 vector that indicatesthe probability of it being 0 or 1. While retainingthe

discretenessof our model,we now expandsignalrepresentationto incorporatenecessary

electricalcharacteristics.

For instance,we can differentiatebetweensignalsof long and short duration just

aswe differentiatebetweensignalswith high and low amplitude(by their logic value).

We can representa signal by a vector w which has four entriesinsteadof two, w =

[p0s p0l p1s p1l ]. Thesecondbit of therow index representsshort(“s”) or long (”l”) du-

ration,so p0s is theprobabilityof a logic 0 with shortduration.Extraneousglitches,such

asthoseinducedby SEUs,arelikely to haveshortduration,while drivenlogic signalsare

likely to have relatively longduration.

Eachgatein a circuit hasa probability of an SEU strike that dependsuponvarious

environmentalfactors,suchasneutron�ux andtemperature.We call this theprobability

of occurrencefor agate(or node)g, anddenoteit by poccur(g). However, SEUstrikescre-

ateglitcheswhich canbedifferentiatedby a combinationof shapeandamplitude.These

differentiationsareimportantin thepropagationof a glitch throughcircuit gates.There-
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fore,we utilize a modi�ed identity matrix known asI1;n(poccur) to representa probability

distributionon aglitch inducedby anSEUstrike.

We usethe speci�c glitch-propagationmodel from [88] to determinewhich signal

characteristicsto capture;adifferentmodelmight requireothercharacteristicsto berepre-

sented.In [88], glitchesareclassi�ed into threetypes,dependingon theirdurationD, and

amplitudeA, relative to thegatepropagationdelayTp, andthresholdvoltageVt . Glitches

areassumedto changeonly logic-0 to logic-1 whenthey strike (but canlaterbeinverted).

� Glitchesof type1 haveamplitudeA> Vt anddurationD > 2Tp. Glitchesof thistype

arepropagatedwithout attenuation.

� Glitchesof type2 have amplitudeA > Vt andduration2Tp > D > Tp. Glitchesof

this typearepropagatedwith anattenuatedamplitudeof A0< A.

� Glitchesof type3 have A < Vt . Glitchesof this typearenot propagated,i.e., they

areelectricallymasked.

Sinceamplitudeis alreadyindicatedby the logic value, we needan additionalbit

to indicatewhetherthe durationis larger or smaller than the propagationdelay of the

gate(whentheamplitudeis higherthanthethresholdvoltage).Thedurationis irrelevant

for glitcheswith amplitudelower thanthe thresholdvoltage,sincethesearelikely to be

attenuated.Figure 4.13ashows the probability distribution of an SEU strike when the

correctlogic valueis 0. Glitchesof type1 areindicatedby row labels11,glitchesof types

2 areindicatedby labels10,andglitchesof type3 areindicatedby 01. In particular, Figure

4.13aassumesuniformdistribution,with respectto glitches.

96



Oncean SEU strikesa gateandinducesa glitch, the electricalcharacteristicsof the

circuit gatesdeterminewhethertheglitch is propagated.Glitcheswith long durationand

highenergy relativeto thegatepropagationdelayandthresholdvoltagearegenerallyprop-

agated;otherglitchesarenormallyquickly attenuated.Wecall theprobabilitythataglitch

is propagatedpprop(g). Theglitch-transfercharacteristicsof a logic gatearedescribedby

a modi�ed gatePTM that representsrelevant characteristicsof the glitch. For instance,

Figure4.13bshowsamodi�ed AND PTM, denotedAND2;2(pprop).

In theselectedglitch model[88], attenuationactsby transformingsensitizedglitches

of type2, with a certainprobability, into glitchesof type3. All othersignalsretaintheir

originaloutputvaluegivenby thelogic functionof thegate.This transferfunctioncanbe

describedby thePTM of Figure4.13b. This PTM shows anAND gatewhich propagates

an input glitch (only if theotherinput hasa non-controllingvalue),with certaintyif the

glitch is of type1 (in which caseit is indistinguishablefrom a drivenlogic value)or with

probability pprop if theglitch is of type2.

Whenusing2-bit signalrepresentations,theprobabilityof alogic 1valuefor asignalis

computedby marginalizing, or summing-out,over thesecondbit. For instance,if asignal

has2-bit distribution [:2 :1 :3 :4], sincethesecondbit indicatesduration,theprobability

of a logic 0 is :2+ :1 andtheprobabilityof a logic 1 is :3+ :4. Figure4.14showsacircuit

with thecorrespondingITM andPTMswith multi-bit signalrepresentations.

Example8 For the circuit in Figure 4.15, supposean SEU strike producesa glitch at

input b. By inspection,we seethat this glitch will only propagateto primary outpute

for theprimary input combination101. In otherwords,theglitch propagatesif the input
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Figure4.13:PTMsfor SEUmodelingwheretherow labelsindicateinput signaltype: (a)
I2;2(poccur) describesaprobabilitydistributionontheenergy of anSEUstrike
at a gateoutput,(b) AND2;2(pprop) describesSEU-inducedglitch propaga-
tion for a 2-inputAND gate.Thetype-2glitchesbecomeattenuatedto type
3 with aprobability1� pprop.
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CircuitITM = (I1;2 
 F2;2 
 I1;2)(AND2;2(pprop) 
 AND2;2(pprop))( F2;2 
 I1;2)( I1;2 
 AND2;2(pprop))
CircuitPTM = (I1;2 
 F2;2 
 I1;2)(AND2;2(pprop)I1;2(poccur) 
 AND2;2(pprop)I1;2(poccur))

(F2;2 
 I1;2)( I1;2 
 AND2;2(pprop)I1;2(poccur))

Figure4.14:Circuit with ITM andPTMsdescribinganSEUstrikeandtheresultantprop-
agationwith multi-bit signalrepresentations.

Figure4.15:Circuit usedin Example8 to illustratetheincorporationof electricalmasking
into PTMs.

sensitizestheappropriatepathto d andthene. If we let poccur = 0:001and pprop = 0:5,

andAND2;2(pprop) is asshownin Figure4.13,thenthecircuit PTMis givenby:

(I2 
 I2;2(poccur) 
 I2)(AND2;2(pprop) 
 I2)(AND2;2(pprop))

ThecorrespondingPTMand�delity aregivenin Figure4.16.

f idelity = :99994791

Perror = 1� f idelity = :000052083

4.2.3 Err or Transfer Function

In thissection,weanalyzecircuit reliability asafunctionof gatereliability. Usingdata

pointsfor variousgateerrorvalues,we derive low-degreepolynomialapproximationsfor

99



2

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
4

1 0 0 0
...
1 0 0 0

0:9996 0:0001 0:0003 0
0:9996 0:0002 0:0002 0

1 0 0 0
1 0 0 0
1 0 0 0
1 0 0 0
1 0 0 0
1 0 0 0

0:2500 0:1875 0:5625 0
0:2500 0:3750 0:3750 0

1 0 0 0
1 0 0 0

0:5000 0:1250 0:3750 0
0:5000 0:2500 0:2500 0

1 0 0 0
1 0 0 0

0:9995 0:0002 0:0003 0
0:9995 0:0001 0:0001 0:0003

1 0 0 0
1 0 0 0
1 0 0 0
1 0 0 0
1 0 0 0
1 0 0 0
0 0:1250 0:3750 0
0 0:2500 0:2500 0
1 0 0 0
1 0 0 0
0 0:5000 0:5000 0
0 0 0 1

3

7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
5

Figure4.16:PTM for thecircuit usedin Example8 which incorporateselectricalproper-
tiesof thegates.

theerrortransferfunctionsof standardbenchmarkcircuits.Suchfunctionscanbeusedto

deriveupperboundsfor tolerablelevelsof gateerror.

De�nition 17 Theerrortransferfunctione(x) on0 � x � 1 of a circuitC is the�delity of

C with output-error probabilityx on all gates.

Figure4.17illustratestheerror-transferfunctionsfor severalstandardbenchmarkcir-

cuits,determinedby introducingvaryingamountsof error into gatesandthencalculating

the circuit �delity accordingto De�nition 14. Generally, sucherror transfercurvescan

be describedby polynomials. If two gateshave error p, thentheir composition(series,

parallel,or a combinationof both) hastermsthat are linear combinationsof p2 and p,
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theoverall probabilityof errorO(p2). If a circuit hasn gates,eachwith error p, thenits

�delity is apolynomialin p of degreen. Realistically, only gateerrorvaluesunder0:5 are

usefulsincethegatecansimply beviewedasits negatedversionfor highererrorvalues.

However, Figure4.17hasprobabilitiesof gateerrorupto 1 to makethepolynomialnature

of thecurvesevident.
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Figure4.17:Circuit errorprobabilityundervariousgateerrorprobabilities.

Table4.1giveslow-degreepolynomialsthatestimateerrortransferfunctionswith high

accuracy. Suchfunctionalapproximationsareusefulin determiningtheupperboundson

gateerrorprobabilitynecessaryto achieve acceptablelevelsof circuit error. For instance,

it hasbeenshown that replicationtechniquessuchasTMR or NAND-multiplexing only

decreasecircuit error if thegateerror is strictly lessthan0:5 [94]. However, Figure4.17

suggeststhatfor mostcircuits,replicatingtheentirecircuit at gateerrorsof 0:20 or more

will only increasecircuit error.

101



Polynomialcoef�cients
Circuit Error a0 a1 a2 a3 a4 a5 a6

majority 2.5E-7 0.2080 0.1589 0 0 0 0 0
mux 6.6E-6 0.0019 1.9608 -2.8934 1.9278 0 0 0
parity 0.0040 0.0452 5.4892 -21.4938 31.9141 -4.2115 -30.3778 19.5795
tcon 0.0019 0.0152 6.2227 -13.5288 7.1523 9.2174 -9.0851 0
9symml 0.0010 0.0250 2.4599 -3.7485 1.5843 0 0 0
xor5 0.0043 0.0716 5.9433 -26.4666 51.1168 -44.6143 14.4246 0

Table4.1:Polynomialapproximationsof circuit error transfercurvesandresidualerrors.
The�tted polynomialsareof theform e(x) � a0 + a1x+ a2x2 + a3x3 : : :.

4.3 Summary

In this chapter, we proposedthe probabilistictransfermatrix (PTM) to capturenon-

deterministicbehavior in logic circuits. PTMsprovide a concisedescriptionof bothnor-

malandfaultybehavior andarewell-suitedto reliability analysis.A few simplecomposi-

tion rulesbasedonconnectivity canbeusedto recursively build largerPTMsrepresenting

entirelogic circuits from smallergatePTMs. PTMscanaccuratelycalculatejoint output

probabilitiesin the presenceof reconvergent fan-outand inseparablejoint input distri-

butions. In addition, we de�ned new matrix operationsto eliminatevariables,remove

redundancy, andcomputetheoverall probabilityof circuit error. We showedhow PTMs

canbeusedto capturevarioussortsof errorsinherentin nanocircuits,includingsofterrors.

We alsousedPTMsto derivepolynomialapproximationsfor circuit errorprobabilitiesin

termsof gateerror probabilitiesfor the purposeof determiningthresholdsof acceptable

gateerrorfor speci�c circuits.
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CHAPTER V

Computing with PTMs

Circuit PTMs have exponentialspacecomplexity becausethey containinformation

aboutall possibleinput vectors. Their complexity makes numericalcomputationwith

PTMs impracticalfor circuits with more than10-15 inputs. In order to improve scala-

bility, we developanimplementationof thePTM framework thatusesalgebraicdecision

diagrams(ADDs) to compressmatrices.We alsoderive severalADD algorithmsto com-

binePTMsdirectly in their compressedforms.

Figure4.2givesaPTM for thecircuit in Figure4.1alongwith thecorrespondingADD,

representingthecasewhereall gatesexperienceoutputbit-�ips with probability p = 0:1.

As the �gure shows, the samevaluesoccurmultiple times in the matrix andsuggesta

possibilityof compression.Dueto thecanonicityof ADD/BDD representation,identical

subgraphs,correspondingto identicalsubmatrices,canbe identi�ed andeliminateddur-

ing theprocessof ADD-construction.In somecases,ADDs containexponentiallyfewer

nodesthan the numberof entriesin the explicit matrix representation.In suchcases,

linear-algebraictransformationscanbe appliedexponentiallyfasterto the ADD thanto

thematrix.

103



Developing ef�cient ADD algorithmsfor PTM operationsis a signi�cant technical

challengethat we addressin this chapter. We adaptprevious ADD algorithmsfrom [8]

and[123] for tensorandmatrixproducts.Theoriginal versionsof their algorithmshandle

only squarematrices,while PTMsaregenerallyrectangular. In addition,wedevelopADD

algorithmsfor thenew operationsde�ned in ChapterIV. Theseoperationsarenecessary

for computingmarginal-probabilitydistributions,reconcilingdimensions,andestimating

overall circuit-errorprobabilities.

In thesecondpartof this chapter, we developseveralmethodsto further improve the

scalabilityof PTM-basedanalysis.Thesemethodsemploy thefollowing techniques:parti-

tioningandhierarchicalcomputation,dynamicevaluationordering,andinput-vectorsam-

pling. Mostof thetechniquesandresultsdescribedin this chapteralsoappearin [60, 61].

5.1 Compressingwith DecisionDiagrams

This sectiondiscussesthe compressionof PTMs usingalgebraicdecisiondiagrams

(ADDs), anddevelopsaprocedurefor computingcircuit PTMsfrom gatePTMs.

Recallthatabinarydecisiondiagram(BDD) is adirectedacyclic graphrepresentinga

Booleanfunction f (x0;x1;x2; : : :xn) with rootnodex0. Thesubgraphformedby theoutgo-

ing edgelabeled0 representsthenegativecofactor fx0
0
(x1 : : :xn), or theelseBDD. Thesub-

graphformedby theoutgoingedgelabeled1 representsthepositivecofactor fx0(x1 : : :xn),

or thethenBDD. Booleanconstantsarerepresentedby terminalnodes.

ADDs arevariantsof BDDsin which terminalnodescantakeonany realvalue.Bahar

et al. [8] presenta methodof encodinga matrix,usinganADD. TheADD encodingof a

matrixM is arooteddirectedacyclic graphwhoseentriesdependontherow- andcolumn-
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index variables(r0;c0; r1;c1 : : : rn;cn) of M; branchesof theADDs correspondto portions

of thematrix. The root of theADD is thenodelabeledr0. Thesubgraphformedby the

outgoingedgelabeled0 representsthetophalf of M, i.e., thehalf correspondingto r0 = 0.

The subgraphformedby the outgoingedgelabeled1 representsthe bottomhalf of M,

which hasr0 = 1. As in BDDs, thesamepathcanencodeseveralentriesif variablesare

skipped.The input variablesarequeriedin a pre-de�nedorderandfacilitatereductions,

throughtheuseof asinglesubgraphfor identicalsubmatrices.

We usetheQuIDDProlibrary [123] to encodePTMsasADDs. We alsoaddedfunc-

tions to this library for perform operationson PTMs. QuIDDPro includesthe CUDD

library [117] andusesinterleavedrow andcolumnvariableordering,which facilitatesfast

tensorproductsandmatrix multiplications—key operationsin the quantum-mechanical

simulationsfor which QuIDDProwasdesigned.ThebasicADD functionsusedin PTM

computationsareasfollows.

� topvar(Q) : returnstherootnodeof anADD Q

� then(Q) : returnsthe1 branch

� else(Q) : returnsthe0 branch

� ite(Q;T;E): refersto thei f -then-elseoperation,which takesa nodeQ correspond-

ing to therootandtwo ADDs,T andE, correspondingto thethenandelsebranches,

andcombinestheminto a largerADD.

All matrixalgorithmsfor ADDs, thatweareawareof, assumesquarematricesbut can

representnon-squarematricesusingzeropadding[8, 26]. Zero-paddingis necessaryin
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ADDs to distinguishbetweenmissingrow (or column)variablesandthosethatdonotexist

becauseof matrixdimensions—anon-squarematrixhasfewer row variablesthancolumn

variables,or vice versa.Recall thatADD variablesareordered,andnodesarelevelized

by decisionvariables. Any variablemissingfrom the ADD canbe wrongly interpreted

asmarkingreplicatedmatrix entries;Figure5.1 illustratesa situationin which missing

variablescancreateambiguity.
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Figure5.1:PTMs with identicalADDs without zero-padding:(a) matrix with only one
columnvariable;(b) matrix without dependency on the secondcolumnvari-
able.

Figure 5.2 describesan algorithm for paddingmatriceswith zeros. This algorithm

assumesthattherearemorerow variablesthancolumnvariablesbut caneasilybemodi�ed

to handlecaseswith morecolumn variablesthan row variables. Supposea PTM with

ADD A has2m+ 1 rows and2m columns.Thezeropaddingof A is doneby introducinga

new node,q, with then(q) pointing to theoriginal ADD andelse(q) pointing to thezero

terminal.In Figure5.2,thefunctionshif t col var labels, by shifting thecolumnvariable

numberupto facilitatetheintroductionof missingvariablesinto theADD, renamesnodes

representingcolumnvariables.

The introductionof zeropaddingis suf�cient to implementthematrix multiplication

operation. However, the tensorproductsof zero-paddedPTMs aregenerallyincorrect.
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pad with zeros( Q)
f

di f f = numrow vars( Q) � numcol vars( Q)
shift col var labels( Q;di f f )
R= Q
for( i = 0;i < di f f ; i + + )
R= add missing var( R; i)

return R
g

add missing var( Q; i)
f

ci = create newnode(i)
if (topvar( Q) < ci&& then( Q) > ci)
T = ite( ci ;0;else(Q))
E = ite( ci ;1;then(Q))
R= ite( topvar(Q);T;E)

else
T = add missing var( then(Q); i)
E = add missing var( else(Q); i)
R= ite( topvar(Q);T;E)

return R
g

Figure5.2: Algorithm to padmatriceswith zeros.

Figure5.3 shows an exampleof an ideal NOT gatetensoredwith an ideal zero-padded

NAND gatethatyieldsan incorrectresultantPTM. Columns3 and4 of this matrix erro-

neouslyconsistentirelyof zeroscarriedover from thezero-paddingof theNAND PTM.

To reconciletensorproductswith zero-padding,weadddummyoutputsto agatePTM

to equalizethenumberof inputsandoutputs. In orderto adda dummyoutputto a gate

matrix,wecansimply ”forward” oneof its inputsignalsto theoutput,asis donein Figure

4.8. Dummyoutputscanbesubsequentlyremovedby eliminatingthecorrespondingcol-

umnvariable.Sinceeliminate variablesremovesavariable,it maybenecessaryto re-pad

thematrixwith zeros.In suchcases,thezero-paddingis restoredusingthealgorithmgiven
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Figure5.3: (a) NOT gateITM; (b) zero-paddedNAND gateITM; (c) their tensorproduct
with incorrectplacementof all-zerocolumns.

in Figure5.2.

5.1.1 Computing Cir cuit PTMs

We presentan algorithm for computingthe ADD of a circuit's PTM in Figure 5.4,

following the methodillustrated in Example5 of ChapterIV. First, a gate library is

speci�ed in the form of a set of gatePTMs. The circuit (in BLIF format) is readinto

adatastructurethatstoresits individualgatesandwiring structure. Thegatesarereverse-

topologicallysorted,from primaryoutputsto primary inputs,andthesubsequentcompu-

tation proceedsby topologicallevel. Next, the gatePTMs areconvertedto ADDs. The

ADDs for gatesateachlevel aretensoredtogether, zero-paddingis performed,and�nally ,

theeliminate redundant variablesoperationis appliedto eliminatedummyoutputs.The

ADD representingeachlevel, calledlevelADDin Figure5.4, is multiplied with theaccu-

mulatedcircuit ADD computedthusfar, which is calledcircuitADD. After all levelsare

multiplied together, thecomputationof thecircuitADD is complete.An addedsubtletyis

that thesignalsof adjacentlevelshave to beproperlyaligned,i.e., theoutputsof current

level have to matchwith theinputsof thepreviouslevel in orderfor themultiplicationto
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beperformedcorrectly;this canbedoneby appropriatelypermutingtherow andcolumn

variablesof theADDs.

A detailnotshown in Figure5.4is thatwhenacircuit hasfan-outbranchesto multiple

levels,thegateis placedat the�rst level atwhich it is needed,andits outputis forwarded

to otherlevelsusingthe methodshown in Figure4.8. The intermediate-level ADDs are

discardedafterthey aremultipliedwith thecircuitADD. This is importantfor thescalabil-

ity of theimplementationbecauselevelADDsarethetensorproductsof severalgateADDs

andcanhave largememorycomplexity.

In placeof fan-outgates,weusetheeliminate redundant variablesoperation(De�ni-

tion 16),whoseADD implementationis givenin Figure5.5.By removing eachduplicated

(dueto fan-out)inputsignal,thenumberof levelsdecreasesandmultiplicationsaresaved.

Previously computedpartial resultsof the eliminate redundant variablesoperationare

storedin a commonhashtable,which is searched�rst to avoid traversingcommonpaths

or recomputingexisting results.

In Figure5.5, capitalizedvariablesrefer to ADDs, andlower-casevariablesrefer to

nodes.This algorithmsearchesthe ADD, startingfrom the root, for the �rst of two re-

dundantvariablesv1;v2 with v1 < v2 in theADD nodeordering.Wheneverv1 is foundon

a path,it traversesdown then(v1) until v2 is found. It eliminatesthev2 nodeandpoints

theprecedingnodeto then(v2). Next, it traversesdown else(v1) andsearchesfor v2; this

time it eliminatesv2 andpointsthe precedingnodeto else(v2). This processcanbe re-

peatedin caseswheretherearemoreredundantvariables.Both eliminate variablesand

eliminate redundant variablesareoperationsthat candisturbthe equalitybetweenrow
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struct gate
f

PTM[][]
node *ADD
DDmanagerM

g

computecircuit ADD(circuit C, errors E)
f
gatemap = read into gates( C)
sort topological levels( gatemap)
add errors( gatemap;E)
for(each gate g 2 gate map)
gatemap[g]:ADD= convert to ADD(gatemap[g]:PTM)
pad with zeros( gatemap[g])

for(each level l 2 gatemap)
levelgates= order outputs by previous level inputs( l )
for(each gate h 2 levelgates)
levelADD = tensor ADD(levelADD;h:ADD)
zero track( levelADD)
redvars = find redundant inputs( levelADD)
eliminate redundant variables( levelADD;redvars)

circuitADD = multiply ADD(circuitADD; levelADD)
delete(levelADD)

return circuitADD
g

Figure5.4:Algorithm to computethe ADD representationof a circuit PTM. The gate
structurestoresa gate's functional information, including its PTM, input
names,outputnames,andADD.

andcolumnvariables,sincethey bothremovevariables.Therefore,it maybenecessaryto

introducezero-padding.(Figure5.2).

OncetheADD for thePTMandITM of acircuit isknown,wecancomputethe f idelity

of thecircuit to extractreliability information(seeFigure5.6).The f idelity algorithm�rst

takestheelement-wiseproductof theADD for theITM with theADD for thePTM, and

then performsa depth-�rst traversal to sum probabilitiesof correctness.The traversal

of the ADD sumsthe terminalvalueswhile keepingtrack of skippednodes.A skipped
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nodein an ADD is an indicationthat the terminalvalueis repeatedfor 2x times,where

x dependson the skippedvariable's ordering. Note that the ADD implementationsof

eliminate redundant variables, f idelity, and eliminate variables run in linear time in

thesizeof theADDs in theirarguments.

Characteristics Reliability, p = 0:05 No. Stats.,p = 0 Stats.,p = 0:05
Circuit No Width Two One ADD Mem. Time Mem. Time

gates -way -way nodes (MB) (s) (MB) (s)
C17 6 5 0.846 0.880 2.00E3 1.090 0.002 0.071 0.313
mux 6 23 0.907 0.939 1.35E4 26.13 3.109 8.341 2.113
z4ml 8 20 0.670 0.817 7.01E3 6.594 1.113 3.030 0.8400
x2 12 23 0.150 0.099 2.85E4 11.015 2.344 237.9 10.52
parity 15 23 0.602 0.731 1.96E3 1.060 0.113 0.337 0.262
pcle 16 16 0.573 0.657 5.46E5 28.59 6.160 4.196E1 4.300
decod 18 13 0.000 0.000 2.76E4 30.15 1.020 5.690E2 11.80
cu 23 23 0.461 0.579 1.06E5 13.39 2.176 2.155E1 3.430
pm1 24 27 0.375 0.596 4.55E5 77.66 5.031 2.155E2 13.34
9symml 44 37 0.327 0.534 1.05E7 4445 552.7 5.341E3 696.2
xor5 47 19 0.067 0.071 4.67E4 46.72 3.539 10.556E3 19.58

Table5.1: Statisticsonvarioussmallbenchmarks.

Resultsfrom the calculationof circuit ITMs, PTMs, and f idelity arelisted in Table

5.1. We usedthe smallerLGSynth91 andLGSynth93 benchmarkswith uniform input

distributions.ThesesimulationswereconductedonaLinux workstationwith a2GHzPen-

tium 4 processor. In theseexperiments,CPUtime waslimited to 24 hours.Theruntimes

andmemoryrequirementsaresensitive to the width of a circuit, i.e., the largestnumber

of signalsat any level. Empirically, circuitswith widthsof around40 signalscanbeeval-

uated. In theseexperiments,we calculateentirecircuit PTMs, i.e., outputprobabilities

for all input combinations.If we separatedoutputconesandcalculatedindividual output

probabilities,theresultswouldscalemuchfurther. However, asdiscussedbefore,individ-

ual outputprobabilitiescannotalwaysbeaccuratelycombinedto obtaintheoverall error

probabilityof a circuit. Thenumberof ADD nodesrequiredfor the f idelity computation
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eliminate redundant variables( Q;v1;v2)
f
if (isconstant( Q)) return Q
if (topvar( Q) == v1)
T = compremovebranch( then(Q);v2;1)
E = compremovebranch( else(Q);v2;0)

else
if (topvar( then(Q)) � v1)
T = compremovebranch( then(Q);v2;1)

else
T = eliminate redundant variables( then(Q);v1;v2)

if (topvar( else(Q)) � v1)
E = compremovebranch( else(Q);v2;0)

else
E = eliminate redundant variables( else(Q);v1;v2)

R= ite( topvar(Q);T;E)
return R

g

compremovebranch( Q;v2;const)
f
if (table lookup( Q;v2;const) ! = NULL)
return table lookup( Q;v2;const)

if (topvar( Q) == v2)
if ( const == 1) return then( Q)
else return else( Q)

else if (topvar( Q) � v2)
return Q

else
T = compremovebranch( then(Q);v2;const)
E = compremovebranch( else(Q);v2;const)
R= ite( topvar(Q);T;E)
table insert( R;Q;v2;const)

return R
g

Figure5.5: Algorithm to eliminateredundantvariables.

is alsolistedin Table5.1,includingintermediatecomputations.

Table5.1givestheoverallprobabilityof correctnessfor circuitswith gateerrorproba-

bilities of 0:05andalsofor one-waygateerrorswith probability0:05. In CMOSgates,an
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compute fidelity( Q1;Q2;v)
f
Q3 = apply( Q1;Q2; � )
R= multiply ADD(v;Q3)
P = sumprobs( R;1)
return P

g

sumprobs( Q;mult)
f
if (table lookup( Q;mult) ! = NULL)
return table lookup( Q;mult)

sum= 0
mult� = 2
if (isconstant( Q))
return value(Q) � mult

if ( topvar(Q) + 1! = topvar(then(Q)) )
multt = multt + 2
sum+ = sumprobs( then(Q);multt)

if ( topvar(Q) + 1! = topvar(else(Q)) )
multe= mult + 2
sum+ = sumprobs( else(Q);multe)

table insert( sum;Q;mult)
return sum

g

Figure5.6: Algorithm to computef idelity.

erroneousoutputvalue0 is morelikely thananerroneousvalue1 becauseSEUstypically

short-circuitpower to ground.PTMscaneasilyencodethis biassinceerrorprobabilities

canbedifferentfor differentinput combinations.Relevantempiricalresultsaregivenin

the ”one-way” columnof Table5.1. Circuits with a high output-to-inputratio, suchas

decod.blif,tendto magnifygateerrorsat fan-outstemsand,therefore,have highererror

probabilities.

PTM computationfor p= 0:05requiresmorememoryandlongerruntimebecauseless

compressionis possible.Idealtransfermatriceshave largeblocksof 0s,which lendthem-
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selvesto greatercompression.WhengatePTMswith errorprobabilitiesarecomposedin

variousways,PTMs with a greaternumberof distinct entriesarecreated,thusyielding

lesscompression.Comparethe valuesin the ITM andPTM shown in Example6. Our

resultsindicatethat,while exact andcompletecircuit-PTM computationcannotbe used

to evaluateindustry-sizedcircuits, it canbe usedto calibrateor validateotherreliability

evaluationtools.

5.2 Impr oving Scalability

We have presentedADD algorithmsfor PTM-basedcomputation,but their scalability

appearslimited dueto thepossibilityof combinatorialexplosionin PTM size.Scalability

canbeimprovedin avarietyof differentways.In thissection,wecoverseveraltechniques,

startingfrom methodsof speedingup exact-PTMcomputationandmoving to heuristic

methodsthatapproximatethecircuit'serrorprobability.

In Section5.2.1,we proposeto improve the ef�ciency of PTM computationby pre-

schedulingan evaluationorder for combininggatePTMs into circuit PTMs. While the

evaluationorderdoesnot affect the �nal result,it candecreasethe sizesof intermediate

matrices.GoodevaluationorderscomputePTMsfor clustersof gateswith asmallnumber

inputsandoutputsin betweentheclusters.In effect,suchanorderingwould enclosefan-

outbranchesandreconvergenceswithin theclusters.

In Section5.2.2,weuseexact-PTMcomputationsfor partitionsin acircuit (insteadof

thewholecircuit) andpropagatesignalanderrorprobabilitiesbetweenthepartitions.This

methodallows exactcomputationsto bemaximallyusedwhile approximatingtheoverall

error rate. In Section5.2.3,we brie�y discussmethodsof sampling,i.e., computingthe
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averageerrorprobabilityof a randomlygeneratedsetof input vectorsto estimatethetrue

errorprobability.

5.2.1 Dynamic Evaluation Ordering

The ADD-basedmultiplication algorithmusedin our PTM algebraimplementation,

from [8], hasamajorimpacton theef�ciency of PTM computations.Theworst-casetime

andmemorycomplexity of themultiplicationoperationis O(( jAjjBj)2), for two ADDs A

andB. ThePTM evaluationalgorithmdescribedin Figure5.4 �rst tensorsgatesfor each

level to form level PTMsandthenmultiplies the level PTMs, therebycreatingrelatively

largemultiplicationinstances.Smallerinstancescanbecreatedby reschedulingtheorder

of evaluationanddelayingthetensorproductaslongaspossible.

Figure5.7:Tree of AND gatesusedin Example9 to illustrate the effect of evaluation
orderingoncomputationalef�ciency.

Example9 Considerthetreeof ANDgatesin Figure5.7.Supposewewishto computeits

circuitPTM.Thealgorithmof Figure5.4requirestopologicallysortingthegates,calculat-
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ing thePTMfor each level,andmultiplyingtogetherthelevelsin order. ThelevelsareL4 =

f G15g;L3 = f G14;G13g;L2 = f G12;G11;G10;G9g;L1 = f G8;G7;G6;G5;G4;G3;G2;G1g.

Thecorrespondinglevel PTMshavedimensions22 � 2;24;22;28 � 24, and 216 � 28, re-

spectively. WedenotetheLi PTMasMi . First,wecomputeM3 � M4, which is of dimension

24 � 2; next, M2 is multipliedbyM3 � M4, yieldinga matrixof size28 � 2; andsoon. The

dimensionsof thematrix productinstancesare asfollows: (22 � 2;24 � 22); (24 � 2;28 �

24); (28 � 2;216� 28). In theworstcase, whenADD sizesarecloseto matrixsizes(in gen-

eral, they are smaller, asADDsprovidecompression),thetotal memorycomplexity of the

multiplicationsis 250+ 234+ 218. On theotherhand,separating thegates(not tensoring)

for as long aspossible, startingfromtheprimary inputs,yieldsthematrix multiplication

instancesof the following sizes:4(24 � 22;22 � 2);2(24 � 2;22 � 2);and(28 � 2;22 � 2).

Here, thetotal memorycomplexity is only220+ 227+ 242. Therefore, carefullyscheduling

matrixmultiplicationleadsto a moreef�cient PTMcomputationalgorithm.

If the outputof a sourcegateis connectedto morethanonesink gate,therearetwo

possibilitiesfor evaluationordering: the �rst is to tensorgatesPTMs andeliminatethe

redundantvariables;thesecondpossibility is to processgatesandlogic conesseparately

until they needto betensoredat a differentlevel to facilitatea multiplication. We choose

the latterapproach,which exchangesmultiplicationsfor tensorproducts.This is advan-

tageous,asthetensorproducthaslower complexity thanmultiplication. Determiningthe

optimalorderto multiply levelsis similar to solvingthematrix chainmultiplicationprob-

lem [27], which canbesolvedby a dynamicprogrammingalgorithmin O(n3) time. Our

applicationcanusethesamealgorithm;thecostof multiplying two matricesis estimated
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basedon their dimensions,without takingADD compressioninto account.

Improvedordering Levelizedordering
Circuit Time(s) Memory(MB) Time(s) Memory(MB)
C17 0.212 0.000 1.090 0.004
mux 18.052 2.051 26.314 3.109
z4ml 3.849 1.004 6.594 1.113
x2 11.015 2.344 193.115 12.078
parity 1.060 0.113 1.07 0.133
pcle 28.810 3.309 98.586 6.160
decod 5.132 1.020 30.147 24.969
cu 23.700 2.215 13.385 2.176
pm1 72.384 3.734 77.661 5.031
cc 57.400 4.839 1434.370 155.660
9symml 89.145 6.668 4445.670 552.668
xor5 3.589 0.227 46.721 3.539
b9 9259.680 165.617 23164.900 295.984
c8 35559.500 930.023 mem-out mem-out

Table5.2:Comparisonof runtimesandmemoryusagefor levelizedorderingandordering
computedby dynamicprogramming.

The resultsof applyingthe improved orderingfor multiplication of levels aregiven

in Table5.2. The datain this tablewereproducedon a Pentium4 processorrunningat

2GHz. In general,this orderingmethoduseslessmemory, with only a modestincrease

in runtime. Theruntimeincreaseseenin Table5.2 is partially dueto theoverheadof the

dynamicprogramming.However, this tradeoff is acceptablesincememorywasthemain

bottleneck.

5.2.2 Hierar chical Reliability Estimation

In this section,we extendPTM analysishierarchicallyto estimatethe reliability of

larger circuits partitionedinto subcircuits. This allows for the useof exact PTM com-

putationfor smallerpartitions,andprovidesa way of estimatingthe error on the entire

circuit.
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First, theITMs andPTMsof all subcircuitsarecalculated.Then,in topologicalorder,

we calculatethe �delities andoutputprobabilitieson eachsubcircuitoutputindividually.

Wecall theindividual�delity of anoutputbit its bit- f idelity. Sinceevaluationproceedsin

topologicalorder, input bit- f idelitiesarealreadycalculatedfor thepreviously processed

subcircuits.

In orderto formally de�ne bit-�delity , we introducethe abstract operationfor nota-

tional convenience.

Figure5.8: Circuit usedin Example10 to illustratehierarchicalreliability estimation.

De�nition 18 For a PTMM andanoutputvariableok, M0= abstract(M;k) is thematrix

which resultsfrom the elimination of all variablesexcept ok from M. Therefore, M0 =

eliminate variables(M;0;1;2: : :k � 1;k+ 1: : :m)

De�nition 19 Thebit-�delity of outputok of circuitC, with ITM J, PTMM, andinputdis-

tributionv, is theprobabilityoferror of thekthoutputbit. It isgivenbybit f idelity(k;v;J;M) =

f idelity(vk;Jk;Mk), whereJk = abstract(J;k),Mk = abstract(M;k),andvk = abstract(v;k)
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Supposetheinputbit-�delities for theinputsof aparticularsubcircuitarep1; p2; p3 : : : pn.

Then,in ordertoaccountfor inputerror, thesubcircuitPTMis multipliedby I p1 
 Ip2 : : : Ipn,

whereIp hastheform

2

6
4

p 1� p

1� p p

3

7
5.

Theprobabilitydistributionof eachsignalis alsocalculatedbymultiplying theinputdistri-

bution of eachsubcircuitby its ITM andthenabstractingeachof theoutputprobabilities.

The algorithmdetailsare given in Figure5.9, whereSubCircArray is the topologically

sortedarrayof subcircuits,PIs is the list of primary inputs, POs is the list of primary

outputs,Distro storestheseparatedprobabilitydistributionof intermediatevariables,and

theB�d arraycontainsthebit-�delities of previouslyprocessedsignals.At eachiteration,

B�d is updatedwith outputbit-�delities of thecurrentsubcircuit.At theterminationof the

algorithm,B�d containsthebit-�delities of theprimaryoutputs.

This algorithmhasseveral interestingfeatures.First, it only calculatesPTMsof sub-

circuitsand,thus,avoidsthestate-spaceexplosionassociatedwith directly computingthe

entirecircuit's PTM. For instance,if a circuit with n inputsandm outputsis partitioned

into twosubcircuitseachwith n=2 inputsandm=2 outputs,thePTMsof thetwosubcircuits

togetherareof size2(2(n+ m)=2), whichis signi�cantly smallerthanthecircuit PTM,which

hassize2n+ m. Second,the algorithmapproximatesjoint probabilitydistributions,using

marginalprobabilitydistributions,andaverageslocalerrorprobabilitiesateachsubcircuit.

Any lossof accuracy is aresultof theabstractoperationandtheaveragingeffectwhichoc-

cursin bit-�delity calculations.Therefore,theestimationtechniquewill bevery accurate

in caseswherethereis no reconvergentfan-outbetweenthesubcircuits.In fact,theerror

probabilitiesareexactwheneachoutputbit hasthesameerroron all input combinations
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estimate bit fidelity(input V, circuit C)
f
topological sort( C)
for(each primary input in 2 C)
Bf id[in] = 0
Distro[in] = abstract( V; in)

partition circuit( C)
for(each partition S2 C)
J = calc itm( S)
M = calc ptm(S)
for(each input in 2 S)
Vin[S] = tensor ADD(Vin[S];Distro[in])
Vout[S] = multiply ADD(Vin[S];J)

for(each output out 2 S)
Distro[out] = abstract( Vout[S]; j)

for(each input in 2 S)
I0= tensor ADD(M0;create I matrix(Bf id[in]))

M0= multiply ADD(I 0;M)
for(each output out 2 S)
Bf id[out] = bit fidelity( out;Distro[out];J;M0)

g

Figure5.9: TheBit f idelity estimationalgorithm.
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because,in suchcases,averagingdoesnot causea lossof information.In othercases,the

accuracy will dependon the amountof correlationbetweensignalsandthe variationin

signalerrors.

Example10 We apply the algorithm of Figure 5.9 to the circuit in Figure 5.8. Assume

thateach of theAND gatesin Figure5.8hasthefollowingPTMandITM:

AND20:1 =

2

6
6
6
6
6
6
6
6
4

0:9000 0:1000

0:9000 0:1000

0:9000 0:1000

0:1000 0:9000

3

7
7
7
7
7
7
7
7
5

AND2 =

2
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1 0

1 0

1 0

0 1
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7
7
7
7
7
7
7
7
5

Supposethat primary inputs are uniformly distributed and haveno errors. Initialize

Bf id[a] = Bf id[b] = Bf id[c] = Bf id[d] = BFid[e] = Bf id[ f ] = 1andDistro[a] = Distro[B] =

Distro[c] = Distro[e] = Distro[ f ] = [0:5 0:5]. Theinput vectorfor subcircuit 1 is given

by:

vin1 = [0:0625 0:0625 :0625 0:0625: : :0:0625]

ThePTM andITM for subcircuit 1 arecalculatedasfollows:

ITM1 = AND2
 AND2

PTM1 = AND20:1 
 AND20:1
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ITM1 =

2

6
6
6
6
6
6
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6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
4

1 0 0 0
1 0 0 0
1 0 0 0
0 1 0 0
1 0 0 0
1 0 0 0
1 0 0 0
0 1 0 0
1 0 0 0
1 0 0 0
1 0 0 0
0 1 0 0
0 0 1 0
0 0 1 0
0 0 1 0
0 0 0 1

3

7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
5

PTM1 =

2

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
4

0:81 0:09 0:09 0:01
0:81 0:09 0:09 0:01
0:81 0:09 0:09 0:01
0:09 0:81 0:01 0:09
0:81 0:09 0:09 0:01
0:81 0:09 0:09 0:01
0:81 0:09 0:09 0:01
0:09 0:81 0:01 0:09
0:81 0:09 0:09 0:01
0:81 0:09 0:09 0:01
0:81 0:09 0:09 0:01
0:09 0:81 0:01 0:09
0:09 0:01 0:81 0:09
0:09 0:01 0:81 0:09
0:09 0:01 0:81 0:09
0:01 0:09 0:09 0:81

3

7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
5

The�delity andprobability distribution for each outputof subcircuit 1 are calculated

asfollows:

vout1 = vin1 � ITM1 = [0:5625 0:1875 0:1875 0:0625]

Distro[g] = abstract(vin1;g) = [0:75 0:25]

Distro[h] = abstract(vin1;h) = [0:75 0:25]

PTM10= (I (1) 
 I (1) 
 I (1) 
 I ) � PTM1 = PTM1

Bf id[g] = bit f idelity(g;Distro[g];PTM10; ITM1) = 0:9

Bf id[h] = 0:9

Similarly for subcircuit 2:

ITM2 = (I 
 AND2
 I )( I 
 F2 
 I )(AND2
 AND2)(AND2)

PTM2 = (I 
 AND20:1 
 I )( I 
 F2 
 I )(AND20:1 
 AND20:1)(AND20:1)

PTM20= (I 
 I0:9 
 I0:9 
 I )(PTM2)

vin2 = [0:5 0:5] 
 [0:75 0:25] 
 [0:75 0:25] 
 [0:5 0:5]
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ITM2 =

2

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
4

1 0
1 0
1 0
1 0
1 0
1 0
1 0
1 0
1 0
1 0
1 0
1 0
1 0
1 0
1 0
0 1

3

7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
5

PTM2 =

2

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
4

0:8920 0:1080
0:8856 0:1144
0:8920 0:1080
0:8856 0:1144
0:8920 0:1080
0:8856 0:1144
0:8920 0:108
0:8344 0:1656
0:8856 0:1144
0:8280 0:1720
0:8856 0:1144
0:8280 0:1720
0:8856 0:1144
0:8280 0:1720
0:8344 0:1656
0:3160 0:6840

3

7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
5

PTM20=

2

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
4

0:8920 0:1080
0:8851 0:1149
0:8920 0:1080
0:8810 0:1190
0:8920 0:1080
0:8810 0:1190
0:8920 0:1080
0:8441 0:1559
0:8851 0:1149
0:8229 0:1771
0:8810 0:1190
0:7819 0:2181
0:8810 0:1190
0:7819 0:2181
0:8441 0:1559
0:4133 0:5867

3

7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
5

vout2 = [0:9922 0:0078]

Distro[l ] = [0:9922 0:0078]

BFid[l ] = bit f idelity(l ;Distro[l ];PTM20; ITM2) = 0:869

Alternatively, usingthecircuit PTM to calculatethe�delity gives f idelity = 0:862. This

hasan error of only0:003for gateerrors in therange0:1.

The f idelity of the entirecircuit (ratherthanjust its outputbits) canbe further esti-

matedby usingthebinomialprobabilitydistribution to calculatetheprobability thatany

outputsignalhasanerror. Thisonceagainassumesthatoutputsignalsareindependent.

5.2.3 Approximation by Sampling

Reliability estimationrequirescomputingtheerrorassociatedwith eachinput combi-

nation.LikeSERanalysis,reliability analysiscanalsobeapproximatedby samplinginput

vectors.This samplingcanbe donein severalways. We brie�y discusstwo methodsof

samplingwhich yield estimatesof theoverall circuit errorprobability.
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The �rst methodis to sampleinput andoutputvectorswithout computingcircuit or

componentPTMs.Thismethodis akinto replacingtheTSA/TMSA faultmodelsof Chap-

ter II with amoregeneralPTM-basedfaultmodel(wheretheerrorprobabilitiesdependon

theinput values)andthenusingthesamemethodsof bit-parallelsampling.Thisprovides

a link betweensignature-basedapproximateanalysisandPTM-basedexactanalysis.The

algorithmfrom Figure2.7canbeusedto computetheerrorprobability, with aslightmod-

i�cation. Insteadof �ipping bits of signatureswith constantprobabilitiesat eachgate,we

can�ip signatureswith probabilitiesconditionedon the input values(asindicatedby the

appropriaterow of thegatePTM).

A secondmethodof samplinginvolvescomputingthe exact output distribution for

eachinput vectorbut generatingthesetof input vectorsto samplerandomly. Computing

theexactoutputvectorfor aninput vectoris fairly complicatedin andof itself. However,

it doesscaleto much larger circuits thancircuit PTM computation. The algorithm for

computingtheoutputvectorfor agiveninputvector, usingvector-PTM multiplicationand

tensoring,is describedin ChapterVI.

5.3 Summary

To improve computationalef�ciency, we encodedPTMs as algebraicdecisiondia-

grams(ADDs). We also developedequivalentADD algorithmsfor our newly de�ned

matrix operationsthatcanbeusedto computecircuit �delity andto obtainmarginalerror

probabilitiesfor subsetsof outputs.Wealsodevelopedmethodsto handlenon-squarema-

trices,which werenot representedasdecisiondiagramsin pastliterature.In addition,we

presentedseveralheuristicmethodsfor improving thescalabilityof PTMs,includingsam-
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pling, partitioning,evaluationordering,andhierarchicalcomputationswhich allow PTM

computationsto scaleto largercircuits.
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CHAPTER VI

Testingfor Probabilistic Faults

After circuitsaremanufactured,it is importantto insurethatthey donothaveunusually

high sensitivity to soft errors.While theSERof a circuit canbeanalyzedduringor after

design,theerrorratecanbesigni�cantly increasedbecauseof variability in themanufac-

turing process.Therefore,circuitshave to betestedin orderto ensurethattheir soft error

ratesdonotexceedanacceptablethreshold.To estimatetheexpectedsofterrorratein the

�eld, chipsaretypically testedwhile exposedto intensebeamsof protonsor neutrons,and

theresultingerror rateis measured.However, thesetypesof testsoften take a long time

to conductbecauserandompatternsmaynot besensitive to vulnerabilitiesin thecircuit.

In thissection,wedevelopmethodsselectingtestvectorssuchthattestapplicationtime is

minimized.

Generatingtestsfor probabilisticfaultsis fundamentallydifferentfrom previoustest-

ing techniques.Traditionally, thegoalof testinghasbeento detectthepresenceof defects.

A setof testvectorsis normallyappliedto theinputsof acircuit andtheresultantoutputs

arecomparedto correctpre-computedoutputsto determinewhethera fault is present.In

contrast,thegoalof probabilistictestingis theestimationof errorprobability. Probabilistic
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testingrequiresamultiset(asetwith repetitions)of testpatterns,sinceagivenfault is only

presentfor a fraction of the computationalcycles. Anotherdifferenceis that sometest

vectorsdetecttransientfaultswith higherprobability thanothersdueto path-dependent

effectslikeelectricalmasking.Therefore,onecanconsiderthelikelihoodof detection,or

thesensitivity, of a testvectorto a fault. Table6.1summarizesthesedifferences.

Attrib ute Deterministic Testing Probabilistic Testing
Fault type Deterministic Transientor intermittent
Faultmodel Stuck-at,bridging,etc Probabilisticgeneralization
Testinputs Setof input vectors Multisetof inputvectors
Coverage Faultsdetectedwith certainty Faultsdetectedwith varyingprobabilities
Goal Detectfault presence Estimatefault probability

Table6.1: Key differencesbetweendeterministicandprobabilistictesting.

In Section6.1,wede�ne andprovidecomputationmethodsfor test-vectorsensitivity to

faults.Section6.2providesintegerlinearprogramming(ILP) formulationsfor generating

a compactsetof testvectorsfor probabilisticfaults. Most of theconceptsandresultsin

this chapteralsoappearin [53, 54].

6.1 Test-Vector Sensitivity

In this section,we discussthe sensitivity of test vectorsto transientfaults. We be-

gin with an exampleandthenpresenta PTM-basedalgorithmfor test-vectorsensitivity

computation.

Example11 Considerthecircuit in Figure 6.1. If an SEUoccurs with a certainproba-

bility at input b, thenthetestvectors that propagatetheinducederror to theoutputsare:

t1 = 001(to outputY), t2 = 100(to outputZ), andt3 = 101(to bothY andZ).

127



Figure6.1: Circuit to illustratetest-vectorsensitivity computation.

In deterministictesting,any testvectorthat detectsa fault canbe chosen.However,

errorattenuationalongsensitizedpathsaffectsthepropagationof probabilisticfaults. If

the propagationprobability is pprop at eachgate,thent1 hasprobability pt1 = p2
prop of

propagatingthe error to an output,t2 hasprobability pt2 = pprop, andt3 hasprobability

pt3 = pt1 + pt2 � pt1 pt2. For a fault that occurswith probability p f , a vectorti hasto be

repeatedd1=(pti � pf )e timesfor oneexpecteddetection.Therefore,testapplicationtime

will beshortestfor testvectort3. Vectort3 is saidto bethemostsensitive to thetransient

fault in question.

SincePTMs can encodea wide variety of faults, including faults with path-based

effects, test-vectorsensitivity computedwith PTMs cantake theseeffects into account.

Therearetwo waysto computethesensitivity of a testvector. The�rst is by circuit-PTM

computation,which is explainedin ChapterIV. Here, the gatePTMs arecombinedto

form a circuit PTM, andthemostsensitive testvectorscorrespondto thePTM rows with

thelowestprobabilityof correctness.

We can formally de�ne the sensitivity of a test vector to faults in the circuit using

PTMs. Thesensitivityof atestvectort to amulti-faultsetF = f f1; f2; : : : fng whichoccurs
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with probabilityP = f p1; p2; : : : png in circuit C with PTM MF andITM M is de�ned as

the total probability that the outputundert is erroneous,given that faults F exist with

probabilityP. A testvectort canbe representedby the vectorvt , with 0's in all but the

index correspondingto t's input assignments.For instance,if a testvectort assigns0's

to all input signalsandC has3 inputs,thenvt = [1 0 0 0 0 0 0 0]. The sensitivity

of t is theprobability that the idealandfaulty outputsaredifferent,andthis is computed

by taking thenormof theelement-wiseproduct(De�nition 13) of thecorrectandfaulty

outputvectors.This operationis similar to the f idelity operationof ChapterIV, de�ned

for vectorsratherthanmatrices.

sens(F;t) = 1� jj (vtM f ): � (vtM)jj l1(6.1)

Thesensitivity of testvector

vt = [1 0 0 0 0 0 0 0]

for thecircuit in Figure6.1,with theprobabilityof error p = 0:1, canbecomputedfrom

the circuit's ITM M, andPTM MF , asshown in Figure6.2. Here,both the correctand

faultyoutputvectorsarecomputedandtheresultsarecomparedto obtainthesensitivity.

NotethatvtM f andvtM needto bemarginalizedif thereis amulti-bit signalrepresen-

tation. For instance,in thecaseof theSEUmodelof ChapterIV, thesecondbit needsto

besummedout for bothof thevectorsto obtainthecorrectsensitivity.

The secondmethodof sensitivity computationis throughoutputvectorcomputation

for aparticulartestvector. Here,we begin with apre-selectedcompletesetof testvectors

for thepermanentstuck-atfaultscorrespondingto thosein F. For eachtestvectorin this
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vt � MF = vt �

2

6
6
6
6
6
6
6
6
6
6
4

0:8100 0:0900 0:0820 0:0180
0:8100 0:0900 0:0820 0:0180
0:8100 0:0900 0:0820 0:0180
0:8100 0:0900 0:0180 0:0820
0:8100 0:0900 0:0820 0:0180
0:8100 0:0900 0:0820 0:0180
0:0900 0:0100 0:7380 0:1620
0:0900 0:0100 0:1620 0:7380

3

7
7
7
7
7
7
7
7
7
7
5

=

2

6
6
4

0:8100
0:0900
0:0820
0:0180

3

7
7
5

T

vt � M = vt �

2

6
6
6
6
6
6
6
6
6
6
4

1 0 0 0
1 0 0 0
1 0 0 0
1 0 0 0
1 0 0 0
1 0 0 0
0 0 1 0
0 0 0 1

3

7
7
7
7
7
7
7
7
7
7
5

=
�

1 0 0 0
�

sens(F;t) = 1� jj [1 0 0 0]: � [0:81 0:09 0:082 0:018]jj

= 1� jj [0:81 0 0 0]jj = 1� (:81) = 0:9

Figure6.2: Sensitivity computationon thecircuit of Figure6.1.
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set,we computethe faulty outputat eachgateusingvector-PTM multiplication through

intermediategates. We alsocomputethe ideal outputat eachgate. The ideal output is

vtM, andthefaulty outputvectoris vtM f . Theadvantageof this methodis thatwe do not

haveto explicitly computethecircuit PTM andITM, processeswhicharecomputationally

expensive. We thenuseEquation6.1to computethesensitivity.

A caveat in outputvectorcomputationis that fan-outbranchesresult in inseparable

probabilitydistributionsof thebranchsignals.If thesesignalsaremarginalizedor treated

asseparate,theninaccuraciescanoccurin the outputprobabilities.A simplemethodof

handlingthis problemis to jointly storetheprobabilitiesof thesesignalsandthenenlarge

any gatePTM thesignalsencounter. Weaccomplishgateenlargingby addinginputsto the

gatethatpassthroughunchanged,i.e., tensoringthegatematrixwith anidentitymatrix I .

Theexamplebelow showstheprocessing,in topologicalorder, of inputvectorsthroughthe

circuit to obtainintermediateandoutputvectors.At eachstep,wecomputetheappropriate

joint input probabilitydistribution for thenext gatein topologicalorder. However, dueto

inseparablesignaldistributions,gatesoftenhave to beenlargedwith identities.

Example12 Considerthe circuit in Figure 6.1. Supposethe primary input vectors are

va;vb;vc, and the 2-input AND gateshavePTM AND2(p). The faulty outputvector is

givenbycomputingasfollows.
vd;e = vb � F2

enlargedAND2(p) = (AND2(p) 
 I1)
va;d;e = (va 
 vd;e)
vf ;e = va;d;e � enlargedAND2(p)
vf ;g = (vf ;e 
 vc) � (I1 
 AND2(p))
vy;h;g = vf ;g � (F2 
 I1)
vy;z = vy;h;g � (I1 
 AND2(p))
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Additionally, notethatsignalprobabilitiesincorporatetheeffectsof reconvergentfan-

out from b to z, sincesignalsin the fan-outbranch(d;g; f ;x;z) werealwaysjointly rep-

resentedandprocessed.However, storingjoint probabilitydistributionscanbecomputa-

tionally expensive; therefore,in somecasesa lossof accuracy maybetradedin favor of

memorycomplexity reduction.

An algorithmfor computingtheoutputof a testvectorunderprobabilisticfaults(en-

codedin gatePTMs)is shown in Figure6.3.Theprimaryinput values,determinedby the

giventestvectors,areconvertedinto input vectors.Then,in topologicalorder, theinputs

for eachgateare tensoredtogetherto form the input vector for the gate. If any of the

input signalsarestoredjointly with othersignals,thegatein questionis enlargedby the

numberof additionalsignals. The gatePTM is multiplied by the input vector to obtain

theoutputvector. In thecaseof a multiple-outputgatesuchasa fan-outgate,theoutput

vectorstaysasa joint probabilitydistribution. In practice,outputdistributionscanbecome

very large,throughtheaccumulationof correlatedsignals.However, thejoint signalscan

be separatedby usingthe eliminate variablesoperation,which may entail somelossof

accuracy.

This processcanberepeatedwith gateITMs (or functionalsimulation)to obtainthe

idealoutputvector. Finally, testvectorsensitivity is computedaccordingto Equation6.1,

usingthe f idelity algorithmof Figure5.6 appliedto the idealandfaulty primary-output

vectors. Table 6.2 shows averageruntime and memoryusagestatisticsfor test vector

sensitivity computationfor variousinput vectorson standardbenchmarkcircuitsfrom the

ISCAS85suite. Thesesimulationswereconductedon a Linux workstationwith anIntel
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compute faulty output(Circuit C, testvector T)
f
for(all inputs i 2 C)
vector[i] = create row vector( T[i])

insert fanout gates( C)
sort topological( C)
for(each node g 2 C)
for(each input j 2 inputs(g))
inputvector[g] = inputvector[g] 
 PTM[ j]
enlarge( g;size( j) � 1)

out putvector[g] = inputvector[g] � PTM[g]
for(each outputs o 2 out puts(g))
vector[o] = out putvector[g]

g

Figure6.3: Algorithm for output-vectorcomputation.

XeonCPU2.0GHzprocessorandcachesize512KB. Here,thefaultycircuit consistedof

gateswith outputbit-�ip probabilitiesof 0:05.

Circuit Characteristics Idealcircuits ErroneousCircuits
Inputs Outputs Gates Time(s) Memory(MB) Time(s) Memory(MB)

C432 36 7 160 0.28 0.7 0.73 0.8
C499 41 32 202 0.30 0.2 0.36 1.2
C880 60 26 383 0.47 0.4 52.50 124.0
C1355 41 32 546 1.44 0.1 0.22 0.6
C1908 33 25 880 0.76 1.1 11.70 42.2
C3540 50 22 1669 1.48 2.2 131.50 547.1
C6288 32 32 2416 2.12 3.3 50.90 44.8

Table6.2:Runtimeandmemoryusagefor sensitivity computationfor benchmarkcircuits.
Faultygatesall haveerrorprobability0:05 for all inputs.

6.2 TestGeneration

Next, we usethe test-vectorsensitivity informationcomputedin theprevioussection

to generatecompactmultisetsof testvectorsfor transient-fault detection.Test-setcom-

pactionis closelyrelatedto thestandardSET COVER problem[49]. In thesetcoverprob-
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lem, elementsof a setS arecoveredby subsetsf t1; t2; : : :tng. A minimal setof subsets

is chosensuchthatevery memberof Sbelongsto leastoneof thechosensubsets.In the

context of testgeneration,the setS consistsof all possiblefaultsandeachtestvectorti

representsa subsetof faults,namelythesubsetof faultsthat it detects.In thecontext of

testingfor soft errors,testsmay have to be repeatedto increasethe probability of fault

detectionandthereforemultisetsof testsareselected.

This connectionbetweenthe SET COVER and test compactionallows us to modify

algorithmsdesignedfor SET COVER and introducerelatedILP formulationswhoseLP

relaxationscanbe solved in polynomial time. Furthermore,modifying the test-multiset

objectivesimplyamountsto alteringtheILP objectivefunction.We�rst describethecase

of asinglefault in acircuit andthenextendourargumentto twomultipleerrorassumptions

oftenusedin theliterature.Then,we givealgorithmsfor multisettestgenerationwith the

goalof highprobabilitiesof fault detectionandresolution.

Supposea singlefault f in a circuit C hasan estimatedprobability p of occurrence.

Wecon�rm its probabilityasfollows:

1. Derivea testvectort with highsensitivity sens( f ; t).

2. Apply t toC k = b1=sens( f ; t)c timesfor oneexpecteddetection.

3. If we have d( f ) � 1 detections,we canconcludethat the actualprobability of f

is higherandrejecttheestimatedprobability. We canestimatetheprobability that

thereared( f ) detectionsin k trialsusingthebinomialtheorem.If theprobabilityof

d( f ) detectionsis low, thenit is likely thattheactualsensitivity sens( f ; t) is higher

thantheestimate.
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4. If sens( f ; t) is higher than estimated,we canupdateour estimateand repeatthis

process.

In orderto extendtheabovemethodto multiple faults,weconsidertwo fault cases:

� Assumption1: Thereareseveralprobabilisticfaults,yet thecircuit experiencesonly

asinglefault in any givenclockcycle. This is thestandardsingle-errorassumption,

which is justi�ed by therarity of particlestrikes.

� Assumption2: Eachcircuit component(gate)hasanindependentfault probability,

i.e., multiple faultsat different locationscanoccur in the sameclock cycle. This

assumptionis applicableto nano-technologieswhererandomdevice behavior can

leadto multiple faultsin differentlocationsof thecircuit. Here,theprobabilityof

two faultsis givenby theproductof individual fault probabilities.

Ourgoalin eithercaseis to pick amultisetof vectorsT0 takenfrom T = f t1; t2; : : :tmg

suchthatjT0j is minimal. Recallthateachtestvectorti representsasubsetof F, i.e.,each

testvectordetectsa subsetof faults. UnderAssumption1, we minimize the sizeof the

multisetby usingtestvectorsthatareeitherespeciallysensitive to onefault or somewhat

sensitiveto many faults.Therefore,to obtainadetectionprobabilityof pth weneedn tests,

wheren satis�es(1� p)n � 1� pth. Figure6.4givesthegreedyalgorithmfor generating

suchamultisetof testvectors,startingfrom acompactedsetof testvectors.

Intuitively, compactedtestsetsarelikely to containmany sensitive testvectorssince

eachtestvectormustdetectmultiple faults.However, betterresultscanbeobtainedif we

startwith a largersetof testvectors,suchastheunionof differentcompacttestsets.The
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setUF usedin the algorithmstoresthe uncoveredfaults in any iteration,i.e., faultsnot

detectedwith aprobabilityof pth. As before,T is thesetof testsf t1; t2 : : :tng, andF is the

setof faults.

select test multiset(faults F, tests T, prob pth)
f
UF = F
while(!isempty( UF))
Tmax= find maximal test( UF;T; pth)
add selected test( ST;Tmax)
UF = removenewcovered( UF;ST; pth)

return ST
g

removenewcovered(faults UF, test ST, prob pth)
f
for(each fault f 2 UF)
for(each test t 2 ST)
Pdet+ = Õi(1� sens( f ; t))
if ( 1� Pdet = pth)
removefault( UF; f )

return UF
g

Figure6.4:Greedyalgorithmfor minimizing thenumberof testvectors(with repetition)
requiredfor fault detection.

Kleinberg andTardos[49] provethatasimilaralgorithmfor theSET COVER algorithm

producescoversthathavesizewithin O(log(jtestmultisetj)) of theminimalsize.Notethe

runtimeis lower-boundedby the sizeof the multiset,asthis is the numberof iterations

throughthewhile loop.

Our ILP problemfor minimal testmultisetgenerationis shown in Figure6.5a. The

challengein adaptingtheILP solutionalgorithmsfor SET COVER or SET MULTICOVER is

thatthereis nonotionof aprobabilisticcover. In ourcase,eachtestdetectseachfaultwith

a differentprobability, sens( f j ; ti). If wewereto requirea minimumdetectionprobability
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Minimize å m
i= 0xi

subject to:
8 j; (å 0

i= 1xi � sens( f j ; ti)) � n
8i;xi � 0, xi is an integer

Minimize å n
j= 0å m

i= 0xi � sens( f j ; ti)
subject to:

8 j; (å m
i= 1xi � sens( f j ; ti)) � n

8i;xi � 0, xi is an integer
(a) (b)

Figure6.5: ILP formulationsfor test-setgenerationfor a �x ednumberof expecteddetec-
tions: (a)to minimizethenumberof testvectorsrequired(b) to maximizefault
resolution(minimizeoverlap).

pth, asin Figure6.4,theconstraintthatfor all f j , Õ j (1� sens( fi ; t j)) < 1� pth wouldnot

be linear. We thereforealter this constraintandlinearizeit by observingthat thenumber

of repetitionsof eachtest ti is an independentidentically distributed binomial random

variablefor eachfault f j . Therefore,if a testis repeatedxi times,theexpectednumberof

detectionsfor a fault f j is xi � sens( f j ; ti), i.e., the expectedvalueof a binomial random

variablewith parameters(xi ;sens( f j ; ti)) . Sincetheexpectationis linear, we canaddthe

contributions of all test vectorsfor eachfault f j as å i(xi � sens( f j ; ti)) , leadingto the

constraintin Line 3 of Figure6.5a. It canbeshown that this ILP formulationreducesto

MULTISET-MULTICOVER, a variantof the set-cover problempreviously discussed.The

LP-relaxation,alongwith randomizedrounding,givesasolutionof thisproblem,which is

within a log factorof optimal[122]. In randomizedrounding,eachxi is roundedup,with

aprobabilityequalto thefractionalpartof xi .

Assumption2 generalizesthesingle-fault casewe describedabove. We cantreatthe

setof faultsasa singlefault with multiple locationsandintroducefault probabilitiesinto

all gatePTMssimultaneously;we denotethis fault F0. Then,we cansimply pick thetest

vectort that is mostsensitive to the combinationof simultaneousfaults,usingmethods

from the previous section. We canrepeatt a total of k=sens(F0; t) timesfor k expected

137



detections.In Table6.3, we considera situationin which eachgatein the circuit hasa

small probabilityof error p = 10� 5. Thedifferencein thenumberof repetitionsneeded

betweena randomvectorandthe mostsensitive testvector is 53:3%, on average. This

impliesaproportionaldecreasein testapplicationtime.

Circuit Ave. No. Max No. % improvement
sensitivity repetitions sensitivity repetitions

9symml 3.99E-5 2.51E+4 7.99E-5 1.25E+4 50.0
alu4 5.78E-4 1.73e+03 1.82E-3 549 68.2
i1 6.65E-5 1.50e+04 9.99E-5 1.00e+04 33.4
b9 7.70E-5 1.30e+04 1.10E-4 9.09e+03 30.0

C880 5.38E-4 1.86e+03 9.39E-4 1.07e+03 42.7
C1355 1.03E-3 970 1.27E-2 78 91.8
C499 2.76E-4 3.62e+03 1.27E-3 787 78.27

x2 3.39E-5 2.95e+04 4.99E-5 2.00e+04 32.1
Ave. 53.3

Table6.3:Numberof repetitionsrequiredusingrandomvectorsversusmaximallysensi-
tive testvectors.

In addition, we can diagnosethe probabilisticfaults underAssumption1. In other

words, we can selecttest vectorssuchthat ambiguity aboutwhich fault is detectedis

minimized. For this purpose,we modify theobjective to thatof Figure6.5b. Intuitively,

oncetherequireddetectionprobabilityis achieved,weminimizethetotalnumberof extra

detections.This is equivalentto minimizing theoverlapin thesubsetsrepresentedby the

testvectors.In contrastto thepreviousformulation,this problemis relatedto MULTISET

EXACT MULTICOVER, andtheapproximationis alsowithin a log factorof optimal.

In practice,thenumberof testvectorsneededis oftenquitesmallbecausetestersare

likely to beprimarily concernedwith thefaultsthatoccurthemost.Thenumberof repe-

titions of a testvectorfor n expecteddetectionsis n=p f , wherepf is thefault probability.

Therefore,themultisetsizedecreaseswith theexpectedfault probability.
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Additionally, if applicationtime is limited, we canselecttestvectorsto maximizethe

expecteddetectionrate.Here,we usea binarysearchfor thelargestvalueof n which can

be achievedwith m testvectors.Sincethe programin Figure6.5aattemptsto minimize

thenumberof testsetsselected,it alsomaximizesthenumberof faultscoveredby each

test.

In summary, testgenerationfor probabilisticfaultsrequiresthefollowing steps:

� Generateasetof testsT for thecorrespondingdeterministicfaultsin F.

� Evaluatethesensitivity of eachtestin T, with respectto eachfault in F.

� Executethegreedyalgorithmin Figure6.4or solve theILP shown in Figure6.5.

Table 6.4 shows the numberof test vectorsrequiredto detectprobabilisticstuck-at

faultsusingthemethodof Figure6.4,andassumingprobability p f = 0:05. Theseresults

show thatouralgorithmrequires53� 64%fewer testvectorsthanrandomselection,even

with asmallcompletetestvectorset(generatedby ATALANTA) usedasa baseset.

pth = :05 pth = :75 pth = :85 pth = :95 pth = :99
Circuit Rand Our Rand Our Rand Our Rand Our Rand Our
c6288 377 56 782 112 1034 148 1266 236 1998 360
c432 731 462 1415 924 1771 1221 2696 1947 3797 2970
c499 1643 518 2723 1036 3085 1369 4448 2183 8157 3330
c3540 907 411 1665 817 2256 1078 3589 1716 4975 2615
c5315 2669 854 4691 1708 6531 2557 8961 3599 13359 5490
c7552 3729 1680 6824 3364 8352 4445 12210 7082 18314 10805
c2670 3650 884 5699 1770 7755 2339 11104 3729 15961 5682
% improv. 64.5 59.7 57.26 53.71 53.05

Table6.4:Numberof testvectorsrequiredto detectinputsignalfaultswith variousthresh-
old probabilitiespth. Randis theaveragenumberof testvectorsselectedduring
randomtestgeneration.
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Oncea multiset of test vectorsis generated,the actualprobability of error can be

estimatedusingBayesianlearning. This well-establishedAI techniqueusesobservation

(data)andprior domainknowledgeto predict future events[29]. In our case,the prior

domainknowledgeis theexpectedor modeledfault probabilitiesin acircuit, andthedata

comesfrom testing.

6.3 Summary

Probabilisticfaults,like SEUs,requirea reformulationof test-generationmethodsto

accountfor faultsoccurringwith varyingprobabilitiesandfor testvectorsdetectingfaults

with varyingprobabilities.Thesamefault canbedetectedby severaltestvectors,eachof

which hasits own detectionprobabilityor sensitivity with respectto thefault. We called

this probability thesensitivity of a testvectorto a fault. We showedthat testvectorsen-

sitivity canbecomputedby anef�cient PTM-basedalgorithm.We alsoproposedseveral

testgenerationandcompactionmethodsfor probabilisticfaults,with thegoalsof bound-

ing andestimatingfault detectionprobabilities.ThesemethodsuseILP to optimizetest

sets. Resultsshow that our methodscangeneratetestsquickly andrequireonly half as

many (repeated)vectorsasrandompatterntesting.
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CHAPTER VII

Conclusions

In this dissertation,we have performedin-depthanalysisof non-deterministicbehav-

ior in logic circuits, behavior that is dueto soft faultsand inherentdevice unreliability.

Unlikememories,logic circuitsexperienceseveralmaskingmechanismsthatcanstopthe

propagationof soft errors.Estimatingthecircuit soft-errorrate(SER)involvescarefully

analyzingthelogical,electrical,andtiming maskingpropertiesof thedesign.Beyondsoft

errors,we analyzedgeneralstochasticbehavior in digital circuits. Whencomponentsin a

circuit (gates,at thelogic level) behave probabilistically, their effectsinteractin complex

waysanddetermineoverallcircuit behavior.

A majorcomputationalproblemin SERandreliability analysisis theinput-vectorde-

pendenceof theerrorprobability. For a circuit with N inputs,thereare2N input vectors

to consider. In the caseof SERestimation,different input vectorscanleadto different

logically viable pathsfor error propagationandto differentmaskingconditions. In the

caseof probabilisticcircuits,differentinput vectorstriggerdifferentfailure probabilities

in gates,whichaccumulateinto differentoverallprobabilitiesof error. OurSERanalyzer,

AnSER,andourPTM-basedreliability analysismethodsofferedtwo differentsolutionsto
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thisproblem.The�rst solutioninvolvedanalyzingSERonarandomsampleof inputvec-

tors.Unlikepreviousmethods,whichusefault simulationonavector-by-vectorbasis,we

relatedtheSERto testabilitymeasures,like observability andsignalprobability in logic,

anddeterminedtheseby sampling.Oursecondsolutioninvolvedcompletelyenumerating

input vectors,usingaPTM-basedrepresentationof probabilisticcircuit behavior.

Our analysisled usto designtechniquesthat improve SERby enhancingerrormask-

ing. An accurateSERanalyzercansimply be usedasa black box to approve or reject

circuit optimizations.However, our SERanalyzercando morethanblack-boxanalysis.

Observability andnodefunctionalitycomputationsdoneduringSERanalysisallow usto

identify circuit �e xibility andinherentredundancy, which canbe usedto bolsterthe re-

liability of the circuit. Further, error-latchingwindow computationscanguidephysical

designchangesto improvetiming masking,in additionto logic masking.

Wealsopresentedmethodsto testcircuitsfor probabilisticfaults,whichcanbeapplied

to SERtesting. SERtestingis normally doneby irradiatingdeviceswith neutronor a-

particlesources.We improve on suchmethodsby generatingtestvectorsthatmaximally

sensitizehigh-impactfaults in the design. This is akin to test accelerationby pattern

selectionratherthanirradiation.This typeof accelerationcanbeusefulin the�eld testing

of devicesto determinetheSERin normaloperatingconditionsratherthanunderheavy,

arti�cially inducedradiation.Our maincontributionsarelistedandexplainedin Section

7.1.We discussdirectionsfor futurework in Section7.2.

7.1 Summary of Contributions

Themaincontributionsof thisdissertationareasfollows:
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� A functional-simulationsignature-basedSERanalyzerfor logic circuits,known as

AnSER.

� Several logic synthesistechniquesthat improve theSERof a design,with low area

andperformanceoverhead.

� Thedevelopmentof probabilistic-transfermatrix (PTM) algebrainto a usefulcom-

putationaltechniquefor CAD.

� A reliability analyzerthatusesaPTM-basedframework to modellogic circuits.

� Test-generationmethodsfor probabilisticfaults,with the goal of estimatingfault

probabilities.

AnSER usesfunctional-simulationsignaturesto analyzethe SER of logic designs.

Simulationsignaturesare generatedby randomlysamplinginput vectorsfrom a given

distribution andpropagatingresultantlogic valuesthroughoutthe circuit. Observability

don't cares(ODCs)arealsocomputedfor eachnodeby �ipping bits of thesignatureand

propagatingchanges.Together, signaturesandODCscanbe usedto estimatetestability

measuresthatdirectly relateto the SERof a circuit. We alsoincorporatedthe effectsof

timing maskingwith STA-lik ealgorithmstodeterminetheerror-latchingwindowsof gates

in acircuit. Thefractionof thecyclewithin theerror-latchingwindow is ameasureof the

timing maskingcapabilityof thecircuit.

We proposedseveral novel techniquesfor SER-awaredesign. Our �rst techniqueis

known asSignature-basedDesignfor Reliability (SiDeR).Here,signature-comparisonis

usedto identify partial redundancy in circuits. Partially redundantnodescan increase
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logic maskingwith the addition of a small numberof gates. Our secondtechniqueis

known aslocal rewriting. Here,wegeneratevariousalternative,non-redundanttopologies

for sub-circuitsand chooseamongthem for maximal reliability. Third, we proposea

techniquethattargetstiming maskinginsteadof logic masking,througha post-placement

gate-relocationtechniquethat decreasesthe size of error-latching windows for critical

gates.

We developeda matrix-basedalgebraicframework, known asthePTM framework, to

modelstochasticbehavior in logic gates.Wealsointroducedseveralmatrixoperationsthat

arerequiredfor reliability analysis.To improve scalability, PTMswerecompressedinto

algebraicdecisiondiagrams(ADDs). Matrix operationsweredirectlyappliedto thecom-

pressedADD representationsof PTMs. We alsopresentedseveralheuristicsthatimprove

the scalability of the PTM model, including hierarchicalcomputationand input vector

sampling.

Finally, we presenteda methodfor testingcircuits for multiple probabilisticfaults.

UsingPTMs,we showedhow to identify testvectorsthatarehighly affectedby errorsin

thecircuit. Then,we selecta multisetof testvectorsto generatetestsoptimized,through

ILP-basedoptimization,for the goalsof maximizingfault-detectionandfault-resolution

probabilities.In thenext section,we discussfuturedirectionsandpossibleextensionsof

ourwork, soasto meetfurtherchallengesin design,analysisandtest.

7.2 Dir ectionsfor Futur e Work

Thereareseveralwaysto extendour work to accommodateemerging concernsin cir-

cuit reliability. First,weproposeto continuetacklingthecentralproblemof improving the
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scalabilityof exact reliability computations,usingedge-valueddecisiondiagrams.Next,

weproposeto improvetheSERof sequentialcircuitsby takingadvantageof theincreased

resynthesisopportunitiesavailable.Third, wediscusspossiblemethodsof improving SER

estimates,by accountingfor processvariations.Finally, we discussthepossibilityof us-

ing our probabilisticcircuit analysismethodsto make designdecisionsin future device

technologiessuchasQCA andCNTs.

7.2.1 Scalability of PTM-BasedAnalysis

By enumeratingall possibleinputcombinations,PTMscanbeusedtoanalyzetheerror

probabilityof acircuit dependentupongate-errorprobabilities.However, their scalability

is limited by the exponentiallymany input vectorsthat arepossible. In ChapterV, we

combatedthis problemby compressingPTMs using ADDs. ADDs are multi-terminal

decisiondiagramswith nodesdecidingonmatrix row andcolumnvariablesandterminals

encodingrealvalues(probabilities,in thecaseof PTMs).However, ADDs only recognize

structurein theform of identicalmatrix entries. Thesizeof anADD canexplodeif there

aremany differentmatrixentries.

Large circuit matricesareconstructedby tensoringsmallermatricesandeliminating

(summingout) commonvariables.While computingthe tensorproductof two matrices,

pairs of entries,one from eachoperand,are multiplied togetherto generateentriesin

the resultantmatrix. Therefore,entriesin the resultantmatrix canhave severalcommon

multiplicativefactors.Onemaybeableto achievefurthercompressionif eachmatrixentry

is representedasa productof a smallersetof factors.To capturethesetypesof products,

wecanuseanalternativedatastructurecalledabinarymomentdiagram(BMD) [18].
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In a BMD, every edgeis labeledwith a real value; intermediatenodesandterminal

nodescanhave real valuesassociatedwith them. A path in a BMD encodesan input-

outputpairwhosevalueis givenby theproductof edge-valuesalongthepath.Hence,the

tensorproductof a setof gatematricesamountsto a chainingof the BMDs. The BMD

chainavoidsthe�attening associatedwith constructingtensor-productADDs. Webelieve

thatBMDsandoperationsonBMDsshouldbeexploredfurtherto improvescalingof exact

PTM-basedcomputations.Even if only heuristicmethodsof error-ratecomputationsare

used,it is importantto have exact methodsagainstwhich the heuristicmethodscanbe

validated,for reasonablysizedcircuits.

7.2.2 SER-aware Designof SequentialCir cuits

We improvedtheSERof combinationalcircuitswith theSiDeRtechnique.However,

theremaybemoreopportunitiesfor resynthesisin sequentialcircuits.For instance,unlike

combinationalcircuits,whoseinputscantakeonany value,certainstates(�ip-�op values)

canbeprovenunreachable.Suchstatescanserveasadditionaldon't-careswhensearching

for implicationor equivalencerelationsbetweennodes.

Caseet al. [21] recentlyshowedthatanaverageof 10%morenodalequivalencescan

be found by usingsequentialreachabilityandsequentialobservability. Theseadditional

equivalentnodescanbeusedtomaskerrors,asin SiDeR,throughtheadditionof AND/OR

gates.It is likely thattheadditionalnumberof relatedsignalswe �nd for improving SER

will behigherthan10%,sinceourSiDeRmethoddoesnot requirenodesto beequivalent.

Flip-�ops are an additionaltarget for errorsin a sequentialcircuit. Protecting�ip-

�ops from softerrorsis vital becauselatchedsofterrorscannotbeeliminatedby electrical
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or timing masking. Several techniqueshave beenproposedto hardenlatches[101] or

add extra logic to protect latches[131]. However, thesetechniquestend to incur high

areaoverhead.We proposeto useretiming to enhancelogic maskingwithout high area

overhead.

Retimingrefersto theprocessof relocating�ip-�ops, usuallyto minimizetheareaor

theclockperiodin agivencircuit [64]. Theminimum-areaandminimum-periodretiming

problemscanbothbe formulatedaslinearprograms(LPs) andsolvedusingthesimplex

method.Therefore,exactoptimaareachievableusingretiming. The ideaof SER-aware

retiming is to stoperror propagationfrom latchesto any primary outputsby relocating

latchesto regionsof low observability. Recall that sequentialobservability is calculated

by transforminglatchesinto buffersandexpandingthecircuit by several time frames.In

thiscontext, thesignaturesandODCmasksof thebufferscorrespondingto latchescanbe

computedin the sameway asany othergate. Therefore,existing retiming formulations

canbemodi�ed to jointly optimizefor eitherperiodandSERor areaandSER.

7.2.3 Impact of ProcessVariations on Soft Err ors

Thereare threemain sourcesof variation in transistorbehavior that result from the

dif�culty of controllingparametersduringmanufacture.Theseare1) dopant�uctuations,

2) gatelengthandwire width variations,and3) varying heat�ux acrossthe chip [16].

First, the numberof dopantatomsin the channelof a transistordecreasesquadratically

with transistorsize.For instance,at the1umtechnologynode,transistorshave thousands

of dopantatoms[15]. In the32nmtechnologynodethey only have tensof dopantatoms.

Sincethe dopantlevel determinesthe thresholdvoltageVt , even a few extra or missing
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dopantatomscancauseVt to vary widely. Second,sub-wavelengthlithographycauses

variationsin gatelengthandwire width. Transistorsat the 65nmtechnologynodeare

being manufacturedwith a 157nmlithographywavelength,causingvariationsof up to

30% [16]. Variationsin wire widths normally increasedelay, but variationsin channel

width canalsochangetheVt . Third, changesin theswitchingactivity of a chip cancause

varyingheat�ux and“hot spots”in certainareasof thechip. Thesehot spotscanleadto

suddendropsin power-supplyvoltage.

While processvariationshave beenanalyzedfor statisticaltiming analysis,therehas

beenlittle effort in analyzingtheimpactof thesevariationsonSER.In particular, changes

in Vt alterSEUpropagationin severalways.If Vt is increased,fewerSEUswill propagate,

regardlessof thecause[28]. If the lower dopantlevel causeshigherVt , it cansometimes

leadto a higherrateof SEU occurrence(thoughlower rateof propagation),becauseof

increasedcharge-collectionef�ciency for particlestrikes. If thegatelengthis increased,

thenthisexposesmoreareafor particlesto strike,causingmoreSEUs[112]. Theseeffects

oftencounterbalanceeachother—althoughnotperfectly. Therefore,it becomesimportant

to modeltheseeffectsprobabilisticallyin thecontext of SER.Also, delayvariability, es-

pecially dueto dynamicchangesin heat�ux, cancausedifferencesin timing masking.

The resultsof statistical-timinganalysismustbe translatedinto timing maskingin order

to accuratelyestimatetheSER.

Interestingly, it maybepossibleto useaccelerated-SERteststo actuallydeterminethe

staticprocessparameters(suchasVt andgatelength)of a circuit. Sincevariationscan

directly affect theSER,irradiatedchipscanbeusedto inducechangesin SERthatre�ect
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theprocessparameters.Then,a fault resolutionmethodlike that in ChapterVI, maybe

ableto pinpointlocationswith anomalousbehavior.

7.2.4 Probabilistic Analysisof NewTechnologies

In our work, we have analyzedcircuitsprobabilistically, without makingassumptions

abouttheactualdevicetechnology. However, morespeci�c typesof analysiscanbecarried

out for particulartechnologiessuchasQCA andCNTs.

Oneuniqueaspectof QCA is thatbothwiresandgatesareconstructedfrom quantum

dots. Dif ferentarrangementsof quantumdotscanyield differentBooleanfunctionsor

equivalentfunctionswith differentfault-toleranceproperties.Therefore,layout,function-

ality, andreliability areintimately linked in QCA design. Generally, QCA aredesigned

modularly, with �x ed tile sizesandbasicgates. The SQUARES designparadigm[11]

proposes5� 5 tiles;othershaveproposed3� 3 tiles,orthogonaltiles,etc.Universalgates

canbesynthesizedin variouswaysfrom thesetiles. Generally, theMAJORITY gate,the

NAND-NOR-INVERTER gate,or the AND-OR-INVERTER gateareusedasuniversal

gates[110]. Due to the high propensityfor error in QCA, eachof thesestructurescan

be analyzedandselectedfor its error tolerance.Dysartet al. [30] have alreadyadopted

our PTM framework to analyzethe reliability of addersandothersmall QCA modules.

However, the analysiscanbe carriedmuchfurther to analyzelayouts,wire shapes,and

possiblegatelibraries.

CNT circuitsarealsogenerallyconstructedasregulararraysof gates.Thecrossbarar-

chitecturehasoftenbeenconsideredin literature.However, recently, othercombinational

logic blockshavebeenstudied,includingmulti-valuedlogic gates,single-transistorXOR
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gates,etc. [66]. Multi-valuedgatesarerealizedby varyingthediameterof thenanotube

to changethe thresholdvoltage[105]. Circuits constructedfrom suchgatesneedbuilt-

in fault toleranceto sustainreliableoperation.The optimal numberof logic valuesand

acceptablelevelsof SERcanbedeterminedby eitherAnSERor PTM-basedanalysis.

In closing,we have presentedmethodsfor analyzing,designing,andtestingcircuits

thataresubjectto non-deterministiceffects.We hopethatourwork providesinsightsand

stimulatesfutureresearch.Researchin thisareawill bevital to enablingadvancementsin

device technologyandimproving IC performance.
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ABSTRACT

Design,AnalysisandTestof Logic CircuitsunderUncertainty

by

SmitaKrishnaswamy

Co-Chairs:JohnP. HayesandIgor L. Markov

Integratedcircuits (ICs) are increasinglysusceptibleto uncertaintycausedby soft

errors, inherentlyprobabilisticdevices, and manufacturingvariability. As device tech-

nologiesscale,theseeffectsbecomedetrimentalto circuit reliability. In orderto address

this, we develop methodsfor analyzing,designing,andtestingcircuits subjectto prob-

abilistic effects. Our main contributions are: 1) a fast, soft-errorrate (SER) analyzer

that usesfunctional-simulationsignaturesto captureerror effects,2) novel designtech-

niquesthat improve reliability using little areaandperformanceoverhead,3) a matrix-

basedreliability-analysisframework thatcapturesmany typesof probabilisticfaults,and

4) test-generation/compactionmethodsaimedatprobabilisticfaultsin logic circuits.

SERanalysismustaccountfor thethreemainerror-maskingmechanismsin ICs: logic,

timing, andelectricalmasking.We relatelogic maskingto nodetestabilityof thecircuit

andutilize functional-simulationsignatures,i.e.,partialtruthtables,to ef�ciently compute



estability(signalprobabilityandobservability). To accountfor timing masking,we com-

puteerror-latchingwindows(ELWs)from timing analysisinformation.Electricalmasking

is incorporatedinto ourestimatesthroughderatingfactorsfor gateerrorprobabilities.The

SERof a circuit is computedby combiningtheeffectsof all threemaskingmechanisms

within ourSERanalyzercalledAnSER.

Using AnSER,we develop several low-overheadtechniquesthat increasereliability,

including: 1) an SER-awaredesignmethodthat usesredundancy alreadypresentwithin

thecircuit, 2) a techniquethat resynthesizessmallwindows of logic to improve areaand

reliability, and3) a post-placementgate-relocationtechniquethat increasestiming mask-

ing by decreasingELWs.

We develop the probabilistictransfermatrix (PTM) modelingframework to analyze

effectsbeyondsofterrors.PTMsarecompressedinto algebraicdecisiondiagrams(ADDs)

to improve computationalef�ciency. Several ADD algorithmsaredevelopedto extract

reliability anderrorsusceptibilityinformationfrom PTMsrepresentingcircuits.

Weproposenew algorithmsfor circuit testingunderprobabilisticfaults,whichrequire

a reformulationof existing test techniques.For instance,a test vectormay needto be

repeatedmany timesto detecta fault. Also, differentvectorsdetectthe samefault with

differentprobabilities.We developtestgenerationmethodsthataccountfor thesediffer-

ences,andintegerlinearprogramming(ILP) formulationsto optimizetestsets.


