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PREFACE

Integratedcircuits (ICs) are becomingincreasinglysusceptibldo uncertaintycaused
by soft errors,inherentlyprobabilisticdevices,and manufcturingvariability. Theseef-
fectscanbe detrimentalto thereliability of logic circuitsasdevice technologiescale.ln
orderto addresgheseissueswe develop methodsfor analyzing,designing,andtesting
circuitssubjectto probabilisticeffects. The main contritutionsof thiswork are: 1) afast,
soft-errorrate (SER) analyzerthat usesfunctional-simulatiorsignaturedo captureerror
effects, 2) novel designtechniqueghat improve reliability using little areaand perfor
manceoverhead3) a matrix-basedeliability-analysisframewnork that cancapturemary
typesof probabilisticfaults,and4) test-generatioandtest-compactiomethodsaimedat
probabilisticfaultsin logic circuits.

SERanalysismustaccounfor thethreemainerrormaskingmechanism ICs: logic,
timing, andelectricalmasking. We obsenre thatlogic maskingis closelyrelatedto node
testabilityof the circuit. We usefunctional-simulatiorsignaturesi.e., partialtruth tables,
to ef ciently computethe testability measuregsignal probability and obserability). To
accountfor timing masking,we computeerrorlatching windows from timing analysis
information.Electricalmaskings incorporatednto our estimateshroughderatingfactors
for gateerrorprobabilities.The SERof a circuit is computedoy combiningthe effectsof
all threemaskingmechanismsvithin our SERanalyzercalledAnSER.

Basedn AnSER ,we developsererallow-overheadechniqueshatincreaseeliability,

including: 1) a designmethodcalled SiDeR to enhancecircuit reliability using partial



redundang alreadypresentwithin the circuit, 2) a guidedlocal rewriting techniqueto
resynthesizemallwindows of logic to improve areaandreliability simultaneouslyand3)
a post-placemengate-relocatioriechniquethat increasesiming maskingby decreasing
theerrorlatchingwindow of eachgate.

In orderto analyzeprobabilisticeffects beyond soft errors,we develop a reliability
analysismethodthat can evaluatecircuits under a variety of fault assumptions. This
methodrepresentfaulty gatebehaior by meansf stochastienatricescalledprobabilistic
transfermatrices(PTMSs). To improve computationakf ciency, PTMsare,in turn, com-
pressednto algebraiadecisiondiagramqADDs). Several ADD algorithmsaredeveloped
for the correspondingnatrix operations.

We proposenew algorithmsfor circuit testingunderprobabilisticfaults. This con-
text requiresa reformulationof existing techniquedor circuit testing. For instance ary
givenfaultmayremainundetectedby a giventestvector unlesshetestvectoris repeated
sufciently mary times. Also sincedifferentvectorsdetectthe samefault with differ-
entprobabilities the numberof repetitionsrequiredis a key issuein probabilistictesting.
We developtestgeneratiommethodghataccountfor thesedifferencesandintegerlinear

programmingILP) formulationsto optimizeour testsetsfor variousobjectves.

Vi
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CHAPTER |

Intr oduction

Digital computerdiave alwaysbeenvulnerableo avarietyof manutcturingandwear
out defects. Integratedcircuit (IC) chips, which lie at the heartof moderncomputers,
are subjectto silicon-suriceimperfections,contaminantsyire shorts,etc. Due to the
prevalenceof suchdefects,variousforms of fault tolerancehave beenbuilt into digital
systemssincethe 1960s. For example,the rst computersNASA sentto spacewere
equippedwith triple-modularedundang (TMR) [113] to protecttheirinternallogic from
defects.

Over time, IC technologyscalinghasbroughtforth heightenedlevice sensitvity to
a differentkind of error, known asa soft, or transient,error. Soft errorsare causedvy
externalnoiseor radiationthat temporarilyaffects circuit behaior without permanently
damaginghe hardware. Theseerrors rst becameproblematian the 1970s,whenscien-
tistsat Intel noticedthat DRAM cells experiencedspontaneoubit- ips thatcouldnot be
replicated.May andWoods[70] discoveredthattheseerrorswerea resultof a-particles
emittedby traceamountf radioactve materialin ceramicchip packaging Althoughthe

a-particle problemwaseliminatedfor a periodof time by usingplasticpackagingmate-



rial, othersourcesf soft errorsoonbecamepparentLaterthatyear Ziegleretal. [130]
at IBM, shawved that cosmicrays, consistingprimarily of neutronsproducedoy cosmic
raysfrom outerspacecouldalsocauseerrors. The neutronscouldstrike p-n junctionsof
transistorandcreateenoughelectron-holeairsfor currentto o w throughthejunctions.

With the adwent of nanoscaleomputing,soft errorsare beginning to affect not only
memorybut alsocombinationalogic. Unlike errorsin memory errorsin combinational
logic cannotbeeasilycorrectecandcanleadto systenfailures,with potentiallydisastrous
resultsin errorcritical systemsuchaspacemakrs,spacecraftandseners. Additionally,
new device technologiessuchas carbonnanotubegCNTSs), resonanttunneling diodes
(RTDs),andquantuncomputergxhibit inherentlyprobabilisticbehaior dueto nanoscale
andquantum-mechanicaiffects. Resiliencaunderthesesourcef uncertaintyis vital for
technologyandperformancemprovements.

Dueto the costandhigh power consumptiorof moderniCs, the widespreadaddition
of redundang is not a practicaloption for curtailing error rates. Instead,careful circuit
analysisand low-cost methodsof improving reliability are necessary Further circuits
must be testedpost-manudicturefor their vulnerability to transientfaults as well asto
manufcturingdefects.

In theremaindeof this chapterwe describesofterrorsandtechnologyrendsthatlead
to increaseduncertaintyin circuit behaior. We alsosuney previous work on soft-error
rate (SER)analysisfault-tolerantdesign,SER testing,andprobabilistic-circuitanalysis.

Finally, we statethe goalsof our researclandoutlinetheremainingchapters.



1.1 Background and Motivation

Softerrorsareoneof themaincause®f uncertaintyandfailurein logic circuits[114].
Currenttrendsin circuit technologyare exacerbatingthe frequeng and impactof soft
errors.In thissectionwe describesofterrorsandhow they affectcircuit behaior. We also

sunwey technologytrends,from currentCMOS ICs to quantumandmolecularcomputing.

1.1.1 SoftErrors

A soft error is a signal that hasan incorrectlogic value but doesnot imply a per
manentdefect. Soft errorscanbe causeddy cosmicrays, a-particles,and even thermal
noise. Cosmicraysare particlesthatoriginatein spaceusuallyfrom superneasor solar
ares, andenterthe Earth's atmosphere They are estimatedo consistof 92% protons,
6% a-particles,and2% heary nuclei[129]. Whenprimary cosmicparticlesenterthe at-
mospherethey cancreatea shover of secondarandtertiary particlesasshovnin Figure
1.1. Someof theseparticlescaneventuallyreachthe groundanddisturbcircuit behaior.

While cosmicraysaremoreproblematicat higheraltitudes,a-particlescanaffect cir-
cuits at ary altitude. An a-particle (or equialently, a helium nucleus)consistsof two
protonsandtwo neutronsthat are boundtogether They are emittedby radioactve ele-
ments suchastheuraniumor leadisotopesn chip-packagingnaterials. Whenpackaging
materialswereimprovedin the 1980s the problemwaseliminatedto a large extent; how-
ever, as device technologiesscaledown towards32nm, the particle enegy requiredto
upsetthe stateof registersandmemorycircuits becomesmaller[41]. Figurel.2 shovs
thatevenat 1:25 MeV, incidentparticlescanalter the stateof latches,dependingon the

angleof incidence. As the enepgy thresholdfor causingan error decreaseghe number
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Figurel.l: Shaver of errorinducingparticlescausedoy a primary particlein the atmo-
spherdg129].
of particleswith sufcient enegy to causeerrorsincreasesapidly [106]. For instance,
eventheleadin solderballsor traceamountf radioactve contaminantn tin canaffect
CMOScircuitsatlower enegies[40].
Whena particleactuallystrikesa circuit andlandsin the sensitve areaof alogic gate,

it cancauseanionizedtrackin silicon,known asasingle-erentupset(SEU),asillustrated



in Figure1.3. An SEUis atransient,or soft, fault asopposedo a permanentault. The
effectsof an SEU do not propagatef the chage depositeds below the critical chage
Qcrit requiredto switch the correspondingransistoron or off [114]. If an SEU deposits
enoughchage to causea spurioussignal pulseor glitch in the circuit, it producesa soft
error. Error propagatiorirom thesite of faultoccurrenceéo a ip- op or primaryoutputis
stoppedf thereis nologically sensitizegpathfor the errorto passthrough.If a softerror
is propagatedo andcapturecbr "latched” by a ip- op, thenit canpersistin asystenfor
severalclock cycles.

A singlelatchederrorcanalsofanoutto multiple ip- ops. Unlike errorsin memory
errorsin combinationalogic cannotberecti ed usingerrorcorrectingcodeg ECCs)with-

outincurringsigni cant areaoverheadHence,it becomewital to nd waysto accurately

Figurel.2: Latch failure for 1.25MeV protonstrikes, asa function of the angleof inci-
dence106].



Figurel.3: lonizedtrackin atransistoycausedy cosmicradiation[34].

analyzeanddecreasé¢he soft-errorrate (SER) of a circuit throughcarefuldesign.Thisis
especiallytrue of circuitsin mission-criticalapplicationssuchassenersandaircraftand

medicaldevices.

1.1.2 TechnologyTrends

As describedby Moore's Law in 1965, the numberof transistorsn an IC tendsto
doubleevery two years—atrend that hascontinuedto the present;seeFigure 1.4. In
orderto facilitatethis growth, chip featureshave becomesmaller alongsidethe amount
of chage storedand transferredbetweengatesduring computation. Consequentlythe
varioussourcesof uncertaintydescribedn the previous sectioncandisruptcircuit func-
tionality with greaterease.Othertechnologytrendsaffectingthe SERincludedecreasing
power supplyvoltageandincreasingoperatingfrequeng.

Thepowersupplyvoltagehassteadilydecreasetb improve the power performancef
ICs. Additionally, dynamicvoltagescalingis now beingemployedfor furtherreductionsn
power consumptionKeyesandLandauef47] lowerboundthe enegy requiredto switch

a logic gateby KTIn2, whereK is the Boltzmannconstantand T is the temperature.



A more accurateestimateis given by CV2, whereV is the supply voltageandC is the
capacitancef the gategivenby C = WCqy + & tanoy CinW, + CL. Here,Cin, Cou, andCy
aretheinput, output,andload capacitancef the gate respectiely, while W is the width
of thetransistor ThereforeasW andV decreasaheswitchingenegy approachekKTIn2,

causingogic gateso becomemoresusceptibldo noise.

Figurel.4: Moore's law, shaving IC densityincreasegperyear

Increasedperatingfrequeng—anothertechnologytrend—canleadto designswith
smallerlogic depth,i.e., fewer levels of logic gates. This meansthat fewer errorsare
masledby theintermediategatesbetweenhesite of faultoccurrenceanda ip- op. En-
gineersat IROC Technologiehave obseredthatthe SERIn logic circuitsincreasepro-
portionally with operatingfrequeng [44]. Processorsvith 40MHz operatingfrequeng
weretested,and400MHz processorsvere simulated. The results,shavn in Figure 1.5,
indicatethatat higherfrequenciesthe SERof logic is only 10timessmallerthanthe SER

of memories—despitthe additionalsourceof maskingpresenin logic circuits.



Figurel.5: Memoryandlogic sensitvity to soft errorsin the RISC processof44].

IC technologiebeyond CMOS areexpectedo exhibit evenmoreprobabilisticbehar-
ior. Examplesof new device technologiesinderactive investigationincludecarbonnan-
otubetransistor CNTSs), resonant-tunnelingiodes(RTDs), quantumcellular automata
(QCA), and various quantumcomputingtechnologiesjik e ion trapsthat handlequan-
tum bits (qubits). CNTsandRTDs experiencehigh error probabilitiesbecausehey oper
atenearthe thermallimit of KTIn2 [69, 14]. QCAs have two main sourcesof error: 1)
decay—whermlectronghatstoreinformationarelostto theervironment,and2) switching
erro—whenthe electronsdo not properly switch from one stateto anotherdueto back-
groundnoiseor voltage uctuations[62, 104. Quantumcomputingdevicesareinherently
probabilistic(evenduringfault-freeoperation)oecausejubitsexist in superpositiorstates
andcollapseto either0 or 1, with differentprobabilitiesuponmeasurement.

Finally, technologyscalingalso makesdevicesharderto manufcture. Processvari-
ationscausestochastidbehaior, in the sensethat device parametersare not accurately
known after manufcture. While mostprocesgparameterslo not changeafter manufc-
ture, they can often be modeledprobabilistically Figure 1.6 illustratesthe lithography

wavelengthsassociatedvith smallerIC featuresizesby year As the gap betweenthe



wavelengthand featuresizescontinuesto widen, it becomedif cult for manufcturers
to control gateand wire widths. Neighboringwires can suffer from crosstalk,the ca-
pacitive andinductive couplingthat occurswhentwo adjacentwiresrun parallelto each
other Crosstalkcandelayor speedup signaltransitionsand sometimesausegylitches
thatresemblesSEUsto appeaf96]. Also, asthe numberof dopantatomsin transistors
decreases differenceof justafew atomscanleadto largevariationsin thresholdvoltage

[15]. Thesevariationscancausenherentuncertaintyin circuit behaior.

Figurel.6: Feature-sizérendsin ICs by year[34].

1.2 RelatedWork

In thissectionwe discusgelatedwork in soft-errorrate(SER)analysisfault-tolerance

techniquessoft-errortesting,andprobabilisticcircuit analysis.



1.2.1 Soft-Error Rate Analysis

We rst introducethe problemof SERestimationanddiscusssolutionsthatappeatn
theliterature,oftenalongsideour work. Theaim hereis to revealtheintuition behindSER

analysismethodsandto motivatetechniquesntroducedn later chapters.

Figurel.7: lllustrationof transient-&ult propagationn combinationalogic.

Thereareseveralfactorsto considerin determiningthe SERof alogic circuit. Figure
1.7 illustratesthe threemain conditionsthat arerequiredfor an SEU to be latched,and

theseconditionsareexplainedbelow.

TheSEUmusthave sufcient enegy to changeasignalandpropagatéheerroneous

signalvaluethroughsubsequergates.If not,thefaultis electricallymasled.

The changein a signal's value must be propagatedhroughthe logic to affect a

primaryoutput.If not,thefaultis logically masled.

The fault mustreacha ip- op during the sensitve portion of a clock cycle, nor-
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mally known asthelatchingwindow. If not,thefaultis temporallymasled.

The probability of electricallymaskinga fault dependson the electricalcharacteris-
tics of the gatesit encounter®n its way to the primary output,i.e., it is path-dependent.
Similarly, the propagatiordelayof the SEU, beforereachinga latch or a primary output,
dependson the gateandinterconnectelaysalongthe pathit takes. Any paththe SEU
takeshasto have non-controllingvalueson sideinputs. Therefore differentinput vectors
cansensitizedifferentsetsof paths.

Assuminga single strike per clock cycle, the SER canbe computedusingthe brute-
forcealgorithmgivenin Figurel.9. In thisalgorithm,Pg(, is the probabilityof anerroron

agate.lIt is computedusingthe following variables.

P(i), theprobability of vectori beingappliedto theinput,

P«rike(N), the probability of afaultatlocationn,

Pattenuae( path(p)), the probability of attenuatioralongpathp, and

Rach(p; 0), theprobabilityof anerrorarriving on pathp atoutputo duringalatching

phaseof aclockcycle.

Sincethe four valuesare probabilities,neglectingto modelary of thesefactorsleadsto
overestimationof the SER. Figure 1.8 shavs an exampleof an SEU in the ISCAS-85
circuit C17,alongwith logically sensitizegathsfor differentinput vectors.

The algorithmof Figure1.9is only practicalfor the smallestof circuits. The number
of input vectorsto a circuit is exponentialin the numberof inputs, and the numberof

sensitizedpathscangrow exponentiallyin the size of the circuit [99]. Therefore,even
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Figurel.8: lllustration of logically sensitizedpaths(in heavy lines)for error propagation
with respecto a speci c inputvector

compute SER(circuit C)
f
for(input vector i)
for(node n2 C)
for(output 02 C)
for(sensitized path p2 path(i;n))
Porop(n) = (1 Pattenuae(P))
Perr(C)+ = P(i)Psrike(N) Pprop(N) Patch( p; 0)
return Perr(C)
g

Figurel.9: BasicSERcomputatioralgorithm.

determiningthe probability of logical maskingis asdif cult ascountingthe numberof
solutionsto a SAT instance—aroblemin the ] P-hardcompleity class.

Several software tools have beenrecentlyshovn to approximatethe SER for com-
binationalcircuits. Below, we describethreeof thesetools andtheir SER computation
technique$134,135,10(0. Of thethreealgorithms SERAIs closesto thatof Figure1.9.
SERArelieson userspeci ed input patternsandanalyzesachinput vectorindividually.

For eachgate,SERA nds all the pathsfrom the gateto an output. Then, SEU-induced

12



glitchesare simulatedon inverterchainsof the samelengthsasthe pathsin orderto de-
terminethe probability of electricalmasking.In generaltherecanbe mary pathsof the
samelength,but only onerepresentatie inverterchainof eachlengthis simulated.Since
thenumberof pathsis in the sizeof the circuit, this algorithmrunsin exponentiatime in
theworstcase However, theaverageruntimeis muchsmallersinceSERAonly simulates
pathsof uniquelength.

Unlike SERA, FASER [135] usesbinary decisiondiagramsBDDs) to enumeratell
possibleinputvectors.A BDD is createdor eachgatein acircuit—astaticBDD for gates
outsidethefan-outconeof theglitch location,anddurationandamplitudeBDDs for gates
in the fan-outconeof the glitch location. Then,theseBDDs are meigedin topological
order During the processof meging, the width andamplitudeof glitchesat inputsare
decreasedccordingo FASER's estimationof electricalmasking.Dueto completeinput-
vectorenumerationFASER's BDD representationsanrequirealot of memoryfor mary
practicalcircuits,especiallymultipliers. FASER attemptgo lessertheamountof memory
usedby partitioningthecircuit into smallersubcircuitaandthentreatingtheinputsto these
subcircuitsaspseudo-primarynputs.

SET'salgorithm[100] proceed#n topologicalorderandconsidergachgateonly once.
For eachgate, SET encodeshe probabilityandshapeof a glitch asa Weibull probability-
densityfunction. This distribution over the Weihull parameterss known asan SERde-
scriptor(SERD).The SERDfor eachgateis combinedwith thoseof its inputs,to produce
theoutputSERD.TheWeihull parameterareslightly changedat eachgateto accountor

electricalattenuationandthe new outputSERDsare passedn to their successogates.
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The SET algorithmis similar to statictiming analysis(STA) anddoesnot considerfalse
paths. The authorsof SET do provide anothervectordriven modethat computesSER
vectorby-vectorto accountor input-patterrdependence.

Table1.1 summarizeshe maincharacteristicef thetoolsdescribedibore, aswell as
their methodsfor incorporatingmaskingmechanisms.Thesetools have vastly different
methodsof computingSER,andtheir differentassumptionsanyield very differentSER

valuesfor the samecircuit.

Attrib ute SERA FASER SET

Logic masking Vectorsimulation BDD-basedanalysis | Vectorsimulation
Timing masking | SERderating No detailsgiven SERderating
Electricalmasking | Inverterchainsimulation | Gatecharacterization Gatecharacterization
Faultassumptions| Single Single Multiple

Table1.1: Summaryof differencedetweerthreeSERevaluationtools.

Our work aimsto build SERanalysistoolsthatarescalableandcanbe usedearlyin
thelogic designphasg58, 59,55]. Dueto ouremphasi®nreliability-drivenlogic design,
we focus on modelinglogical maskingboth accuratelyand ef ciently. We thenuseour

toolsto guidesereraldesigntechniqueso improve circuit resilienceagainstsoft errors.

1.2.2 Fault-Tolerant Design

Techniquedor transient-aulttoleranceéhave beendevelopedor useatnearlyall stages
of the design o w. Generally thesetechniquegely on enhancingnaskingmechanisms
to mitigate error propagation.Below, we discussseveral techniquesand highlight their
maskingmechanisms.

Faultscanbe detectedat the architecturalevel via someform of redundang andcan

be correctedby rolling backto a checkpointto replayinstructionsfrom that checkpoint.
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Redundanmulti-threading RMT) [82, 107]is anotherrommonmethodof errordetection
atthearchitecturalevel. RMT refersto runningmultiple threadsof the sameprogramand
comparingresults.The rst thread known astheleadingthread,often executesaheadof
otherthreadgo allow time for transientglitchesto dissipate.

TheDIVA method7, 126 adwcategheuseof afunctionalcheclerto augmentletect-
and-replayby recomputingresultsbeforethey are committed. Sincethe datafetch is
assumedo beerrorfree (andmemoryis assumedo be protectedby ECC),thefunctional
checlerssimply reruncomputation®n pre-fetchedlata.Othermethodsattemptto detect
errors using symptomsthat are unusualbehaiors for speci ¢ programs. An example
is givenby aninstructionthataccessedataspatiallyfar from previous executionsof the
samanstruction.Anotherexampleis abranchpredictorthatmisspeculatewith unusually
high frequeng [97, 6]. The main maskingmechanismnin thesetechniquess functional
masking.Componentareselectedor theadditionof faulttoleranceausinga metriccalled
thearchitecturalvulnerabilityfactor(AVF) of thecomponentn questionascomputedoy
statisticalfaultinjectionor otherformsof performancenalysig80].

At thelogic level, designersiave completenformationaboutthefunctionof thecircuit
andits decompositionnto gatesor otherlow-level functionalmodules.At this level, one
canasses$ogic maskingin moredetail. Traditionally, logic maskinghasbeenincreased
by addinggate-level redundang to the circuit. Johnvon Neumann125], in his classic
paperon reliability, shaved that it is possibleto build reliable circuits with unreliable
componentsisingschemedsik e cascadettiple modularredundang (CTMR) andNAND

multiplexing. CTMR containsTMR units that are, in turn, replicatedthrice, and this
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processs repeatedintil therequiredreliability is reached.

In NAND multiplexing, eachunreliablesignalis replicatedN times. Then, a setof
NAND gates,eachof which takestwo of the N redundansignalsasinputs, is usedas
a simple majority function. Someof theseNAND gatesmay produceincorrectoutputs
dueto an unfortunatecombinationof inputs; however, suchinstancesare rare sincea
randompermutatiorchangeshe gate-pairbetweerstageof multiplexers.von Neumann
concludedthat aslong as componenterror probabilitiesare belov a certainthreshold,
redundang canincreasehereliability of a systento arny requireddegree.

Technigueghat involve replicatingan entire circuit increasechip areasigni cantly
and,therefore decreasehip yield. MohanramandTouba[76] proposeto partially tripli-
catelogic by selectingregionsof the circuit thatare especiallysusceptibldo soft errors.
Suchregionsareselectedy simulatingfaultswith randomtestvectors.Dominant-\alue
reduction[76] is alsousedto duplicate,ratherthantriplicate, selectedogic. Dominant-
valuereductionmitigatesthe soft errorsthat causeonly one of the erroneougransitions
0-1or 1-0, dependingn which is morecommon.More recently Aimukhaizimetal. [3]
useda designmodi cation techniquecalledrewiring, to increasereliability. In the spirit
of [3], ourwork focuseson lightweightmodi cationsto thecircuit thatincreaseeliability
without requiringsigni cant amountf redundang. Thesetypesof modi cationswill be
discussedurtherin Chaptenll.

At the transistorlevel, gatescan be electrically characterizedand electrical mask-
ing canbe usedas an errormitigation mechanism.Gatesizing is a commontechnique

for increasingelectricalmasking: increasingthe areaof a gateincreasests internalca-
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pacitanceand,therefore the critical chage Qcit necessaryor a particlestrike to altera
signal. However, this technigqueincrease<ircuit areaand canalsoincreasecritical path
delay Therefore gatesareusuallyselectedor hardeningaccordingto their susceptibility
to error, whichrequireserrorsusceptibilityanalysisat thelogic level.

Anothertransistorlevel techniquéor soft-errormitigationis thedual-portdesignstyle
proposediy Bazeetal. [9] and,later, by Zhanget al. [132]. Dual-portgates,llustrated
in Figure1.13,decreasehage-collectionef ciency, usingtwo extratransistorplacedin
aseparatavell from the original transistors.

In the 1990s, Nicolaidis proposedanothermethodof increasingelectricalmasking
[87]. In this method threelatchessamplea signalwith smalldelaysbetweenandavoter
is usedto decidethe correctvalue of the signal. Sincestrayglitchestendto have short
durationsthe erroneousalueinducedby a glitch is likely to be sampledoy only oneof
thethreelatches.Razor[33] useshisideafor dynamicvoltagescaling,samplingsignals
twiceand,whenanerroris found,restoringorogramcorrectnessia adetect-and-playback
scheme.Therecently-propose®ISER [131] architectureduplicatesip- ops andfeeds
the outputsto a C-elementand a keepercircuit. At eachclock cycle, if the new ip-
op valuesarethe same,the C-elementforwardsthe new valueto the primary outputs;
otherwisetheC-elementetainsthevaluefrom the previouscycle. SeeFigurel.14for the
BISER ip- op design.

Finally, afterthe placementandrouting of a circuit arecompletedgateandintercon-
nectdelayscanbe determined.In earlierIC technologytiming wasusuallyanalyzedat

the gatelevel, sincewire delaycontritutedonly a small (often negligible) fraction of the
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Level Masking mechanism | Fault-tolerancetechniques
Architecture/RL | Functionalmasking | Multithreading,functionalcheclers,replay

Logic Logic masking TMR, NAND-mux, partialreplication,rewiring
Transistor Electricalmasking Gatehardeningdual-portgates dualsampling
Physical Timing masking No known techniques

Tablel.2: Summaryof errormaskingmechanismandfault-tolerancdechniquesat vari-
ouslevelsof abstraction.

critical pathdelay However, in currenttechnologywire delaydominateggatedelayand
needdo beincorporatednto any accuratdiming analyzer Oncewe cananalyzethetim-
ing, we canalsoobtaininformationabouttiming masking[114, 74]. To date,very few
techniqueshatdecreaséiming maskinghave beenproposed.

In summary faults canbe mitigatedat several levels of abstractionncluding the ar
chitecture]ogic, transistorandphysicallevels. Solutionsat the logic andtransistoldevels
tendto be moregeneralanddo not dependon the function of the circuit. Our work indi-
categhat ne-grained,accuratéSERanalysisatlow levelsis computationallyreasibleand
decreasesverhead58, 59, 55]. Tablel1.2 summarizeshe fault-toleranceechniquesand

maskingmechanismsliscussedh this section.

1.2.3 Soft-Error Testing

Chip manugcturerancluding IBM, Intel, andToshiba,aswell asmedicalequipment
manufcturerdik e Medtronics routinelytesttheir chipsfor SER[129, 70, 50,127]. SER
testingis normally donein oneof two ways: eld testingor acceleratedesting. In eld
testing,alargenumberof devicesareconnectedo testersandevaluatedor severalmonths
undemormaloperatingconditions.ln acceleratetksting[130], devicesareirradiatedwith

neutronor a-particlebeamsthusshorteninghetest-timeto afew hours.Acceleratedests
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canbe further spedup by reducingthe power-supplyvoltage,which changeghe Qci: of
transistors.

Therehasbeensomedif culty , however, in translatingthe SER obtainedby acceler
atedtestingto thatof eld testing[50]. For instancethe SER may vary over time due
to solaractuvity, which canbe dif cult to replicatein alaboratorysetting. Also, intense
radiationbeamscan causemultiple simultaneougrrors,triggering systemfailuresmore
oftenthannormal. Therefore,it is necessaryo eld-test somedevicesto calibratethe
acceleratedests.

Since eld testingrequiresa vastnumberof devicesanddedicatedesterdor eachde-
vice, Polianetal.[39] have proposedinon-concurrenuilt-in self-test(BIST) architecture
for onlinetesting. They de ne theimpactof varioussoft faultson the circuit in termsof
frequengy, obsenability, and severity. For instance morefrequentandobsenablefaults
are considerednore impactful thanrare faults. With this fault characterizationinteger
linearprogramming1LP) is usedto generataestsfor variousobjectives,suchasensuring
aminimumfault-detectiorprobability.

Recently researcherbave soughtto accelerataestingby selectingtest patternsthat
sensitizefaults. Conceptuallythe main differencebetweenestingfor harderrorsversus
softerrorsis thatsoft errorsareonly presenfor afractionof thetesttime. Therefore test
vectorsmustbe repeatedo detectfaults,andthey mustbe selectedo sensitizethe most
frequentfaults. Saryal et al. [108] acceleratgestingby selectinga setof errorcritical
nodesandderiing testsetsthat,usinglLP, sensitizeéhe maximumnumberof thesefaults.

In ourwork, which preceded108], we developeda way of identifying errorsensitve test
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vectorsfor multiple faults,which couldincludeothermaskingmechanisméik e electrical
masking,and we devised algorithmsfor generatingtest setsto accelerateéSER testing

[54,53).

1.2.4 Probabilistic Analysis of Cir cuits

Soft errorsandnew device technologiesreprojectedto make circuit behaior gener
ally moreuncertain.Thereforecircuit designandtestingrequirenew typesof probabilistic
analysisghatgoesbeyondsoft erroranalysisonly. In this sectionwe provide background
on the probabilisticanalysisof logic circuits, using Bayesiametworks and Markov ran-
dom elds.

In our work, we develop a novel probabilisticmatrix-basednodelfor gates,andwe
usematrix operationsandsymbolicmethodgo evaluateoverall circuit error probabilities
[60, 61]. More recently Rejimonetal. [104] proposectcapturingerrorsin nano-domain
logic circuits by Bayesiametworks. A Bayesiametwork is a directedgraphwith nodes
representinyariablesandedgesepresentinglependenceelationsamongthe variables.
If thereis anedgefrom nodea to anothemodeb, thenwe saythata is a parentof b. If
therearen variables x; : : : Xn, thenthe joint-probability distribution for x; throughx, is

representedsthe productof the conditionalprobability distributions
PiL 1P[x]jparerts(x)]

If x; hasno parents,ts probability distribution is saidto be unconditional. In order
to carry out numericalcalculationson a Bayesiametwork, eachnodex; is labeledwith a
probability distribution, conditionedon its parents.The probability distribution of x; can

be givenin talkular form or by specifyinga known distribution. Certainnodes(suchas
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thosecorrespondingo primaryinputs)aregivenpre-de nedprobabilities. The probabil-
ities of other nodesare then computedusinga methodcalled belief propagation.Joint
probabilitiesare computedn large Bayesiannetworks using samplingmethodssuchas
importancesampling.Many tools[35, 89] exist for Bayesiametwork analysis.
Baharetal.[14] proposdo modelanddesignCNT-basedeuralnetworksusingMarkov
random elds (MRFs). MRFsaresimilar to Bayesiametworksin thatthey specifyjoint-
probability distributionsin termsof local conditionalprobabilities,but they canalsode-
scribecyclic dependencesn [14], the neuralnetwork is describedy an MRF with node
valuescomputedby a weightedsum of conditionalprobabilitiesof a neighboringclique
of nodes.This formulationof an MRF is known asthe Gibbsformulationandlendsitself
to optimizingfor cliqueenegy, whichis translatednto low probabilitiesof nodeerrorin
[14]. Relatedto this, Nepalet al. [86] presenta methodfor implementingMRF-based
circuitsin CMOS, andBhadhurietal. [12] describea softwaretool, known asNanolab,
which usesthe algorithmfrom [14] to automatehe designof fault-tolerantarchitectures,

like CTMR, in nanotechnologies.

1.3 ThesisOutline

In this dissertationye focuson gate-leeel SERanalysis probabilisticcircuit analysis,
andfault-tolerantdesign.We carefully studytheinput-vectordependenci logic, aswell
astiming masking,in orderto designcircuits with betterreliability. We further develop
methodgo modelinherentlyprobabilisticmethodsn logic circuitsandto testcircuitsfor

determiningtheir reliability afterthey aremanugctured.Our maingoalsare:

To developscalableandaccuratanethodsof SERandsusceptibilityanalysisusable
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duringthe CAD o w atthegatelevel,

To devise methodsthat guide logic designtowardsgreaterresilienceagainstsoft

errors,

To develop generalandaccuratemethodsor modelingandreasoningaboutproba-

bilistic behaior in logic circuits,and

To developtestmethoddor accuratelyandef ciently measuringsoft-errorsuscep-

tibility in circuitsafterthey aremanufctured.

Theremainderof this dissertations organizedasfollows. Chapterll presentsan ef-
cient techniqueo analyzeSERat thelogic level. Here,we formulateprobabilisticfault
models,basedon the stuck-atmodelusedin the testingliterature. We proposewaysto
accounffor the threebasicmaskingmechanismsysingprobabilisticreasoningandfunc-
tional simulation. We also presenttechniquedn the spirit of static-timinganalysisto
estimatetiming maskingandusederatingfactorsto accountfor electricalmasking. Our
analysismethodsarealsoextendedo sequentiatircuits.

In Chapteill, we applytheanalysigechnique$rom thepreviouschapteto thedesign
of reliable circuits. Our techniquesncludelogic rewriting, gatehardeninganda novel
techniquewe call SiDeR. This techniqueusesfunctional relationshipsbetweensignals
to partially replicateareasof logic with low redundang. We alsopresenta gatereloca-
tion techniquethat targetstiming masking,a factorwhich hasoften beenoverlooked in
fault-tolerantdesign.This techniqueentailsno areaoverheadandnegligible performance

overhead.For sequentiakircuits, we derive integer linear programsfor retiming, which
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move latchedo positionswherethey arelesslik ely to propagatesrrorsto primaryoutputs.

ChapterlV presentsa generalmatrix-basedeliability analysistechnique the proba-
bilistic transfermatrix (PTM) framavork, to modelfaulty gatebehaior. PTMsform an
algebrafor reasoningboutuncertainbehaior in logic circuits. Thealgebraincludesser-
eral speci c typesof matricesto describegatesandwires, alongwith matrix operations
that canbe usedsymbolically or numericallyto combinethe matrices. Severalnev ma-
trix operationghatareusefulin modifying andcombiningPTMsareintroducedo derive
informationaboutcircuit reliability andoutputerror probabilities,undervarioustypesof
faults.

ChaptervV developsdecisiondiagram-basedthethodsor compressingandcomputing
with PTMs. Several heuristicsare presentedor improving the scalabilityof PTM-based
computationsincludingdynamicevaluationordering,partitioning,hierarchicakcomputa-
tion, andsampling.

ChapterVI introducesa newv methodto testfor probabilisticfaults. We discussthe
differenceamongtraditionaltestingmethodgyearedowardsidentifying structuraldefects
andassessingircuit susceptibilityto probabilisticfaults. We alsopresentalgorithmsfor
compactinghetest-\ectorset.

Finally, ChaptetVIl summarize®urwork anddiscussepossibledirectionsfor future

research.
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compute SERSERA(circuit C, vectors V)
f
for(v2 V)
for(nodes n2 C)
for(output 02 C)
for(sensitized path p2 pah(n;v))
| = lengh(p)
Perr(n) = simulate _inverter _chain( I)
K = Arean)=AregC)
Perr(C)+ = Perr(n) K
return Perr(C)
g
(a)

compute_SERFASER(circuit C)
f
for(n2 C)
create _strike _BDD()
for(output 02 C)
for(gate g2C
create _static _BDDg)
if(g2 fanou(n))
modify _terminals( Q)
sort _topological( C)
for(g2 C)
attenuate(inputs(  Q))
merge BDD(inputs( g))
Perr(C)+ = (Arean)=Total) Flux Pe(BDD(0))
return Perr(C)
g
(b)

compute_ SERSET(circuit  C)
f
sort _topological( C)
for(gate g2 G)
SERD(g) = calculate _strike _SERDg)
SERD(g) = mergeinput SERD(SERD)inputs( @))
for(output 02 C)
Perr (C)+ = Per (SERD(0))
return Pg(C)
g

(©)
Figurel.10: Algorithmsfor SERcomputatiorusedby (a) SERA, (b) FASER,and(c) SET.
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Figurel.11l: Thecascaded MR schemeM denotesa Majority gate[125].
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Figurel.12: The NAND-multiplexing schemg125].
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() (b)

Figurel.13:(a) Normaland(b) dual-portCMOS inverterwith two additionaltransistors
in anisolatedwell [9].

Figurel.14:The errorcorrectingBISER ip- op designwith a C-elementanda keeper
circuit [131].
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CHAPTER I

Signature-basedSoft-error Analysis

As soft errorsbecomeincreasinglyprevalentin logic circuits, soft-errorrate (SER)
predictionbecomesmportantin all phase®f design.As discussedh Sectionl.2,the SER
dependsiot only on noiseeffects, but alsoon the logical, electrical,andtiming-masking
characteristicef the circuit. Eachof thesetypesof maskingcanbe predictedwith a fair
amountof accurayg aftercertainphase®f the designprocess—Ilogienaskingafterlogic
design,electricalmaskingafter technologymapping andtiming maskingafter physical
design—andyenerallystaysin effect throughthe restof the design o w. Therefore,it is
importantto ef ciently andaccuratelyanalyzethe SERduringthe actualdesignprocess.

This chapterpresentshe SER analyzercalled AnSER. AnSER employs functional-
simulationsignaturegxtensively in orderto estimatdogic maskingandto accountor the
input-vectordependenca timing andelectricalmasking.Signatureprovide anef cient
way of computingtestability measuredik e signal probability and obsenability, which
are,in turn, closelyconnectedo the probability of error propagation.More speci cally,
the probability of logic-fault propagations the sameasthe testability of the fault. The

testability of a fault is the likelihood of a testvectorfor the fault being appliedat the
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primary inputs. Enumeratingestvectorsfor a particularfault is known to be a problem
with ]P-hardcompleity. In otherwords, it hasthe samecompleity as countingthe
numberof solutionsto a SAT instance. Since exact analysisis impracticalfor all but
the smallestof circuits, we estimatetestabilityusinga new andef cient signature-based
algorithm.

Figure2.lillustratesthe o w of computatiorin AnSER.Functional-simulatiosigna-
turesarecomputedrom logicalinformation,errorderatingfactorsfrom gate-characterization
information,anderrorlatchingwindows from static-timinganalysis.Thesesmallercom-
putationsarecombinedo form anestimateof circuit SER.SinceAnSERIs intendedo be
usedalongsiddogical and physicaldesigntools, we pay particularattentionto runtime,
memoryrequirementandtheincremental-usenodel. Figure2.1 alsoshovs how AnNSER
canbeincorporatednto atypical RTL-to-GDSII o w throughincrementatallsaftereach
changedo thenetlistor placement.

Theremaindeof thischaptelis organizedasfollows. Section2.1developsour method
for computingthe SERof logic circuits by accountingor logic masking.Section2.2 ex-
tendsthis methodologyto sequentiatircuits. Finally, Section2.3incorporatesiming and
electricalmaskinginto our SERestimatesMost of thetechniquesndresultspresentedh

this chapteralsoappeatin [58, 55, 59, 57].

2.1 SERin Combinational Logic

In this section,we presentan SER analysismethodfor combinationallogic which,
by de nition, containsno memory We rst develop fault modelsfor soft errors. Then,

we provide backgroundn functional-simulatiorsignaturesyhich we useextensvely in
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Figure2.1: Computationalo w of AnSER.

2.1.1 Fault Modelsfor Soft Err ors

29

we shav how to accountfor electricalandtiming masking.

ANnSER.Next, we derive SERalgorithmsfor single-andmultiple-faultassumptionsising

signalprobabilityandobsenability measureshatarecomputedusingsignaturesFinally,

For the purposesof logic-level reasoningwe formulatea modelfor singletransient
faultswith extensiongo accountor multiple faults. In generalfault modelsareabstract,
logic-level representationef defectsandare usuallyemployedin automatictest-pattern
generation ATPG) algorithms. Fault modelsfor soft errors,aswe shav in ChapterVl,
canbeusefulfor testing.However, in this sectiontheir primaryuseis in SERanalysisthe
closeconnectionbetweenestabilityandSERfacilitatethis use.

We conceptualizexternalnoise(suchasan SEU) asa probabilisticfault. The main




differencebetweena permanenfault and a transientfault is its persistencewhich we
modelasa probability of error per clock cycle. Eachcircuit nodeg can potentially ex-
periencea temporarysingle stuck-at-1(TSA-1) fault with probability a Perr1(g), anda

temporarysinglestuck-at-O(TSA-0) fault with probability Perro(g).

De nition 1 Atransientstuck-at(TSA) fault is a triple, (g;v; Perr(g)) whee g is a node
in the circuit, v 2 f0; 1g indicatesa stuk-at valug and Perr(g) is the probability of a

stuk-at fault whenthe nodehascorrectvalue v.

The advantageof basinga fault modelon the stuck-atmodelis that testvectorsfor
TSA faultscanbe derivedin the sameway asfor SA faults. Therefore the sameATPG
toolscanbeusedfor TSA faultsaswell. The TSA faultmodel,in particulay assumeshat
at mostonefault will occurin ary clock cycle. This assumptions commonin much of
SERresearctbecausdor mosttechnologiesthe intrinsic error rate (dueto neutron ux,
for instancejs fairly low. Usingthesingle-erromssumptionSERcanbe computedasthe
sumof gate/componerntontributions. The contrikbution of eachgateto the SERdepends
onthe SEUrateof the particulargate,ascapturedbdy Perr(g), andonthe obsenrability of
theerror.

In thecaseof multiple faults,we have to considethe possiblesetsof gateshatexperi-
encefaultsin the samecycle andthe possibilitythatthesefaultsinterferewith eachother
The TSA modelcanbe extendedto two typesof multiple faultscalledtransientmultiple
correlatedstuck-atfaults,andtransientmultiple stuck-atfaults.

Faultsarecorrelatedf the occurrenceof onefault changeghe probability of another

fault. An exampleis a multiple-bit upsetwherea single particle strike causesmultiple
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upsetdn nearbygates.Suchupsetsarespatiallycorrelated.

De nition 2 Atransienmultiple-correlatedgtuck-atfault(TMCSA)isthetriple (G;V; Perr)
whee G is a setof nodef g1;02;03;:::0, V is a setof binary valuesf v1; vo; v3:::vphg that
correspondo the studk-at valuesof nodesin G, and Perr is the joint-fault probability of

nodesn G.

Transientmultiple stuck-atfaults apply to circuits with independenprobabilitiesof

gateor nodefailure.

De nition 3 A transientmultiple stuck-atfault (TMSA) fault is representedy (G;V;P)
whee G is a setof nodesf g1;0;:::0n0, V is the setof correspondingbinary studk-at
valuesf vq;o;:::vhg andP is the correspondingrectorof independenerror probabilities
f p1; p2;::: png.

Unlike TSA andTMSA faults,acircuit maycontainonly oneTMSA faultof interest—
thefaultwith G containingall thenodesn thecircuit. TMSA faultsmaybeusedto model
independentlevice failure probabilitiesratherthanSEU effects.

In thenext two sectionsyve mainly utilize the TSA faultmodelto computethe SERof
logic circuits. It is sometimegorvenientto measurghe SERin termsof the probability
of errorpercycle. Theresultscaneasilybe corvertedinto unitsof FIT, or failuresper 10°
secondslf the soft-errorprobability percycle is p, thenthe expectednumberof failures
per10° secondss simplyp freq 10° wherefreqis the clock frequeng. Assuming
only oneerroroccursin eachcycle, Perro(g) is theprobabilitythatonly gateg experiences
anerror. Therefore,gateSERIn units of FITs canalsobe usedin a similar fashion. In

generalwe denoteprobabilitiesof errorPerr andgateSERasgerr.
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2.1.2 Signaturesand Observability Don't-Car es

We systematicallyusenodesignaturesor threepurposesl) to computehe SER,2) to
identify errorsensitve areaf acircuit, and3) to identify redundanhodedor resynthesis.

A circuit nodeg canbelabeledby a signatureasde ned below.

De nition 4 A signaturg denoted,sig(g) = Fg(X1)Fg(X2) :::Fg(Xk) is the sequencef

logic valuesobservedat circuit nodeg in responseo applyinga sequencef K input

Here,Fy(Xi) 2 f 0; 1gindicateghevalueappearingatg in responseo X;. Thesignature
sig(g) thuspartially speci esthe BooleanfunctionFq realizedby g. Applying all possible
input vectors(exhaustie simulation)generatea signaturethatcorresponds$o a full truth
table. In general,sig(g) canbe seenasa kind of “supersignal’appearingon g. It is
composedof individual binary signalsthat are de ned by somecurrentset of vectors.
Like theindividual signals,sig(g) canbe processedby EDA tools suchassimulatorsand
synthesizeras a single entity. It canbe propagatedhrougha sequencef logic gates
and combinedwith other signaturesvia Booleanoperations. This processingcan take
adwantageof bitwise operationsavailablein CPUsto speedup the overall computation
comparedo processinghe signalsthatcomposesig(g) oneatatime.

Signaturesvith thousandsf bits canbeusefulin pruningnon-equalentnodesduring
equivalencechecking137,92]. A relatedspeedupechniquas alsothebasisfor “parallel”
faultsimulation[19]. Thebasicalgorithmfor computingsignaturess shown for reference
in Figure2.2. Here,Op < g > refersto the operationgateg. This operationis appliedto

thesignature®f theinput nodesof gateg, denotednputsigqQg).
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computesigs(Circuit  C, size K)
f
for(all inputs 12C)
sig(i) = gencrandomsig( K)
sort _topological( C)
for(all nodes g2 C)
sig(g) = Op< g> (inputsigyg))
g

Figure2.2: Basicalgorithmfor signaturecomputation.

Figure 2.3 shaws a 5-inputcircuit whereeachof the 10 nodesis labeledby an 8-bit
signaturecomputedwith eightinput vectors. Thesevectorsarerandomlygeneratedand
cornventionalfunctionalsimulationpropagatesignaturego theinternalandoutputnodes.
In atypical implementatiorsuchasours,signaturesare storedaslogical wordsandma-
nipulatedwith 64-bit logical operationsgnsuringhigh simulationthroughput. Therefore
64 vectorsimulationsareconductedn parallelwith eachsignatureprocessedGenerating
K-bit signaturesn anN-nodecircuit takesO(NK) time.

Obsenability don't-cares(ODCs)occurat a nodeg for input vectorsfor which the
valueatg doesnotaffecttheprimaryoutputs.For example,in thecircuit AND (a; OR(a; b)),
the outputof the OR gateis inconsequentiavhena = 0. Hence,input vectorsO0 and01

areODCsfor b.

De nition 5 Correspondingo the K-bit signatue sig(g), the ODC maskof g, denoted
ODCmasKg), is the K-bit sequencevhose " bit is 0 if inputvectorX; is in thedon't-care
setofg; otherwisetheitM bitis 1,i.e., ODCmasKg) = Xy 62D DC(Fg) X, 62DDC(Fg) ::: Xk 62

ODC(Fy).
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Figure2.3: SignaturesODC masks,and testability information associatedvith circuit
nodes.

The ODC maskis computedoy bitwiseinvertingsig(g) andre-simulatingthroughthe
fan-outconeof g to checkif the changesare propagatedo ary of the primary outputs.
This algorithmis shovn ascompute_odc_exad in Figure2.4aandhascompleity O(N?)
for a circuit with N gates. It canbe spedup by recomputingsignaturesonly aslong as
changegpropagate.

We found that the heuristicalgorithmfor ODC maskcomputationpresentedn [92],
which hasonly O(N) compleity, particularlycorvenientto use.This algorithm,shaovnin
Figure2.4b,traverseghecircuit in reversetopologicalorderand,for eachnode,computes
alocal ODC maskfor itsimmediatedownstreangates.Thelocal ODC maskis dervedby
invertingthesignaturen questiorandcheckingf thesignatureatthegateoutputchanges.

Thelocal ODC maskis thenbitwise-ANDedwith therespectre global ODC maskatthe
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compute odc_exact(Circuit  C, size K)
f
computesigs( C, K)
sort _reverse _topological( C)
for(all nodes g2 C)
newsigg) =  sig(g)
recompute_sigs( C;K;Q)
for(each output 02 C)
ODCmasKg)j = newsigo) sig(0)
restore _computedsigs( C)

g
(@)

compute odc_approx(Circuit  C, size K)
f
compute_sigs( C;K)
sort _reverse _topological( C)
for(all nodes g2 C)
newsigg) =  sig(g)
for(each fan-out branch f 2 fanou(g))
sig(f) = Op< f > (inpusigqf))
localodc(g; f) = newsig(f) sig(f)
globalodc(g; f) = localodc(g; f)& ODCmasK f)
ODCmasKg)j = globalodc(g; f)

(b)

Figure2.4: (a) Exactand(b) approximateéODC maskcomputatioralgorithms.

outputof the gateto producethe ODC maskof the gatefor a particularfan-outbranch.
The ODC masksfor all fan-outbranchesarethenORedto producethe nal ODC mask
for the node.The ORingtakesinto accounthefactthata nodeis obsenablefor aninput
vectorif it is obsenable alongary of its fan-outbranches. Recowergentfan-outcan
eventuallyleadto incorrectvalues.The maskscanthenbe correctedoy performingexact

simulationdownstreanfrom the cornverging nodes.This stepis not strictly necessaryor

SERevaluationaswe show later.

Example 1 Figure 2.3showsa sample8-bit signatue andtheaccompanying@®@DC mask
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for eadh nodeof a 10-nodecircuit. TheODC maskat c, for instance is derivedby com-
putingODC maskdor pathsthroughnodesf andg, respectivelyandthenORingthetwo.
Thelocal ODC maskof c for the gatethrough f is 01110101 Whenthis is ANDedwith
the ODC maskof f, we nd the global ODC mask01110001of ¢ on pathsthrough f.
Similarly, thelocal ODC maskof c for the gatewith outputg is 11101100andtheglobal
ODC maskfor pathsthroughg is 01000100 We get the ODC maskof ¢ by ORingthe

ODC maskdor pathsthrough f andg, which yields01110101

2.1.3 SEREvaluation

We computethe SERby countingthe numberof testvectorsthatpropagatehe effects
of a transientfault to the output(s). Test-vector countingwas also usedin [39] to com-
pute SER,althoughthealgorithmthereusesBDD-basedechniquesintuitively, if alarge
numberof testvectorsareappliedat the inputs,thenfaultsare propagatedo the outputs
often. SERcomputations inherentlymoredif cult thantestgenerationTestinginvolves
generatingectorsthatsensitizéheerrorsignalonanodeandpropagatéhesignal's value
to the output. SER evaluationinvolvescountingthe numberof vectorsthat detectfaults
onasignal.

Next, we describenow to computesignatureand ODC masksto derive several met-
rics thatare necessaryor our SER computationalgorithm. Thesemetricsare basedon
the signalprobability (controllability), obsenrability andtestabilityparametersommonly
usedin ATPG[19].

Figure 2.5 summarize®ur algorithmfor SER computation.It involvestwo topolog-

ical traversalsof the tamget circuit: oneto propagatesignaturedorward and anotherto
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compute TSASER(Circuit C, int K)
f
computesigs( C;K)
compute.odc_approx(C;K)
for(all nodes g2 C)
tedp(g) = zengsig(g)& ODCmasKg)) =K
ted1(g) = oneg sig(g)& ODCmasKg)) =K
Perr(C)+ = Perro(g)tegi(g)
Perr(C)+ = Perry(g)tedo(Q)
return Perr(C)

g
Figure2.5: Algorithm to computeSERunderthe TSA faultmodel.

propagateODC masksbackwards. Thefractionof 1sin a nodes signatures anestimate
of its signalprobability, while therelative proportionof 1sin anODC maskindicatesob-
senability. Thesetwo measuresre combinedto obtaina testability gure-of-merit for
eachnodeof interestwhichis thenmultiplied by the probability of theassociated SA to
obtainthe SERfor the node. This SERfor the nodecaptureghe probabilitythatanerror
occursat the node,combinedwith the probability that the erroris logically propagated
to the output. Our estimatecanbe contrastedvith technology-depende®ER estimates,
whichincludetiming andelectricalmasking.

We estimatethe probability of signalg having logic valuel, denotedP[g = 1], by the
fraction of 1sin the signaturesig(g). This is sometimesalledthe controllability of the

signal.

De nition 6 Thecontrollability of a signalg, denotedP[g = 1], is the probability that g

haslogic valuel.

(2.1) P[g= 1] = onessig(g) =K
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De nition 7 Theobsenability of a signal g, denotedP[obgg)] is the probability that a

change in thesignalsvaluechangesthe valueof a primary output.

Theobsenrability of anodeis approximatedy thenumberof 1sin its ODC mask.

(2.2) P[obgg)] = onesODCmasKg) =K

This obsenability metricis an estimateof the probabilitythatg's valueis propagated
to a primary output. The 1-testabilityof g, denotedP[ted1(g)] = P[obqg);g= 1], is the

numberof bit positionswhereg's ODC maskandsignaturebotharel.

De nition 8 The1l-testabilityof a nodeg is the probability that the nodes correctvalue

is 1 andthatit is observable

(2.3) P[ted1(g)] = onessig(g)&ODCmasKg) =K

Similarly, O-testabilityis the numberof positionswherethe ODC maskis 1 andthesigna-
tureis 0. In otherwords,0-testabilityis an estimateof the numberof vectorsthattestfor

stuck-at-Cfaults.

Example 2 Consideragain the circuit in Figure 2.3. Thesignatue for nodeg is given
by sig(g) = 01011011and ODC maskODCmasKg) = 01000100 Hence P[g= 1] =
onegsig(g)) = 5=8, P[g= 0] = 3=8, P[obqg)] = 2=8, P[tedo(g)] = 1=8 andP[teg1(g)] =

1=8.

Supposesachnodegq in a circuit C hasfault probabilitiesPerro(g) and Perr1(g) for

TSA-0andTSA-1 faults,respectiely, thenthe SERof C is the sumof SERcontritutions
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from eachgateqg in the circuit. Here,we weightgateerror probabilitiesby the testability

of the gatefor the particularTSA.

(2.4) Perr(C) = @ Plteds(g)]Perro(g) + Pltedo(g)]Perr1(g)
g2C

Example 3 Thetegp andted; measuesfor eadt gatein the circuit are givenin Figure
2.3. If eath gatehasTSA-1probability Perro = p and TSA-Oprobability Perr, = q, then

the SERis givenby Perr(C) = 2p+ (13=8)q.

The metricstedg andted; implicitly incorporateerror sensitizatiorand propagation
conditions. Hence,Equation2.4 accountdor the possibility of an error beinglogically
masled. Notethatthe Perry(g) refersto the 1-controllability of g andsois weightedby

the O-testability similarly for Perr1(g).

2.1.4 Multiple-F ault Analysis

In this section,we discussSER computatiorfor the two multiple-fault modelsintro-
ducedpreviously: the TMSCA modelfor multiple correlatedaults,andthe TMSA model
for multiple independentaults

The SERfor TSA faultsrequiresthe computationof signaturesand ODC masksfor
eachnodein thecircuit. Eachnoderepresentthelocationof apotentialT SA fault,andthe
ODC maskfor eachnodecontainanformationaboutthe probability of the corresponding
fault beingobsened. The sameprocesscan be generallyfollowed for TMSCA faults.
However, ODC masksmustbe appliedto a setof nodesratherthana singlenode.

Recallthatexact ODC computationof Figure2.4arequiresresimulationof the entire

fan-outconeof the fault location, while the algorithmfrom [92], shawvn in Figure2.4b,
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only resimulateghroughthe immediatesuccessogate(s). Thesetechniquesepresent
two extremesin errorpropagationanalysis. Betweentheseextremes,it is possibleto
resimulatethe fan-outcone partially. In fact, the fartherthroughthe fan-outconewe
resimulatethemoreaccurateur ODC masksbecome For TMSCA faults,we resimulate
throughthesubcircuitconsistingof gatesn thesetG. Wethenbitwiseinvertthesignatures
of all the nodesin the subcircuitandresimulateto eitherthe boundaryof the subcircuit
(for approximateODC computation)or throughthe entirefan-outconeof the subcircuit
(for exact ODC computation).This algorithmis showvn in Figure2.6. In this algorithm,
thenodesn thesetG aretopologicallysortedandresimulatedy ipping thesignatureof
eachnodesig(g), to thevalueV[g]. This requiresthe useof a bit maskcalledvalsig(g)
thatcontains V[g] in every bit position. After the resimulationis completedthroughG,
we checkfor differenceghatarepropagatedo the immediateoutputsof G (locally) and
combinethemwith the globalODCscomputedat the outputsof G usingthe bitwise AND
operation.

For TMSA faults,eachof thegatesn G hasanindependenprobabilityof error Thus,
thedifferencebetweercomputingSERfor TMSCA faultsandTMSA faultsis thatthe sig-
naturesof nodeswithin G are ipped with independenprobabilities.In orderto represent
this situation,we only ip a fraction of the bits in eachsignaturerandomly The restof
the algorithmremainsthe same.Sinceusuallya single TMSA faultis of interest,we can
computetheexacterrorpropagatiorprobabilityof a TMSA fault by resimulatingthrough
the entirecircuit in only lineartime. The algorithmfor SERcomputatiorusinga TMSA

faultis givenin Figure2.7. Here,thecircuit is resimulatedoy selectvely ipping thebits
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in the signatureof gatesin G. Thebits are ipped randomlybasedon the probability of
errorP[g] andthe valueV[g] for eachnodeG. Theresimulationis doneall theway to the
primary outputs, thenthe primary outputsarechecledfor ary differencegshathave been

propagated.

compute TMCSAER(Circuit C, nodes G, values V, Perr P)
f
T = sort _topological( G)
T%= find _output _nodes(T
for(each node g2 T9
computesig( g)
if(g2T)
valsig(g) = create _sig( V[q])
for(each node g2 output(T9Y)
diff(g) = sig(g) newsigg)
ODCmasKG)j = (dif f(g)& ODCmasKq))
return Perr onegODCmaskKG))=K

g
Figure2.6: Algorithm to computeSERunderthe TMCSA fault model.

compute TMSAER(Circuit C, nodes G, values V, errors P)
f
sort _topological( C)
for(each node g2 C)
computesig( g)
if(g2 G)
flip _sig _bits( g;V[g]; Pla])
for(each node 02 outpu(C))
dif f(o) = sig(o) newsig0)
ODCmaskKG)j = dif f(g)
return Perr onegODCmaskKG))=K
g

Figure2.7: Algorithm to computeSERunderthe TMSA fault model.

In practice,randombits of the signaturecanbe bitwise XORedby a maskwith p=K

oneswhere p is the probability of error Sucha maskcan be createdby forming a bit
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vectorwith p=K onesthat are permutedrandomly Then,whenthe signatureis bitwise
XORedwith the mask, p=K of the bits are ipped, correspondindo a fault that occurs

with probability p.

2.2 SERAnalysisin SequentialLogic

In this section,we extendour SERanalysisto handlesequentiatircuits, which have
memoryelementgD ip- ops) in additionto primaryinputsandoutputs.Recallthatthe
valuesstoredin the ip- ops collectively form the stateof the circuit. The combinational
logic computesstateinformationandprimaryoutputsasafunctionof thecurrentstateand
primaryinputs. Below, we list threefactorsto considemwhile analyzingsequential-circuit

reliability.

1. Steady-statprobabilitydistribution: It hasbeenshovn thatundernormaloperation
mostsequentiatircuits corverge to particularstatedistributions[36]. Discovering

the steady-statprobabilityis usefulfor accuratelycomputingthe SER.

2. Statereachability:Somestatescannotbereachedrom agiveninitial state therefore

only thereachablgartof the statespaceshouldaccountfor the SER.

3. Sequentiabbsenability: Errorsin sequentiatircuits canpersistpasta singlecycle
if capturedby a ip- op. A singleerrormay be capturedoy multiple ip- ops and
resultin a multiple-bit errorin subsequentycles. Sucherrorscanthenbe masled

by logic.

Thefollowing two subsectionslevelopa simulation-baseftamewvork to addresshese

issues.
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2.2.1 Steady-Stateand Reachability Analysis

Usually, the primaryinput distributionis assumedo be uniform, or is explicitly given
by the user while the statedistribution hasto bederived. A nite statemaching(FSM)is
periodicif its statescanbe visited only at regularintervals, and, otherwise,is aperiodic.
PeriodicFSMs do not reachsteadystate. Hachtelet al. [36, 23] shav that aperiodic
FSMswith strongly-connectedtatespace®ventuallyreacha steady-statéistribution. A
modulod counteris an exampleof suchan FSM. In [23], it is shavn that mostISCAS
andotherbenchmarlcircuitsreachsteady-statbecausehey aresynchronizablein other
words,they canbetakento aresetstatestartingfrom ary state usingaspeci ¢ x ed-length
input sequenceThis indicatesthat the circuits are aperiodic(otherwise different-length
sequencewould have to beusedfrom eachstate)andstronglyconnecteqotherwisesome
statecould not betakento theresetstate).

In orderto approximatehesteady-statdistribution,we performsequentiasimulation,
usingsignaturesAssumethata circuit with m ip- ops L= flq;l2:::Ingisin state§ =
fso;81;5:::Sn0, Whereeachs 2 f 0; 1g. Our methodstartsin stateS for eachsimulation
run (setsof 64 statesareprocessedh parallelin ourimplementation).Then,we simulate
thecircuit for n cycles. Eachcycle propagatesignatureshroughthe combinationalogic
andstopswhen ip- ops arereachedPrimaryinput valuesaregeneratedandomlyfrom
agiven x edprobabilitydistribution. At theendof eachsimulationcycle, ip- op inputs
aretransferredo ip- op outputswhichare,in turn,fedinto combinationalogic for the
subsequentycle. All otherintermediatesignaturesre erasedeforethe next simulation

cyclestarts.TheK-bit signature®f the ip- ops, attheendof nsimulationscycles,de ne
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K statesWe claimthatfor alargeenough, thesestatesaresampledrom the steady-state
probability distribution. Empirical resultssuggestthat most ISCAS benchmarkgeach
steady-staten 10 cyclesor fewer, underthe above operatingconditions[75].

Additionally, our signature-base8ER analysismethodscanhandlesystemghatare
decomposableSuchsystemgassthroughsometransientstatesandarethencon ned to
a setof strongly connectectlosed(SCC) states. That is, the systemcan be partitioned
into transientstatesandsetsof SCCstatesFor suchsystemsthe steady-statdistribution
stronglydependsntheinitial statesWeaddresshisimplicitly by performingreachability
analysisstartingin aresetstate.Thus,eachbit of thesignaturecorrespondso asimulation
that1) startsfrom aresetstateandpropagateshroughthe combinationalogic, 2) moves
to adjacenteachablestatesand 3) for a large enoughn, reachesteady-statevithin the
partition.

Figure2.8 summarize®ur simulationalgorithmfor sequentiatircuits. Usingthis al-
gorithm,simulatingacircuit with g gatedor n simulationcyclesandwith K-bit signatures
takestime O(Kng). Notethatit doesnotrequirematrix-basednalysiswhichis oftenthe
bottleneckin othermethodg36, 75]. For example,Markov matricesare usedto encode
state-transitiorprobabilitiesexplicitly, andtherefore,canbe large dueto the problemof
state-spacexplosion[36, 75].

Figure2.9 shavs anexampleof sequentiasimulationwith 3-bit signaturesThe ip-

ops with outputsx andy areinitialized to 000 in cycle 0, To. Thenthe combinational
logic is simulated.For cycle T1, theinput of x andy aretransferredo the output,andthe

processcontinues. At the conclusionof the simulation,the valuesfor x andy at T3 are
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simulate _sequential(Circuit C, int K)
f
for(all flip-flops [2C)
out putsig(l) = inputsig(l)
for(all inputs ing2 C)
ing = newrandominput()
computesigs( C;K)
g

Figure2.8: Algorithm for multi-cycle sequential-circuisimulation.

savedfor sequential-erroanalysiswhichis explainedin the next subsection.

TO: 000
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b — )) — Z T1:111
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Figure2.9: lllustrationof bit-parallelsequentiakimulation.

Althoughwe only considere@periodicsystemsye obsere thatfor a periodicsystem
the SERwould needto beanalyzedor themaximumperiodD, sincethe statedistribution
oscillatesoverthatperiod.If theFSMis periodicwith periodD, thenwe canaverageover

the SERfor D or moresimulationcycles.

2.2.2 Error Persistenceand SequentialObservability

In orderto assesshe impactof soft faultson sequentiakircuits, we analyzeseveral

cyclesthroughwhich faults persist,usingtime-frameexpansion.This involvesmakingn
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copiesof thecircuit, Co;C1:::Cy 1, therebycorvertinga sequentiatircuit into a pseudo-
combinationalcircuit. In the expandedcircuit, ip- ops are modeledas buffers. The
outputsfrom the ip- ops of thek-th frameareconnectedo the primary inputsof frame
k+ 1frame(asappropriatejor 0< k< n 1. Flip- op outputsthatfeedintothe rst frame
(k= 0) aretreatedasprimaryinputs,and ip- op inputsof framen aretreatedasprimary
outputs.Figure2.10shavsathree-time-frameircuit thatcorrespondso Figure2.9. Here,
theprimaryinputsandoutputsof eachframearemarkedby their framenumbers Further
new primaryinputsandoutputsarecreatedcorrespondingo theinputsfrom ip- ops for
frame 0 andoutputsof ip- ops for frame3. Intermediateip- ops arerepresentedby

buffers.

Frame 0 Frame 1 Frame 2

a] — Ao —+

ao gwlbl MRS ST 2 FO— {1 aj
Xo <= hDT - X1 %E@}D‘@ bs
Yo <:'—1; = yl\; Y2
b0 Gﬁ% bl Gﬁ bzc%E
LD Zy L«:>Zl LD Zy

Figure2.10: lllustration of time-frameexpansioninto threeframes:Cy; Cq; Co.

Obsenability is analyzedby consideringall n framestogetheras a single combina-
tional circuit, thusallowing thesingle-fault SERanalysisdescribedn theprevioussection
to beappliedto sequentiatircuits. Otherusefulinformation,suchasthe averagenumber
of cyclesduringwhich faultspersist,canalsobe determinedisingtime-frameexpansion.

After themulti-cycle sequentiakimulationdescribedn the previous sectionwe store
the signaturesf the ip- ops andusesignaturego stimulatethe newly createdprimary

inputs (correspondingo frameO ip- ops) in the time-frameexpandedcircuit. For in-
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stancethexg andyp inputsof thecircuit in Figure2.10aresimulatedwith thecorrespond-
ing signaturesmarkedTs (the nal signatureaftermulti-cyclesimulationis nished), from
Figure2.9. Randomlygenerategignaturesreusedfor primaryinputsnot corresponding
to ip- ops (suchasag andbg in Figure2.10).

After simulation,we perform ODC analysis,startingfrom the primary outputsand
ip- op inputsof the n-th frameandmoving all the way to the inputsof the 0-th frame.
In otherwords, errorsin primary outputsand ip- ops areconsideredo be obsenable.
Figure 2.11 gives our algorithm for sequentialSER computation. The value of n can
be varied until the SER stabilizes,i.e., it doesnot changeappreciablyfrom an n-frame
analysigo an(n+ 1)-frameanalysis.

The n-frameODC-analysicanleadto differentgatesbeingseenascritical for SER.
For instancethedesignecandeemerrorsthatpersistongerthann cyclesasmorecritical
thanerrorsthatarequickly ushed atprimaryoutputs.In thiscasethe ODC analysisonly
considerghefan-inconesof the primary outputsof C,,.

We denotethe onescountof ODCmaskKg; f;n) asseqobgg; f;n). The testabilityis

computedisingthesignatureandODC maskaftern simulationsand f framesof unrolling.

(2.5) Pltedo(g; f; n)] = zewogsig(g; f;n)&ODCmaskKg; f;n)) =K

(2.6) P[seqobég; f;n)] = onesODCmasKg; f;n) =K

(2.7) Perr(Co; f;n) = & Plteds(gi; f;n)]Perro(g) + Plteso(g;; f;n)]Perr1(g)
6i2Co
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computeseq.SER(Circuit C,int K.,int n,int f)
f
for(i< n)
seq.simulate( C;K)
CO= time _frame_expand(C; f)
copy_flipflop  _inputs( C%C)
computesigs( CK)
compute.odc_approx( C% K)
for(all nodes g2 Cp)
tedo(g) = zendsig(g)& ODCmasKqg))=K
ted1(g) = oneg sig(g)& ODCmasKg)) =K
Perr(CY+ = (Perro(g)teds(g) + Perri(g)tedo(g))
return Perr(C9Y

g
Figure2.11: Algorithm to computeSERIn sequentiatircuitsunderTSA faults.

The SERalgorithmin Figure2.11still runsin lineartime, with respecto the size of
the circuit, sinceeachsimulationis linearand ODC analysis(even with n time frames)

runsin lineartime aswell.

2.3 Additional Masking Mechanisms

Due to variousphysicaland electrical propertiesof circuits, phenomenatherthan
logic maskingcanstoperror propagatiorin certaincases.While thesefactorscannotbe
assesseduring logic synthesisthey canbe consideredduring technologymappingand
physicaldesignand can sene to guidetheseprocesseslit shouldbe notedthat timing
andelectricalmaskingareexpectedo diminishin strengthastechnologyscales Roughly
speaking,ip- ops canlatchSEUseverytimethelatchingclock-edgeds triggered.There-
fore, anincreasdan operatingfrequeng increaseshe frequeng of latchingopportunities
[111]. Additionally, aspower-supplyvoltagedecreaseandgatesizesshrink,fewer SEUs

areexpectedo beattenuated.
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To captureelectricalmaskingn AnSER we derategate-erroprobabilitiegerr0; gerr 1)
by a factor dependentipon characterizatiorof successogates. Previous researchhas
shawvn thatelectricalmaskingeliminateslow-enegy SEUsin 3-4 levels of logic andhas
little effectthereaftef100]. Thisimpliesthatconsideringpathsof limited lengthstarting
from the gatein questionis oftensufcient to approximatehis effect. In the remainderof
thissectionwe developalineartime algorithmin the spirit of statictiming analysigSTA)
for computingthe errorlatchingwindow (ELW) of eachgatein a circuit. Thesizeof the
ELW relative to the clock periodis an estimateof the circuit's ability to maskthe error
throughtiming properties Theinput-vectordependencef timing maskings incorporated
into our estimategdy functionalsimulation. We alsobrie y discussthe incorporationof
electricalmaskingthroughderatingfactorsthatareusedto scaletheintrinsic errorproba-
bility of a gate.We assumesequentiatircuitswith edge-triggeredp- ops separatedby

combinationalogic blocks.

2.3.1 Static Analysis of Timing Masking

Thetiming constraintsassociateavith eachedge-triggere® ip- op areasfollows:

Thedatainput D hasto receve the databeforethe startof the setuptime preceding

thelatchingclock-edge Thestartof the setuptime is denotedTs.

The datainput mustbe held steadyfor the durationof the hold time following the

latchingclock-edge Theendof the hold time is denotedT;,.

A softerroris usuallycharacterizetyy atransienglitch of durationd thatresultsfrom

aparticlestrike. If suchaglitch is presentatthe dataor clock inputsof a ip- op during

49



ELW

CLOCK

DSETQ

F1
CLR 6
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d2 ( F2

CLR 6

Figure2.12: Error-latchingwindowsillustrated.

theinterval [Tg; Ty, it canresultin anincorrectvaluebeinglatched.If theglitch is present
duringthesetupor holdtime, it canpreventa correctvaluefrom beinglatched.Therefore,
theELW of theD ip- op issimply[Ts; Ty

The ELW for a gateis computedby 1) translatingthe ELWs of eachof its fan-out
gateshackwardsby appropriatgpathdelayand?2) takingthe unionof theresultingeELWSs.
In contrast,during statictiming analysis,only the minimum requiredtime is computed
at eachgate,even thougha similar backwardstraversalis used. Figure 2.13 shows the
algorithmthat computeghe union of suchintervals. The union of two intervals canre-
sultin two separatentervalsif the respectie intenalsaredisjoint, or oneif theintervals
overlap. In generalthe latchingwindow for a gateg is de ned by a sequencef inter-
vals ELW(Q)[0]; ELW(g)[1]:::, whereELW(Q)[i] refersto theith interval in the latching

window. Eachinterval ELW(g)[i] is itself describedy its startandendtimes[Syi; Egil.

ELW(9) = ([Sy1;Eg1l; [Sy2; Egels - - : [Syns Egnl)
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compute ELW(Circuit C)
f
reverse _topological _sort( C)
for(all latches 12 C)
ELW(I) = [Ts(1); Th(1)]
for(all gates g2 C)
for(all fan-outs f)
ELWY f) = translate(ELW( f);delay(l; f))
ELW(I) = union(ELW(1); ELWY f))

g
Figure2.13: Computingerrorlatchingwindows (ELWS).

Example 4 Our proposedELW computatioralgorithmis illustratedby thecircuit in Fig-
ure 2.12.Eadch wireis markedwith a delay andead gatei is assumedo havedelayd(i).
Thecorrespondind=LWsare shownbelow Notethat f hasa larger ELWthanothergates

becausets two outputpathshavedifferentdelays.
ELW(F1) = ELW(F,) = [Ts; Ty]
ELW(i) = [Ts do; T d2]
ELW(Q) = [Ts d2 d(i) daTh d2 d(i) d4
ELW(h) = [Ts dy; Ty dq]
ELW(f)=[Ts d» d(i) ds d(g) dsTh i d(h) dg]

We de ne thetiming maskingfactor astheratio of the ELW to theclock cycletimeC.

For anodef, thetiming maskingfactoris computecdasfollows:

Tmasd f) = & (Eri Sri)=C
i=1

Taking timing maskinginto account,the SER contribution of eachgateis computedby

scalingthetestabilityanderror probability by Tmask

(28)  SER(C)= § Pltegi(g)]Perro(g) + Pltedo(g)]Perr1(g) Tmasd9)
g2C

51



union( ELW(g); ELW(T))
f

for(all intervals ELW(Q)[i])

insert _interval( ELW(g)[i]; ELW(f)[1])
return ELW(f)

g

insert _interval( ELW(Q)[i]; ELW(T)[]])
f
if(Egi < Sfj)
return insert _before( ELW()[j]; ELW(Q)[i])
if(S5i > Efj)
if(j == sizd ELW(T)))
return insert _after( ELW(f)[j];ELW(Q)[i])

else
return insert _interval( ELW(Q)[i];ELW(f)[j+ 1])
Si = maxSyi; Sj))

Egi = min(Eg;; Etj))
delete ELW()[]]
return insert _interval( ELW(Q)[i];ELW(H)[|])

Figure2.14: Computingthe unionof two ELWs.

2.3.2 Statistical-Interval Weighting

The latchingwindows computedn the previous sectionwerea resultof staticanaly-
sis. Therefore,someintenals (or portionsof intervals) correspondo pathsthat are not
traversedrequently Ouraimis to weighteachinterval in the ELW by the probabilitythat
anerroroccurringwithin theinterval latches In orderto computesucha probability, we
usebit-parallellogic simulation.Recallthatthe ones-counbf the signatureof a nodeis a
measuref signalprobability, andthe one-counbf the ODC maskis a measuref signal
obsenability. Togetherthesemeasuregive anestimateof thetestabilityof theassociated
stuck-atfault.

We extend this test-\vector countingmethodto accountfor path faults. For sucha
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fault, an entire path, ratherthan a single stuck-atfault, is sensitized.For our purposes,
we considersetsof pathsassociatedvith eachELW interval, ratherthan single paths.
Therefore we associaten interval ODC maskintODCmasK f;i) with eachinterval i in

anELW(f).

De nition 9 Theinterval ODC maskof g, denotedntODCmaskKg) is the K-bit sequence
whoseith bit is O if inputvectorX; is in thedon't-care setof g duringintervali; otherwise

theith bitis 1.

Theone-counof theinterval ODC maskis theinterval weight.

We computeinterval ODC masksin reversetopologicalorder alongwith ELWs. We
initially considemgateghatfeedprimaryoutputs;for suchagateg, all interval ODC masks
aresimply equalto ODCmasKg), i.e., for all intervalsi in ELW(g), intODCmasKg;i) =
ODCmasKg). For subsequengjates ELWs arecomputedby translatingandmeiging the
ELWs of successogates Here,eachinterval ODC maskassociateavith a successogate
is ANDed with the ODC maskof the currentgate. Intuitively, the interval ODC mask
keepstrack of the obsenability of a signalalonga speci ¢ path. Therefore ANDing the
ODC correspondingo a pathby the ODC of the additionalgatesimply addsthatgateto
the path.

Whenintervalsfrom two fan-outconesaremeiged,the interval ODC masksarecom-
bined togetherusing the bitwise OR operation. This operationresultsin somelack of
accuray for the weightingalgorithmbecauset averageghe weightfor bothintervalsin
the melgedintenal. However, this operationis necessaryor scalability sinceeachgate

canbesubjectto exponentiallymary intervalsandthelossof accurag is small.
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Supposéhatagatef hasfan-outbranchegy andh andthatduring ELW computation,

intenvalsELW(g)[i] andELW(h)[ j] arememgedtogetherto form ELW( f)[K]. In thiscase,
intODCmasK f; k) = (intODCmasKg; i) + intODCmaskKh; j)) &intODCmask( f)

The SERcomputationjncludingtiming masking,is simply the sumof interval testa-
bilities weightedby the lengthsof the correspondingntervals. Thetestabilitiesarein turn
derved usingtheinterval ODC andsignalprobabilities. Thesecomputationsare shovn

below.
Plteg1(f;i)] = onessig(f)&ODCmasKf;i) =K

Tmas{ ;1) = (Efi  Sti)=C

(29) SERC)= & &  Pltesy(f;i)]Perro(f)+ Plteso](f;i)Perr(f) Tmasd ;i)
f2C 2 ELW(f)

2.4 Empirical Validation

We now reportempirical resultsfor SER analysisusing ANSER and our two SER-
awaresynthesigechniquesTheexperimentsvereconductecbna 2.4 GHz AMD Athlon
4000+workstationwith 2GB of RAM. Thealgorithmswereimplementedn C++.

For validationpurposesywe compareAnSER with completetest-vectorenumeration
usingthe ATPGtool ATALANTA [63]. We providedATALANT A with alist all of possible
stuck-at(SA) faultsin the circuit to generateestsin "diagnosticmode’; which calculates
all testvectorsfor eachfault. We usedan intrinsic gate-fult value of gerrg = gerry =
1 10° onall faults. Since TSA faultsare SA faultsthatlastonly onecycle, the proba-

bility of a TSA fault causinganoutputerroris equalto the numberof testvectorsfor the
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Circuit | No. gates| ATALANTA | AnSER | % Error | AnNSEREXxact-ODC| % Error
cl7 13 6.96E-7 6.96E-7| 0.01 6.96E-7 0.01
majority | 21 6.25E-6 6.63E-6| 6.05 6.57E-6 4.87
decod |25 2.60E-5 2.62E-5| 0.83 2.60E-5 0.83
bl 25 1.28E-5 1.31E-5| 2.81 1.27E-5 0.78
pml 68 2.86E-5 3.00E-5| 4.70 2.97E-5 3.5
tcon 80 5.30E-5 5.39E-5| 1.67 5.35E-5 0.94
X2 86 3.78E-5 3.87E-5| 2.38 3.93E-5 3.97
z4mi 92 5.29E-5 5.37E-5| 1.50 5.41E-5 2.20
parity 111 7.60E-5 7.69E-5| 1.24 7.71E-5 1.45
pcle 115 5.38E-5 5.34E-5| 0.75 5.35E-5 0.56
pcler8 | 140 7.06E-5 7.24E-5| 2.52 7.23E-5 2.41
Mmux 188 1.58E-5 1.38E-5| 12.54 | 1.63E-5 3.16
Ave. 3.06 2.65

Table2.1: Comparisorof SER(FIT) datafor ANSERandATALANTA.

correspondingA fault, weightedby their frequeng. Assuminga uniform inputdistribu-
tion, the fraction of vectorsthatdetecta fault providesan exact measureof its testability
Then,we computedthe SER by weightingthe testability with a small gatefault proba-
bility, asin Equation2.4. While the exact computationcanbe performedonly for small
circuits, Table2.1suggestshatouralgorithmis accurateo about3% for 2; 048simulation
vectors.More testvectorscanbe usedif desired.

We isolatethe effectsof the two possiblesourcesof inaccurag: 1) samplinginaccu-
ragy, and2) inaccurag dueto approximaté©ODC computation Samplingnaccurag is due
to theincompleteenumeratiorf theinputspace ApproximateODCscomputedisingthe
algorithmfrom [92] incurinaccurag dueto mutualmasking.Whenanerroris propagated
throughtwo recorvemgentpaths the errorsmay canceleachother However, theresultsin
Table2.1lindicatethatmostof theinaccurag is dueto sampling,not approximateéODCs.

Thelasttwo columnsof Table2.1,correspondingo exactODC computationshaov anav-
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erageerrorof 2:65%. Therefore only 0:41% of the erroris dueto the approximateODC
computation.On the otherhand,while enumeratinghe entireinput spaceis intractable,
our useof bit-parallelcomputatiorenablessigni cantly morevectorsto be sampledhan
othertechnique$134, 100, 3] giventhe samecomputatiortime.

To characterizéhe gatesn the circuitsaccuratelywe adapteddatafrom [100], where
severalgatetypesareanalyzedn a130nm,1:2Vpp technologyia SPICEsimulations We
usean averageSERVvalueof gerrg = gerr, = 8 10 ° for all gates.However, the SER
analyzergrom [134, 135,100 reporterrorratesthatdiffer by ordersof magnitude SERA
tendsto reporterrorrateson the orderof 10 2 for 180nmtechnologynodesandFASER
reportserror rateson the orderof 10 ° for 100nm. Furthermore althoughour focusis
logic masking,we alsoapproximateelectricalmaskingby scalingour fault probabilities
at nodesby a small deratingfactorto obtaintrendssimilar to thoseof [100]. In Figure
2.15,we compareAnSERandSERDwhencomputingSERfor inverterchainsof varying
lengths. Sincethereis only one paththatis alwayssensitizedn this circuit, it helpsus
estimatethe deratingfactor

Table 2.2 comparesAnSERwith the previouswork on ISCAS 85 benchmarksusing
similar or identicalhostCPUs. While the runtimesin [24] include50 runs,the runtimes
in [100] arereportedperinput vector Thus,we multiply datafrom [100] by the number
of vectors(2; 048) usedthere;our runtimesappeartetterby several ordersof magnitude.
We believe that this is dueto the useof bit-parallelfunctional simulationto determine
logic masking,which hasa stronginput-vectordependenc Most otherwork usesfault

simulationor symbolicmethods.
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Figure2.15: Comparisorof SERtrendson inverterchainsproducedoy SERD[100] and
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Circuit | No. gates| AnNSER | SERD[100]| FASER[135] [24]
c432 246| <0.01 10 22 —
c880 591| <0.01 10 — —
c1355 746| 0.014 20 40| 2.09
c1908 760 0.015 20 66 | 0.781
c3540 1951| <0.01 60 149 | 5m42s
c6280 4836 1.00 120 278 —

Table2.2: Runtimecomparison®f four SERanalyzers.

Table2.3 shavs SERandruntimeresultsfor theIWLS benchmarksywhich wereeval-
uatedwhenwe implementedAnSERwithin the OAGearpackageNotethatouralgorithm
scaledinearlyin thesizeof thecircuit, unlike themajority of prior algorithms.We assume
a uniform input distribution in theseexperiments althoughAnSERis not limited to ary
particularinput distribution. An input distribution suppliedby a user a sequentiabate-
level simulator or a Verilog simulatorcanbe useddirectly, evenif it includesrepeated
vectors. SER andruntimeresultswith exact and approximateODCs are shown for the

ISCAS-85benchmarksn Table2.4. Again, the resultsshow thatapproximateODCsare
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No. SER Time
Circuit gates | (FIT) (s)
pci_confcyc_addrdec| 97 4.89E-3| 0.23
steppermotordvie 226 8.00E-3]| 0.27
sspcm 470 1.68E-2| 0.3
ushphy 546 1.53E-2| 0.28
sasc 549 2.10E-2| 0.26
simplespi 821 2.50E-2| 0.3
i2c 1142 | 2.7E-2 | 0.34
pci_spocictrl 1267 | 0.029 |0.342
desarea 3132 | 0.019 |0.782
spi 3227 ]0.118 |0.68
systemcdes 3322 |0.127 | 0.55
tv80 7161 |0.104 |0.91
systemcaes 7959 0.267 | 0.97
mem.ctrl 11440 | 0.494 | 1.36
ac97ctrl 11855 | 0.409 | 1.38
ushfunct 12808 | 0.390 | 1.42
pci_bridge32 16816 | 0.656 |1.78
aescore 20795 | 0.550 |2.1
wb_conmax 29034 | 1.030 |4.18
ethernet 46771 | 1.480 |5.77
desperf 98341 | 3.620 |9.34
vgalcd 124031| 4.800 |11.7

Table2.3: SER(in FITs) andruntimefor AnNSERon thelWLS 2005benchmarks.

sufcient for mostbenchmarlcircuits, sincethelossof accurag dueto ODC approxima-

tion is negligible.

Table2.5compareshemulti-cycle simulationruntimesof AnSERwith thoseof MARS-
S,thesequentiatircuit SERanalyzefrom [75]. MARS-Semploys symbolicsimulations,
usinga BDD/ADD-basedmethodto computesteady-stat@robability distributions,while
we usesignature-basebit-parallelfunctionalsimulation. Thenumberof cyclesneededo
reachsteady-states alsolistedin thetable. Table2.6 shavstheresultsof SERanalysison
sequentiatircuitsfrom the ISCAS-89benchmarlsuiteundertime-frameexpansion.The

listedruntimesin Table2.6 arefor processingsignatureandODCson 10 frames.These
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No. SER | Time | SER | Time
Circuits | gates| (FIT) (s) (FIT) (s)

alud 740 | 1.13E-2| 0.227| 1.19E-2| 0.004
b9 14 | 4.67E-3| 0.007| 4.69E-3| 0.005
bl 114 | 6.79E-3| 0.050| 6.69E-3| 0.000
C1355 | 536 | 1.93E-2| 2.010| 1.93E-3| 0.034
C3540 | 1055 3.06E-2| 0.409| 3.07E-2| 0.080
C432 215 | 5.70E-3| 0.056| 5.71E-3| 0.016
C499 432 | 1.75E-2| 0.291| 1.71E-2| 0.260
C880 341 | 1.50E-2| 0.54 | 1.51E-2| 0.23
cordic 84 | 9.43E-2| 0.007| 9.43E-2| .004
dalu 1387 | 2.18E-2| 0.535| 2.17E-2| 0.225
des 4252 | 2.04E-1| 5.283| 2.03E-1| 4.87
frg2 1228 | 3.61E-1| 0.217| 3.65E-1| 0.169
i10 2824 | 1.03E-1| 1.063| 1.04E-1| 0.315
i9 952 | 5.07E-2| 2.237| 5.06E-2| 2.044

Table2.4: SERevaluationof variousbenchmarksvith exactandapproximateDDCs.

Time(s)
Circuit | No. gates| No. cycles| MARS-S | AnSER
s208 | 112 10 1000 1
s298 | 133 10 6900 0
s444 | 181 10 365 4
s526 | 214 5 551 11
s1196 | 547 5 68 8
s1238 | 526 4 70 8

Table2.5: Comparisorof multi-cycle simulationruntimes.

resultsindicatethatthe SER obtainedby consideringonly onetime frameis 62% higher
thanthe 2-frameSER. After this point, increasingthe numberof frameshaslittle effect
onthe SER.This indicatesthatmostfaults,if atall propagatedareusuallyobsenableat
primary outputsin the currentcycle. This resultis supportedoy obsenationsin [39]. In
otherwords, ip- ops propagatdew errorsto the outputsin latercycles,dueto sequential
circuitmasking.Thelatchederrorstendto quickly dissipateafterafew cycles. Thisleaves

the SERfor multiple-gycle analysiscloseto the error rate of the currentcycle's primary
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No. | Time SERfor ntime frames
Circuit | gates| (S) n=0 n=1 n=2 n=3 n=4 n=>5
s208 112 9 | 2.40E-3| 2.34E-3| 2.34E-3| 2.33E-3| 2.32E-3| 2.33E-3
s298 133 9| 2.97E-3| 2.75E-3| 2.69E-3| 2.67E-3| 2.65E-3| 2.62E-3
s400 180 14 | 4.24E-3| 3.00E-3| 2.38E-3| 2.23E-3| 2.23E-3| 2.05E-3
s444 181 14 | 4.69E-3| 3.06E-3| 2.43E-3| 2.18E-3| 2.02E-3| 1.98E-3
sb26 | 214 9 | 3.87E-3| 2.97E-3| 2.65E-3| 2.52E-3| 2.46E-3| 2.44E-3
s1196 | 547 18 | 6.35E-3| 3.87E-3| 3.71E-3| 3.68E-3| 4.05E-3| 3.89E-3
s1238 | 526 14 | 6.09E-3| 3.54E-3| 3.42E-3| 3.47E-3| 3.72E-3| 3.62E-3
s1488 | 659 51 1.02E-1| 1.11E-2| 1.03E-2| 1.06E-2| 1.15E-2| 1.07E-2
s1423 | 731 47 | 1.43E-2| 8.48E-3| 5.08E-3| 3.47E-3| 2.78E-3| 2.54E-3
s9234 | 746 4| 1.31E-2| 1.24E-2| 1.22E-2| 1.18E-2| 1.07E-2| 9.78E-2
s13207| 1090 15| 3.07E-2| 2.66E-2| 3.14E-2| 3.62E-2| 3.61E-2| 4.39E-2

Table2.6: Changdn SERfor sequentiatircuitswith increasinghumberof time frames.

outputs.

Table 2.7 shavs SERresultsunderthe TMSA model,which representsingle-eent
multiple-bit upsets. In this experiment,we includedas TMSA faults, setsof topologi-
cally adjacentgates2-3 levels away from a centralgate. The resultsunderexact SER
areobtainedby resimulatingthe entirefan-outcone. TheresultsunderapproximateODC
computationsgivenin Figure 2.4b, are shovn with analysisof 10 levels of logic. The
runtimeis shavn for the exactalgorithm. To evaluateour algorithmsinvolving timing
maskingwe usethe IWLS 2005benchmarksuite[46], with designutilization setto 70%
to matchrecentpracticein industry Our wire andgatecharacterizationare basedon a
65nmtechnologylibrary. We performstatictiming analysisusingthe D2M delaymetric
[5] onrectilinearsteinemminimal trees(RSMTs)producedy FLUTE [25]. Thesedesigns
are placedusing Capo,version10.2[20, 121], andrelocationsare legalized,i.e., gates
aremovedto the nearesemptyor legal locations,usingthe legalizerprovidedby GSRC

Bookshelf[121].
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Circuits | ExactTime (s) | ExactSER(FIT) | Approx SER(FIT)
alu4 0.492 2.56e-2 1.00e-2
bl 0.001 2.56e-4 4.62e-4
b9 0.008 2.72e-3 3.30e-3
C1355 0.843 1.82e-2 1.44e-2
C3540 0.992 3.95e-2 2.29e-2
C432 0.129 7.93e-3 6.24e-3
C499 0.589 1.45e-2 1.45e-2
C880 0.087 7.79e-3 7.30e-3
cordic 0.014 2.30e-3 1.25e-3
dalu 0.857 3.89e-3 1.76e-3
des 1.201 0.113e-3 0.139%e-3
frg2 0.332 2.75e-2 3.26e-3
i10 0.212 8.07e-2 7.83e-2
i9 0.496 1.87e-3 2.57e-3

Table2.7: SERundersingle-ezentmultiple-bit upsets.

No. Clock Logic SER | Time | Timing SER | Time | Potential
Circuit gates | Period(s) | (FIT) (s) (FIT) (s) % improvement
aescore | 20265| 5.68E-07 | 0.1654 6 9.33E-05 3 37.57
spi 2998 | 3.19E-07 | 0.05722 1 4.23E-05 1 15.28
s35932 | 5545 | 6.18E-07 | 0.1363 2 6.03E-05 1 26.73
s38417 | 6714 | 3.56E-07 | 0.1360 2 1.22E-04 1 37.83
tv80 6802 | 6.79E-07 | 0.05602 2 2.64E-05 1 37.50
memctrl | 11062 | 6.44E-07 | 0.2185 2 8.45E-05 3 19.64
ethernet | 36227 | 1.46E-06 | 0.7010 9 1.31E-04 9 91.68
ushfunct | 10357 | 5.06E-07 | 0.1852 3 8.79E-4 3 36.59

Table2.8: SERevaluationwith logic andtiming masking.

Table 2.8 shavs changesn SERwhentiming maskingis considered.Incorporating

timing maskinginto SER canbe usefulin guiding physicalsynthesisoperationswhile

only consideringlogic maskingis sufcient for technology-independembgic synthesis

stepsin the design o w. Table 2.8 also shaws the potentialfor improvementin timing

masking,i.e.,theimprovementn reliability whenthe ELW of eachgateis madeassmall

aspossible(equalto the ELW of a latch). This shavs that SER canbe signi cantly de-
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creasedy manipulatingiiming masking.

2.5 Summary

Ef cient analysismethodsarenecessaryor assessingndreducingthe SERof a cir-
cuit. This chaptempresenteddnSER,our lineartime methodfor the logic-level soft-error
analysis AnSERachieredits low runtimesby functionalsimulationsignatureswhich en-
ableda fastandaccuratanethodfor computingsignalprobabilityandobsenrability, even
in the presencef recorvergentfan-out.We analyzedsequentiatircuitsusingAnSERand
emplgying multicycle simulationandtime-frameexpansion.In addition,we incorporated
timing maskingthrougherrorlatchingwindowswhichwherecomputedisingtiming anal-
ysisinformation. We derived resultson IWLS andISCAS benchmarkswhich generally
shoved?2-3 ordersof magnitudespeed-umver previous SERanalyzersandhighaccurag

whenvalidatedagainsthe ATALANTA ATPGtool.
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CHAPTER Il

Designfor Robustness

At thegatelevel, soft errorshave traditionallybeeneliminatedthroughthe useof time
or spaceredundang. The cascaded-TMRchemallustratedin Figure1.11[125] is one
example. Here, the circuit is replicatedthreetimes, and the majority valueis taken as
the result. To protectagainstfaultsin the majority voter, this entire circuit ensemblds
replicatedthreetimes, a processwvhich canbe recursvely applieduntil the desiredlevel
of faulttolerances reached However, aswe demonstratén this chapterit is possibleto
achieve improvementsn reliability withoutresortingto explicit or massve redundany.

In combinationallogic, an SEU only affectsthe primary outputsif it is propagated
throughthe intermediategates. For instancejn Figure 1.7, the error doesnot propagate
if A= 0. In this case,A controlsthe outputof the AND gate,and stopserror propaga-
tion. Recallthatthis phenomenoiis known aslogic masking.A basicway thatdesigners
canimprove a circuit's reliability is to ensurethat faultsarelogically masled, with high
probability. We targetlogic andtiming maskingto obtainsoft-errortolerantcircuitsin the
following ways: 1) by identifying andusingpartialredundang alreadypresentithin the

circuit, to maskerrors;2) by selectingerrorsensitve areasof the circuit for replication
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or hardening;3) by generatinga large numberof candidaterewrites for eachsubcircuit
andselectingamongthemfor improvementsn areaandSER;and4) by increasingiming
maskingduring physicaldesign.

Section3.1presentasignature-baseaiethodfor identifying partialredundang in the
circuit. Section3.2 developsanimpactmetricfor selectingerrorsensitve gates.Section
3.4describes gate-relocatiotechniquevhichincreasesiming masking.Finally, Section
3.5 offers empirical validation of thesetechniques.Most of the techniquesand results

describedn this chapteralsoappeaiin [58, 55, 59].

3.1 Signature-BasedDesign

In this section,we describea techniquecalled signature-basedesignfor reliability
(SiDeR).Usingfunctionalsimulation,SiDeRidenti es redundang alreadypresenin the
circuit andutilizes it to increasdogic masking. As discussedn Chapterll, signatures
provide partial informationaboutthe Booleanfunction of a node. Therefore,candidate
nodeswith similar functionalitycanbeidenti ed by matchingsignatures.

We take advantageof the factthatnodesneednotimplementidenticalBooleanfunc-
tionsto bolsterreliability. Any nodethat providespredictablenformationaboutanother
canbe usedto maskerrors. For instancejf two internalnodesx andy satisfythe prop-
erty(y=1) (x= 1), where) denotesimplies”, theny givesinformationaboutx
whenerery = 1. More generallyif f(Xo;X1;X2;:::Xn) = X, thenx canbereplacedoy f to
logically maskerrorsthatarepropagatedhroughx. However, errorsatx areonly masled
in casesvherex doesnot control f. The probabilitythatx controlsf canbe determined

by reevaluatingthe SER,with themodi ed nodein place.
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Figure3.1: (a) Rewriting a subcircuitto improve area. (b) Finding a candidatecover for
nodea.

Additionally, we canincreasehe numberof potentialcandidateshatcanreplicatex,
by takingODCsinto accountInsteadf searchindor candidatesvheref (Xg; X1;X2;: 11 Xn) =
X, we searchfor candidatessuchthat f(Xp;X1;X2;:::Xn)&care(x) = x&care(x). Here,
care(x) is the function representinghe care-sebf x. In termsof signaturesthis corre-
spondgo bitwise ANDing sig( f) andsig(x) by ODCmasKx) to checkfor the following
relation:

sig( f)& ODCmasKx) = sig(x)& ODCmasKx)

Figure 3.1ashowvs an exampleof replicatedlogic for nodea, derived by utilizing don't-
carevaluesandsignatures.

In orderto limit areaoverheadthe function f mustbe ef ciently constructedrom
X0;X1;:::Xn. Thereforewe only considercaseswvheref is implementedyy a singleAND
or OR gate. We addredundantogic by transformingnodex into OR(X;y). This means
thateither(y= 1)) (x=1)or(x=1)) (y= 1), whichmakescandidateairsx andy
easyto identify.

WhenOR(x;y) = X, it followsthatsig(x) > sig(y), lexicographically;otherwise sig(y)
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is 1 in a positionwheresig(x) is not. Therefore Jexicographicallysortingthe signatures
cannarrav the searchfor candidatesignalsy. Also, sig(x) mustcontainmore 1s than
sig(y), i.e.,jsig(X)] > jsig(y)j, wheregjsig(x)] is thesizeof thesignature Thus,maintaining
an additionallist of size-sortedsignaturesand intersectingthe two lists can prunethe
search.Multiple lexicographicalsortsand multiple size sortsof signaturesstartingfrom
differentbit positionscanfurthernarrav the searchFor instancejf we sortthesignatures
lexicographicallyfrom theith bit, sig(x) muststill occurbeforesig(y), for thesameeason.
As aresultof theseproperties signature-basecedundang identi cation canef ciently
performlogic-implicationanalysis.

Generally severalcandidatesatisfyimplicationrelationsfor eachnodex. Amongthe
candidatesye choosea nodey: 1) that mostoften controlsthe outputof the additional
OR=AND gate,and2) whosefan-inconeis maximallydisjointfrom thatof x. Errorsin the
mutualfan-inconecanbe propagatedboththroughx andy. Hence the additionalOR or
AND gatewould not stoppropagationn thesecasesHowever, in orderto decideexactly
betweencandidatesit is necessaryo evaluatethe SER for eachpotentialmodi cation.
The high speedof our lineartime SER computationalgorithm allows for this, in most
cases.

Oncewe nd candidategor resynthesisa SAT solver cancanbe usedto verify the
implicationrelation. The basicprocessof verifying circuit optimizationswith SAT is as
follows [17]. Two copiesof the circuit are constructedthe original C andthe modi ed
versionC% To checkif C = C° eachoutputof C and correspondingutput of C% are

connectedo a so-calledmiter (XOR gate). The outputsof all the mitersarefed into an
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ORgate.This entireensemblécontainingC, C° themiters,andthe OR gate)is converted
into a SAT instance A SAT enginechecksf theoutputof the OR gateis ever 1 (satis ed).
If it is, thetwo circuits cannotbe equal. In our case the modi ed circuit containsf (x;y)
in placeof x. ODCsaretakeninto accountby feedingthe primary outputs(ratherthan
earliersignals)into the miters. In this case only thosedifferencedetweerC andC°that
areobsenablefrom the primaryoutputsresultin a 1 atthe outputof the miters.However,
it is possibleto decreaséhesizeof the SAT instanceby usingcutsthatarecloserto f and
x astheinputsof the miters. In [92], veri cation is doneincrementally startingfrom f

andx, andmoving closerto the primaryoutputsif therelationis unveri ed.

3.2 Impact Analysisand Gate Selection

Gateselections importantin mary optimizationghatimprove SER.For instancegate
selectionis usedby SiDeRto limit the areaoverheadandthe sameis true of techniques
thathardengateq77]. Gatehardeningefersto theuseof largergateswith highercritical
chage,Qcrit, in orderto electricallymaskmoreerrors.Whenagateis hardenedit doesnot
justchangehe SERcontribution of thatparticulargatebut canalsomaskerrorspropagated
from its fan-in cone. For instancejf a gatef is hardenedanda gate f°2 fan-in(f) is
smallerthan f, thenerrorsoccurringin f°canalsobestoppedy f. Thereforejn deciding
which gatesto harden|t is importantalsoto accountfor the error probability of gatesin
thefan-incone.In thecaseof multiple faults,hardeningagatecanaffectthewholecircuit.
For instancejf f maskscertainerrors,they canalterthe propagatiorof othererrorsin the
fan-inof thefan-outconeof f.

We de ne theimprovementin SER,whenasubcircuitc (possiblyconsistingof asingle
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gate)is changedo a subcircuitc® asthe impactof ¢ with respecto the change(c; c9.
Formally, impad(c; (c;c9) = Perr(Cg) Perr(C,), i.e., the differencein the SER of the
entire circuit C whenc is replacedby c® However, this is not an ef cient methodfor
practicallyidentifying high-impactgates.For instancegvaluatingtheimpactof eachgate
with respectto replicationtakes time O(n?) for a circuit with n gates. Therefore,we
provide an approximatealgorithmto assesshe impactof gates.Our algorithm,givenin
Figure 3.2, runsin linear time andemploys a notion of the obsenability of onenodeg

relative to anothemodef.

(3.1) relODCmasKg; f) = ODCmaskKg)& ODCmaskK f)

The algorithmworks by keepinga runningsignaturecalled,impadsig( f), at eachnode
f, whichis anindicationof thefaultspropagatedo f throughpathsfrom its fan-outcone.
In generalhodescloserto the primary outputsare moreobsenablethanthosecloser
to the primary inputs. However, a nodeg in the fan-inconeF of node f may be more
obsenablethan f, dueto fan-outin F. For thecircuitin Figure2.3,relODCmasKg; h) =
01000100&01110110= 01000100.If Perr = p, thenwhenincluding faultson h itself,
theimpactof h is 5p=8+ 2p=8 = 7p=8. In casesvheresomegateshave higherintrinsic-
errorprobabilitiesthanothers anaveragevalueof p canbeused.For gatehardeningthis
measureanalsobe modi ed by weightingeachnode f with thewidth of its ELW, asin

Equation2.8.
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approx_impact(Circuit  C)
f
sort _topological( f;C)
for(all gates f2C)
for(all g2 inputs(f))
impadsig(f)j = impadsig(g)& ODCmasK f)
impadsig( f)j = relODCmaskKg; f)
impad(f) = p onegimpadsig(f))=K
g

Figure3.2: Algorithm to approximatémpad-.

3.3 Local Rewriting

Rewriting is a generaltechniquethat optimizessmall subcircuitsto obtain overall
areaimprovementg73]. We optimize circuits for SER and areasimultaneoushby us-
ing AnNSERto acceptor rejectrewrites. This techniquerelieson the fact that different
irredundantircuitscorrespondingo thesameBooleanfunctioncanexhibit differentSER
characteristicsFor instancethe balancedAND treein Figure 3.3ais moreerrortolerant
thanthe imbalancedone of Figure 3.3b, if the input vectorsare distributed uniformly.
However, whenP[a= 0] = 0:8, theimbalancedreeactuallyhaslower SER.Dueto this
dependencen signalprobability, choosingsuchcasess dif cult—this is preciselywhere
ANnSER' speedcanaid in decidingbetweercertainoptimizationsfor a particularsubcir
cuit.

We usethe implementationof rewriting reportedin [1, 73], which, rst, derivesa
4-inputcut for a selectechode,de ning a one-outputsubcircuit. Next, replacementan-
didatesarelooked-upin hashtablesthatstoresereralalternatve implementation®f each
function. We rewrite 4-input subcircuitsto bothimprove areaandreliability. To ensure

globalreliability improvementwe resimulatehecircuit andupdateSERestimatesCom-
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Figure3.3: Two differentrealizationsof an8-input AND.

putationalef ciency is achieved throughfastincrementaupdatesy ANSER.As shavn
in Figure 3.1a,the original subcircuitwith threegatescan be rewritten with two gates.
New nodalequivalencedor therewritten circuit canquickly beidenti ed usingstructural

hashingto furtherreducearea.

3.4 Gate Relocation

In this section,we considerways to enhancetiming masking,ratherthanlogic or
electricalmasking. The timing-maskingcharacteristic®f a circuit canbe improved by
reducingthewidth of gateELWSs. Gateswith mary different-lengthpathsto outputshave
thelargestlatchingwindows, dueto unevenpathdelay Thereforetiming maskingcanbe
improvedif somefan-outpathsare eliminatedor if the pathsaremodi ed suchthatthe
ELWs from the pathshave greateroverlap.

Embeddingan SERanalyzemwithin a placementool or closelycouplinga placement
algorithmwith reliability goalsis oneway of tacklingthis problem.However, in orderto
becompatiblewith all placemenalgorithmswe take alessintrusive approachby making
local changego pre-placeddesigns.Speci cally, we relocatenodeswithin the bounding

box de ned by theiradjacengatesglobalcharacteristicef the placemenaremaintained
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in thisway.

If agatef hastwo fan-outbrancheg andh, thenELW( f) canbetranslatedy adding
or subtractinglelayfrom theg-to-f pathandtheg-to-h pathin suchawaythattheoverlap
is maximizedwhenELW(g) andELW(h) aremergedto form ELW(f). The problemof
computingalocally optimalpositionfor agatef, i.e.,an(x;y) positionsuchthatthe ELWs
of its successogatesmaximally overlap,is a nonlinearconstraineaptimizationproblem
that canbe dif cult to solve for even one gate. We conjecturethat the bestlocationis
likely to be nearthe centerof gravity of the sourcesandsinks of the gate; neighboring
locationsshouldbetried aswell. We movein reverse-topologicabrderbecauséhelatch-
ing windows of gatesnearprimary outputsaffect the latchingwindows of earliergates,
but not vice versa. Our resultssuggesthatthesegaterelocationscanimprove reliability
while maintainingdelay Wheninterconnectielayformsa large portion of circuit delay
we expectthis techniqueto decreas&ERevenmore.

Figure 3.4 illustratesan example of a gaterelocation. Here, gateh is moved from
the positionshowvn in Figure3.4ato the positionshowvn in Figure3.4bsuchthat ELW( f)
is smaller Recallthat ELW(f) is computedby translatingand meging ELW(g) and
ELW(h). Therelocationresultsin the ELW(h) beingtranslatedoy the new pathdelay

betweenf andh, which hasgreateroverlapwith ELW(h) whentranslatecandmeiged.

3.5 Empirical Validation

We now reportempirical resultsfor the variousdesigntechniquegpresentedn this
section.Our experimentsvereconductebna 2.4 GHz AMD Athlon 4000+workstation

with 2GB of RAM, andthealgorithmswereimplementedn C++.
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Figure3.4:(a) Original circuit with ELWs; (b) Modi ed circuit with gateh relocatecto
decreas¢hesizeof ELW(f).

Table 3.1 shovs SER andareaoverheadmprovementsobtainedby SiDeR.The rst
setof resultsis for exactimplication relationshipsij.e., not consideringODCs. The sec-
ond columnshaws the useof ODCsto increase¢he numberof candidatesin bothcases,
AND/OR gatesareaddedbasednthefunctionalrelationshipsatis ed. We seeanaverage
29%improvementn SERwith only 5% areaoverheadvithout ODCs. Theimprovements
for the ODC coversare 40% with areaoverheadof 13%, suggestinga greatergain per
additionalunit areathanthe partial TMR techniquesn [76], which achieve a 91% im-
provementbut increaseareaby 104%o0n average.

Table3.2illustratesthe useof AnSERto guidethelocal rewriting methodimplemen-
tatedin the ABC logic-synthesipackagdl]. AnSERcalculategheglobal-SERmpactof
eachlocal changeo decidewhetheror notto accepthe change After checkinghundreds
of rewriting possibilities,thosethatimprove SERandhave limited areaoverheadarere-
tained.Thedataindicatethat,on average SERdecreaseby 10:7%, while areadecreases

by 2:3%. For instancefor alu4, a circuit with 740 gates,we achiere 29% lower SER,
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With exactcovers | With approx.covers

% SER | % Area| % SER | % Area
Circuit || Area | decrease increase| decrease increase
cordic 84 1.7 1.2 27.3 45.2
b9 114 18.1 14.9 30.7 31.6
C432 215 37.6 14.0 38.7 14.9
C880 341 9.6 0.9 13.1 2.3
C499 432 1.0 3.2 32.2 20.6
C1908 | 432 5.9 9.0 32.4 24.1
C1355| 536 25.3 9.0 30.7 8.6
alu4 740 55.9 0.9 55.9 1.6
i9 952 65.4 6.6 65.4 6.6
C3540 | 1055| 31.1 2.2 49.4 3.6
dalu 1387 74.3 1.2 74.3 1.2
i10 2824 40.4 54 40.4 5.6
des 4252 11.4 2.9 26.7 4.4
Ave. 29.1 55 39.8 13.1

Table3.1: Improvementsn SERobtainedby SiDeR.

while reducingareaby 0:5%. Although areaoptimizationis oftenthoughtto hurt SER,
theseresultsshow thatcarefullyguidedlogic transformationganeliminatethis problem.

Table 3.3 shaws the resultsof combiningSiDeR andlocal rewriting. In this experi-
ment,we rst usedSiDeR,followedby two passesf rewriting (in area-unconstraineahd
area-constraineghodes)to improve bothareaandreliability. This particularcombination
of thetwo techniqueyields68%improvementin SERwith 26%areaoverhead.

We evaluatedour gaterelocationand gate-hardeningechniqueson circuits from the
IWLS 2005benchmarlsuite[46], with designutilization setto 70%to matchrecentprac-
tice in industry Our wire and gate characterizationgare basedon a 65nm technology
library. We performstatictiming analysisusingthe D2M delay metric [5] on rectilinear
steinerminimal trees(RSMTs)producedoy FLUTE [25]; thesedesignsare placedusing

Capo,version10.2[20, 121], andrelocationsarelegalized(i.e., gatesaremovedinto the
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Circuits | No. No. % SER | % Area | Time

gates| rewrites | decrease decrease (S)
alu4 740 13 29.3 0.5 24.5
bl 14 0 0.0 0.0 0.2
b9 114 8 6.8 0.9 0.3
C1355 | 536 97 1.2 9.0 37.6
C3540 | 1055 23 5.8 0.9 51.5
C432 215 68 55 1.4 12.1
C499 432 37 0.0 0.5 13.0
C880 341 7 0.2 0.0 5.4
cordic 84 5 1.2 1.2 0.5
dalu 1387 58 24.0 3.2 35.0
des 4252 | 282 11.2 0.1 12.3
frg2 1228 96 27.9 2.0 8.9
i10 2824| 143 5.0 0.6 16.7
i9 952 83 314 11.7 | 35.3
Ave. 10.7 2.3 18.1

Table3.2: Improvementsn SERandareawith local rewriting.

Circuit | % SER | % Area
decrease increase

alu4 95.33 55.41
bl 8.08 14.29
b9 19.88 25.44
C1355| 99.49 19.40
C3540| 96.02 39.72
C432 96.81 22.79
C499 86.74 14.58
C880 59.58 24.93
cordic | 58.34 33.33
dalu 92.68 41.17
des 40.41 -1.69
frg2 46.42 27.85
i10 80.67 2.16
i9 78.05 49.26
Ave. 68.46 26.33
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nearesemptycells)usingthelegalizerprovidedby GSRCBookshelf[121].

Table 3.4 shavs improvementsachieved by guiding gatehardening. Hardeningthe
top 10% of the mostsusceptibleyatedeadsto anaverageof 43%decreasén SER.Gates
wereselectedusingtheimpactmeasuraliscussedn Section3.2. The rst columnof this
table shaws the percentag®ef most-susceptiblgatesthatwerenotidenti ed usinglogic
maskingalone. This indicatesthat guiding hardeningwith atiming maskingmodelleads

to differentgatesbeinghardened.

% New critical | SER % SER
Circuit gates (FIT) decrease
aescore | 21.86 5.57E-05| 40.29
spi 53.51 3.15E-05| 25.43
s35932 | 57.03 3.80E-05| 36.92
s38417 | 87.63 7.34E-05| 40.30
tv80 33.67 1.39E-05| 47.42
memctrl | 64.54 5.80E-05| 31.36
ethernet | 83.51 8.28E-05| 36.67
ushfunct | 88.96 8.70E-05| 90.11
Ave. 61.34 43.56

Table3.4: SERimprovementghroughgatehardening.

Table 3.5 shaws the resultsof locally relocatinggateswithin the boundingbox of
adjacentgates. We only acceptchangeghat affect delayand SER positively. However,
theproces®f legalization whichmovesgatesnto valid emptyslotsin thelayout,canlater
slightly increasedelay Our resultsindicatea 14% improvementat the 65nmtechnology
node,whereaverageintrinsic gatedelayis approximatelya 100 timeslarger than (unit)
interconnectRC delay The secondtwo columnsprojectresultsto smallertechnology
nodeswherewire delayis expectedio becomecomparabldgo gatedelay Suchtrendsare

indicatedin the ITRS 2005 chapteron interconnectwhich projectsthat at 32nm, wiring
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65nm < 45nm
Circuit %SER | % Delay | %SER | % Delay
decrease increase| decrease increase
aescore | 11.83 3.00 21.15 -3.10
spi 18.87 4.8 41.62 -2.90
s35932 | 10.74 -0.13 44.02 3.40
s38417 | 10.10 1.38 14.35 -11.57
tv80 4.89 1.45 43.62 17.50
memctrl | 7.75 1.14 78.43 -1.70
ethernet | 19.07 0.43 75.17 6.04
ushfunct | 28.50 -5.26 14.29 -9.09
Ave. 13.97 0.55 41.59 2.10

Table3.5: Improvementsn SER,throughgaterelocation.

will contribute 90% of the circuit delay The rst setof resultsindicatesa 14% decrease
in SER,while the secondsetshavs a 41:59% decreaseTherefore astechnologyscales,

timing maskingcanoffer greatemotentialfor improvementin SER.

3.6 Summary

We have developedseveral novel designtechniquego improve circuit SERwith low
areaandperformanceoverhead.Our techniquesare basedon the carefulanalysisof the
interplay betweensignal probability, obsenability, and maskingmechanisms.The rst
technique,called SiDeR, nds logical implications betweensignals,through signature
matchingandaddsafew gatego decreas&ER.In oursecondechniqueseveralalternate
non-redundantealizationsof the samesubcircuitare assessetbr global SERimprove-
mentand selectedbasedon an objective function that accountsor both SER and area.
Our third techniqueprovidesa bettermethodfor selectinggatesto hardenor replicate by
accountingor errorspropagatinghroughthe gate.Our fourth techniqueakesadwantage

of improvementsn timing masking py relocatinggateqpostplacementjo minimizetheir
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errorlatchingwindows. Our resultsgenerallyshowv signi cant improvementsn SER,at

low cost.
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CHAPTER IV

Probabilistic Transfer Matrices

Thusfar, we have concentratean soft-erroranalysis.Soft errorsarea resultof rela-
tively rareexternal-particlestrikesor disturbancesn circuit behaior. In this chapterwe
move to a moregeneralreliability-analysisframavork thattreatscircuits entirely proba-
bilistically. While this is usefulfor analyzingsoft errors,it is alsousefulfor analyzing
devicesthat periodicallyfail or behae probabilisticallyduring regular operation.Quan-
tum dot cellularautomatg QCA), wheregatesandwire are madefrom "quantumdots”,
areexamplesof suchdevices. Eachdot consistsof a pair of electronghatcanbe con g-
uredin two differentwaysto represena singlebit of information.In QCA, bothgatesand
wiresarecreatedrom planararrangementesf dots. QCA have aninherentpropensityfor
faultsbecausehe electronscaneasilybe absorbednto the atmospher@r arrangethem-
selvesin anambiguouscon guration [62, 104]. Otherexamplesof probabilisticdevices
includeprobabilisticCMOS, moleculardogic circuits,andquantumcomputers.

Historically, theprobabilisticanalysisof circuitshascenterecgroundsignal-probability
estimationwhich wasmotivatedby random-pattermestabilityconcerng91], [32], [109].

In short,the probabilityof asignalbeinga 0 or 1 givessomeindicationof thedif culty in
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controlling (andthereforetesting)the signal.In this chapteywe treatcircuits probabilisti-
cally to analyzecircuit reliability. As opposedo signalprobability estimation reliability
analysisdealswith complex probabilisticfailure modesanderrorpropagatiorconditions.

In generalaccurateeliability analysisnvolvescomputingnotjustasingleoutputdis-
tributionbut, rather theoutputerrorprobabilityfor eachinputpattern.ln casesvhereeach
gateexperiencesnput-patternrdependenerrors—eenif the inputdistributionis x ed—
simply computingthe outputdistribution doesnotgive theoverall circuit errorprobability.
For instancejf an XOR gateexperiencesanoutputbit- ip error, thenthe outputdistribu-
tion is unafected,but the wrong outputis pairedwith eachinput. Therefore we needto
separatelgomputetheerrorassociatedavith eachinputvector

Considetthecircuitin Figure4.1. Giventhateachgateexperiencesnerrorwith prob-
ability p= 0:1, thecircuit'soutputerrorprobabilityfor theinputcombinatior000is 0:244.
Theinputcombinationl11leadsto anoutputerrorprobabilityof 0:205. The overallerror
rateof thecircuit is the sumof the error probabilities weightedby the input combination
probabilities.The probabilityof errorfor thecircuit in Figure4.1,giventheuniforminput
distribution, is therefore0:225. Note thatjoint probabilitiesof input combinationsrather
thanindividual input probabilities,arenecessaryo capturecorrelationsamonginputs.

We analyzecircuit reliability and otheraspectof non-deterministidehaior, using
a representatiomalled probabilistictransfermatrix (PTM). A PTM for a gate(or a cir-
cuit) givesthe probability of eachoutputcombination,conditioneduponthe input com-
binations. PTMs canmodelgatesexhibiting varyinginput-dependengrror probabilities.

PTMsform an algebra—asetclosedunderspeci ¢ operations—wherethe operationsn
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guestionare matrix multiplication andtensorproducts Theseoperationgnay be usedto
computeoverall circuit behaior by combininggate PTMs to form circuit PTMs. Ma-
trix productscaptureserialconnectionsandtensorproductscaptureparallelconnections.
Also, PTM-basedcomputationgmplicitly capturesignalcorrelationsthat are causedoy

fan-out.Most of the conceptsandresultsdescribedn this chapteralsoappeaiin [60, 61].

4.1 PTM Algebra

In this section,we describethe PTM algebraandsomekey operationsneededo ma-
nipulatePTMs. First, we discussthe basicoperationmeededo describecircuits andto
computecircuit PTMs from gatePTMs. Next, we de ne additionaloperationdo extract
reliability information,eliminatevariables andhandlefan-outef ciently . Considera cir-
cuit C with ninputsandm outputs.We ordertheinputsfor the purpose®f PTM represen-
tationandlabeltheming;:::in, 1; similarly,themoutputsarelabeledouty;:::outy, 1. The
circuit C canberepresentetty a2" 2™ PTM M. Therows of M areindexedby ann-bit
vectorwhosevaluesrangefrom Pg@z_ 9 to ill%z_ } Therow indicescorrespondo input
vectors,.e. 0=1 truth assignments? thecircuitr']sinputsignals.Thereforejf i =igi1::in
is ann-bit input vector thenrow M(i) givesthe outputprobability distributionfor n input
valuesing = ig;iny = i1::: iNp 1= ip 1. Similarly, columnindicescorrespondo truth as-
signmentf the circuit's m outputsignals.If j is anm-bit vector thenentry M(i;j) is the
conditionalprobabilitythatthe outputshave valuesoutg = jo;0ut; = j1::: OUm 1= jm 1
giveninputvaluesing = ig;iny = i1::: iny 1= Iy 1, i.e,Plouputs= jjinputs= i]. There-
fore, eachentryin M givesthe conditionalprobability that a certainoutputcombination

occursgivena certaininput combination.
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Figure4.1: Sampldogic circuit andits symbolicPTM formula.

013 0 1

000 2 10 000 2 0:756 0:244
011 @0 1 011 g 0:244 0:756
010 10 010 g 0:756 0:244
011 RO 1 011 R 0:244 0:756
100 R 0 1 100 B 0:295 0:705
101 10 101 g 0:705 0:295
110 # 0 1 110 = 0:295 0:705
111 10 111 0:705 0:295
(a) (b)

Figure4.2:(a) ITM for thecircuitin Figure4.1; (b) circuit PTM, whereeachgateexperi-
enceserrorwith probabilityp= 0:01
De nition 10 Givena circuit C with n inputsand m outputs,the probabilistictransfer

matrixfor Cisa2" 2™ matrix M whoseentriesare M(i;j) = P[outputs= jjinputs= i].

De nition 11 A fault-free circuit hasa PTM called an ideal transfermatrix (ITM) in

which the correctlogic valueof ead outputoccurs with probability 1.

The PTM for acircuit representsts functionalbehaior for all inputandoutputcom-
binations. An input vectorfor an n-input circuit is a row vectorwith dimension2" 1.
Entryv(i) of aninputvectorv representtheprobabilitythattheinputvaluesing = ig;iny =
i1:::inp 1= iy 1 occur Whenaninputvectoris right-multipliedby the PTM, theresultis

anoutputvectorof sizel 2™M. Theoutputvectorgivestheresultingoutputdistribution.
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4.1.1 BasicOperations

PTMs canbe de ned for all the gatesof alogic circuit by takinginto accounterrors
affecting the gates. A PTM for the entirecircuit canthenbe derived from the PTMs of
the gatesandtheir interconnectionsThe basicoperationsneededo computethe circuit
PTM from componenPTMs arethe matrix andtensorproducts. Considerthe circuit C
formedby connectingwo gatesg; andgy in series,.e., the outputsof g; areconnected
to the inputsof g». Supposehesegateshave PTMs M; and My; thenthe entry M(i;j)
of theresultingPTM M for C representshe probability thatg, producesoutput j, given
g1 hasinputi. This probabilityis computedoy summingover all valuesof intermediate
signals(outputsof g1 which are alsoinputsof g,) for inputi of g1 andoutputj of g».
Therefore,eachentry M(i;j) = a4 1 M1(i;1)M2(l;j) This operationcorrespondgo the
ordinarymatrix productM1M, of thetwo componenPTMs.

Now supposehatcircuitC is formedby two parallelgatesy; andg, with PTMsM; and
M-. Eachentryin theresultingmatrix M shouldrepresenthejoint conditionalprobability
of a pair of input-outputvaluesfrom g1 anda pair of input-outputvaluesfrom g,. Each
suchentryis thereforea productof independentonditionalprobabilitiesfrom M1 andM»,

respectrely. Thesgoint probabilitiesaregivenby thetensorproductoperation.

De nition 12 Giventwo matricesM; and M», with dimensionk 2! and2™ 2N, re-
spectivelythe tensorproductM = M1 M, of My and M, is a 2™ 2!" matrix whose

entriesare:

M(io::likem 130 Jien 1) = M1(io::zik wsioiiifi 1) Moa(ik:itikem 101 J14n 1)
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Figure4.3: lllustration of the tensorproductoperation:(a) circuit with parallelAND and
OR gates;(b) circuit ITM formedby the tensorproductof the AND andOR
ITMs.

Figure4.3 shavs the tensorproductof an AND ITM with anORITM. Notethatthe OR
ITM appearsoncefor eachoccurrenceof a1 in the AND ITM; thisis a basicfeatureof
thetensormproduct.

Besidegheusuallogic gategAND, OR NOQOT, etc.),it is usefulto de ne threespecial
gatesfor circuit PTM computation. Theseare (i) the n-input identity gate, with ITM
denotedy,; (ii) the n-outputfan-outgateF,; and(iii) the swapgate,swap. Thesewiring
PTMsareshavnin Figure4.1.

An n-input identity gate simply outputsits input valueswith probability 1. It cor
respondgo a setof independentvires or buffers and hasthe 2 2 identity matrix as
its ITM. Larger identity ITMs can be formed by the tensorproductof smalleridentity
ITMs. For instance the ITM for a 2-input, 2-outputidentity gateis I, = | 1. More

generally Inwn = Im 1. An n-outputfan-outgate F,, copiesan input signalto its n
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(a) (b) (©)
Figure4.4: Wiring PTMs: (a) identity gate(l) ; (b) 2-outputfan-outgate(F»); (c) adjacent
swap gate(swap).
sub-circuit C’
‘ ' NAND2p

Ly | L, i Ls

(R R D swép NOT, [)(NAND2, NAND2, 1)(XOR3p)

Figure4.5: Circuit to illustrate PTM calculation;vertical lines separatdevels of the cir-
cuit; the parentheticafubexpressiongorrespondo logic levels.

outputs.ThelTM of a 2-outputfan-outgate,shovn in Figure4.1b,hasentriesof theform
F>(io; joj1) = 1,whereig = jo= j1 andall otherentriesare0. Thereforethe5-outputfan-
outITM, Fs, hasentriesFs(0;00000 = Fs(1;11110 = 1, with all otherentries0. Wire
permutationssuchascrossingwires, arerepresentetty swapgates ThelTM for anad-
jacentwire swap (a simpletwo-wire crosseer) is shavn in Figure4.1c. Any permutation

of wirescanbe modeledby a network of swapgates

Example5 Considerthe circuit in Figure 4.5—thisis the samecircuit asin Figure 4.1,
with thewiring gatesmadeexplicit. ThePTMsfor the gateswith error probability p are

asfollows:
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1 p p
NAND2, XOR3,, NOT,

Thecircuit PTM is expressedsymbolicallyby the formulain Figure 4.5. Ead parenthe-
sizedtermin the equationcorrespondgo a levelin thecircuit. Theadvantae of evaluat-
ing the circuit PTM usingsud an expressionis that the error probabilitiesfor the entire

circuit canbeextractedfromit.

4.1.2 Additional Operations

In additionto the basicoperationsof matrix multiplication and tensorproduct, we
introducethefollowing threeoperationgo increasehescopeandef ciency of PTM-based

computation:

delity : Thisoperatiormeasurethesimilarity betweeranITM andacorresponding

PTM. It is usedto evaluatethereliability of acircuit.

eliminatevariables This operationcomputeghe PTM of a subsebf inputsor out-
puts, startingfrom a given PTM. It canalsobe usedto computethe probability of

errorof individual outputs.

eliminateredundantvariables This operatioreliminatesredundantnputvariables
thatresultfrom tensoringmatricesof gatesthatarein differentfan-outbrancheof

thesamesignal
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We now formally de ne anddescribetheseoperationsn moredetail. First, we de ne

theelement-wis@roductusedin computing delity .

De nition 13 Theelement-wisproductoftwomatricesA andB, bothofdimensiom m,

isdenotedA: B= M andde nedbyM(i; j) = A(i;j) B(i;})).

To obtainthe fidelity, the element-wisgroductof the ITM andthe PTM is multiplied
on the left by the input vector andthe norm of the resultingmatrix is computed.In the

de nition below, jjvjj denoteghel; normof vectorv.

De nition 14 Givena circuit C with PTM M, ITM J, andinputvectorv, the delity of M
is givenby

fidelity(v;M;J) = jjv(M: J)jj

The delity of acircuitis ameasuref its reliability. Figure4.6illustratesthe fidelity
computatioron thecircuit from Figure4.1. ThelITM, shovn in Figure4.2a,is denotedJ,

andthe PTM, showvn in Figure4.2b,is denoted\.
2 3 2

0:125 0:756 0
0:125 0 0:756
0:25 0:756 0
0:25 0 756
T — . _ . _ . )
v = 0 J M= 0 0:705 v(J: M)= 0567 0:177
0 0:705 O
0:125 0 0:705
0:125 0:705 O
() (b) (0

Figure4.6: Matricesusedo computefidelity for thecircuitin Figure4.1: (a)inputvector;
(b) resultof element-wisenultiplicationof its ITM andPTM,; (c) resultof left-
multiplicationby theinput vector

86



Example 6 Considerthe circuit C fromFigure 4.1, with inputsf w; x; yg and outputf zg .
Thecircuit PTM s calculatedusingthe PTMsfrom Example5, with probability of error
p = 0:05 at each gate on all inputs. Figure 4.6 showsintermediatematricesneededor
this computation.Thequantity fidelity(v; M; J) is foundby r stelement-wisenultiplying
J andM, thenleft-multiplyingby an input vectorv. Thel; normof theresultingmatrix is

fidelity(v;M;J) = (0:567+ 0:177) = 0:743 Theprobabilityoferroris1 0:743= 0:257.

Theeliminate variablesoperations usedto computethe "sub-PTM” of a smallerset

of inputandoutputvariables We formally de ne it for 1-variableelimination.

De nition 15 Givena PTM matrix M thatrepresentsa circuit C with inputsing:::in, 1,
eliminate_variablegM:;iny) is thematrix M°withn 1 inputvariables

iNg:::iNk 1iNks1:::iNK+ 151Ny 1 whoserowsare

M%io::tik 1ike1:itin 23)) = M(io::tik 1 Oike1:iin 2;0)+ M(io:tik 1 Like1::in 23])

The eliminate_variables operationis similarly de ned for outputvariables. 1 The
eliminationof two variablescanbe achiezed by eliminatingeachof thevariablesindivid-
ually, in arbitraryorder Figure4.7 demonstratetheeliminationof columnvariablefrom
a subcircuitCP of the circuit in Figure4.5, formedby the logic betweeninputsw; x and

outputsg; h. ThePTM for COwith probabilityof errorp= 0:050nall its gatess givenby:

(R, FR)(swap NOTp)(NAND2, NAND2p)

1The eliminate_variablesoperationis analogoudo the existentialabstractiorof a setof variablesx in
a Booleanfunction f [37], givenby the sumof the positive andnegative cofactorsof f, with respecto x:
Ix f = fy+ fx. Theeliminate_variablesoperationon PTMsrelieson arithmeticadditionof matrix entries
insteadof the Booleandisjunctionof cofactors.
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0 0 0 1 0:0025 0:0475 0:0475 0:9025
g 0 00 1 Z § 0:0025 0:0475 0:0475 0:9025
0 01 0 0:04525 0:00475 0:85975 0:09025
01 00 0:09025 0:85975 0:00475 0:04525
(a) (b)

0 1 3 5 0 1
0:0025+ 0:0475  0:0475+ 0:9025 0:0025+ 0:0475  0:0475+ 0:9025
0:0025+ 0:0475  0:0475+ 0:9025 Z 0:0025+ 0:0475  0:0475+ 0:9025 é
0:04525+ 0:00475 0:85975+ 0:09025 0:04525+ 0:85975 0:00475+ 0:09025
0:09025+ 0:85975 0:00475+ 0:04525 0:09025+ 0:00475 0:85975+ 0:04525

(@) (d)

Figure4.7: Exampleof the eliminate_variablesoperation:(a) ITM of subcircuitC®from
Figure4.5; (b) PTM of C° (c) Outputvariableh eliminated;(d) Outputvariable
g eliminated.

If we eliminateoutputh, thenwe canisolatethe conditionalprobability distribution of
outputg, andvice versa.Outputh correspondso the secondcolumnvariableof the PTM
in Figure4.7h To eliminatethis variable,columnswith indicesO0 andO1 of Figure4.7b
areadded,andtheresultis storedin the columnO of the resultantmatrix (Figure4.7c).
ColumnslOandl1of M arealsoaddedandtheresultis storedin columnl of theresultant
matrix. The nal PTM givesthe probability distribution of outputvariableg in termsof
theinputsw andx. A similar procesds undertalen for eliminationof g in the PTM of
Figure4.7d.However, thistime the rst columnvariableis eliminated.
Often,parallelgateshave commoninputs,dueto fan-outatanearlierlevel of logic. An
exampleof thisappearsn level L3 of Figure4.5dueto fan-outatlevel L. Thefan-outgate
wasintroducedto handlesuchsituations;ithereforethe PTM for level L1 in Example5is

composeaf two copiesof thefan-outPTM F, tensoredvith anidentity PTM |. However,
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this methodof handlingfan-outcan be computationallyinef cient becausat requires
numerousmatrix multiplications. Therefore,in eitherinputsor outputswe introducea
new operationcalledeliminateredundantvariablesto remove redundansignalsthatare
dueto fan-outor othercausesThis operationis moreef cient thanmatrix multiplication

becausét is linearin PTM size whereasnatrix multiplicationis cubic.

De nition 16 GivenacircuitC with ninputsing;:::inp 1, andPTMM, leting andin; be
two inputsthat are identi ed with (connectedo) eadt other Then
eliminate_redundant_variablegM; iny;in;)) = M® where M%is a matrix with n 1 input

variableswhoserowsare
MO(il:::ik:::h pi1sitin 1)) = M(igsssik:oi 1ikh+1:tin 1))

Thede nition of eliminate_redundant _variablescanbeextendedo asetof inputvariables
that areredundant.Figure 4.8 shavs an exampleof the eliminate_redundant variables
operation.

PTMsyield correctoutputprobabilitiesdespiterecorvergentfan-outbecausehejoint
probabilitiesof signalson differentfan-outbranchesare computedcorrectly using the
tensorproductand eliminate_redundant _variables operations. Supposetwo signalson
differentfan-outbranchesecorverge at the samegatein a subsequentircuit level. Since
thejoint probabilitydistribution of thesewo signalsis computedcorrectly theserialcom-
positionof thefan-outbranchesvith the subsequergateis alsocorrect,by the properties
of matrix multiplication. Onthe otherhand,if theindividual signalprobabilitiesarecom-
putedseparatelythentheseprobabilitiescannotbe recombinednto the joint probability

without somelossof accurag.
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Figure4.8: Signalforwardingusingeliminate_redundant _variables (a) circuit with sig-
nal b fanningout to two differentlevels; (b) NAND [, addingb asaninput
andoutput;(c) nal ITM for circuit computedoy removing rows in boldface.

Theeliminate_redundant variablesoperationcanef ciently handlefan-outto differ-
entlevelsby "signal forwarding; asseenn Figure4.8. Signalb is requiredatalaterlevel
in thecircuit; thereforep is addedo the ITM asanoutputvariableby tensoringhe AND
ITM with anidentity matrix. However, tensoringwith theidentity ITM addsbothaninput
andoutputto the level. Hence,the additionalinput is redundantvith respecthe second
input of the AND gateandis removed usingeliminate_redundant variables Note that

theremovedrows correspondo assigningcontradictoryalueson identicalsignals.

4.1.3 Handling Correlations

Thereare mary casesof errorswhereinput and output valuescannotbe separated
and combinationsof thesevaluesmustbe taken into account. For example, using the
eliminate_variablesoperationthe conditionalprobabilitiesof theinputsor outputscannot
always be storedseparatelyin differentmatrices. While suchstoragecan alleviate the
input-spacexplosioninherentin storingall possiblecombinationsof inputsandoutputs,

it may not capturecorrelationswithin the circuit.

Example 7 Supposdwo wireshavea 0:25 probability of swapping The matrix corre-
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Figure4.9: Exampleof outputinseparability:(a) PTM for a probabilisticwire-swap; (b)
PTM for eachindividual outputafterapplyingeliminate_variables (c) incor
rectresultfrom tensoringtwo copiesof the PTM from part(b) andapplying
eliminate_redundant variables

spondingto this error is givenin Figure 4.9a. If wetry to sepaatethe probability of eath
output,using eliminate_variables, the output probabilitiesboth havethe PTM of Figure
4.9h If theseoutputsare tensoed(with redundantnputseliminated) they resultin theer-
roneouscombinedmatrix of Figure 4.9c¢. Thisdemonstatesthat thesetwo outputscannot

becorrectlysepaated;their joint conditionaldistributionsare, in fact,insepaable

Justassomeerrorscannotbe separatedsomefaultsaffect multiple gatessimultane-
ously. In this casethecombinedPTM cannotbebuilt from individual PTMs,andthejoint
probabilitiesmustbe obtained(or the exactcorrelationdetermined)This sameeffect can
occurwith inputvectorswhich cannotalwaysbe separateéhto probabilitiesof individual

inputs.An exampleis givenbelow.

00 01 10 11

05 0 0 05 '

PTMs have the advantagethat, at every level, they canrepresentand manipulatejoint
probabilitiesfrom the inputsto the outputs. If necessaryindividual outputdistributions

canbeobtainedusingthe eliminate_variablesoperation.
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Sofar, we have introducedthe PTM representationsf gateandwire constructsand
the operationsneededo combinetheminto circuit PTMs. In the next section,we give
examplesof the variouskinds of faultsthat PTMs cancapture aswell asthe application

of PTMsin soft-erroranalysisanderrorthresholdcomputation.

4.2 Applications

In this section,we discussapplicationsof PTMsto variousfault typesaswell asin

determiningthe errortransferbehaior of logic circuits.

4.2.1 Fault Modeling

The PTM model canrepresenta wide variety of faulty circuit behaiors, including
bothhardandsoft errors Thefactthatthereareseparatgrobabilitiesfor eachinputand
output,andthe fact that they are propagatedsimultaneouslynale this possible Figure

4.10lists someerrorsthatcanberepresentetly PTMs.

000° 1 0> 000° 1 0° 000”1 0° o000° 0:95 0:05° 000 1 0°
0116 1 07 01181 07 01181 07 0118 0:95 0057 0118 0 1
0108 1 047 01081 07 01080 17 0108 0:95 0054 0108 0 1
0112 0 14 01180 14 01181 04 0118 0:05 0954 0118 1 0
1000 0 14 10081 0% 1008 1 0% 1008 0:05 0:95% 1008 0 1
10181 04 1081 04 1080 14 1018 0:95 0054 1018 1 0
110 0 1° 1101 0° 1100 1° 110* 0:05 0:95° 110* 0 1
111 01 111 01 111 0 1 111 005 095 111 1 0
(a) (b) () (d) (e)

Figure4.10: PTMs for varioustypesof gateerrors: (a) a fault-freeideal 2-1 MUX gate;
(b) rst inputsignalstuck-atl; (c) rst two input signalsswapped;d) prob-
abilistic outputbit- ip with p = 0:05; (e) wrong gate: MUX replacedby
3-inputXOR gate.

Figure 4.10ashaws the ITM for a fault-freeideal 2-1 multiplexer (MUX). Figure
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4.10bshows the rst datainput signalof the MUX stuck-atl, i.e., row 000is replaced
with row 100 of the ITM, row 010 with row 111, andso forth. Figure4.10cshowns an
examplewith the rst two wires swapped;this is capturedby permutingthe rows of the
ITM, accordingly Figure4.10dshavsthe rst exampleof a probabilisticerror, anoutput
bit- ip wherethewrongvalueoccurswith probability p= 0:05in eachrow. Figure4.10e
shavsadesignerrorwhereaMUX hasbeenreplacedy anXOR gate.As theseexamples
indicate,PTMs cancaptureboth gateerrorsandwiring errors.

PTMs canalsorepresenerrorsthatarelikely to occurin nanoscaleircuits. For in-
stancein QCA, thewiresthemselesaremadeof "quantumdots; andso,lik e gateswires
canexperiencebit- ips. Bit- ips onwirescanberepresentetyy the 1-inputidentity gate
I, with probabilisticerrorsasshavn below.

5 " P
1 1 ¢

As mentionedin Chapterl, adjacentwires in hanoscaleCMOS circuits can suffer
from crosstalk. Whentwo adjacentwires run parallelto eachother thereis capacitve
andinductie coupling,which cancauseneighboringsignalsto erroneouslyswitch [96].
Crosstalkcanberepresentetly afaulty 16 2 matrix, which takestransitionsratherthan
signalvaluesinto account.Hence,we needcircuit informationfor two consecutie time
units.

Considerthe circuit shovn in Figure4.11. Let ag; bo; : : :Yo; Zo denotesignalsat time
unittg anday; by;:::y1; 21 denotethe samesignalsattime tg. Supposeve identify f andg
aslikely candidategor crosstalkfaults,with f beingthe aggressosignalandg beingthe

victim. If f transitiondrom 0to 1, thendueto crosstalkg alsohasachanceof erroneously
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Figure4.11: Circuit to illustratecrosstalkfaults.
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Figure4.12: Representing crosstalkerrorusingPTMs.

transitioningsimilarly. Thisis representetly the PTM with inputs fo; f1; go; g1 andoutput
gfl’ which containsanerroneougransitionwith probability p, asshovn in Figure4.12.
While we have explicitly modeledvarioustypes of errorsin corventional CMOS
nanoscaleircuits, we have not modelederrorswhoseprobabilitieschangedynamically
For instancewe do not modeltime-varying error probabilitiesor errorswhoseprobabil-
ities aredescribedoy probability-distrilution functions(PDFs). However, in the future,

usingPTMs it may be possibleto modelsuchcases.For instancejn orderto usePTMs
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with entriesformedby PDFs,the tensorand matrix multiplicationsoperationswill need
to be rede nedto handlesums(convolutions) and productsof probability distributions.
However, aswe shawv in thenext section|f errorprobabilitiesdependon speci cally iden-
ti able discretevariablesapartfrom theinputvariablesthesetoo canbeincorporatednto

PTMs.

4.2.2 Modeling Glitch Attenuation

Thusfar, signalshave beendescribedy theirlogic value,with eachsignalrepresented
by al 2 vectorthatindicatesthe probability of it being0 or 1. While retainingthe
discretenessf our model,we now expandsignalrepresentatioto incorporatenecessary
electricalcharacteristics.

For instance,we can differentiatebetweensignalsof long and short duration just
aswe differentiatebetweensignalswith high andlow amplitude(by their logic value).
We canrepresenta signal by a vectorw which hasfour entriesinsteadof two, w =
[Pos Po P1s Pu]. Thesecondoit of therow index representshort(“s”) or long ("l”) du-
ration,so pos is the probability of alogic O with shortduration.Extraneouglitches,such
asthoseinducedby SEUs,arelik ely to have shortduration,while drivenlogic signalsare
likely to have relatively long duration.

Eachgatein a circuit hasa probability of an SEU strike that dependsuponvarious
environmentalfactors,suchasneutron ux andtemperatureWe call this the probability
of occurrencefor a gate(or node)g, anddenotet by poccur(g). However, SEUstrikescre-
ateglitcheswhich canbe differentiatedoy a combinationof shapeandamplitude. These

differentiationsareimportantin the propagatiorof a glitch throughcircuit gates.There-
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fore, we utilize amodi ed identity matrix known asl1:n( Poccur) t0 represent probability
distributiononaglitch inducedby an SEU strike.

We usethe speci ¢ glitch-propagatiormodel from [88] to determinewhich signal
characteristicto capture adifferentmodelmightrequireothercharacteristicto berepre-
sentedln [88], glitchesareclassi edinto threetypes,dependingon their durationD, and
amplitudeA, relative to the gatepropagatiordelay Tp, andthresholdvoltageV;. Glitches

areassumedo changeonly logic-0to logic-1 whenthey strike (but canlaterbeinverted).

Glitchesof type 1 have amplitudeA > V; anddurationD > 2T,. Glitchesof thistype

arepropagatedvithout attenuation.

Glitchesof type 2 have amplitudeA > V; andduration2T, > D > T,. Glitchesof

this type arepropagateavith anattenuate@mplitudeof A°< A

Glitchesof type 3 have A < ;. Glitchesof this type are not propagatedi.e., they

areelectricallymasled

Sinceamplitudeis alreadyindicatedby the logic value, we needan additional bit
to indicatewhetherthe durationis larger or smallerthan the propagationdelay of the
gate(whenthe amplitudeis higherthanthe thresholdvoltage). The durationis irrelevant
for glitcheswith amplitudelower thanthe thresholdvoltage,sincethesearelikely to be
attenuated.Figure 4.13ashaws the probability distribution of an SEU strike whenthe
correctlogic valueis 0. Glitchesof type 1 areindicatedby row labels11, glitchesof types
2 areindicatedby labels10,andglitchesof type3 areindicatedby 01. In particular Figure

4.13aassumesiniform distribution, with respecto glitches.
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Oncean SEU strikesa gateandinducesa glitch, the electricalcharacteristic®f the
circuit gatesdeterminewhetherthe glitch is propagatedGlitcheswith long durationand
highenepy relativeto thegatepropagatiordelayandthresholdvoltagearegenerallyprop-
agatedptherglitchesarenormallyquickly attenuatedWe call the probabilitythata glitch
is propagate®prop(g). Theglitch-transfercharacteristicef alogic gatearedescribedy
amodi ed gatePTM that representselevant characteristic®f the glitch. For instance,
Figure4.13bshavs amodi ed AND PTM, denotedAND 2:2( Pprop) -

In the selectedylitch model[88], attenuatioractsby transformingsensitizedylitches
of type 2, with a certainprobability, into glitchesof type 3. All othersignalsretaintheir
original outputvaluegivenby thelogic function of the gate.This transferfunctioncanbe
describedby the PTM of Figure4.13b This PTM shavs an AND gatewhich propagates
aninput glitch (only if the otherinput hasa non-controllingvalue),with certaintyif the
glitch is of type 1 (in which caseit is indistinguishabldrom a drivenlogic value)or with
probability pprop if theglitch is of type2.

Whenusing2-bit signalrepresentationsheprobabilityof alogic 1 valuefor asignalis
computedoy marmginalizing or summing-outpverthe secondit. For instancejf asignal
has2-bit distribution[:2 :1 :3 :4], sincethesecondit indicatesduration,the probability
of alogic Ois:2+ :1 andtheprobabilityof alogic 1 is :3+ :4. Figure4.14shovsacircuit

with the correspondingTM andPTMswith multi-bit signalrepresentations.

Example 8 For the circuit in Figure 4.15, supposean SEU strike producesa glitch at
input b. By inspection,we seethat this glitch will only propagateto primary outpute

for the primary input combination101 In otherwords,the glitch propagatesif the input
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00,00 1 0 0 0
00,01 1 0 0 0
00,10 1 0 0 0
glitch due to SEU 00' 11 1 O O 0
4/4:D>\1L — attenuated glitch 01,00 1 0 0 O
ﬂjm 0101 1 0 0 0
K 0510 &1 0O 0 0
0L 11 1 0 0 0
5 5 10,00 1 0 0 0
00 1 Poccur Poccur=3  Poccur3  Poccur=3 10,01 1 0 0 0
00 g 0 1 0 0 10,10 0 1 Pprop Pprop O
10 0 0 1 0 10,11 1 0 0 0
11 0 0 0 1 11,00 0 1 0O O
(a) 11,01 1 0 0 O
1110 0 1 pprop Pprop O
11,11 0 0 0o 1

(b)

Figure4.13:PTMsfor SEUmodelingwheretherow labelsindicateinput signaltype: (a)
[2:2( Poccur) describes probabilitydistributionontheenegy of anSEUSstrike
at a gateoutput, (b) AND2.2(pprop) describesSEU-inducedylitch propaga-
tion for a 2-input AND gate. The type-2glitchesbecomeattenuatedo type
3 with aprobabilityl  pprop.
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lio AND2,2(Pprop)

CircutlTM = (l12 P2 12:2)(AND2,2(Pprop)  AND2:2(Pprop))(F22  11;2)(11.2 AND2;2(Pprop))
CircuitPT™M = (|1;2 I:2;2 |1;2)(AND2;2(pprop)ll;Z(poccur) ANDZ;Z(pprop)|1;2(poccur))
(Fo2 112)(lz2 AND2:2( Pprop) ! 1;2( Poccun)

Figure4.14: Circuit with ITM andPTMsdescribingan SEU strike andtheresultantprop-
agationwith multi-bit signalrepresentations.

a
b

: e

Figure4.15: Circuit usedin Example8 to illustratetheincorporatiorof electricalmasking
into PTMs.

sensitizeshe appropriate pathto d andthene. If welet poccur = 0:001and pprop = 0:5,

and AND2:2( pprop) is asshownin Figure 4.13,thenthecircuit PTMis givenby:
(I2 122(Poccu)  12)(AND2:2(Pprop)  12)(AND2;2( Pprop))
ThecorrespondindTM and delity are givenin Figure 4.16.
fidelity = :99994791

Perror= 1 fidelity= :000052083

4.2.3 Error Transfer Function

In this sectionwe analyzecircuit reliability asafunctionof gatereliability. Usingdata

pointsfor variousgateerrorvalueswe derive low-degreepolynomialapproximationgor
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0

0:9996 0:0001 0:0003 0

0:9996 0:0002 0:0002 0

1 0 0 0

1 0 0 0

1 0 0 0

1 0 0 0

1 0 0 0

1 0 0 0

0:2500 0:1875 0:5625 0

0:2500 0:3750 0:3750 0

1 0 0 0

1 0 0 0

0:5000 0:1250 0:3750 0

0:5000 0:2500 0:2500 0

1 0 0 0

1 0 0 0

0:9995 0:0002 0:0003 0
0:9995 0:0001 0:0001 0:0003

1 0 0 0

1 0 0 0

1 0 0 0

1 0 0 0

1 0 0 0

1 0 0 0

0 0:1250 0:3750 0

0 0:2500 0:2500 0

1 0 0 0

1 0 0 0

0 0:5000 0:5000 0

0 0 0 1

Figure4.16:PTM for the circuit usedin Example8 which incorporateslectricalproper
tiesof thegates.
theerrortransferfunctionsof standarcdbenchmarlcircuits. Suchfunctionscanbe usedto

derive upperboundsfor tolerablelevelsof gateerror.

De nition 17 Theerrortransferfunctione(x) on0 x 1 ofacircuitC is the delity of

C with output-eror probability x on all gates.

Figure4.17illustratesthe errortransferfunctionsfor several standardbenchmarlcir-
cuits, determineddy introducingvaryingamountsof errorinto gatesandthencalculating
the circuit delity accordingto De nition 14. Generally sucherror transfercurvescan
be describedby polynomials. If two gateshave error p, thentheir composition(series,

parallel, or a combinationof both) hastermsthat are linear combinationsof p? and p,
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the overall probability of error O(p?). If acircuit hasn gates eachwith error p, thenits
delity is apolynomialin p of degreen. Realistically only gateerrorvaluesunderQ:5 are
usefulsincethe gatecansimply be viewed asits negatedversionfor highererrorvalues.
However, Figure4.17hasprobabilitiesof gateerrorupto 1 to make the polynomialnature

of thecurvesevident.

- ‘e,
LI T

MUX ssrergsin F
MAJORITY g &
PARITY stimmmn & 1
XQRS g
QS‘Y\‘MM[_ many

Circuit Error Probability

0.4 0.6 0.8 1
Gate Error Probability

Figure4.17: Circuit error probabilityundervariousgateerror probabilities.

Table4.1giveslow-degreepolynomialsthatestimateerrortransferfunctionswith high
accurayg. Suchfunctionalapproximationsreusefulin determiningthe upperboundson
gateerrorprobability necessaryo achieve acceptabldevelsof circuit error For instance,
it hasbeenshown thatreplicationtechniguesuchas TMR or NAND-multiplexing only
decreaseircuit errorif the gateerroris strictly lessthan0:5 [94]. However, Figure4.17
suggestshatfor mostcircuits, replicatingthe entirecircuit at gateerrorsof 0:20 or more

will only increasecircuit error.
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Polynomialcoefcients
Circuit Error ag a1 a ag au as g
majority | 2.5E-7 || 0.2080| 0.1589 0 0 0 0 0
mux 6.6E-6 | 0.0019| 1.9608| -2.8934| 1.9278 0 0 0
parity 0.0040| 0.0452| 5.4892| -21.4938| 31.9141| -4.2115| -30.3778| 19.5795
tcon 0.0019| 0.0152| 6.2227| -13.5288| 7.1523| 9.2174| -9.0851 0
9symml | 0.0010| 0.0250| 2.4599| -3.7485| 1.5843 0 0 0
Xor5 0.0043| 0.0716| 5.9433| -26.4666| 51.1168| -44.6143| 14.4246 0

Table4.1: Polynomialapproximationf circuit error transfercurves andresidualerrors.
The tted polynomialsareof theforme(x) ap+ ayx+ axx?+ azx®::..

4.3 Summary

In this chaptey we proposedhe probabilistictransfermatrix (PTM) to capturenon-
deterministicbehaior in logic circuits. PTMs provide a concisedescriptionof both nor
mal andfaulty behaior andarewell-suitedto reliability analysis A few simplecomposi-
tion rulesbasedn connectity canbeusedto recursvely build largerPTMsrepresenting
entirelogic circuitsfrom smallergatePTMs. PTMs canaccuratelycalculatgjoint output
probabilitiesin the presenceof recorvergent fan-outand inseparablgoint input distri-
butions. In addition, we de ned new matrix operationsto eliminatevariables,remove
redundang, andcomputethe overall probability of circuit error We shovedhow PTMs
canbeusedo capturevarioussortsof errorsinherentin nanocircuitsincludingsofterrors.
We alsousedPTMsto derive polynomialapproximationgor circuit error probabilitiesin
termsof gateerror probabilitiesfor the purposeof determiningthresholdsof acceptable

gateerrorfor speci c circuits.
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CHAPTER V

Computing with PTMs

Circuit PTMs have exponentialspacecompleity becausdhey containinformation
aboutall possibleinput vectors. Their compleity makes numericalcomputationwith
PTMs impracticalfor circuits with more than 10-15inputs. In orderto improve scala-
bility, we developanimplementatiorof the PTM framework thatusesalgebraicdecision
diagramgqADDs) to compressnatrices.We alsoderive several ADD algorithmsto com-
binePTMsdirectlyin theircompressetbrms.

Figure4.2givesaPTM for thecircuitin Figure4.1alongwith thecorrespondind\DD,
representinghe casewhereall gatesexperienceoutputbit- ips with probability p= 0:1.
As the gure shows, the samevaluesoccur multiple timesin the matrix and suggesta
possibility of compressionDueto the canonicityof ADD/BDD representationdentical
subgraphsgorrespondindo identicalsubmatricescanbe identi ed andeliminateddur
ing the processof ADD-construction.In somecasesADDs containexponentiallyfewer
nodesthan the numberof entriesin the explicit matrix representation.In such cases,
linearalgebraictransformationsanbe appliedexponentiallyfasterto the ADD thanto

the matrix.
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Developing efcient ADD algorithmsfor PTM operationss a signi cant technical
challengethat we addressn this chapter We adaptprevious ADD algorithmsfrom [8]
and[123] for tensorandmatrix products.The original versionsof their algorithmshandle
only squarenatriceswhile PTMsaregenerallyrectangularin addition,we developADD
algorithmsfor the new operationgle ned in ChaptelV. Theseoperationsarenecessary
for computingmaiginal-probabilitydistributions,reconcilingdimensionsandestimating
overall circuit-errorprobabilities.

In the secondpart of this chapteywe develop severalmethodgo furtherimprove the
scalabilityof PTM-basednalysis.Thesemethodsemploy thefollowing techniquesparti-
tioning andhierarchicacomputationdynamicevaluationordering,andinput-vectorsam-

pling. Most of thetechniquesandresultsdescribedn this chapteralsoappeain [60, 61].

5.1 Compressingwith DecisionDiagrams

This sectiondiscusseshe compressiorof PTMs using algebraicdecisiondiagrams
(ADDs), anddevelopsa procedurdor computingcircuit PTMsfrom gatePTMs.

Recallthata binarydecisiondiagram(BDD) is a directedagyclic graphrepresenting
Booleanfunction f (Xo; X1; X2; : : : Xn) With rootnodexg. ThesubgrapHormedby theoutgo-
ing edgelabeledd representmenegativecofactorfxg(xl: ::Xn), ortheelseBDD. Thesub-
graphformedby the outgoingedgelabeledl representthe positive cofactor fy, (X1 :::Xn),
or thethenBDD. Booleanconstant@arerepresentedy terminalnodes.

ADDs arevariantsof BDDsin whichterminalnodescantake onary realvalue.Bahar
etal. [8] presenta methodof encodinga matrix, usingan ADD. The ADD encodingof a

matrix M is arooteddirectedacyclic graphwhoseentriesdependntherow- andcolumn-
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index variablegq(ro; Co;r1;C1:::rn;cn) of M; brancheof the ADDs correspondo portions
of the matrix. Theroot of the ADD is the nodelabeledry. The subgrapHormedby the
outgoingedgelabeledO representghetop half of M, i.e.,thehalf correspondingo ro = O.
The subgraphformed by the outgoingedgelabeledl representshe bottom half of M,
which hasrg = 1. As in BDDs, the samepathcanencodeseveral entriesif variablesare
skipped. Theinput variablesarequeriedin a pre-de nedorderandfacilitate reductions,
throughthe useof a singlesubgraptfor identicalsubmatrices.

We usethe QuIiDDProlibrary [123] to encodePTMsasADDs. We alsoaddedfunc-
tions to this library for perform operationson PTMs. QulDDProincludesthe CUDD
library [117] andusesinterleavedrow andcolumnvariableordering,which facilitatesfast
tensorproductsand matrix multiplications—ley operationsn the quantum-mechanical
simulationsfor which QuIDDProwasdesigned.The basicADD functionsusedin PTM

computationareasfollows.

topvar(Q) : returnstherootnodeof anADD Q

then(Q) : returnsthe 1 branch

elsgQ) : returnsthe 0 branch

ite(Q; T; E): refersto thei f-thenelseoperationwhich takesa nodeQ correspond-
ing totherootandtwo ADDs, T andE, correspondingo thethenandelsebranches,

andcombinegheminto alargerADD.

All matrix algorithmsfor ADDs, thatwe areawareof, assumesquaraematricesout can

represenhon-squarematricesusing zeropadding[8, 26]. Zero-paddings necessaryn
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ADDs to distinguishbetweermissingrow (or column)variablesandthosethatdo notexist
becausef matrix dimensions—anon-squarenatrix hasfewer row variableshancolumn
variables,or vice versa. Recallthat ADD variablesare ordered,andnodesarelevelized
by decisionvariables. Any variablemissingfrom the ADD canbe wrongly interpreted

as markingreplicatedmatrix entries;Figure 5.1 illustratesa situationin which missing
variablescancreateambiguity

1 3 00 01 10 11

pOOY N
T T T o
R
T T O
UK
pOOY N
T T O
e
T T O
T T T
B
T T T
15NN

1 p p 1 p p 1 p p

(a) (b)

Figure5.1: PTMs with identical ADDs without zero-padding:(a) matrix with only one

columnvariable;(b) matrix without dependeng on the secondcolumnvari-
able.

Figure 5.2 describesan algorithm for paddingmatriceswith zeros. This algorithm
assumethattherearemorerow variableghancolumnvariablesbut caneasilybemodi ed
to handlecaseswith more column variablesthanrow variables. Supposea PTM with
ADD A has2™ ! rows and2™ columns. The zeropaddingof A is doneby introducinga
new node,q, with thern(q) pointingto the original ADD andelsgq) pointingto the zero
terminal.In Figure5.2,thefunctionshift_col_var_labels, by shifting the columnvariable
numberupto facilitatetheintroductionof missingvariablesnto the ADD, renamesiodes
representingolumnvariables.

Theintroductionof zeropaddingis sufcient to implementthe matrix multiplication

operation. However, the tensorproductsof zero-padded®TMs are generallyincorrect.
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pad.with _zeros( Q)
f
dif f = numrow.vars( Q) numcol vars( Q)
shift _col _var _labels( Q;diff)
R=Q
for(i=0;i< diff;i+ +)
R= add.missing -var( R;i)
return R
g

add_missing _var( Q;i)
f
Ci = create _newnode(i)
if (topvar( Q)< ¢&& then( Q)> ¢)
T = ite( ¢;0;elsgQ))
E = ite( ¢;1;thenQ))
R= ite( topvar(Q);T;E)
else
T = add.missing _var( then(Q);i)
E = add.missing _var( elsgQ);i)
R= ite( topvar(Q);T;E)
return R

Figure5.2: Algorithm to padmatriceswith zeros.

Figure 5.3 shavs an exampleof anideal NOT gatetensoredwith anideal zero-padded
NAND gatethatyieldsanincorrectresultantPTM. Columns3 and4 of this matrix erro-
neouslyconsistentirely of zeroscarriedover from the zero-paddingf the NAND PTM.
To reconciletensormproductswith zero-paddingwe adddummyoutputsto agatePTM

to equalizethe numberof inputsandoutputs. In orderto adda dummyoutputto a gate
matrix, we cansimply "forward” oneof its input signalsto the output,asis donein Figure
4.8. Dummy outputscanbe subsequentlyemaovedby eliminatingthe correspondingol-
umnvariable.Sinceeliminate_variablesremovesavariable it maybenecessaryo re-pad

thematrixwith zeros.In suchcasesthezero-paddings restoredisingthealgorithmgiven
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Figure5.3: (a) NOT gatelTM; (b) zero-paddedNAND gatelTM; (c) theirtensorproduct
with incorrectplacemenbf all-zerocolumns.

in Figure5.2.

5.1.1 Computing Circuit PTMs

We presentan algorithm for computingthe ADD of a circuit's PTM in Figure 5.4,
following the methodillustratedin Example5 of ChapterlV. First, a gatelibrary is
speci ed in the form of a setof gatePTMs. The circuit (in BLIF format) is readinto
adatastructurethatstorests individual gatesandwiring structure The gatesarereverse-
topologicallysorted,from primary outputsto primary inputs,andthe subsequentompu-
tation proceeddy topologicallevel. Next, the gatePTMs are corvertedto ADDs. The
ADDs for gatesateachlevel aretensoredogetheyzero-paddings performedand nally,
theeliminate_redundant variablesoperationis appliedto eliminatedummyoutputs.The
ADD representingachlevel, calledlevelADDin Figure5.4,is multiplied with the accu-
mulatedcircuit ADD computedthusfar, which is calledcircuitADD. After all levelsare
multiplied togetheythe computatiorof the circuitADD is complete.An addedsubtletyis
thatthe signalsof adjacentevels have to be properlyaligned,i.e., the outputsof current

level have to matchwith the inputsof the previouslevel in orderfor the multiplicationto
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be performedcorrectly;this canbe doneby appropriatelypermutingthe row andcolumn
variablesof the ADDs.

A detailnotshavnin Figure5.4is thatwhena circuit hasfan-outbrancheso multiple
levels,thegateis placedatthe rst level atwhichit is neededandits outputis forwarded
to otherlevels usingthe methodshavn in Figure4.8. The intermediate-leel ADDs are
discardedafterthey aremultiplied with the circuitADD. Thisis importantfor the scalabil-
ity of theimplementatiorbecauséevelADDsarethetensomproductsof severalgateADDs
andcanhave large memorycompleity.

In placeof fan-outgateswe usetheeliminate_redundant _variablesoperationDe ni-
tion 16), whoseADD implementations givenin Figure5.5. By removing eachduplicated
(dueto fan-out)inputsignal,thenumberof levelsdecreaseandmultiplicationsaresaved.
Previously computedpartial resultsof the eliminate_redundant variables operationare
storedin acommonhashtable,whichis searchedrst to avoid traversingcommonpaths
or recomputingexisting results.

In Figure 5.5, capitalizedvariablesrefer to ADDs, andlower-casevariablesrefer to
nodes. This algorithmsearcheshe ADD, startingfrom the root, for the rst of two re-
dundantvariablesvs; vo with v; < v, in the ADD nodeordering.Wheneerv; is foundon
a path,it traversesdown ther(v1) until v» is found. It eliminatesthe v, nodeandpoints
the precedingnodeto then(v,). Next, it traversesdown elsgv1) andsearchesor vo; this
time it eliminatesv, andpointsthe precedingnodeto elsgv,). This processcanbere-
peatedn casesvherethereare moreredundantvariables.Both eliminate_variablesand

eliminate_redundant_variablesare operationghat candisturbthe equality betweenrow
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struct gate

f
PTMI
node *ADD
DDmanageM

g

computecircuit _ADD(circuit C, errors E)

f

gatemgy = read_into _gates( C)

sort _topological _levels( gatemap)

add errors( gatemap; E)

for(each gate g2 gate_map)
gatema[g]:ADD = convert _to _ADDgatemap[g]:PTM)
pad.with _zeros( gatema[g])

for(each level |2 gatemap)
levelgates= order _outputs _by previous _level _inputs( I)
for(each gate h2 levelgates
levelADD = tensor _ADDlevelADD;h:ADD)
zero _track( levelADD)
redvars = find _redundant_inputs( levelADD)

eliminate _redundant_variables( levelADD;redvars)

circuitADD = multiply _ADDgircuitADD;|evelADD)
delete(levelADD)

return circuitADD

g

Figure5.4: Algorithm to computethe ADD representatiorf a circuit PTM. The gate

structurestoresa gates functional information, including its PTM, input

namesputputnamesandADD.

andcolumnvariablessincethey bothremove variables. Thereforejt maybenecessaryo

introducezero-padding(Figure5.2).

OncetheADD forthePTM andITM of acircuitis known, we cancomputethe fidelity

of thecircuit to extractreliability information(seeFigure5.6). The fidelity algorithm rst
takesthe element-wisgroductof the ADD for theITM with the ADD for the PTM, and
then performsa depth- rst traversalto sum probabilitiesof correctness.The traversal

of the ADD sumsthe terminalvalueswhile keepingtrack of skippednodes.A skipped
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nodein an ADD is anindicationthatthe terminalvalueis repeatedor 2* times, where
x dependson the skippedvariables ordering. Note that the ADD implementationsof
eliminate_redundant_variables fidelity, and eliminate_variablesrun in linear time in

thesizeof the ADDs in theirarguments.

Characteristicg| Reliability, p= 0:05 No. Stats.p=0 Stats.,p= 0:05
Circuit No | Width Two One| ADD | Mem. || Time Mem. Time

gates -way -way | nodes| (MB) (s) (MB) (s)
Cc17 6 5] 0.846 0.880 | 2.00E3| 1.090 || 0.002 0.071| 0.313
mux 6 23 || 0.907 0.939 | 1.35E4| 26.13| 3.109 8.341| 2.113
z4m| 8 20 || 0.670 0.817 | 7.01E3| 6.594 | 1.113 3.030| 0.8400
x2 12 23 || 0.150 0.099 | 2.85E4 | 11.015(| 2.344 237.9| 10.52
parity 15 23 || 0.602 0.731| 1.96E3| 1.060 || 0.113 0.337| 0.262
pcle 16 16 || 0.573 0.657 | 5.46E5| 28.59( 6.160| 4.196E1| 4.300
decod 18 13 || 0.000 0.000 | 2.76E4| 30.15( 1.020|| 5.690E2| 11.80
cu 23 23| 0.461 0.579| 1.06E5| 13.39(| 2.176|| 2.155E1| 3.430
pmil 24 27 || 0.375 0.596 | 4.55E5| 77.66( 5.031| 2.155E2| 13.34
9symml 44 37 || 0.327 0.534 | 1.05E7| 4445 | 552.7 || 5.341E3| 696.2
xor5 47 19 || 0.067 0.071 | 4.67E4| 46.72 | 3.539 || 10.556E3| 19.58

Table5.1: Statisticson varioussmallbenchmarks.

Resultsfrom the calculationof circuit ITMs, PTMs, and fidelity arelisted in Table
5.1. We usedthe smallerLGSynth91 and LGSynth 93 benchmarksvith uniform input
distributions. ThesesimulationsvereconductednaLinux workstationwith a2GHzPen-
tium 4 processarin theseexperiments CPU time waslimited to 24 hours. Theruntimes
andmemoryrequirementsre sensitve to the width of a circuit, i.e., the largestnumber
of signalsat ary level. Empirically, circuitswith widthsof around40 signalscanbe eval-
uated. In theseexperimentswe calculateentire circuit PTMs, i.e., output probabilities
for all input combinationsIf we separate@utputconesandcalculatedndividual output
probabilities theresultswould scalemuchfurther However, asdiscussedbefore,individ-
ual outputprobabilitiescannotalwaysbe accuratelycombinedto obtainthe overall error

probability of a circuit. The numberof ADD nodesrequiredfor the fidelity computation
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eliminate _redundant _variables( Q;vi1;Vv2)

f

if(isconstant( Q)) return Q

if (topvar( Q)== vq)

T = compremovebranch(thenQ);vo;1)

E = compremovebranch(elsgQ);v2;0)

else

if (topvar( thenQ)) wvi)

T = compremovebranch(thenQ);vz; 1)

else

T = eliminate _redundant_variables( thenQ);vi;Vv2)
if (topvar( elsgQ)) vi1)

E = compremovebranch(elsgQ);v2;0)

else

E = eliminate _redundant_variables( elsqQ);v1;V2)
R= ite( topvar(Q);T;E)

return R
g

compremovebranch( Q;vz;cong)
f
if(table _lookup( Q;v2;cong) != NULL)
return table _lookup( Q;V»;cong)
if (topvar( Q)== wp)
if(cong == 1)return then( Q)
else return else( Q)
else if(topvar( Q) o)
return Q
else

T = compremovebranch(thenQ);vz; cong)
E = compremovebranch( elsgQ);vz2;cong)
R= ite( topvar(Q);T;E)
table _insert( R;Q;vo;cong)
return R

g

Figure5.5: Algorithm to eliminateredundantariables.

is alsolistedin Table5.1,includingintermediatecomputations.

Table5.1givestheoverall probabilityof correctnes$or circuitswith gateerrorproba-

bilities of 0:05 andalsofor one-way gateerrorswith probability0:05. In CMOSgatesan
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computefidelity( Q1;Q2;V)
f

Qz= apply( Q1;Qz; )

R= multiply _ADD{,Qz3)
P= sumprobs(R;1)
return P

g

sumprobs( Q; mult)
f
if (table _lookup( Q;mult) != NULL)
return table _lookup( Q; mult)
sum= 0
mult = 2
if(isconstant(  Q))
return valugQ) mult
if(topvar(Q) + 1! = topvar(thenQ)))
multt = multt+ 2
sumt = sumprobs(thenQ); multt)
if(topvar(Q) + 1! = topvar(elsgQ)))
multe= mult + 2
sumt = sumprobs( elsgQ); multe)
table _insert( sumQ;mult)
return sum

g
Figure5.6: Algorithm to computefidelity.

erroneousutputvalue0 is morelikely thananerroneousaluel becaus&EUstypically
short-circuitpower to ground. PTMs caneasilyencodethis biassinceerror probabilities
canbe differentfor differentinput combinations.Relevantempiricalresultsaregivenin
the "one-way” columnof Table5.1. Circuits with a high output-to-inputratio, suchas
decod.blif,tendto magnify gateerrorsat fan-outstemsand, therefore have highererror
probabilities.

PTM computatiorfor p= 0:05requiresnorememoryandlongerruntimebecauséess

compressiolis possible.ldealtransfematriceshave large blocksof 0s,which lendthem-
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selesto greatercompressionWhengatePTMswith error probabilitiesarecomposedn
variousways, PTMs with a greatemumberof distinct entriesare created thusyielding
lesscompression.Comparethe valuesin the ITM and PTM showvn in Example6. Our
resultsindicatethat, while exactand completecircuit-PTM computationcannotbe used
to evaluateindustry-sizedcircuits, it canbe usedto calibrateor validateotherreliability

evaluationtools.

5.2 Improving Scalability

We have presented\DD algorithmsfor PTM-basedcomputationput their scalability
appeardimited dueto the possibility of combinatoriakxplosionin PTM size. Scalability
canbeimprovedin avarietyof differentways. In this sectionwe cover severaltechniques,
startingfrom methodsof speedingup exact-PTM computationand moving to heuristic
methodghatapproximatehecircuit's error probability.

In Section5.2.1,we proposeto improve the ef ciency of PTM computationby pre-
schedulingan evaluationorder for combininggatePTMs into circuit PTMs. While the
evaluationorderdoesnot affect the nal result,it candecreasehe sizesof intermediate
matrices.GoodevaluationorderscomputeP TMsfor clustersof gateswith asmallnumber
inputsandoutputsin betweerthe clusters.In effect, suchan orderingwould enclosegan-
outbranchesandrecorvergenceswithin theclusters.

In Section5.2.2,we useexact-PTMcomputationgor partitionsin a circuit (insteadof
thewholecircuit) andpropagatesignalanderrorprobabilitiesbetweerthe partitions.This
methodallows exactcomputationgo be maximally usedwhile approximatinghe overall

errorrate. In Section5.2.3,we brie y discussmethodsof sampling,i.e., computingthe
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averageerror probability of arandomlygeneratedetof input vectorsto estimatethetrue

errorprobability.

5.2.1 Dynamic Evaluation Ordering

The ADD-basedmultiplication algorithmusedin our PTM algebraimplementation,
from [8], hasa majorimpactontheef ciency of PTM computationsTheworst-casdime
andmemorycompleity of the multiplication operationis O((jAjj Bj)?), for two ADDs A
andB. ThePTM evaluationalgorithmdescribedn Figure5.4 rst tensorggatesfor each
level to form level PTMs andthenmultipliesthe level PTMs, therebycreatingrelatively
large multiplicationinstancesSmallerinstancesanbe createdy reschedulinghe order

of evaluationanddelayingthetensomproductaslong aspossible.

Figure5.7: Tree of AND gatesusedin Example9 to illustrate the effect of evaluation
orderingon computationaéf ciency.

Example 9 Considerthetreeof AND gatesin Figure5.7. Supposevewishto computets

circuit PTM. Thealgorithmof Figure 5.4requirestopolagically sortingthegates calculat-
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ing thePTMfor eadt level,andmultiplyingtogetherthelevelsin order ThelevelsarelLs =
fG15g; L3 = f G14;G13g; Lo = f G12,G11; G10; G9g; L1 = f G8; G7; G6; G5; G4, G3; G2; G1g.
The correspondingevel PTMshavedimension®2?2  2;24,22:28 24 and216 28 re-
spectivelyWedenotehel; PTMasM,;. First,wecomputeMs Mgy, whichis of dimension
2* 2, next, M is multipliedby M3 My, yieldinga matrix of size28  2; andsoon. The
dimension®f the matrix productinstancesare asfollows: (22 2;2% 22):(2* 228
24);(28 2,218 28). In theworstcase whenADD sizesare closeto matrix sizes(in gen-
eral, they are smaller as ADDs provide compession) thetotal memorycompleity of the
multiplicationsis 2°°+ 234+ 218 Ontheotherhand,sepaating the gates(nottensoring)
for aslong as possible starting fromthe primary inputs,yieldsthe matrix multiplication
instanceof thefollowing sizes:4(2* 22,22 2);2(2* 2;22 2);and(2® 2,22 2).
Here, thetotal memorycompleity is only 220+ 227+ 242, Theefore, carefully scheduling

matrix multiplicationleadsto a more ef cient PTM computatioralgorithm.

If the outputof a sourcegateis connectedo morethanonesink gate,therearetwo
possibilitiesfor evaluationordering: the rst is to tensorgatesPTMs and eliminatethe
redundanvariables;the secondoossibility is to procesgyatesandlogic conesseparately
until they needto betensorecht a differentlevel to facilitatea multiplication. We choose
the latter approachwhich exchangesnultiplicationsfor tensorproducts. This is advan-
tageousasthetensorproducthaslower compleity thanmultiplication. Determiningthe
optimalorderto multiply levelsis similar to solvingthe matrix chainmultiplication prob-
lem [27], which canbe solved by a dynamicprogrammingalgorithmin O(n3) time. Our

applicationcanusethe samealgorithm;the costof multiplying two matricesis estimated
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basedn their dimensionsyithouttaking ADD compressiomnto account.

Improvedordering Levelizedordering
Circuit Time(s) | Memory(MB) Time(s) | Memory(MB)
C17 0.212 0.000 1.090 0.004
mux 18.052 2.051 26.314 3.109
z4ml 3.849 1.004 6.594 1.113
X2 11.015 2.344 193.115 12.078
parity 1.060 0.113 1.07 0.133
pcle 28.810 3.309 98.586 6.160
decod 5.132 1.020 30.147 24.969
cu 23.700 2.215 13.385 2.176
pml 72.384 3.734 77.661 5.031
cc 57.400 4.839| 1434.370 155.660
9symml 89.145 6.668| 4445.670 552.668
Xor5 3.589 0.227 46.721 3.539
b9 9259.680 165.617| 23164.900 295.984
c8 35559.500 930.023|| mem-out mem-out

Table5.2: Comparisorof runtimesandmemoryusagefor levelizedorderingandordering
computedoy dynamicprogramming.

The resultsof applyingthe improved orderingfor multiplication of levels are given
in Table5.2. The datain this table were producedon a Pentium4 processorunning at
2GHz. In general this orderingmethoduseslessmemory with only a modestincrease
in runtime. Theruntimeincreaseseenin Table5.2is partially dueto the overheadf the
dynamicprogramming.However, this tradeof is acceptablesincememorywasthe main

bottleneck.

5.2.2 Hierarchical Reliability Estimation

In this section,we extend PTM analysishierarchicallyto estimatethe reliability of
larger circuits partitionedinto subcircuits. This allows for the useof exact PTM com-
putationfor smallerpartitions,and providesa way of estimatingthe error on the entire

circuit.
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First,theITMs andPTMsof all subcircuitsarecalculated.Then,in topologicalorder
we calculatethe delities andoutputprobabilitieson eachsubcircuitoutputindividually.
We call theindividual delity of anoutputbit its bit- fidelity. Sinceevaluationproceedsn
topologicalorder input bit- fidelitiesarealreadycalculatedor the previously processed
subcircuits.

In orderto formally de ne bit- delity , we introducethe abstract operationfor nota-

tional convenience.

e
-

i oy

h

e
f—}k

sub-circuit 1 sub-circuit 2

Figure5.8: Circuit usedin ExamplelOto illustratehierarchicakeliability estimation.

De nition 18 For aPTMM andan outputvariableoy, M= abgrac(M:;K) is thematrix
which resultsfrom the elimination of all variablesexcepto, from M. Theefore, M°=

eliminate_variablegM;0;1;2:::k 1;k+ 1:::m)

De nition 19 Thebit- delity of outputok of circuitC, with ITM J, PTMM, andinputdis-
tributionv, is theprobability of error of thekth outputbit. It is givenbybit _fidelity(k; v; J; M) =

fidelity(vg; Jk; My), where J, = abgrad(J; k), My = abdrad(M; k), andvi = abgsrad(v; k)
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Supposeheinputbit- delities for theinputsof aparticularsubcircuitareps; p2; p3::: pn.

Then,in orderto accounfor inputerrorthesubcircuiPTMis multipliedby Iy, 1p, :::1p,,

1p
wherel, hastheform 2 %

1 p p
Theprobabilitydistribution of eachsignalis alsocalculatedby multiplying theinputdistri-

bution of eachsubcircuitby its ITM andthenabstractingeachof the outputprobabilities.
The algorithm detailsare given in Figure 5.9, where SubCicArray is the topologically
sortedarray of subcircuits,Pls is the list of primary inputs, POsis the list of primary
outputs,Distro storesthe separategbrobability distribution of intermediatevariablesand
theB d arraycontaingthe bit- delities of previously processedignals.At eachiteration,
B d is updatedwith outputbit- delities of thecurrentsubcircuit.At theterminationof the
algorithm,B d containghebit- delities of the primary outputs.

This algorithmhasseveralinterestingfeatures.First, it only calculatedPTMs of sub-
circuitsand,thus,avoidsthe state-spacexplosionassociatedavith directly computingthe
entirecircuit's PTM. For instancejf a circuit with n inputsandm outputsis partitioned
into two subcircuitseachwith n=2 inputsandm=2 outputs the PTMsof thetwo subcircuits
togethemreof size2(2(™ M™=2) ‘whichis signi cantly smallerthanthecircuit PTM, which
hassize2™ ™M, Secondghe algorithmapproximategoint probability distributions, using
maiginal probabilitydistributions,andaveragedocal errorprobabilitiesateachsubcircuit.
Any lossof accurag is aresultof theabstractoperatiorandtheaveragingeffectwhichoc-
cursin bit- delity calculations.Therefore the estimationtechniquewill be very accurate
in casesvherethereis no recorvergentfan-outbetweenthe subcircuits.In fact, the error

probabilitiesareexactwheneachoutputbit hasthe sameerroron all input combinations
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estimate _bit _fidelity(input V, circuit C)
f
topological _sort( C)
for(each primary input in2C)
Bfid[in] = O
Distro[in] = abstract( V;in)
partition _circuit( C)
for(each partition S2C)
J= calc _itm( 9
M = calc _ptm(9
for(each input in2 9
Vin[§ = tensor _ADDYin[S]; Distro[in])
Vout[S] = multiply _ADDYin[S];J)
for(each output ou2 9
Distro[out] = abstract( Voul[S;|)
for(each input in2YS)
19= tensor _ADD® creae | _marix(Bfid[in]))
MO%= multiply _ADDI(® M)
for(each output ou2 9
Bfid[out] = bit _fidelity( out;Distro[out];J;M9

Figure5.9: TheBit_fidelity estimationalgorithm.
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becausen suchcasesaveragingdoesnot causea lossof information.In othercasesthe
accurag will dependon the amountof correlationbetweensignalsandthe variationin

signalerrors.

Example 10 We apply the algorithm of Figure 5.9 to the circuit in Figure 5.8. Assume

thatead of the AND gatesin Figure 5.8 hasthefollowing PTM and ITM:

2 3 2 3
0:9000 0:1000 10
0:9000 0:1000 10
ANDZg1 = AND2 =
0:9000 0:1000 10
0:1000 0:9000 01

Supposehat primary inputs are uniformly distributed and have no errors. Initialize
Bfid[a] = Bfid[b] = Bfid[c] = Bfid[d] = BFid[e] = Bfid[f] = 1andDistro[a] = Distro[B] =
Distro[c] = Distro[e] = Distro[f] = [0:5 0:5]. Theinput vectorfor subcircuit 1 is given

by:

ving = [0:0625 0:0625 :0625 0:0625:::0:0625

ThePTMandITM for subcircuit 1 are calculatedasfollows:

ITM1= AND2 AND2

PTM1= AND251 ANDZ2y3
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0:81 0:09 0:.09 0.01
0:81 0:09 0:.09 001
0:81 0:09 0:.09 0.01
0:09 0:81 0:01 0:.09
0:81 0:09 0:.09 0.01
0:81 0:09 0:.09 001
0:81 0:09 0:.09 0.01
0:09 0:81 0:01 0:09
0:81 0:09 0:.09 001
0:81 0:09 0:.09 0.01
0:81 0:09 0:.09 001
0:09 0:81 0:01 0:09
0:09 001 0:81 0:.09
0:09 0:.01 0:81 0:09
0:09 001 0:81 0:.09
0:01 0:.09 0:.09 081

ITM1= PTM1=

OCOO0ORRPRRPRORRPRRORERER
OCO0OO0ORrROO0OOROOOROOO
ke keEeReNeNeNeNoNeNeoNeoNe
lcNeNeoNeNeoNeoNeNoNecNoNoNeoNoNeNo)

o
o
o
=

The delity and probability distribution for ead outputof subciicuit 1 are calculated

asfollows:

voui = vinp ITM1= [0:5625 0:1875 0:1875 0:0625
Distro[g] = abgrad(ving;g) = [0:75 0:25]
Distro[h] = abgrad(ving; h) = [0:75 0:25]

PTM1%= (1(2) 1(1) 1(1) 1) PTM1= PTM1
Bfid[g] = bit_fidelity(g; Distro[g]); PTM1%1TM1) = 0:9
Bfid[h] = 0:9
Similarly for subcircuit 2:
ITM2= (I AND2 1)(I F [1)(AND2 AND2)(AND2)
PTM2= (I AND2y; 1)(I F 1)(AND2p1 AND2p.1)(AND2g.1)
PTM2°= (I lgg log 1(PTM2)

ving = [0:5 0:5] [0:75 0:25 [0:75 0:25 [0:5 0:5]
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2 3 2 3 2 3
10 0:8920 0:1080 0:8920 0:1080
10 0:8856 0:1144 0:8851 0:1149
10 0:8920 0:1080 0:8920 0:1080
10 0:8856 0:1144 0:8810 0:1190
10 0:8920 0:1080 0:8920 0:1080
10 0:8856 0:1144 0:8810 0:1190
10 0:8920 0:108 0:8920 0:1080
810 8 0:8344 0:1656 o 8 0:8441 0:1559
ITM2=18 1 g4 PTM2=8 0856 011447 PT™MZ= 8 (8851 0:1149
10 0:8280 0:1720 0:8229 0:1771
10 0:8856 0:1144 0:8810 0:1190
10 0:8280 0:1720 0:7819 02181
10 0:8856 0:1144 0:8810 0:1190
10 0:8280 0:1720 0:7819 02181
10 0:8344 0:1656 0:8441 0:1559
01 0:3160 0:6840 0:4133 05867

voup = [0:9922 0:0073
Distro[l] = [0:9922 0:0079
BFid[l] = bit_fidelity(l; Distro[l]; PTM2% I TM2) = 0:869
Alternatively usingthe circuit PTM to calculatethe delity givesfidelity= 0:862 This

hasan error of only 0:003for gateerrorsin therange 0:1.

The fidelity of the entire circuit (ratherthanjust its outputbits) canbe further esti-
matedby usingthe binomial probability distribution to calculatethe probability that any

outputsignalhasanerror Thisonceagainassumeshatoutputsignalsareindependent.

5.2.3 Approximation by Sampling

Reliability estimationrequirescomputingthe errorassociatedavith eachinput combi-
nation.Like SERanalysisyeliability analysiscanalsobeapproximatedby samplinginput
vectors. This samplingcanbe donein severalways. We brie y discusstwo methodsof

samplingwhichyield estimate®f the overall circuit error probability.
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The rst methodis to sampleinput and outputvectorswithout computingcircuit or
componenPTMs. Thismethods akinto replacingthe TSA/TMSA faultmodelsof Chap-
terll with amoregeneraPTM-basedault model(wheretheerrorprobabilitiesdependn
theinputvalues)andthenusingthe samemethodsof bit-parallelsampling.This provides
alink betweenrsignature-basedpproximateanalysisandPTM-basedexactanalysis.The
algorithmfrom Figure2.7 canbe usedto computetheerror probability, with a slight mod-
i cation. Insteadof ipping bits of signaturesvith constaniprobabilitiesat eachgate , we
can ip signaturesvith probabilitiesconditionedon the input values(asindicatedby the
appropriataow of thegatePTM).

A secondmethodof samplinginvolves computingthe exact outputdistribution for
eachinput vectorbut generatinghe setof input vectorsto samplerandomly Computing
the exactoutputvectorfor aninputvectoris fairly complicatedn andof itself. However,
it doesscaleto much larger circuits than circuit PTM computation. The algorithm for
computingthe outputvectorfor agiveninputvector usingvectorPTM multiplicationand

tensoringjs describedn ChapteVI.

5.3 Summary

To improve computationakef ciency, we encodedPTMs as algebraicdecisiondia-
grams(ADDs). We also developedequivalent ADD algorithmsfor our newly de ned
matrix operationghatcanbe usedto computecircuit delity andto obtainmaginal error
probabilitiesfor subset®f outputs.We alsodevelopedmethodgo handlenon-squarena-
trices,which werenot representedsdecisiondiagramsan pastliterature.In addition,we

presentedeveralheuristicmethoddor improving thescalabilityof PTMs,includingsam-
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pling, partitioning,evaluationordering,andhierarchicalcomputationsvhich allow PTM

computationgo scaleto largercircuits.
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CHAPTER VI

Testingfor Probabilistic Faults

After circuitsaremanufcturedjt is importantto insurethatthey donothave unusually
high sensitvity to soft errors. While the SERof a circuit canbe analyzedduring or after
designtheerrorratecanbesigni cantly increasedecausef variability in the manufc-
turing process.Therefore circuitshave to betestedn orderto ensurethattheir soft error
ratesdo not exceedanacceptableéhreshold.To estimatehe expectedsofterrorratein the

eld, chipsaretypically testedwhile exposedo intensebeamf protonsor neutronsand

theresultingerrorrateis measuredHowever, thesetypesof testsoftentake a long time
to conductbecauseandompatternsamay not be sensitve to vulnerabilitiesin the circuit.
In this sectionwe developmethodsselectingestvectorssuchthattestapplicationtime is
minimized.

Generatingestsfor probabilisticfaultsis fundamentallydifferentfrom previoustest-
ing techniquesTraditionally, thegoalof testinghasbeento detectthe presencef defects.
A setof testvectorsis normallyappliedto theinputsof a circuit andtheresultantoutputs
arecomparedo correctpre-computeautputsto determinewhethera faultis present.In

contrastthegoalof probabilistictestingis theestimatiorof errorprobability. Probabilistic
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testingrequiresa multiset(a setwith repetitions)f testpatternssincea givenfaultis only
presentfor a fraction of the computationakycles. Anotherdifferenceis that sometest
vectorsdetecttransientfaultswith higher probability than othersdueto path-dependent
effectslik e electricalmasking.Therefore pnecanconsiderthelik elihoodof detectionor

the sensitivity of atestvectorto afault. Table6.1 summarizeshesedifferences.

Attrib ute Deterministic Testing Probabilistic Testing

Faulttype | Deterministic Transienbor intermittent

Faultmodel | Stuck-atbridging,etc Probabilisticgeneralization

Testinputs | Setof inputvectors Multiset of inputvectors

Coverage | Faultsdetectedwith certainty | Faultsdetectedvith varyingprobabilities
Goal Detectfault presence Estimatefault probability

Table6.1: Key differencedetweerdeterministicandprobabilistictesting.

In Section6.1,wede ne andprovide computatiormethoddor test-\ectorsensitvity to
faults. Section6.2 providesintegerlinearprogrammingILP) formulationsfor generating
a compactsetof testvectorsfor probabilisticfaults. Most of the conceptsandresultsin

this chapteralsoappeatn [53, 54].
6.1 Test-\ector Sensitvity
In this section,we discussthe sensitvity of testvectorsto transientfaults. We be-

gin with an exampleandthenpresenta PTM-basedalgorithmfor test-\vector sensitvity

computation.

Example 11 Considerthe circuit in Figure 6.1. If an SEUoccurs with a certain proba-
bility at input b, thenthetestvectoss that propagatetheinducederror to the outputsare:

t1 = 001 (to outputY), to = 100(to outputZ), andtz = 101 (to bothY andZ2).
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Figure6.1: Circuit to illustratetest-\ectorsensitvity computation.

In deterministictesting,ary testvectorthat detectsa fault canbe chosen.However,
error attenuatioralong sensitizedpathsaffectsthe propagatiorof probabilisticfaults. If
the propagatiorprobability is pprop at eachgate,thent; hasprobability p, = p%mp of
propagatinghe error to an output,t, hasprobability p,, = pprop, andtz hasprobability
P, = Py + P, Py P, Forafaultthatoccurswith probability ps, a vectort; hasto be
repeatedil=(p; ps)etimesfor oneexpecteddetection.Thereforetestapplicationtime
will beshortesfor testvectorts. Vectorts is saidto bethe mostsensitve to thetransient
faultin question.

Since PTMs can encodea wide variety of faults, including faults with path-based
effects, test-\ector sensitvity computedwith PTMs cantake theseeffectsinto account.
Therearetwo waysto computethe sensitvity of atestvector The rst is by circuit-PTM
computationwhich is explainedin ChapterlV. Here,the gate PTMs are combinedto
form acircuit PTM, andthe mostsensitve testvectorscorrespondo the PTM rows with
thelowestprobability of correctness.

We can formally de ne the sensitvity of a testvectorto faultsin the circuit using

PTMs Thesensitivityof atestvectort to amulti-faultsetF = f f1; fo;::: fagwhichoccurs
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with probability P = f p1; p2;:::png in circuit C with PTM Mg andITM M is de ned as
the total probability that the outputundert is erroneousgiven that faults F exist with
probability P. A testvectort canberepresentedby the vectorv;, with 0'sin all but the
index correspondindo t's input assignmentsFor instancejf atestvectort assign's
to all input signalsandC has3 inputs,thenvy = [1 0 0 0 0 0 0 0]. Thesensitvity
of t is the probability thatthe ideal andfaulty outputsaredifferent,andthis is computed
by taking the norm of the element-wisgroduct(De nition 13) of the correctandfaulty
outputvectors. This operationis similar to the fidelity operationof ChapterV, de ned

for vectorsratherthanmatrices.

(6.1) sengF;t) = 1 jj(vuMs): (MM)jji,

Thesensitvity of testvector

%w=[L0000O0O0 Q]

for thecircuit in Figure6.1, with the probability of error p = 0:1, canbe computedrom
the circuit's ITM M, andPTM Mg, asshown in Figure6.2. Here, both the correctand
faulty outputvectorsarecomputedandtheresultsarecomparedo obtainthe sensitvity.

NotethatviM; andv;iM needto be maginalizedif thereis amulti-bit signalrepresen-
tation. For instancejn the caseof the SEU modelof ChaptenV, the secondbit needgo
besummedut for bothof thevectorsto obtainthe correctsensitvity.

The secondmethodof sensitvity computationis throughoutputvector computation
for aparticulartestvector Here,we begin with a pre-selectedompletesetof testvectors

for the permanenstuck-atfaultscorrespondingo thosein F. For eachtestvectorin this
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Figure6.2: Sensitvity computatioron the circuit of Figure6.1.
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set,we computethe faulty outputat eachgateusing vectorPTM multiplication through
intermediategates. We also computethe ideal outputat eachgate. The ideal outputis
viM, andthefaulty outputvectoris viM;. The advantageof this methodis thatwe do not
haveto explicitly computethecircuit PTM andITM, processewhich arecomputationally
expensve. We thenuseEquation6.1to computethe sensitvity.

A caveatin outputvectorcomputationis that fan-outbranchegesultin inseparable
probability distributionsof the branchsignals.If thesesignalsaremaginalizedor treated
asseparatetheninaccuraciecanoccurin the outputprobabilities. A simple methodof
handlingthis problemis to jointly storethe probabilitiesof thesesignalsandthenenlage
ary gatePTM thesignalsencounterWe accomplisigateenlaging by addinginputsto the
gatethatpassthroughunchanged,e., tensoringthe gatematrix with anidentity matrix|.
Theexamplebelov shovstheprocessingin topologicalorder of inputvectorshroughthe
circuitto obtainintermediateandoutputvectors.At eachstep,we computetheappropriate
joint input probability distribution for the next gatein topologicalorder However, dueto

inseparablaignaldistributions,gatesoftenhave to be enlagedwith identities.

Example 12 Considerthe circuit in Figure 6.1. Supposehe primary input vectos are
Va; Vb; Ve, and the 2-input AND gateshavePTM AND2(p). The faulty outputvectoris

givenby computingasfollows.
Vie=VW P
enlargedAND2(p) = (AND2(p) 11)
Vade = (Va Vde)
Vie= Vade €nlargedAND>(p)
Vig= (Vre Vo) (l1 AND2(p))
Vyhig = Vig (R 1)
Vyz = VWyhig (I1  AND2(p))
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Additionally, notethatsignalprobabilitiesincorporatethe effectsof recorvergentfan-
out from b to z, sincesignalsin the fan-outbranch(d; g; f; x; z2) werealwaysjointly rep-
resentecandprocessedHowever, storingjoint probability distributionscanbe computa-
tionally expensve; therefore,in somecasesa lossof accurag may betradedin favor of
memorycompleity reduction.

An algorithmfor computingthe outputof a testvectorunderprobabilisticfaults (en-
codedin gatePTMs)is shavn in Figure6.3. The primaryinput values determinedy the
giventestvectors,arecornvertedinto input vectors.Then,in topologicalordet theinputs
for eachgateare tensoredogetherto form the input vectorfor the gate. If ary of the
input signalsare storedjointly with othersignals,the gatein questionis enlagedby the
numberof additionalsignals. The gatePTM is multiplied by the input vectorto obtain
the outputvector In the caseof a multiple-outputgatesuchasa fan-outgate,the output
vectorstaysasajoint probabilitydistribution. In practice outputdistributionscanbecome
very large,throughthe accumulatiorof correlatedsignals.However, the joint signalscan
be separatedby usingthe eliminate_variablesoperation,which may entail someloss of
accuray.

This processanbe repeatedvith gatelTMs (or functionalsimulation)to obtainthe
idealoutputvector Finally, testvectorsensitvity is computedaccordingto Equation6.1,
usingthe fidelity algorithmof Figure 5.6 appliedto the ideal andfaulty primary-output
vectors. Table 6.2 shovs averageruntime and memory usagestatisticsfor testvector
sensitvity computatiorfor variousinput vectorson standarcdoenchmarlcircuitsfrom the

ISCASS85suite. Thesesimulationswereconductedn a Linux workstationwith an Intel
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computefaulty _output(Circuit C, testvector T)
f
for(all inputs 12C)
vedor[i]= create _row_vector( T[i])
insert _fanout _gates( C)
sort _topological( C)
for(each node g2 C)
for(each input |2 inputs(g))
inputvedor[g] = inputvedor[g] PTM[j]
enlarge( g;siz€j) 1)
out putvedor[g] = inputvedor[g] PTM[(]
for(each outputs 02 outputs(g))
vedor[o] = out putvedor|g]

Figure6.3: Algorithm for output-vectorcomputation.

XeonCPU2.0GHzprocessoandcachesize512KB. Here,thefaulty circuit consistef

gateswith outputbit- ip probabilitiesof 0:05.

Circuit Characteristics Idealcircuits Erroneou<Circuits
Inputs | Outputs| Gates| Time(s) | Memory(MB) || Time(s) | Memory(MB)
C432 36 7 160 0.28 0.7 0.73 0.8
C499 41 32 202 0.30 0.2 0.36 1.2
C880 60 26 383 0.47 0.4 52.50 124.0
C1355 41 32 546 1.44 0.1 0.22 0.6
C1908 33 25 880 0.76 1.1 11.70 42.2
C3540 50 22 | 1669 1.48 2.2 131.50 547.1
C6288 32 32| 2416 2.12 3.3 50.90 44.8

Table6.2: Runtimeandmemoryusagefor sensitvity computatiorfor benchmaricircuits.

6.2 TestGeneration

Next, we usethetest-\ectorsensitvity informationcomputedn the previous section

to generatecompactmultisetsof testvectorsfor transient-&ult detection. Test-setcom-

Faulty gatesall have errorprobability 0:05 for all inputs.

pactionis closelyrelatedto the standardseT COVER problem[49]. In the setcover prob-
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lem, elementf a setS are coveredby subsetsts;ty;:::thg. A minimal setof subsets
is chosersuchthat every memberof S belongsto leastone of the chosensubsetsin the
contet of testgenerationthe setS consistsof all possiblefaultsand eachtestvectort;
represents subsebf faults,namelythe subseif faultsthatit detects.In the context of
testingfor soft errors,testsmay have to be repeatedo increasethe probability of fault
detectionandthereforemultisetsof testsareselected.

This connectionbetweenthe SET COVER and test compactionallows us to modify
algorithmsdesignedfor SET COVER and introducerelatedILP formulationswhoselLP
relaxationscan be solvedin polynomialtime. Furthermoremodifying the test-multiset
objective simply amountgo alteringthe ILP objective function.We rst describehecase
of asinglefaultin acircuitandthenextendourargumento two multiple errorassumptions
oftenusedin theliterature. Then,we give algorithmsfor multisettestgeneratiorwith the
goalof high probabilitiesof fault detectionandresolution.

Supposea singlefault f in a circuit C hasan estimatedprobability p of occurrence.

We con rm its probabilityasfollows:

1. Derive atestvectort with high sensitvity sengf;t).

2. Apply t toC k= bl=sengf;t)ctimesfor oneexpecteddetection.

3. If wehaved(f) 1 detectionswe canconcludethatthe actualprobability of f
is higherandrejectthe estimatedorobability. We canestimatethe probability that
thereared( f) detectionsn k trials usingthe binomialtheorem.If the probability of
d(f) detectionss low, thenit is likely thatthe actualsensitvity sengf;t) is higher

thantheestimate.

134



4. If sengf;t) is higherthanestimatedwe canupdateour estimateand repeatthis

process.

In orderto extendthe above methodto multiple faults,we considertwo fault cases:

Assumptionl: Thereareseveralprobabilisticfaults,yetthecircuit experience®nly
asinglefaultin any givenclock cycle. Thisis the standardsingle-erromssumption,

whichis justi ed by therarity of particlestrikes.

Assumption2: Eachcircuit componen{gate)hasanindependentault probability,
i.e., multiple faults at differentlocationscanoccurin the sameclock cycle. This
assumptions applicableto nano-technologiewhererandomdevice behaior can
leadto multiple faultsin differentlocationsof the circuit. Here,the probability of

two faultsis givenby the productof individual fault probabilities.

Ourgoalin eithercaseis to pick amultisetof vectorsT %takenfrom T = fty;to;:::tmg
suchthatjT9 is minimal. Recallthateachtestvectort; represents subsebf F, i.e.,each
testvectordetectsa subsetof faults. Under Assumptionl, we minimize the size of the
multisetby usingtestvectorsthatareeitherespeciallysensitve to onefault or somevhat
sensitveto mary faults. Thereforeto obtainadetectiorprobabilityof pi, we needn tests,
wherensatises(1 p)" 1 pw. Figure6.4givesthegreedyalgorithmfor generating
sucha multisetof testvectors startingfrom a compactegetof testvectors.

Intuitively, compactedestsetsarelikely to containmary sensitve testvectorssince
eachtestvectormustdetectmultiple faults. However, betterresultscanbe obtainedf we

startwith alarger setof testvectors,suchasthe unionof differentcompactestsets.The

135



setUF usedin the algorithmstoresthe uncoveredfaultsin ary iteration,i.e., faultsnot
detectedvith a probabilityof pih. As before,T is thesetof testsf tq;to:::thg, andF is the

setof faults.

select _test _multiset(faults F, tests T, prob pi)
f
UF=F
while(lisempty( UF))
Tmax= find _.maximaltest( UF;T; pn)
add_selected _test( ST;Tmay
UF = removenewcovered(UF;ST; pih)
return ST

g

removenewcovered(faults UF, test ST, prob pw)
f

for(each fault f2 UF)

for(each test t2 ST)

Pdet+ = O;(1 sengf;t))

if(1 Pdet= py)
removefault( UF;f)
return UF

g

Figure6.4: Greedyalgorithmfor minimizing the numberof testvectors(with repetition)
requiredfor fault detection.

Kleinbeig andTardog[49] prove thatasimilar algorithmfor the SET COVER algorithm
producegoversthathave sizewithin O(log(jtegmultisetj)) of theminimal size.Notethe
runtimeis lower-boundedby the size of the multiset, asthis is the numberof iterations
throughthewhile loop.

Our ILP problemfor minimal testmultisetgenerations shavn in Figure6.5a. The
challengdan adaptingthe ILP solutionalgorithmsfor SET COVER or SET MULTICOVER is
thatthereis no notionof aprobabilisticcover. In our case gachtestdetecteachfault with

adifferentprobability, sengf;;tj). If we wereto requirea minimumdetectionprobability
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Minimize &1 ,X; Minimize a?zoa;;‘om sengfj;t;)
subject to: subject to:
8j; (AL 1% sengfjt)) n 8j;(&L1% sengfjit)) n
8i;x 0, X is an integer 8i;x;, 0, X is an integer
() (b)

Figure6.5: ILP formulationsfor test-seggeneratiorfor a x ednumberof expecteddetec-
tions: (a) to minimizethenumberof testvectorsrequired(b) to maximizefault
resolution(minimizeoverlap).

Pth, asin Figure6.4,the constrainthatfor all fj, Oj(l sengfi;tj)) <1 pw wouldnot
belinear We thereforealterthis constraintandlinearizeit by observingthatthe number
of repetitionsof eachtestt; is an independentdentically distributed binomial random
variablefor eachfault fj. Thereforejf atestis repeated; times,the expectedhumberof
detectiondor afault fj isx; sengfj;t;), i.e., the expectedvalueof a binomialrandom
variablewith parametergx;; seng¢fj;t;)). Sincethe expectationis linear, we canaddthe
contritutions of all testvectorsfor eachfault f; asdi(x; sengfj;t)), leadingto the
constraintin Line 3 of Figure6.5a. It canbe shavn thatthis ILP formulationreducedo
MULTISET-MULTICOVER, a variantof the set-caer problempreviously discussed.The
LP-relaxationalongwith randomizedounding,givesasolutionof this problem,whichis
within alog factorof optimal[122]. In randomizedounding,eachx; is roundedup, with
aprobabilityequalto thefractionalpartof x;.

Assumption2 generalizeshe single-fault casewe describedabove. We cantreatthe
setof faultsasa singlefault with multiple locationsandintroducefault probabilitiesinto
all gatePTMs simultaneouslywe denotethis fault F© Then,we cansimply pick thetest
vectort thatis mostsensitve to the combinationof simultaneoudaults, usingmethods

from the previous section. We canrepeatt a total of k=sengF°t) timesfor k expected
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detections.In Table 6.3, we considera situationin which eachgatein the circuit hasa
small probability of error p= 10 °. Thedifferencein the numberof repetitionsneeded
betweena randomvectorandthe mostsensitve testvectoris 53:3%, on average. This

impliesaproportionaldecreasén testapplicationtime.

Circuit Ave. No. Max No. % improvement
sensitvity | repetitions| sensitvity | repetitions

9symml| 3.99E-5 | 2.51E+4 | 7.99E-5 | 1.25E+4 50.0
alu4 5.78E-4 | 1.73e+03| 1.82E-3 549 68.2
il 6.65E-5 | 1.50e+04| 9.99E-5 | 1.00e+04 33.4
b9 7.70E-5 | 1.30e+04| 1.10E-4 | 9.09e+03 30.0
C880 | 5.38E-4 | 1.86e+03| 9.39E-4 | 1.07e+03 42.7
C1355 | 1.03E-3 970 1.27E-2 78 91.8
C499 | 2.76E-4 | 3.62e+03| 1.27E-3 787 78.27
x2 3.39E-5 | 2.95e+04| 4.99E-5 | 2.00e+04 32.1
Ave. 53.3

Table6.3: Numberof repetitionsrequiredusingrandomvectorsversusmaximally sensi-
tive testvectors.

In addition, we can diagnosethe probabilisticfaults under Assumptionl. In other
words, we can selecttest vectorssuchthat ambiguity aboutwhich fault is detectedis
minimized. For this purpose we modify the objective to thatof Figure6.5h Intuitively,
oncetherequireddetectionprobabilityis achiezed,we minimizethetotal numberof extra
detections.Thisis equivalentto minimizing the overlapin the subsetsepresentetyy the
testvectors.In contrasto the previous formulation,this problemis relatedto MULTISET
EXACT MULTICOVER, andtheapproximations alsowithin alog factorof optimal.

In practice,the numberof testvectorsneededs often quite smallbecauseestersare
likely to be primarily concernedvith thefaultsthatoccurthe most. The numberof repe-
titions of atestvectorfor n expecteddetectionss n=p;, whereps is thefault probability.

Thereforethemultisetsizedecreasewith the expectedfault probability.
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Additionally, if applicationtime is limited, we canselecttestvectorsto maximizethe
expecteddetectionrate. Here,we usea binary searcHor thelargestvalueof n which can
be achieved with m testvectors. Sincethe programin Figure 6.5aattemptsto minimize
the numberof testsetsselectedjt alsomaximizesthe numberof faultscoveredby each

test.

In summarytestgeneratiorfor probabilisticfaultsrequireshefollowing steps:

Generata setof testsT for the correspondingleterministidaultsin F.

Evaluatethe sensitvity of eachtestin T, with respecto eachfaultin F.

Executethe greedyalgorithmin Figure6.4 or solve theILP shown in Figure6.5.

Table 6.4 shavs the numberof testvectorsrequiredto detectprobabilistic stuck-at
faultsusingthe methodof Figure6.4,andassumingprobability ps = 0:05. Theseresults
show thatour algorithmrequiresc3  64%fewer testvectorsthanrandomselectiongven

with a smallcompletetestvectorset(generatedby ATALANTA) usedasa baseset.

pth = :05 Pth = 75 pth = :85 Pth = :95 Pth = 99
Circuit Rand| Our | Rand| Our| Rand| Our| Rand| Our| Rand Our
c6288 377 56| 782| 112| 1034| 148| 1266| 236| 1998 360
c432 731 | 462 | 1415| 924 | 1771| 1221| 2696 | 1947 | 3797 | 2970
c499 1643| 518| 2723| 1036| 3085| 1369| 4448 | 2183| 8157| 3330
c3540 907 | 411| 1665| 817 | 2256| 1078| 3589 | 1716| 4975| 2615

c5315 2669 | 854 | 4691|1708 | 6531 | 2557 | 8961 | 3599 | 13359| 5490
c7552 3729 | 1680 | 6824 | 3364 | 8352 | 4445| 12210| 7082 | 18314 | 10805
c2670 3650| 884 | 5699 1770 | 7755| 2339 | 11104| 3729 | 15961| 5682
% improv. 64.5 59.7 57.26 53.71 53.05

Table6.4: Numberof testvectorsrequiredto detectinput signalfaultswith variousthresh-
old probabilitiespy. Randis the averagenumberof testvectorsselectediuring
randomtestgeneration.
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Oncea multiset of testvectorsis generatedthe actual probability of error can be
estimatedusingBayesianlearning. This well-establishedAl techniqueusesobsenation
(data)and prior domainknowledgeto predictfuture events[29]. In our case,the prior
domainknowledgeis the expectedor modeledfault probabilitiesin a circuit, andthe data

comedrom testing.

6.3 Summary

Probabilisticfaults, like SEUs,requirea reformulationof test-generatiomethodsto
accountfor faultsoccurringwith varyingprobabilitiesandfor testvectorsdetectingfaults
with varying probabilities. The samefault canbe detectedby severaltestvectors,eachof
which hasits own detectionprobability or sensitvity with respecto the fault. We called
this probability the sensitvity of a testvectorto a fault. We shaved thattestvectorsen-
sitivity canbe computedoy anef cient PTM-basedalgorithm. We alsoproposedseveral
testgeneratiorandcompactionrmethodsor probabilisticfaults,with the goalsof bound-
ing andestimatingfault detectionprobabilities. ThesemethodsuselLP to optimizetest
sets. Resultsshav that our methodscan generateestsquickly andrequireonly half as

mary (repeatedyectorsasrandompatterntesting.
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CHAPTER VII

Conclusions

In this dissertationywe have performedin-depthanalysisof non-deterministibeha-
ior in logic circuits, behaior thatis dueto soft faults and inherentdevice unreliability.
Unlike memories|ogic circuits experienceseveralmaskingmechanismshatcanstopthe
propagatiorof soft errors. Estimatingthe circuit soft-errorrate (SER)involvescarefully
analyzingthelogical, electrical,andtiming maskingpropertief thedesign.Beyond soft
errors,we analyzedyeneralktochastidehaior in digital circuits. Whencomponentsn a
circuit (gatesat thelogic level) behae probabilistically their effectsinteractin complex
waysanddetermineoverall circuit behaior.

A majorcomputationaproblemin SERandreliability analysiss theinput-vectorde-
pendencef the error probability. For a circuit with N inputs, thereare2N input vectors
to consider In the caseof SER estimation,differentinput vectorscanleadto different
logically viable pathsfor error propagationrandto differentmaskingconditions. In the
caseof probabilisticcircuits, differentinput vectorstrigger differentfailure probabilities
in gateswhich accumulatento differentoverall probabilitiesof error. Our SERanalyzer

ANnSER,andour PTM-basedeliability analysismethodofferedtwo differentsolutionsto
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thisproblem.The rst solutioninvolvedanalyzingSERon arandomsampleof inputvec-
tors. Unlike previous methodswhich usefault simulationon a vectorby-vectorbasis,we
relatedthe SERto testabilitymeasuredjk e obsenability andsignalprobability in logic,
anddeterminedheseby sampling.Our secondsolutioninvolvedcompletelyenumerating
inputvectors,usinga PTM-basedepresentationf probabilisticcircuit behaior.

Our analysisled usto designtechniqueghatimprove SERby enhancingerror mask-
ing. An accurateSER analyzercansimply be usedasa black box to approve or reject
circuit optimizations. However, our SER analyzercando morethanblack-boxanalysis.
Obsenability andnodefunctionality computationsloneduring SERanalysisallow usto
identify circuit e xibility andinherentredundanyg, which canbe usedto bolsterthe re-
liability of the circuit. Further errorlatchingwindow computationscan guide physical
designchangedo improve timing masking,in additionto logic masking.

We alsopresenteanethoddo testcircuitsfor probabilisticfaults,which canbeapplied
to SERtesting. SERtestingis normally doneby irradiatingdeviceswith neutronor a-
particlesources We improve on suchmethodsby generatingestvectorsthat maximally
sensitizehigh-impactfaults in the design. This is akin to testacceleratiorby pattern
selectiorratherthanirradiation. Thistype of acceleratiortanbe usefulin the eld testing
of devicesto determinghe SERin normaloperatingconditionsratherthanunderheavy,
arti cially inducedradiation. Our main contritutionsarelisted andexplainedin Section

7.1.We discusdirectionsfor futurework in Section7.2.

7.1 Summary of Contrib utions

Themaincontributionsof this dissertatiorareasfollows:
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A functional-simulatiorsignature-base8ER analyzerfor logic circuits, known as

AnSER.

Severallogic synthesigechniqueshatimprove the SERof a design,with low area

andperformanceverhead.

The developmentof probabilistic-transfematrix (PTM) algebrainto a usefulcom-

putationalttechniquefor CAD.

A reliability analyzetthatusesa PTM-basedrameavork to modellogic circuits.

Test-generatiomethodsfor probabilisticfaults, with the goal of estimatingfault

probabilities.

ANnSER usesfunctional-simulationsignaturesto analyzethe SER of logic designs.
Simulation signaturesare generatedby randomly samplinginput vectorsfrom a given
distribution and propagatingesultantiogic valuesthroughoutthe circuit. Obsenrability
don't care(ODCs)arealsocomputedor eachnodeby ipping bits of the signatureand
propagatingchanges.Togethey signaturesand ODCs canbe usedto estimatetestability
measureshatdirectly relateto the SER of a circuit. We alsoincorporatedhe effectsof
timing maskingwith STA-lik e algorithmsto determingheerrorlatchingwindows of gates
in acircuit. Thefractionof the cycle within the errorlatchingwindow is a measuref the
timing maskingcapabilityof thecircuit.

We proposedseveral novel techniquedor SER-avare design. Our rst techniqueis
known asSignature-baseBesignfor Reliability (SiDeR).Here,signature-comparisois

usedto identify partial redundang in circuits. Partially redundantnodescan increase

143



logic maskingwith the addition of a small numberof gates. Our secondtechniqueis
known aslocal rewriting. Here,we generatevariousalternatve, non-redundaniopologies
for sub-circuitsand chooseamongthem for maximal reliability. Third, we proposea
techniquehattargetstiming maskinginsteadof logic masking througha post-placement
gate-relocatiortechniquethat decreaseshe size of errorlatching windows for critical
gates.

We developeda matrix-basedlgebraidramenork, known asthe PTM framework, to
modelstochastibehaior in logic gates We alsointroducedsereralmatrix operationghat
arerequiredfor reliability analysis.To improve scalability PTMswerecompressethto
algebraiadecisiondiagramq ADDs). Matrix operationsveredirectly appliedto thecom-
presseddDD representationsf PTMs. We alsopresentedeveralheuristicsthatimprove
the scalability of the PTM model, including hierarchicalcomputationand input vector
sampling.

Finally, we presenteda methodfor testingcircuits for multiple probabilisticfaults.
Using PTMs, we shoved how to identify testvectorsthatarehighly affectedby errorsin
thecircuit. Then,we selecta multisetof testvectorsto generataestsoptimized,through
ILP-basedoptimization,for the goalsof maximizingfault-detectiorandfault-resolution
probabilities.In the next section,we discussuture directionsand possibleextensionsof

ourwork, soasto meetfurtherchallengesn design,analysisandtest.

7.2 Directionsfor Future Work

Thereareseveralwaysto extendour work to accommodatemepging concernsn Cir-

cuitreliability. First,we proposdo continuetacklingthe centralproblemof improving the

144



scalability of exactreliability computationsusingedge-walueddecisiondiagrams.Next,
we proposeo improvethe SERof sequentiatircuitsby takingadwantageof theincreased
resynthesispportunitiesvailable. Third, we discusgossiblemethodsof improving SER
estimatesby accountingor processvariations.Finally, we discusshe possibility of us-
ing our probabilisticcircuit analysismethodsto make designdecisionsin future device

technologiesuchasQCA andCNTSs.

7.2.1 Scalability of PTM-BasedAnalysis

By enumeratingll possiblanputcombinationsPTMscanbeusedio analyzetheerror
probability of a circuit dependentipongate-erroprobabilities.However, their scalability
is limited by the exponentiallymary input vectorsthat are possible. In ChapterV, we
combatedthis problemby compressingPTMs using ADDs. ADDs are multi-terminal
decisiondiagramswith nodesdecidingon matrix row andcolumnvariablesandterminals
encodingrealvalues(probabilities,in the caseof PTMs). However, ADDs only recognize
structurein the form of identicalmatrix entries The sizeof an ADD canexplodeif there
aremary differentmatrix entries.

Large circuit matricesare constructedy tensoringsmallermatricesand eliminating
(summingout) commonvariables.While computingthe tensorproductof two matrices,
pairs of entries,one from eachoperand,are multiplied togetherto generateentriesin
the resultantmatrix. Therefore entriesin the resultantmatrix canhave severalcommon
multiplicativefactors.Onemaybeableto achiare furthercompressioif eachmatrixentry
is representedsa productof a smallersetof factors.To capturethesetypesof products,

we canuseanalternatve datastructurecalledabinary momentiagram (BMD) [18].
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In a BMD, every edgeis labeledwith a real value;intermediatenodesandterminal
nodescan have real valuesassociatedvith them. A pathin a BMD encodesan input-
outputpair whosevalueis givenby the productof edge-aluesalongthe path.Hence the
tensorproductof a setof gatematricesamountsto a chainingof the BMDs. The BMD
chainavoidsthe attening associateavith constructingensorproductADDs. We believe
thatBMDs andoperation®n BMDs shouldbeexploredfurtherto improve scalingof exact
PTM-baseccomputations Evenif only heuristicmethodsof errorratecomputationsare
used,it is importantto have exact methodsagainstwhich the heuristicmethodscanbe

validated for reasonablizedcircuits.

7.2.2 SER-aware Designof SequentialCir cuits

We improvedthe SERof combinationakircuits with the SiDeRtechnique However,
theremaybemoreopportunitiedor resynthesign sequentiatircuits. For instanceunlike
combinationatircuits,whoseinputscantake onary value,certainstateq ip- op values)
canbeprovenunreachableSuchstatesansere asadditionaldon't-caresvhensearching
for implicationor equivalencerelationsbetweemodes.

Caseetal. [21] recentlyshavedthatan averageof 10% morenodalequivalencesan
be found by using sequentiareachabilityand sequentiabbsenability. Theseadditional
eguialentnodescanbeusedo maskerrors,asin SiDeR throughtheadditionof AND/OR
gates.It is likely thatthe additionalnumberof relatedsignalswe nd for improving SER
will behigherthan10%,sinceour SiDeRmethoddoesnotrequirenodeso beequvalent.

Flip- ops are an additionaltamget for errorsin a sequentiakircuit. Protecting ip-

ops from softerrorsis vital becauséatchedsoft errorscannotbe eliminatedby electrical
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or timing masking Several techniqueshave beenproposedio hardenlatches[101] or
add extra logic to protectlatches[131]. However, thesetechniquegendto incur high
areaoverhead.We proposeto useretiming to enhancdogic maskingwithout high area
overhead.

Retimingrefersto the procesof relocating ip- ops, usuallyto minimizethe areaor
theclock periodin agivencircuit [64]. Theminimum-areandminimum-periodretiming
problemscanboth be formulatedaslinear programgLPs) andsolved usingthe simplex
method. Therefore exact optimaareachiezableusingretiming. Theideaof SER-avare
retiming is to stop error propagatiorfrom latchesto any primary outputsby relocating
latchesto regionsof low obsenability. Recallthat sequentiabbsenability is calculated
by transforminglatchesinto buffersandexpandingthe circuit by severaltime frames.In
this contet, the signatureandODC masksof the bufferscorrespondingo latchescanbe
computedn the sameway asary othergate. Therefore existing retiming formulations

canbemodi ed to jointly optimizefor eitherperiodandSERor areaandSER.

7.2.3 Impact of Processvariations on Soft Err ors

Thereare threemain sourcesof variationin transistorbehaior that resultfrom the
dif culty of controllingparametersluringmanufcture.Thesearel) dopant uctuations,
2) gatelengthandwire width variations,and 3) varying heat ux acrossthe chip [16].
First, the numberof dopantatomsin the channelof a transistordecreaseguadratically
with transistorsize. For instanceat the Llumtechnologynode transistordhave thousands
of dopantatoms[15]. In the 32nmtechnologynodethey only have tensof dopantatoms.

Sincethe dopantlevel determineghe thresholdvoltageV;, even a few extra or missing
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dopantatomscan causeV; to vary widely. Second,sub-wavelengthlithographycauses
variationsin gatelength andwire width. Transistorsat the 65nmtechnologynodeare
being manugcturedwith a 157nmlithographywavelength,causingvariationsof up to

30% [16]. Variationsin wire widths normally increasedelay but variationsin channel
width canalsochangetheV;. Third, changesn the switchingactiity of achip cancause
varyingheat ux and“hot spots”in certainareasof the chip. Thesehot spotscanleadto

sudderdropsin power-supplyvoltage.

While processvariationshave beenanalyzedor statisticaltiming analysis therehas
beenlittle effort in analyzingtheimpactof thesevariationson SER.In particular changes
in \} alterSEU propagationn severalways.If V4 is increasedfewer SEUswill propagate,
regardlesof the causd?28]. If thelower dopantlevel causesigher;, it cansometimes
leadto a higherrate of SEU occurrencegthoughlower rate of propagation) pecauseof
increasedchage-collectionef ciency for particlestrikes. If the gatelengthis increased,
thenthisexposesnoreareafor particlesto strike, causingnoreSEUS[112]. Theseeffects
oftencounterbalanceachother—althoughnot perfectly Thereforejt becomesmportant
to modeltheseeffectsprobabilisticallyin the context of SER.Also, delayvariability, es-
pecially dueto dynamicchangesn heat ux, cancausedifferencesn timing masking.
Theresultsof statistical-timinganalysismustbe translatednto timing maskingin order
to accuratelyestimatehe SER.

Interestinglyit maybe possibleto useaccelerated-SERststo actuallydeterminghe
static processparametergsuchasV; andgatelength)of a circuit. Sincevariationscan

directly affectthe SER,irradiatedchipscanbeusedto inducechangesn SERthatre ect
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the procesparametersThen,a fault resolutionmethodlik e thatin ChapterVi, may be

ableto pinpointlocationswith anomaloudehaior.

7.2.4 Probabilistic Analysis of New Technologies

In our work, we have analyzedcircuits probabilistically without makingassumptions
abouttheactualdevicetechnology However, morespeci c typesof analysiscanbecarried
outfor particulartechnologiesuchasQCA andCNTSs.

Oneuniqueaspecbf QCA is thatbothwiresandgatesareconstructedrom quantum
dots. Differentarrangementsf quantumdots canyield different Booleanfunctionsor
equialentfunctionswith differentfault-toleranceproperties.Therefore)ayout, function-
ality, andreliability areintimately linkedin QCA design. Generally QCA aredesigned
modularly with x edtile sizesandbasicgates. The SQUARES designparadigm[11]
proposed 5tiles;othershave proposed 3tiles,orthogonaliles, etc. Universalgates
canbesynthesizedn variouswaysfrom thesetiles. Generallythe MAJORITY gate,the
NAND-NOR-INVERTER gate,or the AND-OR-INVERTER gateare usedas universal
gates[110]. Due to the high propensityfor errorin QCA, eachof thesestructurescan
be analyzedandselectedor its errortolerance.Dysartet al. [30] have alreadyadopted
our PTM framework to analyzethe reliability of addersand othersmall QCA modules.
However, the analysiscanbe carriedmuchfurther to analyzelayouts,wire shapesand
possiblegatelibraries.

CNT circuitsarealsogenerallyconstructedsregulararraysof gates.Thecrossbaar
chitecturehasoftenbeenconsideredn literature.However, recently othercombinational

logic blockshave beenstudied,including multi-valuedlogic gates single-transistoXOR
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gates.etc. [66]. Multi-valuedgatesarerealizedby varyingthe diameterof the nanotube
to changethe thresholdvoltage[105]. Circuits constructedrom suchgatesneedbuilt-
in fault toleranceto sustainreliable operation. The optimal numberof logic valuesand
acceptabléevelsof SERcanbedeterminedy eitherAnSERor PTM-basedanalysis.

In closing, we have presentednethodsfor analyzing,designing,andtestingcircuits
thataresubjectto non-deterministieffects. We hopethatour work providesinsightsand
stimulatedutureresearchResearclin thisareawill bevital to enablingadvancementn

devicetechnologyandimproving IC performance.
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ABSTRACT

Design,AnalysisandTestof Logic CircuitsunderUncertainty

by

SmitaKrishnasvamy

Co-Chairs:JohnP. HayesandIgor L. Markov

Integratedcircuits (ICs) are increasinglysusceptibleto uncertaintycausedby soft
errors,inherently probabilisticdevices, and manugcturingvariability. As device tech-
nologiesscale theseeffectsbecomedetrimentalo circuit reliability. In orderto address
this, we develop methodsfor analyzing,designing,andtestingcircuits subjectto prob-
abilistic effects. Our main contribtutions are: 1) a fast, soft-errorrate (SER) analyzer
that usesfunctional-simulatiorsignaturego captureerror effects, 2) novel designtech-
niquesthat improve reliability usinglittle areaand performanceoverhead,3) a matrix-
basedreliability-analysisframeavork that capturesmary typesof probabilisticfaults,and
4) test-generation/compactionethodsaimedat probabilisticfaultsin logic circuits.

SERanalysisnustaccounfor thethreemainerrormaskingmechanism ICs: logic,
timing, andelectricalmasking. We relatelogic maskingto nodetestability of the circuit

andutilize functional-simulatiorsignaturesi.e., partialtruth tables to ef ciently compute



estability (signalprobabilityandobsenability). To accountfor timing masking,we com-
puteerrorlatchingwindows (ELWSs) from timing analysisnformation. Electricalmasking
isincorporatednto our estimateshroughderatingfactorsfor gateerrorprobabilities.The
SERof a circuit is computedoy combiningthe effectsof all threemaskingmechanisms
within our SERanalyzercalledAnSER.

Using AnSER,we develop several low-overheadtechniqueghat increasereliability,
including: 1) an SER-avare designmethodthat usesredundang alreadypresentwithin
the circuit, 2) a techniquethatresynthesizesmallwindows of logic to improve areaand
reliability, and3) a post-placemengate-relocatiotiechniquethatincreasesiming mask-
ing by decreasindeLWs.

We develop the probabilistictransfermatrix (PTM) modelingframework to analyze
effectsbeyondsofterrors.PTMsarecompressethto algebraidecisiondiagramgADDSs)
to improve computationakf ciency. Several ADD algorithmsare developedto extract
reliability anderrorsusceptibilityinformationfrom PTMsrepresentingircuits.

We proposenew algorithmsfor circuit testingunderprobabilisticfaults,which require
a reformulationof existing testtechniques.For instance,a testvector may needto be
repeatednary timesto detecta fault. Also, differentvectorsdetectthe samefault with
differentprobabilities. We developtestgeneratiormethodshat accountfor thesediffer-

encesandintegerlinearprogrammingILP) formulationsto optimizetestsets.



