Functional DesignErr or Diagnosis,Corr ection
and Layout Repair of Digital Circuits

by
Kai-hui Chang

A dissertatiorsubmittedn partialful llment
of therequirementgor the degreeof
Doctorof Philosophy
(ComputerScienceandEngineering)
in The Universityof Michigan
2007

DoctoralCommittee:

AssociateProfessotgor L. Markov, Co-Chair
AssistantProfessoialeriaBertaccoCo-Chair
ProfessodohnP. Hayes
AssociateéProfessoifodd Austin
AssociateProfessoMingyanLiu



Kai-hui Chang 2007
All RightsResered



To my family andfriends



ACKNOWLEDGEMENTS

| wouldliketothankmy adviserd”rofessotgor Markov andProfessoWaleriaBertacco.
They offeredvaluableguidanceandtaughtme how to conductsolid researchin addition,
they provided endlessommentsaandadviceon every paperwe workedtogether Without
them,l would nothave beenableto learnsomuchin graduateschool.l amalsogratefulfor
the advicefrom my committeemembers:ProfessodohnHayes,ProfessoTodd Austin,
ProfessomMingyan Liu, and ProfessoiDavid Blaauw Being an internationalstudent,|
would alsolik e to thankmy academiawriting teacherProfessorChristineFeak;aswell
asmy academispeakingeacherProfessoSusarReinhart.They taughtmehow to write
high-qualityresearctpapersaanddelivergoodpresentationsTheir guidances essentiato
the nal completionof this dissertatiorandmy Ph. D. training. | alsowantto thankDr.
Chilai Huangfrom Avery DesignSystemdor allowing meto usethe compairy's products
in my researclandsupportingmeto attendDAC every year

| alwaysfeellucky to meetsomary wonderfulpeoplein my labs.| deeplythankJarrod
Roy, Geoge Viamontes,and Jin Hu for answeringmy countlessresearchand English
guestionsl wantto thank StepherPlaza;we spenta lot of time togetherin our meetings
anddiscussednary interestingideas. | alsowantto thankDavid Papaandllya Wagner
for working with me on differentprojects. In no particularorder | would like to thank
SmitaKrishnasvamy, HectorGarcia,AaronNg, Jamed.u, Jef Hao,SmithaShyam Beth
IsaksenAndrew DeOrio,JosephGreathouseandall my friendsfrom Taiwan.

Without the supportof my family, | would not be ableto studyoverseasvholeheart-



edly. |1 wantto thank my fatherfor buying me a computerwhen| was a child, while
computersvererareandexpensve. The computerallowed me to explore the beautyof
programmingandgave methe enthusiasnto becomea computerscientist.l wantto thank
my motherandmy brotherfor listeningto me whenl| wassad. | alsowantto thankmy
sister who lived with me for the pastthreeyears,for proofreadingthis dissertatiorand
enduringmy workingin theliving room.

Lastbut certainlynottheleast,| wouldliketo thankmy ancee,Jun-tsuiFan. Without
herencouragement,would nothave cometo the US to pursuemy Ph.D. degree.l really
cherishthe time we spentin Michigan,and| cannotimaginehow dull andcolorlessmy

life would bewithout her.



PREFACE

Thedramatidncreasen designcompleity of moderncircuitschallengesurability to
verify their functionalcorrectnessTherefore circuits areoftentaped-outwith functional
errors,which may causecritical systemfailuresandhuge nancial loss. While improve-
mentsin veri cation allow engineerso nd moreerrors, xing theseerrorsremainsaman-
ualandchallengingask,consumingraluableengineeringesourceshatcouldhave other
wisebeenusedo improveveri cation anddesignquality. In thisdissertatiorwe solve this
problemby proposingnnovative methodgo automatdahe deluggingprocesshroughout
the design ow. We rst obsene that existing veri cation tools often focus exclusively
on errordetectionwithout consideringhe effort requiredby errorrepair Thereforethey
tendto generatdremendouslyong bug traces,makingthe dehugging processxtremely
challenging. Hence,our rst innovationis a bug traceminimizer that canremove most
redundaninformationfrom a trace,thusfacilitating delugging. To automatethe error
repair processdtself, we develop a novel framework that usessimulationto abstracthe
functionality of the circuit, andthenrely on bug tracesto guidethere nementof the ab-
straction. To strengtherthe frameawork, we alsoproposea compactabstractiorencoding
using simulatedvalues. This innovation not only integratesveri cation and detugging
but alsoscalesmuchfurtherthanexisting solutions.We applythis framewvork to x bugs
bothin gate-level andregistertransferlevel circuits. However, we notethatthis solutionis
notdirectly applicableto post-silicondeluggingbecausef the highly-restrictve physical

constraintsat this designstagewhich allow only minimal perturbation®f the silicon die.



To addresshis challengewe proposea setof comprehensie physically-avarealgorithms
to generatea rangeof viable netlistandlayout transformations We thenselectthe most
promisingtransformationsccordingto the physicalconstraints Finally, we integrateall
thesescalableerrorrepairtechniquesnto a framework called FogClear. Our empirical
evaluationshaws thatFogClearcanrepairerrorsin a broadrangeof designsdemonstrat-
ing its ability to greatlyreducedeluggingeffort, enhancelesignquality, and ultimately

enablethe designandmanufictureof morereliableelectronicdevices.

Vi
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CHAPTER |

Intr oduction

Most electronicdevicesthat we usetodayare driven by IntegratedCircuits (ICs) —
thesecircuitsareinsidecomputersgellphonesAnti-lock Braking SystemgABS) in cars,
andaresometime®venusedto regulatea persons heartbeatTo guarante¢hattheseelec-
tronic deviceswill work properly it is critical to ensurehefunctionalcorrectnessf their
internallCs. However, experienceshavsthatmary IC designsstill have functionalerrors.
For instance a medicaldevice to treatcancey called Themac-25 containeda fatal design
errorwhich overexposedpatientsto radiation,seriouslyinjuring or killing six peoplebe-
tween1985and1987[76]. TheinfamousFDIV bug in the Intel Pentiumprocessorsot
only hurt Intel's reputationbut alsocostintel 475 million dollarsto replacethe products
[125]. A moresubtledesignerror may alter nancial informationin a bank's computer
or causea seriousaccidentby startinga car's ABS unexpectedly To addressheseprob-
lems,enormousesourcefave beendevotedto nding and xing suchdesignerrors.The
procesgo nd thedesignerrorsis calledveri cation, andthe procesdo repairthe errors

is often calleddelugging. Error repairinvolvesdiagnosingthe causesf the errorsand

correctingthem.



Dueto theimportanceof ensuringacircuit'sfunctionalcorrectnessxtensveresearch
onveri cation hasbeenconductedwhichallowsengineerso nd bugsmoreeasily How-
ever, onceabugis found,the deluggingprocesgemainsmostly manualandad hoc. The
lack of automaticdehuggingtoolsandmethodologiegreatlylimits engineersproductv-
ity andmakesthoroughveri cation moredif cult. To automatethe dehuggingprocess,
we proposeinnovative methodologiestools and algorithmsin this dissertation. In this
chapterwe rst describehecurrentcircuit designtrendsandchallengesNext, we brie y
review existing solutionsthataddresshechallengesndpointoutthede ciency in current
solutions. We thenprovide an outline of our approachandsummarizethe key contribu-

tionsof this work.

1.1 DesignTrendsand Challenges

Moderncircuit designsstrive to provide morefunctionalitieswith eachproductgener
ation. To achieve this goal, circuits becomdarger andmore complicatedwith eachgen-
eration,anddesigninghemcorrectlybecomesnoreandmoredif cult. Oneexamplethat
shaws this trendis Intel's microprocessorsThe 80386processoreleasedn 1985barely
allows the executionof the Windows operatingsystemand containsonly 28 thousand
transistors.On the otherhand,the Core2 Duo processoreleasedn 2006 supportsvery
complicatedcomputationsand is several hundredtimes more powerful than the 80386
processar In orderto provide this power, 167 million transistorsare used. Needlesgo
say designinga circuit of this sizeandmakingsurethatit works properlyareextremely
challengingtasks.

No matterhow fastand powerful a circuit is, it may becomeuselessf its behaior



differsfrom whatis expected. To ensurethe functional correctnes®f a circuit, tremen-
dousresourcesiave beendevotedto veri cation. As aresult,veri cation alreadyaccounts
for two thirdsof the circuit designcycle andthe overall design/eri cation effort [12, 95].
However, mary ICsarestill releasedvith latenterrors,demonstratingpow poorthecurrent
techniquesrein ensuringfunctionalcorrectnessTo this end,variousestimatesndicate
thatfunctionalerrorsare currentlyresponsibldor 40% of failuresat the rst circuit pro-
duction[12, 95. As Figurel.1shaws, the growth in designsizeandoverall compleity
increasehe gapbetweerengineersdesignandveri cation capabilities.Therefore veri-
cation beginsto limit the featureghat canbe implementedn a design[42], essentially

becomingthe bottleneckthathampergheimprovementof modernelectronicdevices.
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Figurel.1l: Thegapbetweertheability to fabricate designandverify integratedcircuits.
To addresshis problem,thecurrenttrendis to automateestbenclyeneratiorandver-
i cation in orderto nd designbugs morethoroughly Oncea bug is found, however,
xing thebugis still mostlymanualandad hoc Therefore gengineer®ftenneedto spend
a greatamountof time analyzingand xing the designerrors. Althoughwaveformview-

ersandsimulatorsare greataidsto this end,thereare currentlyno good methodologies
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Figurel.2: Relatve delaydueto gateandinterconnecttdifferenttechnologynodes.De-
lay dueto interconnecbecomedarger thanthe gatedelayat the 90nmtech-
nologynode.

andalgorithmsthat canautomatethe delugging process.The lack of automaticdehug-
ging methodologiesotonly slows down theveri cation processut alsomakesthorough
designveri cation moredif cult. To this end, Intel's latestCore 2 Duo processoican
sene as an example[137]: a detailedanalysisof publishederrataperformedby Theo
de Raadtin mid 2007 identi ed 20-30bugsthat cannotbe masled by changesn Basic
Input/OutputSystem(BIOS) andoperatingsystemsyhile somemaybeexploitedby ma-
licious software. De Raadtestimatedhat Intel will take ayearto x thesebugsin Core
2 processorslt is particularly alarmingthat thesebugs escapedntel's veri cation and
validationmethodologiesyhich are considerecamongthe mostadwancedand effective
in theindustry

Anotherchallengecomesfrom theimprovementin IC manugcturingtechnologythat
allows smallertransistorgo be createdon a silicon die. This improvementenableghe

transistordo switchfasterandconsumdesspower. However, the delaydueto intercon-



nectis alsobecomingmoresigni cant becausef theminiaturizationin transistorsize. As
Figurel.2 shows, delaydueto interconnectlreadybecomedargerthanthe gatedelayat
the 90nmtechnologynode. To mitigatethis effect, variousphysicalsynthesidechniques
andeven more powerful optimizationssuchasretiming areused[102]. Theseoptimiza-
tions further exacerbatehe veri cation problemin severalways. First, sinceElectronic
DesignAutomation(EDA) tools may still containunexpectedbugs([9], it is importantto
verify thefunctionalcorrectnessf the optimizedcircuit. However, onceabug is found, it
is very dif cult to pinpointthe optimizationstepthatcausedhe bug because large num-
ber of circuit modi cations may have beenperformed,which makesrepairingthe error
very challenging.Secondto presere theinvestedphysicalsynthesisffort, bugsfoundin
latedesignstagesnustberepairedcarefullysoasto presere previousoptimizationeffort.
Thisis signi cantly differentfrom traditionaldesignapproachesyhichrestrictbug- xing
to the original high-level descriptionof the circuit andresynthesizét from scratchafter
everysuch x. In summarytheincreasen circuit compleity andminiaturizationin tran-
sistorsize make veri cation anddeluggingmuchmoredif cult thanthey werejustten
yearsago.

To supportthe miniaturizationof CMOS circuits, the requiredmasksalso become
much more sophisticatecand expensve. As Figure 1.3 shavs [130], maskcostalready
approache8 million dollarsper setat the 65nmtechnologynode. This costmakesary
functionalmistalesafter circuit productionvery expensveto x, notto mentiontheloss
in revenuecausedby delayedmarket entry may be even higherthanthe maskcost. In

addition, due to the lack of automaticpost-silicondehugging methodologiesrepairing



designerrorspost-siliconis muchmorechallengingthanrepairingthempre-silicon.As a
result,it is importantto detectandrepairdesignerrorsasearlyin thecircuit designo w as
possible.On the otherhand,ary post-siliconerrorrepairtechniquethat allows the reuse

of lithographymaskscanalsoalleviate this problem.

Figurel.3: Estimatednaskcostsat differenttechnologynodes.Source: TRS'05 [130].

1.2 Stateof the Art

To ensurghefunctionalcorrectnessf acircuit, the currenttrendis to improveits ver-
i cation. Amongthetechniquesandmethodologiesvailablefor functionalveri cation,
simulation-basederi cation is prevalentin industrybecausef its linearandpredictable
complity andits e xibility to be applied,in someform, to arny design. The simplest
veri cation methodcalleddirecttest is to manuallydevelopsuitesof input stimuli to test
the circuit. Sincedevelopingthe testsuitescanbe tediousandtime consuminga more
e xible methodologycalledrandomsimulationis oftenused.Randonsimulationinvolves
connectinga logic simulatorwith stimuli comingfrom a constraint-basethndomgener

ator, thatis, an enginethatcanautomaticallyproducerandomlegal inputsfor the design



atavery high rate,basedon a setof rules(or constraintsderived from the speci cation
documentln orderto detectbugs,assertiorstatementspr checlers,areembeddedn the
designandcontinuouslymonitorthe simulatedactivity for anomaliesWhena bugis de-
tected the simulationtraceleadingto it is storedandcanbereplayedaterto analyzethe
conditionsthatled to thefailure. Thistraceis calledabugtrace

Although simulationis scalableand easyto use,it cannotguarantedhe correctness
of a circuit unlessall possibletestvectorscanbe exhaustvely tried. Therefore,another
veri cation approaclcalledformal veri cation beganto attractincreasingattentionfrom
industry Formalveri cation toolsusemathematicamethoddo prove or disprovethecor-
rectnes®f a designwith respecto a certainformal speci cationor property In this way,
completeveri cation canbeachieved. For example,symbolicsimulation,BoundedVodel
Cheking (BMC) and readability analysis[15, 61] all belongto this genre. However,
formally verifying the correctnessf a designtendsto becomemoredif cult whendesign
getslarger. Thereforecurrentlyit is oftenappliedto smallandcritical componentsvithin
large designsonly.

To leveragethe advantagef both simulationand formal approachesa hybrid veri-
cation methodologycalledsemi-formalveri cation, hasrecentlybecomemorepopular
[59]. Semi-formaltechniquestriveto provide betterscalabilitywith minimallossin their
veri cation power. To achieve thesegoals,semi-formaltechnique®ftenuseheuristicsto
intelligently selecttheveri cation methodgo apply, eithersimulationor formal methods.
Whenthe currentmethodsrun out of steam,they switchto othermethodsand continue

veri cation basedon previous results. In this way, semi-formaltechniquesare able to



provide agoodbalancebetweerscalabilityandveri cation power.

Theveri cation techniqueslescribedsofarfocuson detectingdesignerrors.After er-
rorsarefound,thecause®f theerrorsmustbeidenti ed sothattheerrorscanbecorrected.
Automaticerror diagnosisandcorrectionat the gatelevel have beenstudiedfor decades
becausehisis thelevel atwhichthecircuitsweretraditionallydesignedTo simplify error
diagnosisandcorrection Abadiretal. [1] proposednerrormodelto captureghebugsthat
occurfrequently which hasbeenusedin mary subsequerdtudieq74, 112.. While early
work in thisdomainoftenrelieson heuristicsaandspecialerrormodeld1, 45, 74,84, 112],
recenimprovementsn errorrepairtheoriesandBoolean-manipulatiotechnologiehave
allowed morerobusttechniquedo be developed[5, 6, 107,108,122]. Thesetechniques
arenot limited by speci ¢ errormodelsandhave morecomprehensie error diagnosisor
correctionpower thanprevioussolutions.

After automaticlogic-synthesigools becamewidely available, designtasksshifted
from developing gate-lerel netliststo describingthe circuit's functionsat a higherlevel
abstractioncalled the RagisterTransferLevel (RTL) RTL providesa software-like ab-
stractionthatallows designergo concentraten the functionsof the circuit insteadof its
detailedimplementations Due to this abstractiongate-lerel error diagnosisandcorrec-
tion techniquegannotbe appliedto the RTL easily However, thisis problematidbecause
mostdesignactivity takesplaceatthe RTL nowadays.To addresshis problem,Shietal.
[104] andRauetal. [96] employeda software-analysigpproactio identify statementn
theRTL codethatmayberesponsibldor thedesignerrors.However, thesgechniquesan

returnlarge numbersof potentiallyerroneoussites. To narrov down the errors,Jianget



al. [64] proposedh metricto prioritize the errors.Althoughtheir techniguesanfacilitate
error diagnosiserror correctionremainsmanual. Anotherapproachproposedoy Bloem
etal. [16] formally analyzeshe RTL codeandthefailed propertiesandit is ableto diag-
noseandrepairdesignerrors.However, theirapproachs notscalabledueto theheary use
of formal-analysismethods. Sincemore comprehensie RTL delugging methodologies
arestill currentlyunavailable,automaticRTL errorrepairremainsadif cult problemand
requiresmoreresearch.

Anotherdomainthat beganto attractpeoples attentionis that of post-silicondehug-
ging. Dueto theunparalleledcompleity of moderncircuits,moreandmorebugsescaped
pre-siliconveri cation andwerefound post-silicon. Post-silicondeluggingis consider
ably more dif cult than pre-silicondelugging dueto its limited obsenrability: without
specialconstructspnly signalsatthe primaryinputsandoutputscanbe obsered. Evenif
thebug canbediagnosednda x is found,changinghe circuit on asilicondie to verify
the x is alsodif cult if atall possible. To addresghe rst problem,scanchains[20]
have beenusedto obsenrethevaluesin registers.To addresshesecondoroblem,Focused
lon Beam(FIB) hasbeenintroducedto physicallychangethe metalconnectiondbetween
transistorson a silicon die. Alternatively, techniqueghat useprogrammabldogic have
beenproposed80] for this purpose A recentstart-upcompaly calledDAFCA [136] pro-
poseda morecomprehensie approachthataddresseboth problemsby insertingspecial
constructdeforethe circuit is tapedout. Although thesetechniquesanfacilitate post-
silicon delugging, the delugging processtself remainsmanualandad hoc  Therefore,

post-silicondehuggingis still mostlyanart, nota sciencg56].
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1.3 Our Approach

Despitethe vastamountof veri cation and dehuggingeffort investedin moderncir-
cuits, thesecircuits are still often releasedwith latent bugs, shaving the de ciency of
currentmethodologies.One major reasonis that existing error diagnosisand correction
techniquegdypically lack the power and scalabilityto handlethe complexity of today's
designs Anotherreasons thatexisting veri cation techniqueoftenfocuson nding de-
signerrorswithout consideringhow the errorsshouldbe x ed. Therefore the bug traces
producedy veri cation canbe prohibitively long, makinghumananalysisextremelydif-

cult andfurther hamperinghe deploymentof automaticerrorrepairtools. As aresult,
errorrepairremainsa demandingsemi-manuaprocesghat often introducesnew errors
andconsumesaluableresourcesgssentiallyjunderminingthoroughveri cation.

To addresgheseproblems we proposea framewnork called FogClear that automates
the errorrepair processesit variousdesignstagesjncluding front-enddesign,back-end
logic design back-endphysicaldesignandpost-silicondetugging. We obsene thatmajor
weaknessxists in several key componentsequiredby automaticerror repait andthis
de ciency maylimit the powerandscalabilityof ourframavork. To ensureghesuccessf
our methodologieswe alsodevelopinnovative datastructurestheoriesandalgorithmsto

strengtherthesecomponentsOur enhancedomponentgrebrie y describedelow.

Butraminreduceghe compleity of bug tracesproducedby veri cation for easier

errordiagnosis.

REDIRutilizesbug tracesto automaticallycorrectdesignerrorsatthe RTL.

11



CoRe utilizesbug tracesto automaticallycorrectdesignerrorsat the gatelevel.

InVerS monitors physical synthesisoptimizationsto identify potentialerrorsand

facilitatesdelugging.

To repair post-siliconelectrical errors, we proposeSymWife, a symmetry-based
rewiring technique to perturbthe layout and changethe electricalcharacteristics
of the erroneouswires. In addition,we devise a SafeResynttechniqueto identify
alternatve signalsourceghat cangenerateghe samesignal,andusethe identi ed

sourcego changethewiring topologyin orderto repairelectricalerrors.

To repair post-siliconfunctional errors,we proposePAFER and PARSynthat can
changea circuit's functionalityvia wire reconnectionsin this way, transistomasks

canbereusedandrespincostcanbereduced.

The strengthof our componentstemsfrom the intelligentcombinationof simulation

and formal veri cation techniques.In particular recentimprovementsin SATis ability

(SAT) solversprovide the power andscalabilityto handlemoderncircuits. By enhancing

thepower of key componentsaswell asunifying veri cation anddelugginginto thesame

framawork, our FogClearframavork promisego facilitatethedeluggingprocesseat var

iousdesignstagesthusimproving the quality of electronicdevicesin severalcateories.

1.4 KeyContributions and ThesisOutline

In this dissertatiornwe presentadwancedtheoriesand methodologieshat addresghe

error diagnosisand correctionproblemof digital circuits. In addition, we proposescal-

able and powerful algorithmsto matchthe errorrepair requirementsat differentdesign

12



stagesOnthemethodologicafront, we promoteinteroperabilitybetweerveri cation and
deluggingby devising new design o wsthatautomatehe errorrepairprocessesm front-

enddesign,back-endogic design,back-endohysicaldesignandpost-silicondehugging.
Onthetheoreticafront, we proposea countergample-guidectrrorrepairframewvork that
performsabstractiorusingsignaturesyhich is re ned by countergamplesthatfail fur-

therveri cation. This frameawork integratesveri cation into detuggingandscalesmuch
further than existing solutionsdue to its innovative abstractionrmechanism.To support
the errorcorrectionneedsn the framework, we designtwo novel resynthesislgorithms,
which are basedon a compactencodingof resynthesisnformation called Pairs of Bits
to be Distinguished(PBDs) Theseresynthesigechniquesallow usto repairdesigner

rors effectively. We alsodevelopa comprehensie functionalsymmetrydetectorthatcan
identify permutationalphase-shifthigherlevel, aswell as compositeinput and output
symmetries We apply this symmetry-detectiotechniqueto rewiring anduseit to repair
post-siliconelectricalerrors.

To enhancehe robustnessand power of FogClear it is importantto make surethat
eachcomponenusedin our framework is scalableand effective. We obsene that exist-
ing solutionsexhibit major weaknessvhenwe implementseveral componentgritical to
our framework. Therefore we develop new techniquego strengtherthesecomponents.
In particular we obsene that veri cation tools often strive to nd mary errorswithout
consideringhow theseerrorsshouldbe resolhed. As aresult,the returnedoug tracescan
betremendouslyong. Existing solutionsto reducethe compleity of thetraceshowever,

rely hearily onformal methodsandarenotscalablg44, 55, 57, 66, 98, 100, 103. To this

13



end, we proposea bug traceminimizer called Butramin using several simulation-based
methods.This minimizerscalesmuchfurtherthanexisting solutionsandcanhandlemore
realisticdesigns.Anothercomponenthatreceveslittle attentionis RTL error diagnosis
andcorrection.Althoughtechniqueshataddresshis problembeganto emepgein the past
few years[16, 64, 96, 104, 108], they arenot accurateor scalableenoughto handleto-
day's circuits. To designan effective automaticRTL delhugger we extendstate-of-the-art
gate-level solutionsto the RTL. Our empiricalevaluationshavs thatour detuggeris pow-
erful andaccurateyetit manageso avoid dravbackscommonin gate-lerel erroranalysis
andis highly scalable.On the otherendof the design o w, we obsenre that post-silicon
dehuggingis oftenad hocandmanual.To solve this problem,we proposethe conceptof
physicalsafenes$o identify physicalsynthesigechniqueshataresuitablefor this design
stage.In addition,we proposeseveralnew algorithmsthatcanrepairbothfunctionaland
electricalerrorsonasilicondie.

Therestof thethesisis organizedasfollows. Partl, whichincludesChaptersl andlll,
providesnecessarypackgroundandillustratesprior art. In particular Chapterll outlines
the currentdesignand veri cation landscapesin this chaptey we discussthe front-end
design o w, followed by back-enddesign o ws andthe post-silicondehuggingprocess.
Chapterll introducesseveraltraditionaltechniquegor nding and xing bugs,including
simulation-basederi cation, formal-veri cation methods,design-fordelug constructs
andpost-siliconmetal x.

Partll, whichincludesChaptersV to VI, illustratesour FogCleamethodologiesand

presentour theoreticaladvancesin error repair We startfrom our proposed~ogClear
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designandveri cation methodologiesn ChaptedV. In this chapteywe describenow our

methodologiesaddressheerrorrepairproblemsatdifferentdesignstagesChapteV then
illustratesour gate-level functionalerror correctionframework, CoRg, thatusescounter-
examplesreportedby veri cation to automaticallyrepair designerrorsat the gatelevel

[35, 36]. It scalesfurtherthanexisting techniqueglueto its intelligentuseof signature-
basedabstractiorandre nement. To supportthe errorcorrectionrequirementsn CoRg,

we proposetwo innovative resynthesigechniquespDistinguishing-Pwer Seach (DPS)
andGoal-DirectedSeach (GDS)[35, 36], in ChapterVI. Thesetechniquesanbe used
to nd resynthesizedetliststhatchangethe functionality of the circuit to matcha given

speci cation. To allow ef cient manipulationof logic for resynthesiswe alsodescribea

compactencodingof requiredresynthesisnformationin the chaptey called Pairs of Bits

to be DistinguishedPBDs) Finally, ChapteVIl present®ur comprehensie symmetry-
detectionalgorithmbasedon graph-automorphismgndwe appliedthe detectedcsymme-
triesto rewiring in orderto optimizewirelength[32, 33]. This rewiring techniques also
usedto repairelectricalerrorsasshaovn in Section11.4.1.

Part 111, which includesChaptersVill to XI, discussespeci ¢ FogClearcomponents
thatarevital to the effectivenesf our methodologiesWe startfrom our proposecdbug
traceminimizationtechnique Butramin [30, 31], in ChapterVIIl. Butraminconsidersa
bug traceproducedoy a randomsimulatoror semi-formalveri cation softwareandgen-
eratesan equivalenttraceof shorterlength. By reducingthe compleity of the bug trace,
errordiagnosiswill becomemucheasier Next, we obsenre thatfunctionalmistalescon-

tribute to a large portion of designerrors,especiallyat the RTL andthe gatelevel. Our
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solutionsto this endare discussedn ChapterlX, which includesgate-level error repair
for sequentiatircuitsandRTL errorrepair[39]. Ourtechniquexandiagnoseandrepair
errorsatthesedesignstagesthusgreatlysaving engineerstime andeffort. Sinceintercon-
nectbeginsto dominatedelayandpowerconsumptioratthelatesttechnologynodesmore
aggressie physicalsynthesigechniquesreused,which exacerbateshe alreadydif cult
veri cation problem. In ChapterX we describean incrementalveri cation framework,
calledInVerS thatcanidentify potentiallyerroneousetlisttransformationgroducedoy
physicalsynthesig38]. InVerSallows early detectionof bugsandpromisego reducethe
deluggingeffort.

After a designhasbeentaped-outbugsmaybefoundonasilicondie. We noticethat
dueto the specialphysicalconstraintsn post-silicondelugging,mostexisting pre-silicon
errorrepairtechniquexannotbe appliedto this designstage.ln ChapterXl we rst pro-
posethe conceptof physicalsafenesso measureheimpactof physicaloptimizationson
the layout[34], andthenuseit to identify physicalsynthesigechniqueghat canbe ap-
plied post-silicon.To this end,we obsene thatsafetechniquesreparticularlysuitablefor
post-silicondehugging;therefore we proposea SafeResynttechniquebasedon simula-
tion andon-lineveri cation. We thenillustratehow functionalerrorscanbe repairedby
our PAFERframenvork andPARSyralgorithm[37]. In addition,we describehow to adapt
symmetry-basetbwiring andSafeResyntlifior electricalerrorrepair Finally, ChapterXIll
concludeghis dissertatiorby providing a summaryof our contributionsandpointing out

futureresearchirections.
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CHAPTER Il

Curr ent Landscapein Designand Veri cation

Before delving into our errorrepairtechniqueswe are going to review how digital
circuits are developedandveri ed. In this chapterwe describecurrent o ws for front-
enddesign,back-endogic design,back-endohysicaldesignandpost-silicondehugging.
We also discussthe bugs that may appearat eachdesignstage,as well asthe current

veri cation anddeluggingmethodologieshatattackthem.

2.1 Front-End Design

Figure2.lillustratesthecurrentfront-enddesign o w. Givenaspeci cation,typically
threegroupsof engineerswill work on the samedesign,including architecturedesign,
testbenclereationandRTL development. The o w shovn in Figure2.1 usessimulation-
basedveri cation; however, o ws usingformal veri cation aresimilar. Chapterlll pro-
videsmoredetaileddiscussion®n theseveri cation methods.

In this design o w, thearchitectureggroup rst designsa high-level initial modelusing

high-level languagesuchasC, C++, SystemCVera[141], e [128] or System\érilog. At

LAlthough theremay be othergroupsof engineersvorking on otherdesignaspectssuchaspower, we
do not considerthemin this design o w.
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Figure2.1: Thecurrentfront-enddesign o w.

the sametime, the veri cation groupdevelopsa testbencho verify theinitial model. If
veri cation fails, the testbenctand/ormodelneedto be correctedafter which their cor-
rectnesss veri ed again. This proceskeepsrepeatinguntil the high-level modelpasses
veri cation. At thistime, agoldenhigh-level modelandtestbenchwill beproduced.They
will be usedto verify the RTL initial modeldevelopedby the RTL group. If veri cation
passesan RTL goldenmodelwill be produced.If veri cation fails, the RTL modelcon-
tainsbugsandmustbe x ed. Usually, abugtracethatexposeghebugsin the RTL model
will bereturnedby theveri cation tool.

To addresshe deluggingproblem,existing errorrepairtechnique®often partitionthe
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probleminto two steps. In the rst step,the circuit is diagnosedo identify potential
changeghat can alter the incorrectoutputresponses.In the secondstep, the changes
areimplemented.The rst stepis called error diagnosis andthe secondstepis called
error correction Currently functionalerrordiagnosisandcorrectionareoftenperformed
manually using the stepsdescribedbelon. This manualerrorrepair procedureis also

shawvn in the “Manual functionalerrorcorrection”blockin Figure2.1.

1. Thebugtraceis minimizedto reducets compleity for easiererrordiagnosis.

2. The minimized bug traceis diagnosedo nd the causeof the bugs. Delugging

expertiseanddesignknowledgeareusuallyrequiredto nd thecauseof thebugs.

3. After the causeof the bugsis found,the RTL codemustbe repairedto remove the

bugs. The engineerwho designedthe erroneousblock is usually responsiblefor

xing thebugs.

4. TherepairedRTL modelneeddo beveri ed againto ensurethe correctnes®sf the

x andpreventnew bugsfrom beingintroducedby the x.

Errorsin semiconductoproductshave differentorigins, rangingfrom poor speci -
cations,miscommunicatioramongdesignersand designers mistakes— conceptualbr
minor. Table2.1lists 15 mostcommonerror cateyoriesin microprocessodesignsspeci-
ed attheRegisterTransfer_evel (RTL), collectedfrom studeniprojectsatthe University
of Michigan between1996and1997[24]. Most studentsarticipatingin this studyare

currentlyworking for IC designcompaniesthereforethe bugsarerepresentatie of errors

in industrydesigns.
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Table2.1: Distribution of designerrors(in %) in sevenmicroprocessoprojects.
Error catgory Microprocessoproject Average
LC2 | DLX1 | DLX2 | DLX3 | X86 | FPU | FXU
Wrongsignalsource 27.3| 31.4 | 25.7 | 46.2 | 32.8| 23.5| 25.7 30.4

Missinginstance 0.0 | 286 | 200 | 23.1 | 14.8| 5.9 | 15.9 15.5
Missinginversion 0.0 8.6 0.0 0.0 0.0 | 47.1| 16.8 10.3
New category 9.1 8.6 0.0 7.7 6.6 | 11.8| 44 6.9

(Sophisticatederrors)
Unconnectedhput(s) 0.0 8.6 14.3 7.7 82| 59| 0.9 6.5

Missinginput(s) 9.1 8.6 5.7 7.7 |115| 0.0 | 0.0 6.1
Wronggate/moduleéype | 13.6| 0.0 114 0.0 98 | 0.0 | 0.0 5.0
Missingitem/factor 9.1 2.9 5.7 0.0 00| 0.0 | 44 3.2
Wrong constant 9.1 0.0 2.9 0.0 0.0 | 0.0 | 9.7 3.1
Alwaysstatement 9.1 0.0 2.9 0.0 0.0 | 0.0 | 2.7 2.1
Missinglatch/ ip- op 0.0 0.0 0.0 0.0 49 | 59 | 09 1.7
Wrongbuswidth 4.5 0.0 0.0 0.0 00| 00| 7.1 1.7
Missing state 9.1 0.0 0.0 0.0 00| 00| 0.0 1.3
Con icting outputs 0.0 0.0 0.0 7.7 00| 0.0 | 0.0 1.1
Conceptualerror 0.0 0.0 2.9 0.0 33| 00| 0.9 1.0

Reproducedrom [24, Table4],wherethetop 15 most-commorerrorsareshavn. “New cateyory”
includestiming errorsandsophisticateddif cult-to- x errors.

Sincethe purposeof RTL developments to describehe logic function of the circuit,
theerrorsoccurringattheRTL aremostlyfunctional. We obsenefrom Table2.1thatmost
errorsaresimplein thatthey only requirethechangeof afew linesof code while comple
errorsonly contribute to 6.9% of the total errors. This is not surprisingsincecompetent
designersshouldbe able to write codethat is closeto the correctone [50]. However,

nding and xing thosebugsarestill challengingandtime-consumingSince xing errors
atlaterdesignstageswill be muchmoredif cult andexpensve, it is especiallyimportant
to make surethatthe RTL codedescribeshefunctionof thecircuit correctly

To addresshisproblem techniqueshatfocuson RTL delugginghave beendeveloped
recently The rst group of techniqueq96, 104] employ a software-analysisapproach

that implicitly usesmultiplexers (MUXes) to identify statementsn the RTL codethat
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are responsiblefor the errors. However, thesetechniquescan return large numbersof
potentiallyerroneoussites. To addresghis problem,Jianget al. [64] proposeca metric
to prioritize the errors. Their techniquegyreatlyimprove the quality of error diagnosis,
but error correctionremainsmanual. The secondgroup of techniquessuchasthosein
[16], usesformal analysisof an HDL descriptionandfailed properties;becausef that
thesetechniquesanonly be deployedin a formal veri cation framewnork, andcannotbe
appliedin asimulation-basederi cation o w commonin theindustrytoday In addition,
thesetechniquesannotrepairidenti ed errorsautomatically Finally, the work by Staber
etal. [108] candiagnosendcorrectRTL designerrorsautomaticallybut it relieson state-
transitionanalysisandhence |t doesnot scalebeyondtensof statebits. In addition,this
algorithmrequiresa correctformal speci cationof thedesignwhichis rarelyavailablein
today's designervironmentshecausds developmentis oftenaschallengingasthedesign
processtself. In contrastthe mostcommontype of speci cationavailableis a high-level
model, often written in a high-level languagewhich produceghe correctl/O behaior
of the system. As we showv in Section4.1, our FogClearmethodologyis scalableand
canautomateboth errordiagnosisandrepairatthe RTL. In addition,it only requiresthe

correctl/O behaior to be known.

2.2 Back-End Logic Design

Front-enddesign o w producesanRTL modelthatshouldbefunctionallycorrect.The
next stepis to producea gate-lerel netlist that hasthe samefunctionality by performing
back-endlogic design,followed by back-endphysicaldesignthat generateghe layout.

This sectiondiscusseshe logic design o w, andthe next sectiondescribeghe physical
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Figure2.2: Thecurrentback-endogic design o w.

designo w.

Figure2.2shavsthe currentback-endogic design o w. GivenanRTL goldenmodel,
this o w producesa gate-level netlist that ef ciently implementsthe logic functionsof
theRTL model. Thisgoalis achiezedby performinglogic synthesisndvariousoptimiza-
tions,which arealreadyhighly automatedHowever, sincelogic synthesignaynotcapture
all thebehaior of the RTL codefaithfully [17], it is possiblethatthe producecdhetlistdoes
not matchthe RTL model. In addition,unexpectedougsmay still exist in synthesidools
[9]. Thereforeyeri cation is still requiredto ensurethe correctnessf thenetlist.

Anotherreasorto x functionalerrorsatthegate-lerelinsteacf theRTL isto presere
previous designeffort, which is especiallyimportantwhenthe errorsarediscoveredat a

late stageof thedesign o w. In the currentdesignmethodologyfunctionalerrorsdiscov-
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eredatanearly stageof the design o w areoftenconcevableto be x edby changingthe
RTL codeandsynthesizinghe entirenetlistfrom scratch.However, sucha designstrat-
egy is typically inef cient whentheerrorsarediscoveredat a late stageof thedesigno w
becausereviously performedoptimizationswill beinvalidated. Additionally, gate-level
bug- xing offerspossibilitiesnot availablewhenworking with higherlevel speci cations,
suchasreconnectingndividual wires,changingndividual gatetypes,etc.

Oneway to verify the correctnes®f the netlistis to rerunthe testbenchdeveloped
for the RTL model,while Figure2.2 shavs anotherapproactwherethe netlistis veri ed
againsthe RTL modelusingequivalencechecking.In eitherapproachywhenveri cation
fails,acounter@ample(or abugtracefor thesimulation-basedpproachyvill beproduced
to exposethe mismatch.This counterg&amplewill beusedto dehugthenetlist.

Beforelogic synthesisvasautomatedengineersiesignedligital circuits at the gate
level or hadto performsynthesighemseles. In this context, Abadir etal. [1] proposed
an error modelto capturethe bugsthat occurfrequentlyat this level (seeSection5.1.4).
In the currentdesignmethodology however, gate-level netlistsare often generatedria
synthesidools. As aresult,mary bugsthatexist in a netlistarecausedy the erroneous
RTL codeandmay not be capturedoy this model. On the otherhand,bugsintroducedoy
EngineeringChang Order (ECO) modi cations or EDA tools canoften be cateyorized
into the errorsin this model.

Similarto RTL dehugging,existing gate-level errorrepairtechniqueslsopartitionthe
dehuggingprobleminto Error Diagnosis(ED) andError Correction(EC). The solutions

thataddresshesetwo problemsaredescribedelow.
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Err or diagnosishasbeenextensvely studiedin the pastfew decadesFor example,
early work by Madre et al. [84] usedsymbolic simulationand Booleanequationsolv-
ing to identify error locations,while Kuo [74] usedAutomatic Test Pattern Geneation
(ATPG)anddon't-carepropagation Both of thesetechniquesrelimited to singleerrors
only. Recently Smithetal. [107] andAli etal. [6] usedBooleansatis ability (SAT)
to diagnosedesignerrors. Their techniquesan handlemultiple errorsandare not lim-
ited to speci ¢ errormodels. We adoptthesetechniquesn our work for error diagnosis
becausef their e xibility, which will be describedn detailin Section5.1.3. To further
improve the scalabilityof SAT-basederrordiagnosis Safarpouretal. [101] proposedan
abstraction-re nemenschemefor sequentiatircuits by replacingregisterswith primary
inputs,while Ali etal. [5] proposedhe useof Quanti ed BooleanFormulas(QBF) for
combinationatircuits.

Error correctionimplementsew logic functionsfound by diagnosiso x theerro-
neousbehaior of the circuit. Madre et al. [84] pointed out that the searchspaceof
this problemis exponentialand, in the worst case,is similar to that of synthesis. As
a result, heuristicshave beenusedin most publications. Chunget al. [45] proposed
a Single-La@ic-Design-Eror (SLDE) modelin their ACCORDsystem,andwereableto
detectandcorrecterrorsthatcomply with the model. To furtherreducethe searchspace,
they alsoproposedscreenteststo prunethe search.The AutoFix systemfrom Huanget
al. [62] assumedhatthe speci cationis givenasa netlistandequialencepointscanbe
identi ed betweerthespeci cationandthecircuit. Theerrorregionin thecircuit canthen

be reducedby replacingthe equivalent points with pseudo-primarynputs and outputs,
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andtheerrorsarecorrectedy resynthesizinghe new functionsusingthe pseudo-primary
inputs. Lin etal. [79] rst synthesizedand minimized the candidatefunctionsusing
BDDs, andthenreplacedthe inputsto the BDDs by signalsin the circuit to reusethe
existing netlist. Swamyetal. [110] synthesizedherequiredfunctionsby usingthesignals
in minimalregions Work by Venerisetal. [112] handledthis problemby trying possible
x esaccordingto the error model proposedby Abadir et al. [1]. Staberetal. [108]
proposeda theoreticallysoundapproachthat x esdesignerrorsby preventingthe reach
of bug stateswhich canalsobe appliedto RTL deluggingandsoftwareerrorcorrection.
Althoughthesetechnique$ave beensuccessfuto somedegree,their correctionpoweris
often limited by the heuristicsemployed or the logic representationssed. For example,
eithertheerrormustcomplywith aspeci c errormodel[45, 112 or thespeci cationmust
begiven[45, 62,108. Althoughthework by Lin etal. [79] andSwamyetal. [110] has
fewerrestrictionstheirtechniquesequirelongerruntimeanddo not scalewell dueto the
useof BDDs. Thework by Staberetal. [108] alsodoesnotscalewell becausef theheary
useof state-transitiomnalysis.A recentapproactproposedy Yangetal. [122] managed
to avoid mostdravbacksin currentsolutions.However, theirtechniquesrebasedn Sets
of Pairs of Functionsto be Distinguished SPFDs) which aremoredif cult to calculate
andrepresenthanour signature-basesblutions,aswe shav in Section6.1.2.

A comparisonof our work with previous error diagnosisand correctiontechniques
is givenin Table2.2. In the table,“No. of errors”is the numberof errorsthat canbe
detectedr correctedoy thetechnique Our gate-lerel errorrepairframenork, CoRe, will

bedescribedn detailin ChaptefV.
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Table2.2: A comparisorof gate-level errordiagnosisandcorrectiontechniques.

Technique | ED/ | No. of Error Scalability Requirement
EC | errors model

ACCORD | Both | Single | SLDE | Moderate Functional

[45] (BDDs) speci cation

AutoFix Both | Multiple | None Moderate Golden

[62] (BDDs) netlist

Kuo[74] ED | Single | Abadir | Good Test
(ATPG) vectors

Lin [79] Both | Multiple | None Moderate Golden
(BDDs) netlist

Madre[84] | Both | Single PRIAM | Moderate Functional

speci cation

Smith ED | Multiple | None Good Test

[107] (SAT) vectors

Stabel{108] | Both | Multiple | None Moderate Functional
(Stateanalysis)| speci cation

Veneris Both | Multiple | Abadir | Good Test

[112] (ATPG) vectors

CoRe Both | Multiple | None GOOd(SAT, Test

(Chapten) signatures) vectors

2.3 Back-End Physical Design

The currentback-endohysicaldesign o w is shavn in Figure2.3. Startingfrom the
goldennetlist, placeandrouteis rst performedto producethe layout. Sometimeslock
or scansynthesisalsoneeddo be performedaswell asphysicalsynthesighatoptimizes
timing or power of the circuit. Post-layoutveri cation is thencarriedout to ensurethe
correctnes®f the layout. If veri cation fails, the causeof the error mustbe diagnosed.
If the erroris dueto timing violations, layouttiming repairneedsto be performedto x
theerror, usuallyvia moreiterationsof physicalsynthesisSincebugsarestill commonin
today's logic andphysicalsynthesigools[9], logic errorsmay still be introduced.When
this happensthe manualfunctionalerror correctionprocesshavn in Figure2.2 needgo

beperformedandthis proceswill producearepairednetlist. Thelayoutis thenmodi ed
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Figure2.3: The currentback-endphysicaldesign o w.

to re ect thechangan the netlist,afterwhichits correctnesss veri ed again.

2.4 Post-SiliconDebugging

Figure2.4 shaws the currentpost-silicondebugging o w. To verify the correctnessf
asilicondie, engineerapply numerougestvectorsto the die andthenchecktheir output
responsesilf theresponsearecorrectfor all the appliedtestvectorsthenthe die passes
veri cation. If not,thenthetestvectorsthatexposethedesignerrorsbecomehebugtrace
that canbe usedto diagnoseand correctthe errors. The tracewill thenbe diagnosedo
identify theroot cause®f the errors.Typically, therearethreetypesof errors:functional,
electricalandmanugcturing/yield.In this work we only focusonthe rst two types.

After errorsare diagnosedthe layout is modi ed to correctthem, andthe repaired
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Figure2.4: Thecurrentpost-silicondelugging o w.

layoutmustbe veri ed again. This processs repeatedintil no moreerrorsareexposed.
In post-silicondehugging, however, it is often unnecessaryo x all the errorsbecause
repairingafractionof theerrorsmaybesufcient to enablefurtherveri cation. For exam-
ple, a processomay containa bugin its ALU andanotheronein its branchpredictor If
xing thebugin the ALU is sufcient to enablefurthertesting,thenthe x in thebranch
predictorcanbe postponedo the next respin. On the otherhand,all the bugsshouldbe
x edbeforethechipis shippedo thecustomers.

Josephsodocumentedhe majorsilicon failure mechanism# microprocessorgg7],
wherethe mostcommonfailures(excludingdynamiclogic) aredrive strength(9%), logic
errors(9%), raceconditions(8%), unexpectedcapacitve coupling(7%), anddrive ghts
(7%). Anotherimportantproblematthelatesttechnologynodesareantennaffects,which
candamagea circuit during its manufcturingor reduceits reliability. Theseproblems
oftencanonly beidenti ed in post-silicondelugging.

Pre-siliconand post-silicondeluggingdiffer in several signi cant ways. First, con-
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ceptuabugsthatrequiredeepunderstandingf the chip's functionalityarepredominantly
introducedwhenthe chip is beingdesignedandwell beforethe rst siliconis available,
andsuchbugsmaynotbe xable by automatictools. As Table2.1 shows, however, com-
plex and conceptuakrrorsonly contritute to 7.9% of the errorsat early designstages,
andsucherrorscanoften be caughtby pre-siliconveri cation. As a result, post-silicon
functionalbugsaremostlysubtleerrorsthatonly affectthe outputresponsesf afew input
vectors,andtheir x escanusuallybeimplementedwith very few gates.As ananalysis
of commercialmicroprocessorsuggest$114], faultsin controllogic contribute to 52%
of the total errors,which aretypically subtleandonly appeaiin rarecornercases.How-
ever, repairingsucherrorsrequiresthe analysisof detailedlayoutinformation,makingit
a highly tediousanderrorpronetask. As we shav in ChapterXl, our work canautomate
this process.Seconderrorsfound post-silicontypically includefunctionalandelectrical
problemsaswell asthoserelatedto manufcturabilityandyield. However, issuesdenti-
ed pre-siliconarepredominantlyrelatedto functionalandtiming errors? Problemsthat
manageto evadepre-siliconvalidation are often dif cult to simulate,analyzeandeven
duplicate.Third, the obsenability of theinternalsignalson asilicon die is extremelylim-
ited. Mostinternalsignalscannotbe directly obsened,evenin designswith built-in scan
chains(seeSection3.3.1)thatenableaccesdo sequentiaklementsFourth, verifying the
correctnes®f a x is challengingbecausét is dif cult to physicallyimplementa x in a
chipthathasalreadybeenmanufctured AlthoughtechniquesuchasFIB exist (seeSec-

tion 3.3.2),they typically canonly changemetallayersof the chip andcannotcreateary

2Post-silicortiming violationsareoften causedy electricalproblemsandareonly their symptoms.
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new transistor(this processs often calledmetal x).2 Finally, it is especiallyimportant
to minimize the layout areaaffectedby eachchangein post-silicondehugging because
smallerchangesreeasierto implementwith goodFIB techniquesandthereis a smaller
risk of unexpectedsideeffects. Dueto theseunusuakircumstanceandconstraintsmost
deluggingtechniquesprevalentin early designstagescannotbe appliedto post-silicon
dehugging. In particulay corventionalphysicalsynthesisand ECO techniquesaffect too
mary cellsor wire sggmentsto be usefulin post-silicondelugging. As illustratedin Fig-
ure 2.5(b),a small modi cation in the layoutthat sizesup a gaterequireschangesn all
transistormasksandrefabricationof thechip. Ontheotherhand,ourtechniquesreaware
of the physicalconstraintandcanrepairerrorswith minimal physicalchangesasshovn

in Figure2.5(c).

(@) (b) (c)

Figure2.5: Post-siliconerrorrepairexample. (a) The original buggy layout with a weak
driver (INV). (b) A traditionalresynthesisechniquends a “simple” x that
sizesup thedriving gate,but it requiresexpensve remanuécturingof the sil-
icon die to changethe transistors.(c) Our physically-avaretechniquesnd a
more“complex” X usingsymmetry-basedewiring, andthe x canbeimple-
mentedsimply with ametal x andhassmallerphysicalimpact.

To repair post-siliconfunctional errors, the currenttrendis to provide more visibil-

3Despitethe impressie succes®f the FIB techniqueat recentfabricationtechnologynodes the useof
FIB is projectedto becomemore problematicat future nodes limiting how extensive changesanbe and
furthercomplicatingpost-silicondehugging.
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ity andcontrollability of the silicon die. For example,mostmoderndesignsncorporate
a technique called scantest[20], into their chips. This techniqueallows engineergo
obsenre the valuesof internalregistersand can greatly improve the designsignals' ob-
senability. In orderto changethe logic on a silicon die, sparecells are often scattered
throughouta designto enablemetal x [68]. The numberof sparecells dependson the
methodologyaswell asthe expectationfor respinsandfuture steppingsandthis number
canreachl1% of all cellsin mass-producethicroprocessodesigns.Alternatively, Lin et
al. [80] proposedhe useof programmabldogic for this purpose. DAFCA providesa
more comprehensie solutionthat furtherimprovesthe obsenability of silicon diesand
enabledogic change®nthedies[2, 136. A successtorycanbefoundin [65].
Deluggingelectricalerrorsis oftenmorechallenginghandeluggingfunctionalerrors
becauset doesnot allow the deploymentof logic deluggingtools thatdesignersarefa-
miliar with. In addition,therearevariousreasongor electricalerrors[67], andanalyzing
themrequiresprofounddesignand physicalknowledge. Although techniquego delug
electricalerrorsexist (e.g.,voltage-frequencyShmoaoplots [10]), they areoften heuristic
in natureandrequirealundantexpertiseandexperience.As a result,post-silicondelug-
ging is currentlyan art, not a science.Evenif the causef the errorscanbe identi ed,
nding valid x esis still challengingoecausenostexisting resynthesisechniquesequire
changesn transistorcellsanddo notallow metal x. To addresshis problem,techniques
thatallow post-siliconmetal x have beendevelopedrecently suchasECOrouting[120].
However, ECOroutingcanonly repairafractionof electricalerrorsbecausé cannot nd

layout transformationsnvolving logic changes.To repairmore dif cult bugs, transfor
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mationsthatalsoutilize logic informationarerequired.For example,oneway to repaira
driving strengtherroris to identify alternatve signalsourceghatalsogeneratdhe same
signal,andthis canonly be achieved by consideringogic information. All theseissues
will be addresse@nd solved by our FogClearpost-silicondelugging methodologythat

we presenin ChapterXI.
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CHAPTER Il

Traditional Techniquesfor Finding and Fixing Bugs

In the previous chapterwe describedhe currentdesignandveri cation methodolo-
gies at differentdesignstages. In this chapterwe take a closerlook at the veri cation
techniquesusedin thesemethodologies.Among the techniquesavailablefor functional
veri cation, simulation-basederi cation is prevalentin the industry becauseof its lin-
earand predictablecompleity aswell asits e xibility in beingapplied,in someform,
to ary design. However, simulationcanonly nd bugsthatcanbe exposedby the given
stimuli. Therefore,unlessall possibleinput scenariosanbe coveredby the stimuli, the
correctnes®f the designcannotbe guaranteedTo addresshis problem,formal methods
have beendevelopedto prove thecorrectnessf thedesignundercertainpre-de nedprop-
erties. Nonethelesstheir scalabilityis often limited becausehe proving processcanbe
very complicatedIn addition,developingpropertiesmay beasdif cult asdevelopingthe
designitself. Therefore formal techniquesreappliedto only a small portion of the cur-
rentdesigns.To overcomethis problem hybrid techniqueshatutilize bothsimulationand
formal methodshave beenproposed.One of the contributionsin our work is to leverage

the strengthof both methodsin an intelligent way to achiese the scalability and accu-
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ragy requiredin automaticerrorrepair In this chapterwe rst review simulation-based
veri cation techniques.Next, we describecommonlyusedformal methods.Finally, we
introducethe scanchain Design-forDelugging (DFD) constructandthe metal x tech-

niquethatfacilitatepost-silicondehugging.

3.1 Simulation-BasedVeri cation

Simulationis the mostcommonlyusedtechniquefor verifying the correctnes®of a
design.In its simplestform, calleddirecttest engineersnanuallydevelopthetestvectors
thatareappliedto the designandtheninspecttheir outputresponsesDevelopingthe test
suites,however, canbe costly andtime-consumingln addition,scenariosiot considered
by the designersnay be overlooked by thetestdevelopersaswell. Therefore techniques
that automatetestbenchgenerationhave beenproposedto avoid the bias from human
engineers A commonmethodologyto this contet is constained-randomsimulation It
involvesconnectingalogic simulatorwith stimuli comingfrom aconstraint-basethndom
generatari.e.,anenginethatcanautomaticallyproduceandomlegalinputsfor thedesign
atavery highratebasedn a setof rules(or constraintsgervedfrom the speci cation.

A fastsimulatoris the coreof simulation-basegeri cation methodologiestherefore,
in this sectionwe review two commonlyusedsimulationalgorithms.Sincethe quality of
testvectorsgeneratedn constrained-randorsimulationgreatly affectsthe thoroughness

of veri cation, we alsoreview severalsolutionsthatimprove this quality.
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3.1.1 Logic Simulation Algorithms

Logic simulationmimicsthe operationof a digital circuit by calculatingthe outputsof
the circuit usinggiveninput stimuli. For example,if a 0 is appliedto theinput of anin-
verter logic simulationwill producea 1 onits output. Algorithmsthatperformsimulation
canbe catgyorizedinto two majortypes:obliviousandevent-driven[11]. In theoblivious
algorithm, all gatesare simulatedat eachtime point. In event-driven simulation,value
changesn the netlist arerecorded,and only the gatesthat might causefurther changes
are simulated. Event-driven algorithmsare potentially more ef cient than oblivious al-
gorithmsbecausehey only simulatethe part of the netlistthathadtheir valueschanged;
however, theoverheado keeptrackof thegateghatshouldbe simulateds alsoaconcern.

A typical oblivioussimulationalgorithmworksasfollows:

1. A linearlist of gatess producedy levelizingthenetlist. Gatescloserto the primary

inputs(i.e., thoseatlower levels of logic) areplacedon the front of thelist.

2. At eachtime point, all the gatesin thelist aresimulated.Sincegateswith smaller
levels of logic are simulated rst, the simulationvaluesat the inputs of the gate
currentlybeingsimulatedarealwaysvalid. As a result,the simulationvalueat the

gatesoutputis alsocorrect.

Event-drivenalgorithmsare more complicatedthan oblivious onesbecauséhe algo-
rithms must keeptrack of the gatesthat needto be resimulated. One suchalgorithm,
proposedy Lewis [77], is shavnin Figure3.1. Two phasesareusedin Lewis' algorithm,
includingthe nodephaseg(alsocalledthe eventphase)andthe gatephasgalsocalledthe

evaluationphase).
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1 fanout:
2 foreachnode?2 adive nodes
3 nodeval= nodenext_val;
4 adive_gaes= adive_gates| node’s fanou gaes
5 adive.nodesclean);
6 simulate:
7 foreachgae?2 adive_gaes
8 simulategate;
9  foreachnode2 gates output
10 if (node:val '= node:next_val)
11 adive_nodessadive_nodes] node;
12 adive_gaesclearn);

Figure3.1: Lewis' event-drivensimulationalgorithm.

The nodephasecorrespondso the codelabeled‘fanout:”, andthe gatephasecorre-
spondgo the codelabeled“simulate:”. Therearetwo lists thatrepresenthe stateof the
netlist: the rst oneis for theactive nodeswhile the otheroneis for the active gates.At
eachtime point, nodesin adive_nodeslist are scannedandtheir fanoutgatesare added
to the adive_gateslist. Thelogic valueof eachnodeis alsoupdatedfrom its next val,
andtheadive_nodeslist is cleared.Theadive_gateslist is thenscannedandeachactive
gateis simulated.The simulationresultswill be usedto updatethe next val of the gates
outputnodes.If thenodesnew value(in node:next val) is differentfromits currentvalue
(in node:val), thenodewill beaddedo theacdive_nodeslist. Theadive_gateslist is then
cleared.Sincegateswill besimulatedonly if theirinputvalueschangelewis' simulation
algorithmcanavoid redundantomputatiorthat simulateggateswhoseoutputvalueswill

notchange.

3.1.2 Improving TestGeneration and Veri cation

One major obstaclein adoptingconstrained-randorsimulationinto the veri cation

o w is that writing the constraintsmay be dif cult: the constraintsneedto modelthe
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environmentfor the designunderveri cation, anddescribingthe environmentusingcon-
straintscanbechallenging.To addresshis problem,Yuanetal. [123] proposedechniques
to generatehe constraintausingrules speci ed by designers.In this way, testdevelop-
erscanfocuson describingthe high-level behaior of the ervironmentand let the tool
automaticallygeneratehe constraints Alternatively, commerciaMeri cation Intellectual
Properties(VIPs)andBusFunctionalModels(BFMs) arealsoavailablefor modelingthe
testervironment[126, 129].

Thequality of atestsuiteis determinedy theinput scenarioghatcanbe exploredby
its tests.Testvectorsthatcover cornercasescenariogreoftenconsideredsof high qual-
ity. Sincerandomsimulationtendsto coverscenarioshatoccurfrequently techniqueshat
try to generatdestswith higherquality have beenproposed.For example,the Stress€&st
techniqudg113] monitorscircuit actwities at key signalsandusesa Markov-model-drven
testgeneratorto cover the cornercasescenarios.Shimizuet al. [106] took anotherap-
proachby deriving aninput generatoanda coveragemetric from a formal speci cation

rst, andthenthey usedthe measuredoverageto biasthe input generatar Recentwork
by Plazaet al. [93] measuresignal actiities basedon Shannorentrofy and usesthe

measureactvitiesto guidea patterngeneratoto producehigh-qualitytestvectors.

3.2 Formal Veri cation

Simulation-basederi cation usesalarge numberof inputvectorsto checka designs
responsesDueto the scalabilityof modernsimulators whole-chipsimulationcanoften
be performed. However, it is usuallyinfeasibleto simulateall possibleinput sequences

becaus¢henumberof thesequencess typically largeandcanevenbein nite. Asaresult,
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it is dif cult to judgewhetherall possiblescenariohave beencovered,makingcomplete
veri cation dif cult.

Formal veri cation is a totally differentapproach.It usesmathematicamethodsto
prove or disprove the correctnes®f the designwith respectto a certainformal speci -
cationsor properties. In this way, completeveri cation can be achieved to the extent
describedby the speci cation or properties. However, the compleity of formally veri-
fying a designgrows considerablywith the sizeof the circuit, makingformal techniques
applicableto smallerdesignsonly. As aresult,currentlyit is often usedto verify small
andcritical componentsvithin alarge design.

In this sectionwe rst describea commonlyusedproblemformulation,the SATis -
ability (SAT) problem. Next, we brie y introduceseveralformal veri cation techniques,
including BoundedModel Cheking (BMC), symbolicsimulation readability analysis

andequivalencehedking.

3.2.1 Satis ability Problem

A SATis ability (SAT) problemcanbe formulatedasfollows. Givena Booleanex-
pressiorcomposedf AND, OR, NOT, variablesandparenthesesletermingf thereis an
assignmenof true andfalsevaluesto the variablesthatmakesthe expressiorevaluateto
true. If no suchassignmenexists, thenthe expressionis saidto be unsatis able. Other
wise,theexpressions satis able,andthe assignmenis a solutionto the SAT problem.If
the Booleanexpressionis a conjunction(AND) of clausesthenwe call it a Conjunctive
Normal Form (CNF). Sincenetlistscomposedf logic gatescanbe corvertedinto CNF

easily SAT hasbeenusedextensvely to solve circuit designandveri cation problems.
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SAT is the rst known NP-completeproblem([47]. Fortunately mary practical SAT
problemscanbe solvedby modernsolverssuchasMiniSat[51], GRASP[85] andzChaf
[90]. However, thesesolvers still cannothandlemary importantproblems,and more

researclon this problemis beingconducted.

3.2.2 BoundedModel Checking

BoundedModel Checking(BMC) [15] is a formal methodwhich can prove or dis-
prove propertiesof boundedengthin a design,frequentlyusingSAT solvingtechniques
to achieve thisgoal. A high-level o w of thealgorithmis givenin Figure3.2. The central
ideaof BMC is to “unroll” a givensequentiatircuit k timesto generatea combinational
circuit thathasbehaior equivalentto k clock cyclesof the original circuit. In the process
of unrolling, the circuit's memoryelementsareeliminated,andthe signalsthatfeedthem
at cycle i are connectedlirectly to the memoryelements'outputsignalsat cyclei 1.
In CNF-basedAT, theresultingcombinationakircuit is corvertedto a CNF formulaC.
The propertyto be provedis alsocomplemente@ndconvertedto CNF form (p). These
two formulasareconjoinedandtheresultingSAT instancd is fedinto a SAT solver. If a
satis ableassignmenis foundfor I, thentheassignmentiescribes counter@amplethat

falsi es the (bounded)property otherwisethe propertyholdstrue.

1 SAT-BMC(circuit; property; maxKk)
2 = CNF(!property);

3 fork=1tomaxKdo

4 C =CNF(unroll(circuit;k));

5 | =C" p; //SAT instance

6 if (I is satis able)

7 return(SAT solution);

Figure3.2: Pseudo-codéor BoundedModel Checking.
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3.2.3 Symbolic Simulation

The basicideabehindsymbolicsimulationis similar to thatof logic simulation[13].
Unlike logic simulation, however, Booleanvariablesare simulatedinsteadof constant
scalarvalues. For example,simulating“A AND B” will producea Booleanexpression
representingA AND B” insteadof a Booleanvalue.

In symbolicsimulation,a new symbolis injectedto eachprimaryinput at eachcycle.
SymbolicsimulationthenproducedBooleanexpressionsat the outputsof thecircuit using
the injectedsymbols. Sinceeachsymbolimplicitly representdoth the valuesl andO,
the generatedooleanexpressiongepresentll possibleinput sequencesAs a result, if
the designhasn inputs,symbolicsimulationcanproduceoutputsrepresentingll 2" input
patternsin onesingle step. Traditionally, Binary DecisionDiagrams(BDDs) [18] have
beenusedto representhe Booleanexpressionglueto their e xibility in Booleanmanip-
ulations. Recently symbolicsimulatorsusing CNF to representhe Booleanexpressions
have alsobeendeveloped126].

Theveri cation power of symbolicsimulationis similarto thatof BMC: it canbeused
to prove propertieswithin a boundednumberof cyclesor disprove a property;however,
it cannotprove a propertythat considersan inde nite numberof cycles. For example,
symbolicsimulationcanfalsify a propertylike “cl is alwaysequalto 0”, or it canprove
a propertylike “cl alwaysbecomesdl threecyclesafteralis setto 0”. Nonethelessit

cannotprove a propertythatsays‘cl is alwaysequalto 0”.
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3.2.4 Reachability Analysis

Reachabilityanalysisis alsocalledsymbolictraversal or least x-point computation
It triesto solve the following problem: given a Finite StateMachine (FSM) description
of a sequentialigital circuit, nd all the reachablestatesfrom a setof initial states.Its
algorithmic o w is shawn in Figure3.3. In the algorithm,R is a setof reachedstates)|
is the setof initial statesandD is the transitionfunction for the FSM (i.e., it mapseach
(stateinput) to a next state).We usesubscript to representhecycle atwhichthecurrent
computationtakes place. The I mgfunction usedin the algorithmcalculateshe forward
imageof the givenstatesandtransitionfunctions.To this end,Coudertetal. [48] provide

anefcient algorithmfor forward-imagecomputation.

1 t=0;

2 R = I; /] Startfrom initial state

3 repeat

4 R+1= R[ ImdR;D); // Computeforwardimage

5 until (R+1== R);// Repeauntila x pointis reached

Figure3.3: Thealgorithmic o w of reachabilityanalysis.

Reachabilityanalysispossessegreaterveri cation power than BMC and symbolic
simulationin thatit canprove propertiesthat consideranin nite numberof cycles. To
prove propertiesusing reachabilityanalysis,we rst identify the setof statesP®thatdo
not satisfythe property Next, we computethe reachablesetR. If we foundthatR\ PPis
empty thenthe propertyholds;otherwise the propertycanbeviolatedandthereis a bug.

Although reachabilityanalysisis powerful, representinghe statess challengingbe-
causethe numberof possiblestatesgrows exponentiallywith the numberof statebits.

Although BDDs have beenshown to be effective in encodingthe statestheir scalability
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is still limited. To addresshis problem,severaldifferentapproacheblave beenproposed,

includingabstractionparameterizatioandmixedtraversalalgorithms[97].

3.2.5 EquivalenceChecking

The purposeof equivalencecheckingis to prove thattwo circuits exhibit exactly the
samebehaior. Therearetwo typesof equivaleny betweenwo circuits: combinational
and sequential. Given identical input vectors,combinationalequialeny requiresboth
circuitsto produceexactly thesameresponseattheir primaryoutputsandregisterbound-
aries. On the otherhand,sequentiakquivaleny only requiresthe responsest primary
outputsto beidentical.

Thebasicprocedurdo performcombinationakquivalencecheckingbetweerntwo cir-
cuits works asfollows. First, the inputs/outputgo the registersare brokeninto primary
outputs/inputf the circuits. Next, a miter is addedbetweeneachpair of correspond-
ing outputs,wherea miter is a circuit consistingof an XOR gatecombiningthe pair of
outputs. Third, the correspondingnputsbetweertwo circuits areconnectedo the same
signalsources After insertingtheseconstructsthe equivalencechecler thentriesto nd
aninputpatternthatmakesthe outputof any of theinsertedmitersl. If nosuchpatterncan
be found, thenthe two circuits are equivalent; otherwisethey arenot equivalentandthe
patternis a countergample. The equivalencechecler canbe implementedusingBDDs
or CNF-SAI. Techniqgueghatimprove this basicproceduréhave alsobeenproposedfor
example[73].

BMC canbe usedto performsequentiakquivalencecheckingup to a certainnumber

of cyclesC, andit works asfollows. Giventwo circuits, they are rst unrolledC times.
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Next, the primary inputs of both circuits for eachunrolled copy are connectedandthe
circuits are constrainedusing their initial states. Miters arethen addedto the unrolled
primary outputsbetweenboth circuits. BDDs or CNF-SAT canthenbe usedto perform
thechecking.If asequencef patternexiststhatcanmalke the outputof any miter 1, then

thecircuitsarenot sequentiallyequivalent,andthe sequencéecomes countergample.

3.3 Designfor Debugging and Post-SiliconMetal Fix

Post-silicordeluggingis considerablylifferentfrom pre-silicondeluggingbecausef
its specialphysicalconstraintsin particular observing controllingandchangingary cir-
cuit componenpost-siliconis very dif cult. To addresghis problem,existing techniques
focusonimproving the obsenability andcontrollability of the silicon die. In this section
we describehemostcommonly-use®FD constructscanchains Next, we introducethe

Focusedon Beam(FIB) techniquehatsupportgpost-siliconmetal x.

3.3.1 ScanChains

Withoutspecialconstructspnly thevaluesof acircuit's primaryinputsandoutputscan
beobseredandcontrolled.Thereforemodernchipsoftenusescanchaing20] to improve
the designs obsenrability and controllability. The basicidea behindscanchainsis to
employ sequentiatlementshathave a serialshift capabilitysothatthey canbeconnected
to form long shift registers. The scan-chairelementsasshown in Figure 3.4, canthen
operatelike primary inputsor outputsduring delugging, which cangreatlyimprove the

controllability andobsenability of thecircuit's internalsignals.
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Figure3.4: The BILBO general-purposscan-chairelement.

3.3.2 Post-SiliconMetal Fix via Focusedlon Beam

FIB is a techniquethat usesa focusedbeamof galliumions[86]. Galliumis chosen
becauset is easyto liquefy andionize. After galliumis lique ed, a hugeelectric eld
causesonizationand eld emissionof the gallium atoms,andthe ions arefocusedonto
the tamget by electrostatidens. Whenthe high-enegy gallium ions strike their target,
atomswill besputteredrom thesurfaceof thetarget. Becausef this, FIB is oftenusedas
amicro-machiningool to modify materialsat the nanoscaldevel. In the semiconductor
industry FIB canbe appliedto modify an existing silicon die. For example,it cancut
awire or depositconductve materialin orderto make a connection.However, it cannot
createnew transistoronasilicon die.

To remove unwantedmaterialsfrom a silicon die, ion milling is used. Whenan ac-
celeratedon hits the silicon die, the ion losesits enegy by scatteringthe electronsand
thelattice atoms.If the enegy is higherthanthe binding enegy of the atoms,the atoms
will be sputteredrom the surfaceof the silicon die. To complementmaterialremoval,
ion-induceddepositionis usedto addnew materialsto asilicondie. In the processa pre-
cursorgas,oftenanorganometallicjs directedto andabsorbedy the surfaceof the die.

Whentheincidention beamhits thegasmolecule the moleculedissociatesindleavesthe
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metalconstituentisa deposit.Similarly, insulatorcanalsobe depositedn thedie. Since
impuritiessuchasgalliumionsmaybetrappedoy the depositednaterialsthe conductv-

ity/resistivity of the depositednetal/insulatotendsto be worsethanthat producedusing
the regular manufcturingprocess.Fortunately this phenomenomoesnot poseserious
challengesn post-silicondeluggingbecauséhe changesnadearetypically small.

FIB can either cut or reconnecttop-level wires. Changingmetallic wires at lower
levels, however, is a muchmore elaborateprocess.To achieve this, a large hole is rst
milled throughthe upperlevel wiresto exposethelowerlevel wire, thentheholeis lled
with oxide for insulation. Next, a nenv smallerhole is milled throughthere lled oxide,
andmetalis depositeddown to the lower level. The affectedupperlevel wiresmay need

to bereconnectedh asimilarway. An illustrationof the processs shovn in Figure3.5.

(1) 2) 3 (4)

Figure3.5: Schematicshaving the processto connectto a lower-level wire throughan
upperlevel wire: (a)alargeholeis milled throughtheupperlevel; (b) thehole
is lled with SiOp; (c) asmallerholeis milled to thelower-level wire; and(d)
theholeis lled with nev metal.In the gure, whitespaces lled with SiOy,
andthedarkblocksaremetalwires.
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FogClear Methodologiesand
Theoretical Advancesin Err or Repair
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CHAPTER IV

FogClear: Cir cuit Designand Veri cation Methodologies

In this chapterwe describeour FogClearmethodologieghat automatethe IC veri -
cationanddelugging o ws, including front-enddesign,back-endogic design,back-end

physicaldesignandpost-silicondehugging.

4.1 Front-End Design

Our FogClearfront-endmethodologyautomateghe functional error correctionpro-
cessandit worksasfollows. Givenabug traceandthe RTL modelthatfails veri cation,
Butramin(seeChapteVIll) is usedtio minimizethebugtrace,andthentheminimizedbug
traceis analyzedby the REDIR framework (seeSection9.2) to producea repairedRTL
model. TherepairedRTL modelis veri ed againto make sureno new bugsareintroduced
by the x. Thisproceskeepsepeatinguntil themodelpasseweri cation. The FogClear
front-enddesign o w is shawvn in Figure4.1, wherethe “Automaticfunctionalerror cor-
rection” block replaceghe “Manual functionalerror correction”block in Figure2.1. By
automatinghe error diagnosisandcorrectionprocessengineerstime canbe saved,and

designquality canbeimproved.
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Figure4.1: The FogClearfront-enddesign o w.

4.2 Back-End Logic Design

Fixing errorsat the gatelevel is more dif cult thanat the RTL becausesngineers
are unfamiliar with the synthesizedetlists. In orderto addresghis problem,our Fog-
Cleardesign o w automaticallyrepairsthe gate-lerel netlist. As shovn in Figure4.2, it
is achieved by analyzingthe countergamplesreturnedby the veri cation engineusing
the CoRe frameavork (seeChapterV and Section9.1). This framevork automateshe

gate-level errorcorrectionprocessandthussavesengineerstime andeffort.
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Figure4.2: The FogClearback-endogic design o w.

4.3 Back-End Physical Design

Dueto thegrowing dominanceof interconnectn delayandpower of moderndesigns,
tremendoughysicalsynthesieffort andevenmorepowerful optimizationssuchasretim-
ing arerequired.Giventhatbugsstill appeain mary EDA toolstoday[9], it is important
to verify the correctnes®f the performedoptimizations. Traditionaltechniquesaddress
this veri cation problemby checkingthe equivalencebetweerthe original designandthe
optimizedversion. This approachhowever, only veri es the equivalenceof two versions
of the designafter a number or possiblyall, of the transformationsand optimizations
have beencompleted Unfortunately suchanapproachs not sustainablén thelong term
becauset makesthe identi cation, isolation,and correctionof errorsintroducedby the

transformationgxtremelydif cult andtime-consuming.On the otherhand,performing
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traditionalequivalencecheckingaftereachcircuit transformatiorns too demanding Since
functionalcorrectnesss themostimportantaspecbf high-qualitydesignsalargeamount
of effort is currentlydevotedto veri cation anddelugging,expendingresourceshatcould
have otherwisebeendedicatedo improve otheraspect®f performanceTo thisend,ver
i cation hasbecomethe bottleneckthat limits achiezable optimizationsandthe features
thatcanbeincludedin adesign[42], slowing down the evolution of the overall quality of

electronicdesigns.

Figure4.3: The FogClearback-endohysicaldesign o w.

The FogClearack-endohysicaldesign o w shown in Figure4.3 addressethis prob-
lem using an incrementalveri cation systemcalled InVerS which will be describedn

detailin ChapterX. InVerSrelies on a metric called similarity factor to point out the
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changeshatmighthave corruptedhecircuit. Sincethis metricis calculatedoy fastsimu-
lation, it canbeappliedafterevery circuit modi cation, allowing engineerso know when
abug might have beenintroducedandtraditionalveri cation shouldbe performed.When
the similarity factorindicatesa potentialproblem,traditionalveri cation shouldbe per
formedto checkthe correctnessf the executedcircuit modi cation. If veri cation fails,
the CoRe framewnork canbe usedto repairthe errors.Alternatively, the errorscanalsobe
x edby reversingthe performedmodi cation.

As Section10.3shaws,thelnVerSsystemhashigh accurag andcancatchmosterrors.
However, it is still possiblethata few errorsmay escapencrementaleri cation andbe
found in the full- edged post-layoutveri cation. When this happensthe post-silicon
errorrepairtechniqueshatwe describen the next sectioncanbeusedto repairthe layout

and x theerrors.

4.4 Post-SiliconDebugging

Figure4.4 shavs our FogCleamethodologywhich automategost-silicondehugging.
Whenpost-siliconveri cation fails, abugtraceis produced Sincesilicon diesoffer simu-

lation speedrdersof magnituddasterthanthatprovidedby logic simulatorsconstrained

randontestingis usedextensiely, generatingextremelylong bugtraces.To simplify error
diagnosiswe alsoapply bug traceminimizationin our methodologyto reducethe com-
plexity of tracesusingthe Butramintechnique.

After a bug traceis simpli ed, we simulatethe tracewith alogic simulatorusingthe
sourcenetlistfor the designlayout. If simulationexposegheerror, thentheerroris func-

tional,andPAFER is usedto generate repairedayout; otherwise the erroris electrical.
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Currently we still requiremanualerrordiagnosiso nd the causeof an electricalerror.
After the causeof the erroris identi ed, we checkif the error canbe repairedby ECO
routing. If so,we apply existing ECOroutingtools suchasthosein [120]; otherwise we
useSymWire or SafeResyntlio changethe logic andwire connectionsaroundthe error
spotin orderto x theproblem.Thelayoutgeneratedy SymWre or SafeResyntls then
routedby an ECOrouterto producethe nal repairedayout. This layoutcanbe usedto

x thesilicondie for furtherveri cation. A moredetaileddescriptionon the components

usedin our o w is givenin ChapterXI.

Figure4.4: The FogCleamost-silicondehugging o w.
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CHAPTER V

Counterexample-GuidedErr or-Repair Framework

In this chapterwe presenta resynthesigrameawork, called CoRg, that automatically
correctserrorsin combinationalgate-lerel designs. The framework is basedon a novel
simulation-basedbstractiortechniqueandutilizes resynthesiso modify the functional-
ity of a circuit's internalnodesto matchthe correctbehaior. Comparedwith previous
solutions,CoRe is more powerful in that: (1) it can x a broaderrangeof error types
becauset is not boundedby speci ¢ error models;(2) it derivesthe correctfunctional-
ity from simulationvectors,without requiringgoldennetlists;and (3) it canbe applied
with a broadrangeof veri cation o ws, including formal and simulation-basedIn this
chapterwe rst provide requiredbackgroundNext, we presenbur CoRe frameawork that

addressethegate-level errorrepairproblem.

5.1 Background

In CoRé we assumethat an input design,with one or more bugs, is provided as a
Booleannetwork. We strive to correctits erroneousehaior by regeneratinghe func-
tionality of incorrectnodes. This sectionstartsby de ning someterminologyandthen

overviewsrelevantbackground.
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5.1.1 Signatures

De nition 1 Givena nodet in a Booleannetwork,whosefunctionis f, aswell asinput
vectos X1, X2 ... Xk. We de ne the signatureof nodet, s, as (f(x1);:::; f(X)), whee

f(x) 2 f0;1g representdhe outputof f givenaninputvector;.

Ourgoalis to modify thefunctionsof thenodesesponsibldor theerroneouvehaior
of a circuit via resynthesisIn this context, we call a nodeto be resynthesizethe target
node andwe call thenodeghatwe canuseasinputsto thenewly synthesizesode(func-
tion) the candidatenodes. Their correspondingignaturesare calledthe target signatue
andthe candidatesignatues respectiely.

Givenatametsignatures; andacollectionof candidatesignatures,, S, ,... S, Wesay
thats canberesynthesizelly s, S,,... S, if & canbeexpressediss= f(s¢;;Se,; 155 o)
where f(s¢,;; Sc,; 105 Sg,) IS @ vector Booleanfunction calledthe resynthesigunction. We

alsocall anetlistthatimplementgheresynthesisunctiontheresynthesizedetlist

5.1.2 Don't-Cares

Whenconsideringa subnetwark within a large Booleannetwork, Don't-Cares(DCs)
areexploited by mary synthesigechniquesecausehey provide additionalfreedomfor
optimizations.Satis ability Don't-Cares(SDCs)occurwhencertaincombination®f input
valuesdo not occurfor the subnetvork, while ObservabilityDon't-Cares (ODCs)occur
whenthe outputvaluesof the subnetvork do not affect ary primary output. As we shav

in Section5.2.1,our CoRe framework is ableto utilize both SDCsandODCs.
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5.1.3 SAT-BasedErr or Diagnosis

The errordiagnosistechniqueusedin our CoRe framework is basedon the work by
Smithetal. [107]. Givenalogic netlist, a setof testvectorsanda setof correctoutput
responseghistechniquewill returnasetof wires,alsocallederror sites alongwith their
valuesfor eachtestvectorthat can correctthe erroneousoutputresponses.Our CoRé
framework thencorrectsdesignerrorsby resynthesizinghe error sitesusingthe corrected
valuesasthe tamet signatures.In Smith's errordiagnosistechnique threecomponents
are addedto the netlist, including (1) multiplexers, (2) test-\ector constraints,and (3)
cardinality constraints. The whole circuit is then corvertedto CNF, and a SAT solver
is usedto performerror diagnosis. Thesecomponentsare addedtemporarilyfor error
diagnosionly andwill notappeain thenetlistproducedy CoRe. They aredescribedn

detailbelow.

¢ " |Adder
L
%} " |

‘ Comparator,
N—

(a) (b)
Figure5.1: Error diagnosis. In (a) a multiplexer is addedto modelthe correctionof an

error, while (b) shavstheerrorcardinalityconstraintghatlimit the numberof
assertedgelectinesto N.

A multiplexer is addedto every wire to modelthe correctionof the erroneousetlist.
Whenthe selectline is 0, the original driver of the wire is used. Whenthe selectline

is 1, the multiplexer choosesa new signal sourceinstead,andthe valuesappliedby the
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new sourcewill correctthe erroneoudutputresponsesin exampleof the multiplexeris
givenin Figure5.1(a).A variable v;, is introducedor every multiplexerto modelthenew
sourceto thewire.

Test-vectorconstaintsareusedto forcetheerroneousetlistto producecorrectoutput
responsefor thetestvectors.Obviously, the netlistcanproducecorrectoutputresponses
only if asubsebf theselectlinesof theaddedmultiplexersaresetto 1, allowing the cor
respondingrew signalsourcedo generatdogic valuesthatagreewith the signalsources
which producethe correctresponsesTheseconstraintsaareimplementeddy duplicating
onecopy of the multiplexer-enrichednetlistfor eachtestvector The inputsof the copy
arecontrolledby thetestvector andits outputsareconstrainedy thecorrectresponses.

Cardinality constaintsrestrictthenumberof selectinesthatcanbesetto 1 simultane-
ously Thisnumberalsorepresentshe numberof errorsitesin the netlist. The cardinality
constraintaareimplementedoy an adderwhich performsa bitwise additionof the select
lines, and a comparatomwhich forcesthe sum of the adderto be N, asshavn in Figure
5.1(b). Initially, N is setto 1, anderrordiagnosigs performedby incrementingN until a

solutionis found.

5.1.4 Error Model

To tametheenormougompleity of errordiagnosisandcorrection severalerrormod-
elshave beenintroduced.Thesemodelsclassifycommondesignerrorsin orderto reduce
thedif culty of repairingthem. Herewe describea frequentlyusedmodelformulatedby
D. Nayak[91], whichis basedon Abadir's model[1].

In themodel,type“a” (wronggate)mistalenly replaceonegatetype by anotherone
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Figure5.2: Errorsmodeledoy Abadiretal. [1].

with the samenumberof inputs; types“b” and“c” (extra/missingwire) usea gatewith
more or fewer inputs than required;type “d” (wrong input) connectsa gateinput to a
wrongsignal;andtypes“e” and“f” (extra/missinggate)incorrectlyaddor remove agate.

An illustrationof the modelis givenin Figure5.2.

5.2 Error-Correction Framework for Combinational Cir cuits

For the discussionin this sectionwe restrictour analysisto combinationaldesigns.
In this context, the correctnes®f a circuit is simply determinedoy the outputresponses
underall possiblenputvectors.We will showv in Section9.1how to extendtheframework
to sequentiatlesigns.

CoRg, our errorcorrectionframenork, relies on simulationto generatesignatures,
which constituteour abstractmodel of the designand are the starting point for the er-
ror diagnosisand resynthesislgorithms. After the netlistis repaired,it is checled by
a veri cation engine. If veri cation fails, possiblydueto new errorsintroducedby the

correctionprocessnew countergamplesaregeneratec&ndusedto furtherre ne the ab-
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straction.Althoughin ourimplementatiorwe adoptedSmith's errordiagnosigechnique

[107] dueto its scalability alternatve diagnosigechniquesanbe usedaswell.

5.2.1 The CoRé Framework

In CoRg, aninput testvectoris called a functionality-peservingvectorif its output
responsesomplywith thespeci cation,andthevectoris calledanerror-sensitizingrector
if its outputresponsediffer. Error-sensitizingvectos areoftencalledcounteexamples

The algorithmic ow of CoRe is outlinedin Figure5.3. The inputsto the frame-
work arethe original buggy netlist (CKTey), the initial functionality-preservingrectors
(vedorsp) and the initial errorsensitizingvectors(vedorse). The outputis the recti-
ed netlist CKT,ev. The framewvork rst performserror diagnosisto identify error lo-
cationsand the correctvaluesthat should be generatedor thoselocationsso that the
errorsensitizingvectorscould producethe correctoutputresponsesrhoseerrorlocations
constitutethe target nodesfor resynthesis.The bits in the target nodes'signatureghat
correspondo the errorsensitizingvectorsmustbe correctedaccordingto the diagnosis
results,while the bits thatcorrespondo the functionality-preservingectorsmustremain
unchanged.If we could somehav createnew combinationalnetlist blocks that gener
atetherequiredsignaturesat the target nodesusing othernodesin the Booleannetwork,
we would be able to correctthe circuit's errors, at leastthosethat have beenexposed
by the errorsensitizingvectors. Let us assumdor now thatwe cancreatesuchnetlists
(techniquego this endwill be discussedn the next chapter),producingthe new circuit
CKThew (line 4). CKTyhey is checled at line 5 usingthe veri cation engine.Whenveri -

cationfails, new errorsensitizingvectorsfor CK Tnhgy Will bereturnedn courterexample.
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If no suchvector exists, the circuit hasbeensuccessfullycorrectedand CKTygy IS re-
turned. Otherwise,CKTyhgy is abandonedwhile counteexampleis classi ed either as
errorsensitizingor functionality-preservingvith respecto the original design(CKTegyr).
If courterexanmple is errorsensitizing,it will be addedto vedorse and be usedto re-
diagnosethe design. CKTe's signaturesare then updatedusing courterexample. By
accumulatingothfunctionality-preservingnderrorsensitizingvectors,CoRe will avoid
reproposinghe samewrong correction;henceguaranteeinghatthe algorithmwill even-
tually complete.Figure5.4 illustratesa possibleexecutionscenariowith the o w thatwe

justdescribed.

CoRe(CKTerr; vedorsp; vedorse; CK Thew)
1 computesignauregCKTeyr; vedorsy; vedorsy);
2 fixess diagnos€CKTeyr; vedorsy);
3 foreachfix 2 fixes
4  CKTpey=resynhesiz¢CKTey; fix);
5  courterexample=veri fy(CKThen);
6 if (courterexampleis empty) returnCKTney;
7  elseif (courterexanpleis errorsensitizingfor CKTey)
8 vedorse = vedorss[ courterexanple;
9 fixess rediagnos€CK Teyr; vedorsy);
0 update_signaureqCKTgy; courterexanmple);

Figure5.3: Thealgorithmic o w of CoRe.

1

00 01 001 000 001 001

o] il O o] O™

(1) 0 @ 001 (3) =

Figure5.4: Executionexampleof CoRé. Signaturesare shovn above the wires, where
underlinedbits correspondo error-sensitizingzectos. (1) Thegatewasmeant
to be AND but is erroneouslyan OR. Error diagnosisnds thatthe outputof
the 2nd patternshouldbe O insteadof 1; (2) the rst resynthesizedhetlist
x esthe2ndpattern put fails furtherveri cation (theoutputof the 3rd pattern
shouldbe 1); (3) the counter&amplefrom step2 re nes the signaturesanda
resynthesizedetlistthat x esall thetestpatterngs found.
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SDCsareexploitedin CoRe by constructiorbecaussimulationcanonly producdegal
signaturesTo utilize ODCs,we simulatethe complemensignatureof thetargetnodeand
mark the bit positionswhosechangeslo not propagatdo ary primary outputasODCs:
thosepositionsare not consideredduring resynthesis.Note that if a diagnosiscontains
multiple error sites, the sitesthat are closerto primary outputsshouldbe resynthesized

rst sothatthedownstreanmogic of anodeis alwaysknown whenODCsarecalculated.

5.2.2 Analysisof CoRé

CoRe is more effective thanmary previous solutionsbecauset supportsthe use of
SDCsandODCs, including external DCs. ExternalSDCscanbe exploited by providing
only legalinput patternsvhengeneratingsignaturesyhile externalODCsareutilized by
markingunintereste@utputvectorsdon't-cares.

To achieve the requiredscalabilityto supportthe globalimplicationsof error correc-
tion, CoRé usesan abstraction-re nemenscheme:signaturegrovide an abstractionof
the Booleannetwork for resynthesidbecauseahey arethe nodes'partial truth tables(all
unseennput vectorsare consideredas DCs), andthe abstractioris re ned by meansof
thecountergampleshatfail veri cation. Thefollowing propositionshavs thatin theory
CoReé caneventually always producea netlist which passeweri cation. However, asit
is the casefor mosttechnique$asedon abstractiorandre nement,the framavork may
time-outbeforeavalid correctionis foundin practice.Theuseof high-qualitytestvectors

[112] is effective in alleviating this potentialproblem.

Proposition1 Givena buggy combinationaldesignand a speci cationthat de nesthe

outputresponsesf ead input vector the CoRe algorithm can alwaysgenegte a netlist
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that produceghe correctoutputresponses.

Proof: Givenasetof required”’ x es”, theresynthesigunction of CoRe canalways
generatea correctsetof signaturesyhich in turn producecorrectresponsegt primary
outputs.Obsene thateachsignaturaepresents fragmentof asignal'struthtable. There-
fore, whenall possibleinput patternsareappliedto our CoReé framework, the signatures
essentiallybecomecompletetruth tables,andhencede ne all the termsrequiredto gen-
eratecorrectoutputresponsefor ary possibleinputstimulus.In CoRg, all thecountera-
amplesthatfail veri cation are usedto expandandenhancedhe setof signatures.Each
correctionstepof CoRé guaranteeshat the outputresponsesf the input patternsseen
sofar arecorrect,thusarny countergamplemustbe nen. However, sincethe numberof
distinctinput patternss nite (at most2" for an n-input circuit), eventuallyno new vec-
tor canbe generatedguaranteeinghatthe algorithmwill completein a nite numberof
iterations.In practicewe nd thatacorrectdesigncanoftenbefoundin afew iterations.

5.2.3 Discussions

Several existing techniquessuchasthosein [112], also use simulationto identify
potential errorcorrectionoptionsand rely on further simulationto prune unpromising
candidates. Comparedwith thesetechniquespur framevork is more e xible because
it performsabstractiorandre nementon the designitself. As a result, this framework
caneasilyadoptnew error diagnosisor correctiontechniques.For example,our error
correctionenginecanbe easilyreplacedoy ary synthesigool thatcanhandletruth tables

or cubes. Most existing techniqueshowever, do not have this e xibility. On the other
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hand,recentwork by Safrpouretal. [101] providesanotherbstraction-re nemergrror
repair methodologyfor sequentiakircuits by replacinga fraction of the registerswith
primaryinputs. Their methodologycanbe usedto acceleratéhe diagnosigprocessn our

errorrepairmethodfor sequentiatircuits,whichis describedn Section9.1.

5.2.4 Applications

CoRe canbe usedwhenerer the outputresponsesf a netlistneedto be changed We
now developapplicationsof ourtechniquesn threedifferentveri cation contexts.

Application 1: combinational equivalencecheckingand enforcement. This appli-
cation x esanerroneousetlistsothatit becomesquvalentto a goldennetlist. In this
application,the veri cation engineis anequvalencechecler. Testvectorson which the
erroneougircuit andthegoldenmodelagreearefunctionality-preservingectors,andthe
remainingtest vectorsare errorsensitizing. Initial vectorscan be obtainedby random
simulationor equivalencechecking.

Application 2: xing errors found by simulation. This applicationcorrectsdesign
errorsthatbreaka regressiortest. In this application the veri cation engineis the simu-
lator andthe regressionsuite. Testvectorsthat breakthe regressionare errorsensitizing
vectors,andall othervectorsarefunctionality-preservingectors. Initial vectorscanbe
obtainedby collectingtheinputsappliedto the netlistwhile runningthe regression.

Application 3: xing errors found by formal veri cation. Thisapplicationassumes
thata formal tool provesthata propertycanbe violated,andthe goalisto x the netlist
to preventthe propertyfrom beingviolated.In this application,counter@amplesreturned

by thetool areerrorsensitizingvectors.
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CHAPTER VI

Signature-BasedResynthesisTechniques

he basisfor CoRé's resynthesisolutionis the signatureavailableat eachinternalcir-
cuitnode wherethesignatureof anodeis essentiallyts partialtruthtable. Theresynthesis
problemis formulatedasfollows: givenatarmgetsignature,nd aresynthesizedetlistthat
generateshetamgetsignatureusingthe signature®f othernodesin the Booleannetwork
asinputs. In this Chapter we rst describethe conceptof Pairs of Bits to be Distin-
guished(PBDs) which compactlyencodeesynthesisnformation. Next, we describeour
Distinguishing-Pwer Seach (DPS)and Goal-DirectedSeach (GDS) resynthesidech-

niquesthatarebasedon signatures.

6.1 Pairs of Bits to be Distinguished (PBDs)

In this sectionwe proposeheconceptof Pairs of Bitsto be DistinguishedPBDs)and
distinguishingoower. PBDscanbederivedeasilyusingsignatureandcompactlyencode
theinformationrequiredfor resynthesisA similar concept Setsof Pairs of Functionsto

be Distinguished SPFDs)[105, 121,127, is alsodescribed.
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6.1.1 PBDsand Distinguishing Power

Recallthata signaturesis a collectionof the correspondingnode’s simulationvalues.
In this chapterwe usegd|i] to denotethei-th bit of signhatures. Thegoalof errorcorrection
is to modify the functionsof the nodesresponsibldor the erroneoudehaior of a circuit
via resynthesis.In this contect, we call a nodeto be resynthesizedhe target node and
we call the nodesthatwe canuseasinputsto the newly synthesizedode(function)the
candidatenodes. Their correspondingsignaturesare calledthe target signatue andthe
candidatesignatues respectiely.

Thepropositionbelow stateghata sufcient andnecessargonditionfor aresynthesis
functionto exist is that, wheneer two bits in the target signatureare distinct, thensuch
bits needto be distinctin at leastone of the candidatesignatures.This propositionis a
specialcaseof Theoremb.1in [88], wherethe mintermsappearingn signaturesepresent

the care-term@&andall othermintermsareDon't-Cares(DCs).

Proposition2 Considera collectionof candidatesignatues,sc,, <,,...,%,, anda target
signatue, .. Thenaresynthesiunctionf, whees; = f(sg, S,....,%,), existsif andonly

if nobit pair fi; jg existssud thats[i] & s[j] butsg[i] = sq [j]lforalll k n.

In this work we call a pair of bitsfi; jg in 5, wheres][i] 6 s[j], a Pair of Bits to be
Distinguished PBD). Basedon Prop. 2, we saythatthe PBD fi; jg canbe distinguished
by signaturesy, if s, [i] 8 i [j]. We de ne the Requied DistinguishingPower (RDP)
of thetamgetsignatures, RDF(s), asthe setof PBDsthatneedto be distinguished.We
alsode ne the DistinguishingPower (DP) of a candidatesignaturese, with respecto the

target signatures;, DP(s.; &), asthe setof PBDsin s thatcanbe distinguishedoy s, .
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With thisde nition, Prop.2 canberestateds“a resynthesigunction, f, existsif andonly
if RDP(s) [ [ ,DP(s5:s)"

6.1.2 RelatedWork

SPFD[105,121, 127 is arelatively new datastructurethatencodesesynthesisnfor-
mationandallows the useof DCs. An SPFD[121] R; for atamgetnodet, representeds
f(01a; 910); (92a; Gob); ::5; (Ona; Onb) 9, denotesa setof pairsof functionsthat mustbe dis-
tinguished.In otherwords,for eachpair (gia; gin) 2 R, themintermsin gij; mustproduce
a differentvalue from the mintermsin gj, at the outputof t. Assumethatnodet hasm

fanins,cy:::cm, andtheir SPFDsareR,, :::Rg,,, thenaccordingto [122]:

(6.1) R [2;Rs

In otherwords, the SPFDof nodet is a subsetof the union of all the SPFDsof its
faninscy:::cy. Sinceafunction f satis esan SPFDR; if andonly if for each(gia; gip) 2
R:; f(gia) 6 f(gip) [121]. This criterion, combinedwith Equation6.1, essentiallystates
thata resynthesigunction f existsif andonly if all the mintermsthat needto be distin-
guishedin R; mustbedistinguisheddy at leastoneof its fanins,which is consistentvith
Prop.2. As aresult,our useof PBDsis equialentto SPFDs.However, our approachas

thefollowing advantage®ver SPFD-basetkchniques:

1. PBDsprovideamuchmorecompactogic representatiothanSPFDs Traditionally,
SPFDsarecalculatedusingBDDs andsuffer memoryexplosionproblems.Recent
work represenSPFDsasgraphg105] andSAT/simulationcanbe usedto calculate

SPFD488]. Thisapproachs morememoryef cient but maybecomecomputation-
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ally expensve. Ontheotherhand,ourapproactonly usessignature®f nodes.Since

eachmintermneedsnly onebit in a signaturepur representatiors very compact.

2. CalculatingPBDsis signi cantly easietthancalculatingSPFDs:signaturesiregen-
eratedby simulation,andDCs are calculatedby simulatingthe complemenbf the
tamgetsignature PBDscanthenbederivedeasilyby consideringpnly thecare-terms

in thetargetsignature.

6.2 ResynthesidJsing Distinguishing-Power Seaich

In thissectionwe rst de ne theabsolutedistinguishingoowerjDP(s)j of asignature
s, andthenwe proposea Distinguishing-Bwer Seach (DPS)techniquethatusegDPj to

selectcandidatesignatureandgeneratesherequiredresynthesizedetlist.

6.2.1 Absolute Distinguishing Power of a Signature

Absolutedistinguishingpower provides searchguiding and pruning criteria for our
resynthesigechniques.To simplify bookkeeping,we reorderbits in every signatureso
thatin the target signatureall the bits with value O precedehe oneswith value 1, asin

“00...0011...11".

De nition 2 Assumae targetsignatue s is composeaf x Osfollowedbyy 1s,wede ne
the absoluterequireddistinguishingpower of s, denotedoy JRDF(s)j, asthe numberof
PBDsin s andequalsto xy. Moreover, if a candidatesignatue sc hasp Osandq 1sin
its r stx bit positions,andr Osands 1sin theremainingy positions,thenwe de ne the
absolutedistinguishpower of s; with respecto s, denotedoy jDP(s¢; &)j, asthe number

of PBDsin s thatcanbedistinguishedy s; andequalsto ps+ qr.
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The following corollary statesa necessaryut not sufcient conditionto determine

whetherthetargetsignaturecanbe generatedrom a collectionof candidatesignatures.

Corollary 1 Consideratargetsignatues; anda collectionof candidatesignatuessg, :::s,.

If 5 canbegeneatedby s, :::s,, thenjRDA(s)j &L ,]DP(sq;s)j-

Proof: By contradiction.Supposéhata resynthesigunctionexistsandit cangen-
erates usinga collectionof signaturegdenotedas SC), wherethe total absolutedistin-
guishingpower of SC with respecto s (denotedasjDP(SC; §)j) is smallerthanjRDH()j.
SincejRDP(s)]j representthenumberof PBDsin s andjDP(SC; )j representthenum-
ber of PBDsdistinguishableby SC, the fact that jDP(SC; )j is smallerthanjRDP(s)j
meanscertainPBDsin s cannot bedistinguishedby signaturesn SC. However, Prop. 2
stateghatfor avalid resynthesigunctionto exist, all thePBDsin s mustbedistinguished.

Thereforetheresynthesigunctioncannotexist — a contradiction. [ |

6.2.2 Distinguishing-Power Search

Distinguishing-PaerSearci(DPS)is basednProp.2, whichstateghataresynthesis
function canbe generatedvhena collectionof candidatesignaturesoversall the PBDs
in the target signature.However, the numberof collectionssatisfyingthis criterion may
be exponentialin the numberof total signaturesTo identify possiblecandidatesignatures
effectively, we rst selectsignatureshatcovertheleast-coeredPBDs,secondhosethat
have high absolutedistinguishingpower (i.e., signatureghat cover the most numberof
PBDs),andthird thosethatcover arny remaininguncoveredPBD. For ef ciency, we limit

the searchpool to the 200 nodeswhich aretopologicallyclosestto the targetnode;how-
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ever, we may go pastthis limit whenthosearenot sufcient to cover all the PBDsin the
targetsignature Finally, we excludefrom the pool thosenodesthatarein thefanoutcone
of thetargetnode,sothatwe avoid creatinga combinationaloop inadvertently

After the candidatesignaturesreselectedatruth tablefor theresynthesigunctionis
built from thesignaturesandit is constructedsfollows. Notethatalthoughwe mayselect
moresignatureshanneededor resynthesisthelogic optimizerwe usein the next stepis

usuallyableto identify theredundansignatureanduseonly thosewhich areessential.

1. Eachsignaturds aninputto thetruthtable. Thei-th input produceghei-th column

in thetable,andthe j-th bit in the signaturedetermineshe valueof the j-th row.

2. If the j-th bit of the targetsignaturds 1, thenthe j-th row is a minterm; otherwise

it is amaxterm.

3. All othertermsaredon't-cares.

Figure 6.1 shovs an exampleof the constructedruth table. The truth table canbe
synthesize@ndoptimizedusingexisting software,suchasEspress§99] or MVSIS [54].
Notethatourresynthesisechniquedoesnotrequirethatthe supportof thetargetfunction
is known a priori, sincethe correctsupportwill be automaticallyselectedwhen DPS
searches$or a setof candidatesignatureshatdistinguishall the PBDs. Thisis in contrast
with otherprevioussolutionswhichrequirethatthe supportof thetargetnodeto beknown

beforeattemptingto synthesizeéhefunction.
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Signature Truthtable

§=0101 |s1 & s3 1| &
$%=1010 |1 0 1 0| O
$=0101 |0 1 1 0|1
$%=1110 |1 0 1 0| O
%=0001 [0 1 0 1|1
Minimized| 0 - - - | 1

Figure6.1: Thetruth tableontherightis constructedrom the signature®n theleft. Sig-
natures is thetamgetsignaturewhile signatures; to s, arecandidatesigna-
tures. The minimizedtruth table suggestshat s, canbe resynthesizedy an
INVERTER with its input setto s;.

6.3 ResynthesidJsing Goal-DirectedSearch

GDS performsan exhaustve searchfor resynthesizeahetlists. To reducethe search
spacewe proposewo pruningtechniquesthe absolute-distinguishing-peertestandthe
compatibility test. Currently BUFFERS,INVERTERS,and2-input AND, OR and XOR
gatesaresupported.

The absolute-distinguishing-peer testrelieson Corollary 1 to rejectresynthesiop-
portunitieswhenthe selecteccandidatesignaturesio not have sufcient absolutedistin-
guishingpower. In otherwords,a collectionof candidatesignaturesvhosetotal absolute
distinguishingpower is lessthanthe absoluterequireddistinguishingpower of the target
signaturds not consideredor resynthesis.

The compatibility testis basedon the controlling valuesof logic gates.To utilize this
feature,we proposethreerules, called compatibility constiaints, to prunethe selection
of inputs accordingto the output constraintand the gate being tried. Each constraint
is accompaniedvith a signature. In particular an identity constaint requiresthe input

signatureto beidenticalto the constraints signature;anda need-oneconstiaint requires
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that speci ¢ bits in the input signaturesmust be 1 wheneer the correspondingits in
the constraints signatureare 1. Identity constraints are usedto encodethe constraints
imposedby BUFFERsand INVERTERS, while need-oneconstrints are usedby AND
gates. Similarly, need-zey constaints areusedby OR gates.For example,if the target
signatureis 0011,andthe gatebeingtried is AND, thenthe need-oneconstiaint will be
used. This constraintwill rejectsignature0000 asthe gates input becausets last two
bits arenot 1, but it will accept0111becausats lasttwo bits arel. Theseconstraints,
which propagatdrom the outputsof gatesto their inputsduring resynthesisneedto be
recalculatedor eachgatebeingtried. For example,anidentity constaint will become
a need-oneconstaint whenit propagateshroughan AND gate,andit will becomea
need-zer constaint whenit propagateghroughan OR gate.Therulesfor calculatingthe

constraintareshavnin Figure6.2.

Identity Need-one Need-zero
INVERTER S.C. S.C.+Need-zerg S.C.+Need-ong
BUFFER Constraintunchanged
AND Need-one Need-one None
OR Need-zero None Need-zero

Figure6.2: Givena constrainimposedon a gates outputandthe gatetype, this tablecal-
culatesthe constraintof the gates inputs. The outputconstraintsaregivenin
the rst row, thegatetypesaregivenin the rst column,andtheirintersection
is theinput constraint.”S.C” means'signaturecomplemented.

The GDSalgorithmis givenin Figure6.3. In thealgorithm,level is the level of logic
being explored, congr is the constraint,and C returnsa set of candidateresynthesized
netlists.Initially, level is setto 1, andcongr is identity constaint with signatureequalto

thetamgetsignatures.. Functionupdate_condr is usedto updateconstraints.

70



FunctionGDYlevel,congr;C)

if (level== maxlevel)

2 C= candidatenodeswhosesighaturesomplywith congr;
3 return;

4 foreachgate?2 library

5 congr,= update_congr(gate; congr);
6 GDSlevel+ 1;condr,;Cp);
7

8

9

0

1

=

foreachcy;c 2 C,
if (level> 1 orjDP(cy;)j+DP(c2;5)jj RDA(s)j)
s, = calculate_signdure(gate; cy; C);
if (s, complieswith congr)
C=C[ gae(cy;c);
Figure6.3: The GDSalgorithm.

1
1

GDS canbe usedto nd a resynthesizedhetlist with minimal logic depth. This is
achieved by calling GDSiteratively, with anincreasingvalueof thelevel parameteruntil
aresynthesizedetlistis found. However, the pruningconstraintsvealen with eachad-
ditional level of logic in GDS. Therefore the maximumlogic depthfor GDSis typically

small,andwe rely onDPSto nd morecomplex resynthesigunctions.
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CHAPTER VII

Functional Symmetriesand Applications to Rewiring

Rewiring is apost-placemertaptimizationthatreconnectsviresin agivennetlistwith-
outchangingts logic function. To thisend,symmetry-baserbwiring is especiallysuitable
for post-siliconerrorrepairbecausao transistorwill beaffected.In light of this, we pro-
posearewiring algorithmbasedn functionalsymmetriesn this chapterIn thealgorithm,
we extractsmallsubcircuitsconsistingof severalgatesrom thedesignandreconnecpins
accordingto the symmetriesof the subcircuits.We obsene thatthe power of rewiring is
determinedoy the underlyingsymmetrydetector For example,the rewiring opportunity
in Figure7.1(a)cannotbe discoreredunlessbothinput andoutputsymmetriesanbe de-
tected. In addition, a rewiring opportunitysuchasthe one shown in Figure 7.1(b) can
only befoundif phase-shifsymmetrie§72] canbedetectedywherea phase-shifsymme-
try is a symmetryinvolving negationof inputsand/oroutputs. To enhancehe power of
symmetrydetection,we alsoproposea graph-basedymmetrydetectorthat canidentify
permutationabnd phase-shifsymmetrieson multiple input and outputwires, aswell as
their combinationsgreatingabundantopportunitiedor rewiring. In this chapterwe apply

our techniquedor wirelengthoptimizationandobsene thatit provideswirelengthreduc-
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tion comparableao thatachieved by detailedplacement.in ChapterXl, we describehow

thistechniquecanbeappliedto repairpost-siliconelectricalerrors.

(b)

Figure7.1: Rewiring examples:(a) multipleinputsandoutputsarerewired simultaneously
using pin-permutationsymmetry (b) inputsto a multiplexer are rewired by
inverting one of the selectsignals. Bold lines representhangesnadein the
circuit.

The remainderof the chapteris organizedasfollows. Section7.1 introducesbasic
principlesof symmetryanddescribeselevant previouswork on symmetrydetectionand
circuit rewiring. In Section7.2 we describeour symmetry-detectiomlgorithm. Section
7.3 discusseshe post-placementewiring algorithm. Finally, we provide experimental

resultsin Section7.4 andsummarizen Section7.5.

7.1 Background

The rewiring techniquedescribedin this chapteris basedon symmetrydetection.

Thereforejn this sectionwe presenbackgrounddeasandrelatedwork aboutsymmetry
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detection Previouswork on post-placementewiring is alsodiscussed.

7.1.1 Symmetriesin BooleanFunctions

Onecandistinguishsemantiqfunctional) symmetriesof Booleanfunctionsfrom the
symmetriesof speci ¢ representationgsyntacticsymmetries).All syntacticsymmetries
arealsosemanticbut not vice versa. For example,in function“o= (x+ y)+ Z', x$ z
is asemanticsymmetrybecausehe functionwill notbe changedfterthe permutatiorof
variableshowever, it is nota syntacticsymmetrybecauséehestructureof thefunctionwill
be changed Ontheotherhand,x$ y is bothasemantiandsyntacticsymmetry In this

work we exploit functionalsymmetrieswhosede nition is providedbelow.
De nition 3 Considera multi-outputBooleanfunctionF : B"! B™, whee
(7.1) F(ig:ip) =< fo(iqcin); fo(iin) i fm(isig) >
A functional symmetryis a one-to-onanappings: B(™ ™ 1 B(™M syd that:
(7.2) < fo(igin); fo(inin) i fm(ieein) >=

< S(fo)(S(in)::8(in)) s S(F2)(S(in) :::8(in)) ::8( ) (S(i 1) :2:(in)) >

In otherwords, a functional(semanticsymmetrys a transformatiorof inputsandoutputs

which doesnot change the functionalrelation betweerthem.

Example 1 Considerthe multi-outputfunctionz= x; XORy; andw = x» XORY». The
variable-permutatiosymmetriesnclude: (1) x1$ y1, (2) %2 $ v2, (3)x1$ X2, V1 $ Vo,
andz$ w (all swapsare performedsimultaneously)In fact, all the symmetrie®f this

function can be geneated from combinationsof the symmetriedisted above A setof
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symmetriesvith this propertyare called symmetrygeneratorsFor example the symmetry
“X1$ y2,V1$ x,andz$ w” canbegenemtedby applyingthe symmetriegl), (2) and

(3) consecutively

While most previous work on symmetrydetectionfocuseson permutationsof two
variablesPomeran94] andKravets[72] considerswapsof groupsof orderedvariables.
Theseswapsarecalledhigherorder symmetriesn [72]. For example,if variablesa, b, ¢

andd in thesupportof function f satisfythe condition:

F(ouanbise s d)= F(nend i ai b

thenwe saythat f hasa second-ader symmetrybetweenorderedvariablegroups(a; b)
and(c;d). Suchhigherordersymmetriesarecommonin realisticdesigns.For example,
in a 4-bit addey all bits of the two input numberscanbe swappedas groups(preserv-
ing the order of the bits), but no two input bits in differentbit positionsare symmetric
by themseles. Kravets also introducedphase-shifsymmetryas a function-preserving
transformationnvolving the inversionof oneor moreinputsthatdo not permuteary of
theinputs. Our work generalizeshis conceptby including outputsymmetriesnvolving
inversionin the classof phase-shifsymmetries. We also de ne compositephase-shift
symmetryasa symmetrywhich consistof phase-shifandpermutationakymmetries.n
this chapterwe commonlyreferto compositephase-shifsymmetriesasjust phase-shift

symmetriesexceptfor purephase-shifsymmetriesvhich do notincludepermutations.

Example 2 Consideragain the multi-outputfunctionz= x; XORy; andw = x» XORY»

givenin Examplel. Asidefrom the pin-swapsymmetriegdiscussedn Examplel, the
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following phase-shifsymmetriesalso exist in the circuit: (1) x> $ yg 2)x1 $ ycl) 3)
%$ xXandw$ wl (4)x1$ xYandz$ 2 Amongthesesymmetries(l) and (2) are
compositgphase-shifsymmetriebecausehey involvebothinversionand permutationof
inputs,while (3) and(4) are pure phase-shifsymmetrie®ecausenly inversionsof inputs
and outputsare used. Note that due to Booleanconsistencya symmetrycomposef
complemenof variablesin anothersymmetrys thesamesymmetryFor exampley, $ xg

isthesameasx, $ y9.

7.1.2 Semanticand Syntactic Symmetry Detection

Symmetrydetectionin Booleanfunctionshasseveralapplicationsjncludingtechnol-
ogy mappinglogic synthesisBDD minimization[92] andcircuit rewiring [28]. Methods
for symmetrydetectioncanbe classi ed into four cateyories: BDD-based graph-based,
circuit-basedand Boolean-matching-baseddowever, it is relatively dif cult to nd all
symmetrie®f a Booleanfunctionregardlesof therepresentationsed.

BDDs areparticularlycorvenientfor semanticsymmetrydetectionbecausehey sup-
port abstracfunctionaloperations.Onenave way to nd two-variablesymmetriess to
computethe cofactorsfor every pair of variables,saythey arev,; andv,, and checkif
Fav, = Fuws Of By s=Fyyy,. Recentresearcli87] indicatesthatsymmetriesanbe found
or disprovedwithoutcomputingall the cofactorsandthussigni cantly speedsip symme-
try detection However, work on BDD-basedsymmetrydetectiorhasbeenimited to input
permutationnly.

In this dissertationsymmetry-detectiomethodsthatrely on ef cient algorithmsfor

the graph-automorphismroblem(i.e., nding all symmetriesof a givengraph)areclas-
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si ed asgraph-based.They constructa graphwhosesymmetriedaithfully capturethe
symmetriesof the original object, nd its automorphismgsymmetries)and map them
backto the original object. Aloul etal. [7] proposedcaway to nd symmetriefor SAT

clauseausingthis approach.The symmetry-detectiompproachproposedn this disserta

tion is inspiredby their work.

Circuit-basedsymmetry-detectioomethodsoften corvert a circuit representinghe
function in questionto a more regular form, wheresymmetrydetectionis more practi-
cal andefcient. For example,Wanget al. [116] transformthe circuit to NOR gates.
C.-W. Changetal. [28] usea moreelaborateapproactby convertingthe circuit to XOR,
AND, OR,INVERTER andBUFFER rst, andthenpartitionthecircuit sothateachsub-
circuitis fanoutfree. Next, they form supegatesfrom thegatesanddetectsymmetriegor
thosesupegates Wallaceetal. [115] useconceptdrom Booleandecompositiorf14] and
convert the circuit to quasi-canonicaforms andtheninput symmetriesare recognized
from theseforms. This techniqueis capableof nding higherorder symmetries. An-
othertype of circuit-basedsymmetrydetectorelieson ATPG andsimulation,suchasthe
work by Pomeranztal. [94]. Althoughtheirtechniquewvasdevelopedto nd both rst
andhigherordersymmetriesthey reportedexperimentatesultsfor rst-order symmetries
only. Thereforejts capabilityto detecthigherordersymmetriess unclear

Booleanmatchingis a problemrelatedto symmetrydetection.lts purposes to com-
putea canonicalrepresentatiofior Booleanfunctionsthat are equivalentundernegation
andpermutationof inputsandoutputs. Symmetriesareimplicitly processedby Boolean

matchingin thatall functionssymmetricto eachotherwill have the samecanonicalrep-
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resentation. However, enumeratingsymmetriesfrom Booleanmatchingis not straight
forwardandrequiresextrawork. This topic hasbeenstudiedby Wu etal. [119] andChai

etal. [25].

Table7.1: A comparisorof differentsymmetry-detectiomethods.

Data structure| Tamget Symmetriesietected Main applica-| Time
used tions com-
plexity
BDD [87] Boolean All 1% orderinputsymmetries | Synthesis o(n°)
functions
Circuit - Super | Gate-leel | 1% order input symmetriesin | Rewiring, tech-| O(m)
gate[28] circuits supegatesopportunistically | nologymapping
Circuit- Boolean| Gate-leel | Inputandoutputpermutationall Rewiring, phys-| W{m)
decomposition | circuits symmetrieshigherorder ical design
[115]
Circuit - simula- | Gate-leel | Input, output and phase-shift| Error diagnosis,| W(2")
tion, ATPG[94] | circuits symmetrieshigherorder technology
mapping
Boolean match-| Boolean Input, output and phase-shift Technology W2")
ing [25] functions | symmetrieshigherorder mapping
Graph automor | Both (with | All input, output, phase-shiftl Exhaustie wW(2")
phism(ourwork) | smallnum- | symmetriesandall orders,ex- | small group
ber of in- | haustvely rewiring
puts)

In the table, n is the numberof inputsto the circuit and m is the numberof gates. Currently
known BDD-basedand mostcircuit-basednethodscan detectonly a fraction of all symmetries
in somecaseswhile the methodbasedon graphautomorphisnithis work) candetectall symme-
triesexhaustvely. Additionally, thesymmetry-detectiotechniquesn thiswork nd all phase-shift
symmetriesaswell ascomposite(hybrid) symmetrieghat simultaneouslynvolve both permuta-
tionsandphase-shiftsin contrastexisting literatureon functionalsymmetriesdoesnot consider
suchcompositesymmetries.

A comparisonof BDD-basedsymmetrydetection[87], circuit-basedsymmetryde-
tection[28, 94, 115, Boolean-matching-basesymmetrydetection[25] andthe method

proposedn this paperis summarizedn Table7.1.
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7.1.3 Graph-Automorphism Algorithms

Oursymmetry-detectiomethods basednef cient graph-automorphisralgorithms,
which have recentlybeenimprovedby Damgaetal. [49]. Their symmetrydetectorSauy
nds all symmetriesof a given coloredundirectedgraph. To this end,consideran undi-
rectedgraphG with nverticesandletV = f0;::;;n 1g. Eachvertexin Gis labeledwith
auniquevaluein V. A permutationonV is abijectionp:V ! V. An automorphisnof
G is apermutationp of the labelsassignedo verticesin G suchthatp(G) = G; we say
thatp is astructure-preservingnappingor symmetry Thesetof all suchvalid relabellings
is calledthe automorphisngroupof G. A coloringis a restrictionon the permutationof
vertices— only verticesin the samecolor canmapto eachother GivenG, possiblywith
coloredvertices,Sauy producesymmetrygeneratorshatform a compactdescriptionof

all symmetriesSaug is availableonlineat[133].

7.1.4 Post-PlacementRewiring

Rewiring basedon symmetriescanbe usedto optimizecircuit characteristicsSome
rewiring examplesareillustratedin Figure7.1(a)and 7.1(b). For the discussionn this
chapterthe goalis to reducewirelength,and swappingsymmetricinput and outputpins
accomplisheshis.

C.-W. Changet al. [28] usethe symmetry-detectiotechniquedescribedn Section
7.1.2to optimizedelay powerandreliability. In generalsymmetrydetectionin theirwork
is doneopportunisticallyratherthan exhaustvely. Experimentalresultsshawv that their
approacltanachierethesegoalseffectively usingthesymmetriesletectedHowever, they

cannotnd therewiring opportunitiesn Figure7.1(a)and7.1(b)becaus¢heir symmetry-
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detectiontechniqudacksthe ability to detectoutputandphase-shifsymmetries.
Anothertype of rewiring is basedon the additionandremoval of wires. Threemajor
techniquesare usedto determinethe wires that canbe reconnected.The rst oneuses
reasoningpasedon ATPG suchasREWIRE [40], RAMFIRE [29] andthe work by Jiang
etal. [65], whichtriesto addaredundantvire thatmakesthetargetwire redundansothat
it canberemoved. The seconcclassof techniquess graph-basedyneexampleis GBAW
[118], which usespre-de ned graphrepresentatioof subcircuitsandrelies on pattern
matchingto replacewires. The third techniqueusesSPFDs[46] andis basedon don't-
cares. Although thesetechniquesare potentially more powerful than symmetry-based
rewiring becausehey allow moreaggressie layoutchangesthey arealsolessstableand

do not supportpost-siliconmetal x.

7.2 Exhaustive Search for Functional Symmetries

Thesymmetry-detectiomethodpresentedh ourwork can nd all input,output,multi-
variableandphase-shifsymmetriesncludingcompositg hybrid) symmetrieslt relieson
symmetrydetectionof graphsthusthe original Booleanfunction mustbe corvertedto a
graph rst. After that, it solvesthe graph-automorphisrtsymmetrydetection)problem
on this graph,andthenthe symmetriefound arecorvertedto symmetriesf the original
Booleanfunction. Our main contrikution is the mappingfrom a Booleanfunctionto a
graph,and shaving how to useit to nd symmetriesof the Booleanfunction. These

techniquesredescribedn detailin this section.
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7.2.1 Problem Mapping

To reducefunctionalsymmetrydetectiornto thegraph-automorphismroblem we rep-

resentBooleanfunctionsby graphsasdescribedelow:

1. Eachinput andits complementare representedby two verticesin the graph,and
thereis anedgebetweerthemto maintainBooleanconsisteng (i.e.,x$ yandx®$
y? musthappensimultaneously).Theseverticesare calledinput vertices Outputs

arehandledsimilarly, andthe verticesarecalledoutputvertices

2. Eachmintermandmaxtermof the Booleanfunctionis representely atermvertex.
We introducean edgeconnectingevery mintermvertex to the outputandan edge
connectingevery maxtermvertex to the complemenof the output. We alsointro-
duceanedgebetweerevery termvertex andevery input vertex or its complement,

dependingpnwhetherthatinputis 1 or 0 in theterm.

3. Sinceinputsandoutputsarebipartite-permutableall input verticeshave onecolor,

andall outputsverticeshave anothercolor. All termverticesuseyetanothercolor.

Theideabehindthis constructionis thatif aninputvertex getspermutedvith another
input vertex, the term verticesconnectedo themwill alsoneedto be permuted. How-
ever, theedgedetweernermverticesandoutputverticesrestrictsuchpermutationgo the
following cases:(1) the permutationof term verticesdoesnot affect the connectiondo
outputvertices,which meanghe outputsareunchangedand(2) permutingtermvertices
may alsorequirepermutingoutputvertices thuscapturingoutputsymmetriesA proof of

correctnesss givenin Section7.2.2.
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Figure7.2: Representinghe2-inputXOR functionby (a)thetruthtable,(b) thefull graph,
and(c) thesimpli ed graphfor fastersymmetrydetection.

Figure7.2(a)shawvs the truth tableof functionz= x vy, andFigure7.2(b)illustrates
our constructiorfor the function. In generalyvertex indicesareassignedsfollows. For
n inputsandm outputstheith inputis representedy vertex 2i, while thecomplementary
vertex hasindex 2i + 1. Thereare2" terms,andtheith termis indexedby 2n+ i. Similarly,
the ith outputis indexed by 2n+ 2"+ 2i, while its complementis indexed by 2n+ 2" +
2i+ 1.

The symmetrydetectorSauy [49] usedin this work typically runs fasterwhenthe
graphis smallerand containsmore colors. Thereforeif outputsymmetriesdo not need
to be detected,a simpli ed graphwith reducednumberof verticescan be used. It is
constructedsimilarly to the full graph,but without outputverticesand potentially with
morevertex colors.We de ne anoutputpatternasasetof outputverticesin thefull graph
that are connectedo a given term vertex. Further term verticeswith different output
patternsshall be coloreddifferently Figure7.2(c)illustratesthe simpli ed graphfor the

two-input XOR function.
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All the mintermsandmaxtermsof the Booleanfunctionareusedin the graphbecause
we focuson fully-speci ed Booleanfunctions.Sinceall thetermsareused,andthereare

2" termsfor ann-inputfunction,thetime andspacecompleity of our algorithmis W(2").

7.2.2 Proof of Correctness

We rst prove the correctnes®f the simpli ed graphconstructionproposedn the

previoussection.Our proofsbelov arepresentedsa seriesof numberedsteps.

1. First,we needto prove thatthereis aone-to-onanappingbetweerthefunctionand
its graph. This mappingcanbe de ned following the graphconstructionn Section

7.2.1.Theinversemapping(from agraphto afunction)is alsogivenin the section.

2. Secondwe needto prove thatthereis a one-to-onemappingbetweensymmetries

of thefunctionandautomorphismsf thegraph.

(a) First, we wantto shav thata symmetryof the functionis an automorphism
of the graph. A symmetryof the functionis a permutationof the function’s
inputs that do not changethe function’s outputs,and permutationin inputs
correspondso reevaluationof the outputsof thattheterm. Sincetheinputsare
symmetric,no outputwill be changedy the permutationandthe color of the
termverticesin the correspondingraphwill remainthe same.Thereforeit is

alsoanautomorphisnof thegraph.

(b) Next we wantto shav thatan automorphisnof the graphis a symmetryof
the function. Sincethereis an edgebetweenthe input andits complement,

mappingoneinput vertex, sayx, to anothervertex, sayy, will causex's com-
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plementmapto y's complementso Booleanconsisteng is presered. Since
aninput vertex connecto all the termverticesthat containit, swapsbetween
two input verticeswill causeall the term verticesthat connectto thembeing
swappedaccordingto the following rule: supposehatinput vertex x swaps
with inputvertex y, thenall termverticesthatconnecto bothx andy will also
be swappedbecausehereis anedgebetweerthetermvertex andbothx andy.
Sinceaswapbetweertermverticesis legalonly if they have thesamecolor, it
meansall automorphismsletectedn the graphwill not mapatermvertex to
anothercolor. And sincethe color of thetermrepresentsn outputpatternin
the Booleanfunction, it meanghe outputsof the Booleanfunctionwill notbe
changedThereforeanautomorphisnof the graphmapsto aninput symmetry

of the Booleanfunction.

3. From Step1 and Step2, thereis a one-to-onemappingbetweenthe function and
its graph,and a one-to-onemappingbetweenthe symmetriesof the function and
theautomorphismsf the graph. Thereforethe symmetry-detectiomethodfor the

simpli ed graphis correct.

Next, the correctnessf the original graphis provedbelow. Therelationshipbetween
termsandinputs are describedn the previous proof. Thereforethe proof herefocuses
on the relationshipbetweentermsandoutputs. Therearethreepossiblesituations:input
symmetrieghat do not affect the outputs,input symmetrieshat affect the outputs,and

outputsymmetrieghatareindependenof theinputs.

1. Input symmetriesthat do not affect the output: the way term verticesconnectto
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outputverticesrepresentn output pattern. If two term verticeshave exactly the
sameoutputs thenthey will connecto thesameoutputvertices;otherwisethey will
connecto atleastonedifferentoutputvertex. Mappingatermvertex to anotheterm
vertex which hasdifferentoutputpatterns invalid (exceptfor thesituationdescribed
in 2) becauseat leastone outputvertex they connectto is different,thereforethe

connectiongo outputverticesbehae the sameascoloringin the previous proof.

. Inputsymmetrieghataffecttheoutput:if all termsthatconnecto anoutputpattern
canbe mappedto all termsconnectingto anotheroutputpattern,thenthe output
verticescorrespondingdo the two patternscanalsobe swappedbecausehe terms
thatthe outputsconnecto will notchangeafterthe mapping.In the meantime, the
input verticesthat connectto the swappedmintermswill alsobe swapped,which

represena symmetryinvolving bothinputsandoutputs.

. Outputsymmetrieghatareindependentf theinputs:if two setsof outputvertices
connectto exactly the sameterm vertices,thenthe outputverticesin the two sets
canbe swappedwhichrepresenbutputsymmetriesin this casenotermswapping

is involved,sotheinputsareunafected.

7.2.3 Generating Symmetriesfrom Symmetry Generators

The symmetrydetectorSauy returnssymmetrygenerators.To producesymmetries

thatcanbeusedfor rewiring, we designasymméry_geneition algorithm,whichis shovn

in Figure7.3.In thealgorithm,geneiatorsis asetwhich containsall the symmetrygener

atorsreturnedby Saug, andthreesetsof symmetriesareused.They areold_sym cur_sym

andnew_sym Initially, cur_symcontaingheidentity symmetry(i.e.,asymmetrythatmaps
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to itself), andbothold_symandnew_symareempty Thealgorithmloopsuntil cur_symis
empty meaninghatall thesymmetriehave beengeneratedor court is largerthan1000,
meaninghat1000symmetriehave beengeneratedAs aresult,atmost1000symmetries
will betried for a setof symmetrygeneratorgo limit the complexity of rewiring. When

theloop nishes, old_symwill containall thesymmetrieggeneratedisingthegenerators.

Functionsymméy_genemtion(genertors)

1 do

2 foreachsym2 cur_sym

3 foreachgen2 genemtors

4 fori= 1to2do

5 nsym= (i== 1)7gen sym:.sym gern
6 if ('nsym2 (old_sym cur_sym new_sym))
7 nev_sym= newn_sym nsym

8 cournt = count + 1;

9 old_sym= old_sym[ cur_sym

10 Cur_sym= new_sym

11 nev_symclear();

12 while (‘cur_symempty() andcourt < 1000);

13 returnold_sym

Figure7.3: Our symmetrygeneratioralgorithm.

7.2.4 Discussion

Comparedwith othersymmetry-detectiomethodsthe symmetrydetectorproposed
in our work hasthe following advantagesi(1) it candetectall possibleinput andoutput
symmetrieof a function, including multi-variable,higherorderand phase-shifsymme-
tries; and(2) symmetrygeneratorsareusedto representhe symmetrieswhich make the
relationshipbetweennput andoutputsymmetriesvery clear Thesecharacteristicsnake
theuseof the symmetrieeasietthanothermethodghatenumeratall symmetrypairs.

While evaluatingour algorithm,we obsenedthat Sauy is moreef cient whenthere

arefew or nosymmetriesn thegraph;in contrastjt takesmoretime whentherearemary
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symmetriesFor example,theruntimeof arandomlychoseril6-inputfunctionis 0.11sec
becauseandomfunctionstypically have no symmetries.However, it takes 9.42 secto
detectall symmetriesof the 16-inputXOR function. Runtimesfor 18 inputsare0.59sec

and92.39sec,respectrely.

7.3 Post-PlacementRewiring

This sectiondescribesa permutatve rewiring techniquethat usessymmetriesof ex-
tractedsubcircuitsto reducewirelength. Implementatiorinsightsandfurtherdiscussions

arealsogiven.

7.3.1 Permutative Rewiring

After placementsymmetriecanbeusedto rewire thenetlistto reducethewirelength.
This is achiezed by reconnectingpins accordingto the symmetriefoundin subcircuits,

andthesesubcircuitsareextractedasfollows.

1. We representhe netlistby a hypegraph,wherecells arerepresentethy nodesand

netsarerepresentetly hyperedges.

2. For eachnodein the hypegraph,we performBreadth-FirstSearch(BFS) starting

from thenode,andusethe rst n nodesraversedassubcircuits.

3. Similarly, we perform Depth-FirstSearch(DFS) and extract subcircuitsusingthe

rst mnodes.

In our implementationwe perform BFS extraction4 timeswith n from 1 to 4, and

DF Stwice with m from 3 to 4. This processs capableof extractingvarioussubcircuits
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suitablefor rewiring. In additionto logically connecteccells, min-cut placerssuchas
Capo[3, 21] producea hierarchicalcollection of placementbins (buckets) that contain
physicallyadjacentells,andthesebins arealsosuitablefor rewiring. Currently we also
usesubcircuitscomposedf cells in every half-bin and full-bin in our rewiring. After

subcircuitsare extracted,we performsymmetrydetectionon thesesubcircuits.Next, we

reconnecthewiresto theinputsandoutputsof thesesubcircuitsaccordingo thedetected
symmetriesn orderto optimizewirelength.

Thereasorwhy multiple passesvith differentsizesof subcircuitsareuseds thatsome
symmetriesn small subcircuitscannotbe detectedn larger subcircuits.For example,in
Figure7.4,if the subcircuitcontainsall the gates,only symmetriedbetweery, y, zandw
canbedetectedandthe rewiring opportunityfor p andq will belost. By usingmultiple

passegor symmetrydetectionmoresymmetriesanbe extractedfrom the circuit.

Figure7.4: Rewiring opportunitiesor p andq cannotbedetectedy only consideringhe
subcircuitshavn in this gure. To rewire p andq, a subcircuitwith p andq as
inputsmustbe extracted.

Therewiring algorithmcanbe easilyextendedto utilize phase-shifsymmetry:if the

wirelengthis shorterafterthe necessarynvertersareinsertedor removed,thenthe circuit

is rewired. It canalsobeusedto reducethedelayon critical paths.
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7.3.2 Implementation Insights

Duringimplementationywe obsenedthatfor subcircuitsvith asmallnumberof inputs
andoutputs,it is moreef cient to detectsymmetriedy enumeratingll possiblepermu-
tationsusingbit operationson the truth table. Thatis becauséhe requiredpermutations
canbeimplementedvith justafew linesof C++ code,makingthis techniquemuchfaster
thanbuilding the graphfor Saug. We call this algorithm naive symmetrydetection To
further reduceits runtime, we limit the algorithmto detect rst-order symmetriesonly.
In our implementationnaive symmetrydetectionis usedon subcircuitswith numberof
inputslessthan11 andnumberof outputslessthan3. Experimentaresultsshav thatthe
runtimecanbereducedoy morethanhalf with almostno lossin quality, whichis because
the lost rewiring opportunitiescanbe recoveredin larger subcircuitswhereSaug-based

symmetrydetectionis used.

7.3.3 Discussion

Our rewiring techniqueslescribedso far usepermutationabymmetries Herewe de-

scribetwo applicationsf phase-shifsymmetries.

1. The ability to handlephase-shifsymmetrieamay reduceinterconnecby enabling

permutationabymmetriesasthe MUX examplein Figure7.1(b)shows.

2. Phase-shifsymmetriesupporimetal x of logic errorsinvolving only inversionsof

signals:by reconnectingertainwires, signalsmaybeinverted.

Comparedwith otherrewiring techniguesthe advantagesf our techniquesnclude

thefollowing:
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1. Our rewiring techniquegpresere placementthereforethe effects of ary change
areimmediatelymeasurableAs a result,our methodsare safeand canbe applied
with every o w. In otherwords,theirapplicationcanonly improve theoptimization
objectve andnever worsengt. This characteristidgs especiallydesirablen highly-
optimizedcircuits becausehangesn placementsnay createcell overlaps,andthe
legalizationprocesgo remove theseoverlapsmayaffect multiple gatesjeadingto a

deterioratiorof the optimizationgoal.

2. Ourtechniquesupporipost-siliconrmetal x, whichallowsreuseof transistomasks

andcansigni cantly reducerespincost.

3. The correctnesf our optimizationscan be veri ed easily using combinational

eqguvalencechecking.

4. Ourtechniqueanoptimizea broadvariety of objectves,aslong asthe objectives

canbeevaluatedncrementally

Thelimitationsof our rewiring techniquesnclude:

1. Theperformancevarieswith eachbenchmarkgdependingonthe numberof symme-

triesthatexist in adesign.Thereforamprovements notguaranteed.

2. When optimizing wirelength, the ratio of improvementtendsto reducewhen de-
signsgetlarger. Sincepermutatve rewiring is alocal optimization,it cannotshorten

globalnets.
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7.4 Experimental Results

Ourimplementatiorwaswritten in C++, andthetestcasesvereselectedrom ITC99,
ISCAS and MCNC benchmarks.To betterre ect modernVLSI circuits, we chosethe
largesttestcasedrom eachbenchmarksuite, andaddedseveral small and mediumones
for completenesOur experimentausedthe min-cutplacerCapo.The platformusedwas
Fedora2 Linux on aPentium-4workstationrunningat 2.26 GHzwith 512M RAM.

We corvertedevery testcasdrom BLIF to the Bookshelfplacementformat (.nodes
and.nets les) usingthe converterprovidedin [22, 132. We reporttwo differenttypes
of experimentalresultsin this section,including the numberof symmetriesddetectedand

rewiring. A o w chartof our experimenton symmetrydetectionandrewiring is givenin

Figure7.5.

Figure7.5: Flow chartof our symmetrydetectionandrewiring experiments.
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7.4.1 SymmetriesDetected

The rst experimentevaluatesthe symmetriefound in the benchmarksandthe re-
sultsaresummarizedn Table7.2. In thetable,“numberof subcircuits”is the numberof
subcircuitsextractedfrom the benchmarkor symmetrydetection.“Input” is the number
of subcircuitswhich containinput symmetriesand“phase-shiftinput” is the numberof
subcircuitsthat containphase-shifinput symmetries.“Output” and“phase-shiftoutput”
areusedin a similar way. “Input andoutput” aresubcircuitsthat containsymmetriesn-
volving bothinputsandoutputs. The numberof symmetriefoundin the circuitscanbe
usedto predictthe probability of nding rewiring opportunities:at least66% of the sub-
circuits containpermutationalnput symmetriesandaresuitablefor rewiring. It canalso
be obsenredthatalthoughoutputsymmetriesio not happerasoftenasinput symmetries,
theirnumberis not nggligible andrewiring techniqueshouldalsotake outputsymmetries

into consideration.

7.4.2 Rewiring

In the rewiring experiments,wirelengthreductionwas calculatedagainstthe origi-
nal wirelengthafter placemenusing half-perimeterwirelength. The secondexperiment
compareghe wirelengthreductiongainedfrom rewiring anddetailedplacement.It also
compareshewirelengthreductionof rewiring beforeandafterdetailedplacementThese
resultsare summarizedn Table 7.3 and Table 7.4, respectiely. The maximumnumber
of inputsallowedfor symmetrydetectiorwas16 in this experiment.From Table7.3,it is
foundthatour methodcaneffectively reducewirelengthby approximately3.7%,whichis

comparableo theimprovementdueto detailed-placement.
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Table7.2: Numberof symmetriesoundin benchmarlcircuits.

Benchmark| Number Symmetries
of Input | Phase-| Output | Phase-| Input
subcircuits shift shift and
input output | output
ALU2 876 855 120 249 126 211
ALU4 15933 15924 | 242 1245 243 1244
BO2 143 130 18 22 15 21
B10 1117 1015 160 201 137 170
B17 198544 | 190814 | 23789 | 32388 | 17559 | 24474

C5315 20498 19331 | 9114 | 5196 | 4490 | 4145
C7552 28866 26626 | 12243 | 7540 | 6477 | 5895
DALU 16665 15506 | 6632 | 3272 | 2550 | 2852
110 14670 14165 | 4298 | 3710 | 2929 | 2516
S38417 141241 | 126508| 75642 | 64973 | 59319 | 61504
S38584 122110 | 117084 | 55966 | 35632 | 29661 | 33655
\ Average \ 100% \ 94% \ 28% \ 23% \ 18% \ 20% \
Row “Average”shavstheaveragepercentagesf subcircuitdhatcontainaspeci c symmetrytype.
For example,the numberin thelastrow of thethird columnmean$94% of the subcircuitscontain
atleastoneinput symmetry

Table 7.4 shaws that the wirelengthreductionis a little bit smallerwhenrewiring is
usedafter detailedplacementsuggestinghat somerewiring opportunitiesnterferewith
optimizationfrom detailedplacementFor example,detailedplacemenperforms ipping
of cells,which may interferewith permutatve rewiring if the inputsof the cell aresym-
metric. However, the differenceis very small, shaving that wirelengthreductionfrom
rewiring is mostlyindependenof detailedplacement.

Thethird experimentevaluategherelationshipbetweerthe numberof inputsallowed
in symmetrydetectionwirelengthreductionandruntime. In orderto shaov the true per
formanceof Saug-basedsymmetrydetectionthe useof nave symmetrydetectionwas
turnedoff in this experiment.Sinceour symmetry-detectiomethodis mostef cient with
small numberof inputs, this relationshiprepresentshe trade-of betweenperformance

andruntime. Empirical resultsare shovn in Table 7.5, wherethe numbersare averages
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Table7.3: Wirelength reduction and runtime comparisonsbetweenrewiring, detailed
placemenandglobal placement.

Benchmark| Wirelength| Wirelengthreduction Runtime(seconds)

Rewiring | Detailed | Rewiring | Detailed Global

placement placement| placement
ALU2 5403.29 3.21% 8.98% 2.6 0.2 3.6
ALU4 35491.38 | 9.02% 3.54% 15.2 3.0 27.2
BO2 142.90 8.29% 0.00% 2.8 0.4 0.1
B10 1548.28 5.04% 3.89% 7.2 0.1 1.0
B17 367223.20| 2.92% 2.28% 350.6 32.6 206.2
C5315 30894.06 | 1.76% 1.52% 17.39 3.0 3.2
C7552 39226.30 | 1.71% 1.57% 23.8 4.0 2.8
DALU 20488.84 | 2.79% 3.46% 13.2 2.6 2.6
110 50613.84 | 2.11% 2.05% 15.6 2.6 29.0
S38417 | 129313.20| 2.01% 2.05% 180.8 22.2 17.2
S38584 | 174232.80| 2.51% 2.27% 157.8 20.6 46.0

| Average | 77689 | 370% | 2.87% | 308 | 83 | 715 |

of all the benchmarks.Theseresultsindicatethatthe longerthe rewiring programruns,
the betterthe reductionwill be. However, mostimprovementoccurswith smallnumber
of inputsandcanbe achiezed quickly. In addition,recentfollow-up work by Chaiet al.
[27] shovedhow to simplify thegraphsthatrepresentogic functionsin orderto speedup
symmetrydetection.Theirtechniquesanmake our symmetrydetectorun fasterandthus
furtherimprove therewiring quality giventhe sameamountof time.

We alsoappliedour rewiring techniquego the OpenCoresuite[131]in the IWLS'05
benchmarkg138], and we performedrouting to measurethe wirelengthreductionfor
routedwires. The resultsshow that our pre-routingoptimizationstransforminto post-
routingwirelengthreductioneffectively. Furthermorewe obsenre thatvia countscanalso
be reducedoy our optimizations.Theseresultsshav thatour rewiring techniquesreef-
fectivein reducingwirelengthandnumberof vias,andthey canbothreducemanugcturing

defectsandimprove yield. Reducingvia countis especiallyymportantin deepsubmicron
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Table7.4: Theimpactof rewiring beforeandafterdetailedplacement.

Benchmark| Wirelengthreduction Runtime(seconds)
Before After Before After
detailed | detailed | detailed | detailed
placement| placement placement placement

ALU2 3.49% 3.21% 3.4 3.6
ALU4 9.38% 9.02% 27.2 27.2
BO2 8.29% 8.29% 0.2 0.2
B10 4.78% 5.04% 0.8 1.0
B17 3.00% 2.92% 199.6 206.2
C5315 1.71% 1.76% 3.6 3.2
C7552 1.82% 1.71% 2.6 2.8
DALU 2.90% 2.19% 2.8 2.6
110 2.05% 2.11% 29.2 29.0
S38417 2.04% 2.01% 18.0 17.2
S38584 2.50% 2.51% 46.2 46.0
| Average | 3.82% | 370% | 303 | 308 |

erabecauseias area major causeof manufcturingfaults. Detailedresultsarereported

in [33].

7.5 Summary

In this chapterwe presentech new symmetry-detectiomethodologyand appliedit

to post-placementewiring. Comparedwith other symmetry-detectiontechniquesour

Table7.5: Theimpactof the numberof inputsallowedin symmetrydetectionon perfor
manceandruntime.

Numberof Runtime | Wirelength
inputsallowed | (seconds) reduction

2 2.90 1.06%

4 4.30 2.58%

6 7.07 3.12%

8 14.98 3.50%

10 28.03 3.63%

12 41.34 3.72%

14 59.85 3.66%

16 82.30 3.68%
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methodidenti es more symmetries,including multi-variable permutationaland phase-
shift symmetriedor bothinputsandoutputs.Thisis importantin circuit rewiring because
moredetectedsymmetriecreatemorerewiring opportunities.

Our experimentakesultson commoncircuit benchmarkshaow thatthe wirelengthre-
ductionis comparableandorthogonato the reductionprovided by detailedplacement—
the reductionachiezed by our methodperformedbeforeand after detailedplacemenis
similar. This shavsthatour rewiring methodis very effective, andit shouldbe performed
afterdetailedplacementor thebestresults.Whenapplied we obsene anaverageof 3.7%
wirelengthreductionfor the experimentabenchmark&valauted.

In summarytherewiring techniquewe presentedhasthefollowing advantages(1) it
doesnot alter the placemenbf ary standardcells, thereforeno cell overlapsare created
andimprovementgrom changesanbeevaluatedeliably; (2) it canbeappliedto avariety
of existing design o ws; (3) it canoptimize a broadvariety of objectves,suchasdelay
andpower, aslong asthey canbe evaluatedincrementally;and(4) it caneasilyadaptto
other symmetrydetectors suchasthe detectorsproposedoy Chaiet al. [26, 27]. On
the otherhand,our techniquehassomelimitations: (1) its performancedependson the
speci ¢ designbeingoptimizedandthereis no guarante®f wirelengthreduction;and(2)
theimprovementtendsto decreasavith largerdesignssimilarto whathasbeenobsened

from detailedplacement.
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CHAPTER VIII

Bug Trace Minimization

Finding the causeof a bug canbe one of the mosttime-consumingactuities in de-
signveri cation. Thisis particularlytruein the caseof bugsdiscoveredin the context of
a randomsimulation-basednethodologywherebug traces,or countergamples,may be
several hundredthousandcycleslong. In this chapterwe describeButramin,a bug trace
minimizer. Butramin considersa bug traceproducedoy a randomsimulatoror a semi-
formal veri cation softwareandproducesanequvalenttraceof shortedength. Butramin
appliesa rangeof minimizationtechniquesdeploying both simulation-basedndformal
methodswith the objective of producinghighly reducedracesthatstill exposethe orig-
inal bug. We evaluatedButraminon a rangeof designsjncluding the publicly available
picoJara microprocessorandbug tracesup to onemillion cycleslong. Our experiments
shaw thatin mostcaseButraminis ableto reducetraceso a smallfractionof theirinitial
sizes,in termsof cycle length and signalsinvolved. The minimizedtracescan greatly

facilitatebug analysis.In addition,they canalsobe usedto reduceregressiorruntime.

98



8.1 Background and Previous Work

Researclon minimizing propertycounter&amplesor, moregenerally bug traceshas
beenpursuedothin the contet of hardwareandsoftwareveri cation. Beforediscussing

thesetechniqueswe rst give somepreliminarybackground.

8.1.1 Anatomy of a Bug Trace

A bug stateis an undesirablestatethat exposesa bug in the design. Dependingon
the natureof the bug, it canbe exposedby a uniquestate(a speci ¢ bug con guration)
or ary oneof several statega generalbug con guration), asshovn in Figure8.1. In the

gure, supposehatthe x-axis representenestatemachinecalledFSM-X andthey-axis
representg&nothermachinecalled FSM-Y. If a bug occursonly whena speci ¢ statein
FSM-X anda speci c statein FSM-Y appearsimultaneouslythenthe bug con guration
will be a very speci c single point. On the otherhand,if the bug is only relatedto a
speci ¢ statein FSM-X but it is independenbf FSM-Y, thenthe bug con guration will

be all stateson the verticalline intersectinghe onestatein FSM-X. In this case the bug

con gurationis very broad.

FSM-Y

specific

general

FSM-X

Figure8.1: An illustration of two typesof bugs, basedon whetherone or mary states
exposea givenbug. The x-axisrepresent$SM-X andthe y-axis represents
FSM-Y. A speci ¢ bug con guration containsonly onestate,while a general
bug con guration containsmary states.
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Givenasequentiatircuit andaninitial state,abugtraceis asequencef testvectors
thatexposesa bug, i.e., causeghe circuit to assumeoneof the bug states.The lengthof
thetraceis thenumberof cyclesfrom theinitial stateto thebug state andaninputeventis
achangeof aninputsignalataspeci c clock cycle of thetrace.Oneinputeventis consid-
eredto affect only a singleinput bit. An inputvariable assignmenis a valueassignment
to aninput signalat a speci c cycle. Theterminput variable assignments usedin the
literaturewhentracesare modeledas sequencesf symbolicvariableassignmentat the
designsinputs. The numberof input variableassignments atraceis the productof the
numberof cyclesandthe numberof inputs. A cheder signalis a signalusedto detecta
violation of a property In otherwords,if the signalchangego a speci c value,thenthe
propertymonitoredby the checler is violated,anda bug is found. The objectve of bug
traceminimizationis to reducethenumberof input eventsandcyclesin atrace,while still

detectingthe checler violation.

Example 3 Considera circuit with threeinputsa, b andc, initially setto zelo. Suppose
that a bug traceis available whee a and c are assignedo 1 at cyclel. Atcycle2, c
is changed to 0 andit is changed badk to 1 at cycle 3, after which a cheder detectsa
violation. In this situationwe countfour input events twelveinput variable assignments,

andthreecyclesfor our bugtrace Theexampletraceis illustratedin Figure 8.2.

Anotherview of abug traceis a pathin the statespacefrom theinitial stateto thebug
state,asshaovn in Figure8.3. By constructionformal methodscanoften nd theminimal
length bug traceas shavn in the dottedline. Thereforewe focus our minimizationon

semi-formaland constrained-randortracesonly. However, if Butraminis appliedto a
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Figure8.2: A bug traceexample. The boxesrepreseninput variableassignmentso the
circuit ateachcycle, shadedoxesrepreseninput events.This tracehasthree
cycles,four input eventsandtwelve input variableassignments.

traceobtainedwith a formal technique,jt may still be possibleto reducethe numberof

inputeventsandvariableassignments.

(O Initial state

Bug state
—> Bug trace

Minimal
bug trace

State space

Figure8.3: Anotherview of a bug trace. Threebug statesare shavn. Formal methods
often nd the minimal lengthbug trace,while semi-formaland constrained-
randomtechnique®ftengeneratdéongertraces.

8.1.2 Known Techniquesin Hardware Veri cation

Traditionally, a counter@amplegeneratedy BMC reportsthe input variableassign-
mentsfor eachclock cycle andfor eachinput of the design.However, it is possible,and
commonthatonly aportionof theseassignmentarerequiredto falsify the property Sev-
eraltechniqueshatattempto minimizethetracecompleity have beenrecentlyproposed,
for instanceRavi etal. [98]. To this endthey proposetwo techniquesbrute-forcelifting
(BFL), which attemptsto eliminateone variableassignmenat a time, andanimproved

variantthat eliminatesvariablesin sucha way so asto highlight the primary eventsthat
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ledto the propertyfalsi cation. The basicideaof BFL is to considerthe freevariablesof
thebugtrace thatis, all inputvariableassignments every cycle. For eachfreevariablev,
BFL constructsa SAT instanceSAT(v), to determindf v canpreventthe countergample.
If thatis not the case thenv is irrelevantto the counter&@ampleandcanbe eliminated.
Becausehis technigueminimizesBMC-derived traces,jts focusis only on reducingthe
numberof assignmentso the circuit's input signals. Moreover, eachsingle assignment
eliminationrequiressolvingadistinct SAT problem,which maybe computationallydif -
cult. More recentwork in [103] furtherimprovesthe performanceof BFL by attempting
theeliminationof setsof variablessimultaneouslyOur techniquéor removing individual
variableassignmentss similarto BFL asit seekd4o remove anassignmenby evaluatinga
traceobtainedwith the oppositeassignmentHowever, we apply this techniqueto longer
tracesobtainedwith semi-formalmethodsandwe performtestingvia resimulation.

Anothertechniqueappliedto modelcheckingsolutionsis by Gastinet al. [55]. Here
the countergampleis corvertedto a Buichi automatonanda depth- rst searchalgorithm
isusedto nd aminimal bugtrace.Minimization of countergampless alsoaddresseth
[66], wherethe distinctionbetweencontrolanddatasignalsis exploitedin attemptingto
eliminatedatasignals rst from thecountergample.

All of thesetechniquegocuson reducingthe numberof input variableassignmentso
disprove the property Becausedhe counter@ampleis obtainedthrougha formal model
checler, the numberof cyclesin the bug traceis minimal by construction Butramin's ap-
proachconsidersa moregenerakontext wherebug tracescanbe generatedby simulation

or semi-formalveri cation software, attackingmuchmore complex designsthanBMC-
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basedechniquesTherefore(1) tracesarein generabrdersof magnituddongerthanthe
onesgeneratedy BMC; and(2) thereis muchpotentialfor reducingthetracein termsof
numberof clock cycles,asour experimentakesultsindicate. On the downside the useof
simulation-basedechniquesioesnot guaranteehat the resultsobtainedare of minimal
length.As theexperimentalesultsin Section8.5indicate,however, our heuristicprovide
in practiceoptimalresultsfor mostbenchmarks.

Aside from minimization of bug tracesgeneratedising formal methodstechniques
thatgeneratdraceshy randomsimulationhave alsobeenexploredin the context of hard-
wareveri cation. Onesuchtechniques by Chenetal. [43] andproceedsn two phases.
The rst phaseidenti es all the distinct statesof the counter@ampletrace. The second
phaserepresentshe traceasa stategraph: it appliesone stepof forward statetraversal
[48] to eachof theindividual statesandaddstransitionedgedo thegraphbasednit. Di-
jkstra's shortespathalgorithmis appliedto the nal graphobtained.Thisapproachyhile
very effective in minimizing the tracelength (the numberof clock cyclesin the trace),
(1) doesnot considereliminationof input variableassignmentsand(2) makesheary use
of formal state-traersaltechniqueswhich arenotoriouslyexpensve computationallyand
canusuallybe appliedonly to small-sizedesignsasindicatedalso by the experimental

resultsin [43].

8.1.3 Techniquesin Software Veri cation

The problemof traceminimizationhasbeena focusof researchalsoin the software
veri cation domain.Softwarebug tracesarecharacterizedy involving a very large num-

ber of variablesandvery long sequencesf instructions. The deltadeluggingalgorithm
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[58] is fairly popularin the softwareworld. It simpli es a comple softwaretraceby ex-
tractingthe portion of the tracethatis relevantto exposingthe bug. Their approachis
basedexclusively on resimulation-baseédxplorationandit attacksthe problemby parti-
tioning thetrace(which in this caseis a sequencef instructions)andcheckingif any of
the componentganstill exposethe bug. The algorithmwasableto greatlyreducebug
tracesin Mozilla, a popularwebbrowser A recentcontritution thatdravs uponcounter-
examplesfound by modelcheckingis by Groceet al. [57]. Their solutionfocuseson
minimizing a tracewith respecto the primitive constructsavailablein the languagaused
to describethe hardware or software systemandon trying to highlight the causef the
errorin thecountergample,soasto produceasimpli ed tracethatis moreunderstandable

by a softwaredesigner

8.2 Analysisof Bug Traces

In this section,we analyzethe characteristic®f bug tracesgeneratedising random
simulation,pointingoutthe originsof redundang in thesetracesandproposehow redun-
dangy canberemoved. In generalredundang exists becausesomeportionsof the bug
tracemay be unrelatedto the bug, theremay be loops or shortcutsin the bug trace,or
theremay be analternatve andshorterpathto the bug. Two examplesaregivenbelow to

illustratetheidea,while the following subsectiongrovide a detailedanalysis.

Example4 Intel's r st-gene@tion Pentiumprocessoincludeda bugin the oating-point
unit which affectedthe FDIV instruction. Thisbug occurredwhenFDIV wasusedwith a
speci c setof operands.If there hadbeena cheder testingfor thecorrectnes®fthe FDIV

opemtionduringthesimulation-basederi cation of theprocessarit is veryprobablethat
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a bugtraceexposingthis problemmaybe manycyclesdong. However, onlya smallportion
of therandomprogramwouldhavebeenusefulto exposethe FDIV bug, whilethemajority
of otherinstructionscan be eliminated. Theredundancyof the bug tracecomesromthe
cyclesspenttestingother portions of the design,which are unrelatedto the awed unit

andcanthusberemaed.

Example5 Supposedhat the designundertestis a FIFO unit, and a bug occurs every
timethe FIFO is full. Alsoassumehat there is a pseudo-andombug trace containing
both readandwrite opemationsuntil thetracereadesthe “FIFO full” state Obviously
cyclesthatreaddatafromthe FIFO canberemoedbecausehey createstatetransitions

that bring thetraceawayfromthe bug con guration insteadof closerto it.
8.2.1 Making TracesShorter
In generala tracecanbe madeshorterif arny of the following situationsarise: (a) it

containdoops;(b) therearealternatve paths(shortcutspetweernwo designstatespr (c)

thereis anotherstatewhich exposeghe samebug andcanbereachedkarlier

State space

Figure8.4: A bug tracemay containsequentialoops,which canbe eliminatedto obtain
anequvalentbut morecompactrace.

The rst situationis depictedschematicallyin Figure 8.4. In randomsimulation,a
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statemay be visited morethanonce,andsuchrepetitve stateswill form loopsin the bug

trace.ldentifying suchloopsandremoving themcanreducethe lengthof thebug trace.

State space

Figure8.5: Arrow 1 shavsashortcutbetweertwo statesonthebugtrace.Arrows marked
“2” show pathsto easiefto-reachbug statesn thesamebug con guration(that
violatesthe sameproperty).

In thesecondcasetheremaybea shortcutbetweenwo statesasindicatedby arrow 1
in Figure8.5,whichmeansanalternatve pathmayexist from a stateto anotheistateusing
fewer cycles. Suchsituationsmay arisein randomtracesfrequentlybecauseonstrained-
randomsimulationoften selectstransitionsarbitrarily andit is possiblethatlongerpaths
aregeneratedn placeof shorterones.

Thethird conditionoccurswhenmultiple designstatesexist thatexposethe samebug,
andsomeof themcanbe reachedn fewer stepscomparedo the original one,asshowvn
by arrovs marked“2” in Figure8.5. If a pathto thosestatescanbefound, it is possibleto
replacetheoriginal one.

A heuristicapproactthatcanbe easilydevisedto searchfor alternatve shortertraces
is basedn generatingerturbation®n agiventrace.A bugtracecanbeperturbedocally
or globallyto nd shortcutsor a pathto analternatve bug state.In alocal perturbation
cyclesor input eventsareaddedor removedfrom anoriginal trace. As mentionedprevi-

ously, randomsimulationselectsstatetransitionsin a pseudo-randonfashion. By local
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perturbation alternatve transitionscan be explored and shorterpathsto a tracestateor
to anotherstateexposingthe bug may be found. In a global perturbation a completely
new traceis generatedandthetracecanbe usedto replacetheoriginal oneif it is shorter
Onereasonwhy perturbatiorhasthe potentialto work effectively onrandomtracess that
a pseudo-randorsearchtendsto do a large amountof local exploration,comparedo a
formal tracethat progresseslirectly to a bug. Becauseof this, opportunitiesof shortcuts

within atraceabound.

8.2.2 Making TracesSimpler

After all redundantyclesareremoved, mary inputeventsmaystill beleft. For exam-
ple, if acircuit has100inputsanda bug traceis 100 cycleslong, thereare 10,000input
variableassignments thetrace.However, notall assignmentarerelevantto exposethe
bug. Moreover, redundaneventsincreasehe compleity of interpretingthe tracein the
deluggingphase.Thereforet is importantto identify andremove suchredundang.

We ernvision two ways of simplifying the input assignmentg a trace: by removing
inputeventsandby eliminatingassignmentthatarenotessentiato reachour goal. In this
latterapproachinputassignmentsanbe markedasessentiabr not, basedntheirimpact
in exposingthebug. By removing nonessentiahputvariableassignmentsheanalysisof
the bug traceduringdehuggingcanbe mademuchsimpler For example,atracewith two

input eventswill bemucheasierto analyzethanatracewith 10,000input events.
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8.3 ProposedTechniques

Basedon our analysis,we proposesereral techniquego minimize a bug trace. In
this sectionwe rst provide an overview of thesetechniquesandthenwe discusseach

techniquen detalil.

1. Single-cycleeliminationshortensa bug traceby resimulatinga variantof the trace
whichincludesfewer simulationcycles.

2. Alternative path to bug is exploited by detectingwhen changesnmadeon a trace
produceanalternatve, shorterpathto the bug.

3. Stateskipidenti es all the uniquestatecon gurationsin atrace. If the samestate
occursmorethanonce,it indicatesthe presencef a loop betweenwo statesand
thetracecanbereduced.

4. BMC-basede nementattemptso furtherreducethe tracelengthby searchindo-

cally for shorterpathsbetweerntwo tracestates.

In addition,we proposehefollowing techniquego simplify traces:

1. Input-event elimination attemptsto eliminate input events, by resimulatingtrace
variantswhichinvolve fewer inputevents.

2. Essentialvariableidenti cation usesthree-waluesimulationto distinguishessential
variableassignmentgom nonessentiabnes,andmarksthe nonessentialwith “X”.

3. Indirectly, all cycle removal techniquesnay alsoremove redundantnput events.

A bug trace can be perturbedby either addingor removing cycles or input events.

However, trying all possibilitiesis unfeasible. Sincethe purposeof minimizationis to
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reducethe numberof cyclesandinput events,we only useremoval in the hopeto nd
shorterandsimplertraces.Our techniquesareappliedin the following order: Butramin
rst triesto shortena traceby remaoving certainclock cyclesand simulatingsuchtrace
variants,afterwhich it tries to reducethe numberof input events. While analyzingeach
perturbedrace,the two techniquesf alternatve pathto bug and stateskip monitor for
loopsandshorterpaths.Oncetheseechniquesun out of steamButraminappliesaseries
of BMC re nements.TheBMC searchs localizedsothatwe nevergenerateomplex SAT
instancedor SAT solving, which could becomethe bottleneckof Butramin. If our SAT
solver timesout on someBMC instancesye simply ignoresuchinstancesandpotential

tracereductionssincewe do not necessarilyaim for theshortestraces.

8.3.1 Single-CycleElimination

Single-g/cle eliminationis anaggressie but ef cient way to reducethelengthandthe
numberof input eventsin a bug trace. It tentatvely removesa whole cycle from the bug
traceandcheckdf thebugis still exposedoy the new tracethroughresimulationjn which
casethe new shortertracereplacegshe old one. This procedures appliediteratively on
eachcycle in thetrace,startingfrom cycle 1 andprogressindgo the endof thetrace. The
reasornwe startfrom the rst simulationcycleis thatperturbingearly stagesf atracehas
a betterchanceo explore statedar away from the original trace. The latera removal the

lessthe opportunityto visit statedar away from the original trace.

Example 6 Considerthetraceof Example3. During the r st step,single-cycleslimina-
tion attemptgo remavecyclel. If the new tracestill exposeghebug, weobtaina shorter

bug tracewhich is only two cycleslong and hastwo input events,as shownin Figure 8.6.
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Notethatit is possiblethat somenput eventsbecomeedundanbecausef cycleelimina-
tion, asit is the casein this examplefor the eventon signalc at cycle2. Thisis because
the previoustransitionon ¢ wasat cycle 1, which hasnow beenremaored. After events
which havebecomeaedundantare eliminated,single-cycleeliminationcanbe appliedto

cycle2 and3, iteratively.

Figure8.6: Single-g/cle eliminationattemptsto remove individual tracecycles, generat-
ing reducedraceswhich still exposethe bug. This exampleshavs areduced
tracewherecycle 1 hasbeenremoved.

To reduceButramin'sruntime,we extendsingle-g/cle eliminationto work with several
cyclesat once. Whenthreeconsecutie cyclesare eliminatedone by one, Butraminwill
try to eliminatepairsof consecutie cycles.If thatsucceedghenext attemptwill consider
twice asmary cycles. If it fails, the numberof cyclesconsideredat oncewill be halved.
This adaptivecycle elimination techniquecan dynamicallyextendits “window size” to
quickly eliminatelarge sequencesf cycleswhenthisis lik ely, but will roll backto single-
cycleremoval otherwise.

Note that,whendependengexists betweerblocksof cycles,removing a singlecycle
at a time may invalidatethe bug trace. For example,removing ary cycle within a PCI-
X transactiorwill almostalwayscorruptthe transactionrenderingthe bug traceuseless.
This problemcanbe addressedby removing whole transactionsnsteadof cycles. With

someextra inputsfrom the userto help identify transactiorboundariesButramincanbe
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easilyadaptedo handletransaction-baselaces.

8.3.2 Input-Event Elimination

Input-event eliminationis the basictechniqueto remove input eventsfrom a trace.
It tentatvely generates varianttracewhereoneinput eventis replacedoy the comple-
mentaryvalueassignmentlf the varianttracestill exposesthe bug, the input eventcan
be removed. In addition, the eventimmediatelyfollowing on the samesignalbecomes

redundanandcanberemoredaswell.

Example 7 Consideronceagain the traceof Example3. Theresultafter eliminationof
input eventc at cycle 1 is shownin Figure 8.7. Notethat the input eventon signal c at

cycle2 becomesedundantandit is alsoeliminated.

Figure8.7: Input-event elimination removes pairs of events. In the example,the input
eventsonsignalc atcycle 1 and2 areremoved.

8.3.3 Alter native Path to Bug

An alternatve pathto bug occurswhena varianttracereaches statethatis different
from the nal stateof the trace,but it alsoexposesthe samebug. The alternatve state
mustobviously bereachedn fewer simulationstepsthanin the original trace. As shavn
in Figure 8.8, if states;,, reachedat time t, by the varianttrace(shovn at the bottom)

exposeghebug, thenew varianttracereplacegheoriginal one.
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Figure8.8: Alternative pathto bug: the varianttraceat the bottomhits the bug at stept».
Thenew tracereplaceghe old one,andsimulationis stopped.

=
| —
]
15"

8.3.4 State Skip

Thestateskipruleis usefulwhentwo identicalstatesxistin abugtrace.Thishappens
whenthereis a sequentialoop in thetraceor when,during the simulationof a tentatve
varianttrace, an alternatve (and shorter)path to a statein the original traceis found.
Considerthe exampleshavn in Figure8.9: if statessj, ands, areidentical,thena new,
more compacttrace can be generatedy appendingthe portion from stepts and on of
the original trace,to the pre x extractedfrom the varianttraceup to andincluding step
t>. Thistechniquedenti es all reoccurringstatesn atraceandremovescyclesbetween
them, guaranteeinghat all the statesin the nal minimizedtraceareunique. Statesare

hashedor fastlook-upsothatstateskip doesnotbecomea bottleneckin execution.

i s, S, S, Si,
=]~
- H U,

g, s .=
> State skip
i i Removed
| i simulation steps

£1 t; ty t, ts
Figure8.9: Stateskip: if states;j, = §,, cyclests andt4 canberemoved,obtaininga newv
tracewhichincludesthesequencé... s;;, Sj,, S, -.."-
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8.3.5 EssentialVariable Identi cation

We found that, after applying our minimization techniquesbug tracesare usually
muchshorter However, mary input variableassignmentsnay still be part of the trace,
andtheir relevancein exposingthe bug may vary — somemay be essentialwhile others
arenot. Butraminincludesan“X-mode” featurefor Itering outirrelevantinputvariable
assignmentsyhereinput variableassignmentareclassi ed asessentiabr not, basedon
a 3-value (0/1/X) simulationanalysis. To implementthis technique two bits are usedto
encodeesachsignalvalue,andeachinput assignmenéat eachcycle is assignedn turn the
value X: if the X input propagateso the checler's outputandan X is sampledon the
checler's outputsignal,thenthe input is marked essentialandthe original input assign-
mentis kept. Otherwise,the input assignments deemedrrelevant for the purposeof
exposingthe bug. The setof input assignmentshat are marked irrelevant contrikbute to
simplify the deluggingactuity, sincea veri cation engineerdoesnot needto take them
into considerationvhenstudyingthe causeof the systemsincorrectbehaior. We present
experimentalresultsindicatingthatthis analysisis capableof providing substantiakim-
pli cations to the signalsinvolvedin analreadyreducedoug trace.

Note, nally, that our simpli cation technique,which relies on 3-value simulation,
is over-conserative, agging irrelevantinput assignmentasessential.Considey for in-
stancethe simulationof a multiplexerwherewe propagate@n X valueto theselectinput
anda 1 valueto both datainputs. A 3-valuedlogic simulatorwould generateX at the
outputof the simulator;however, for our purposesthe correctvalueshouldhave beenl,

sincewe considerX to mean“don't-care”. If moreaccurag is desiredfor this analysisa
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hybrid logic/symbolicsimulatorcanbe usedinstead 70, 117].

Alternatively, essentialzariableidenti cation could be performedusinga BMC-based
techniquewith a pseudo-BooleaBAT solver, for instancd51, 144]. Suchsolverssatisfy
a given SAT formulawith the smallestpossiblenumberof assignedvariables(maximal
numberof don't-cares).Aside from thesesolvers,evenmainstreanBooleanSAT solvers
canbespecializedo dothis, assuggestedh [98]. Sinceassignments the SAT solution
correspondo inputvariableassignments thebug trace thoseinputvariableassignments
areobviously essential.Essentialvariableidenti cation naturallyfollows by markingall
otherinput variableassignmentsasirrelevant. A similarideahasbeendeployed alsoby
Lu etal. [82] to nd athree-waluedsolutionwhich minimizesthe numberof assignments

to statevariables.

8.3.6 BMC-BasedRe nement

This techniquecanbe usedafter simulation-basedinimizationto furtherreducethe
lengthof abugtrace.Becausef stateskip, afterapplyingsimulation-basedinimization,
notwo statesn atracewill bethesame However, shortempathsbetweerary pair of states
may still exist. We proposehereanapproactbasedon modelcheckingto nd suchpaths.

Thealgorithm,alsooutlinedin Figure8.10,considerswo statessays; ands;j, whicharek

1 Selecttwo statess ands;, k cyclesapart;

2 forl=1tok 1do

3 C =circuitunrolledl times;

4 TransformC into aBooleanformulaCNF;
5 I=CNF;" CNFs " CNFs;;

6 if (I is satis able)

7 return(shortcuts ! s;, | steps);

Figure8.10: BMC-basedshortcutdetectionalgorithm.
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cyclesapartin thetraceandattemptdo nd the shortespathconnectinghem. This path
canthenbefoundby unrolling thecircuitfrom 1tok 1times,assertings ands; asthe
initial and nal statesandattemptingo satisfythe correspondingooleanformula. If we
referto the CNFformulaof theunrolledcircuitasCNF, thenCNF.* CNFg » CNFsj isthe
Booleanformulato besatis ed. If aSAT solvercan nd asolution,thenwe haveashortcut
connectings to sj. Notethatthe SAT instancegieneratedby our algorithmaresimpli ed

by thefactthatCNFs andCNFg; areequialentto a partial satisfyingassignmentor the

instance An exampleis givenin Figure8.11.

) S5 S Ss
—>—>—> —>-->

éhortcﬁt

Sshqrtcut

Figure8.11:BMC-basedre nement nds a shortcutbetweenstatesS; and S, reducing
the overalltracelengthby onecycle.

Thealgorithmdescribedn Figure8.10is appliediteratively on eachpair of stateghat
arek stepsapartin the bug trace,andusingvarying valuesfor k from 2 to m, wherem s
selectedexperimentallysothatthe SAT instancecanbe solved ef ciently . We thenbuild
an explicit directedgraphusingthe shortcutsfound by the BMC-basedre nementand
constructthe nal shorterpathfrom theinitial stateto the bug state. Figure 8.12 shows
anexampleof suchgraph.Eachvertex in thegraphrepresenta statein the startingtrace,
edgedetweernverticesrepresenthe existenceof a pathbetweerthe correspondingtates,

andthe edges weightis the numberof cyclesneededo go from the sourcestateto the
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sink. Initially, thereis an edgebetweeneachtwo consecutie vertices,and the weight
labelsare 1. Edgesare addedbetweenverticeswhen shortcutsare found betweenthe
correspondingtatesandthey arelabeledwith the numberof cyclesusedin the shortcut.
A single-sourceshortestpath algorithmfor directedacgyclic graphsis thenusedto nd
a shorterpathfrom the initial to the bug state. While someof the shortcutsdiscovered
by BMC may be incompatiblebecausef the partial constraintsn CNFs andCNFs;, the
algorithmwe describeselectsan optimal setof compatibleshortcutswithin the selected
window sizem.

Although simulation-basedechniquesare effective, they are heuristicin natureand
may miss local optimizationopportunities. BMC-basedre nement hasthe potentialto

improve on local optimizationsby performingshort-rangeptimalcycle elimination.

T>D>0>0>@
=1 7

Figure8.12: A shortest-pathlgorithmis usedto nd theshortessequencé&om theinitial
stateto the bug state. The edgesarelabeledby the numberof cyclesneeded
to go from the sourcevertex to the sink. The shortestpathfrom stateO to
stated in the gure uses2 cycles.

8.4 Implementation Insights

We built a prototypeimplementatiorof the techniqueslescribedn the previous sec-
tion to evaluateButramin's performancendtracereductioncapabilityon arangeof digital
designs.Our implementatiorstrivesto simplify a traceas muchaspossible while pro-
viding goodperformancetthe sametime. This sectiondiscussesomeof theinsightswe

gainedwhile constructinga Butramin's prototype.
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8.4.1 SystemAr chitecture

Thearchitectureof Butraminconsistsof threeprimary componentsa driver program,
commerciallogic simulationsoftware,anda SAT solver. The driver programis respon-
sible for (1) readingthe bug trace, (2) interfacingto the simulationtool and SAT solver
for the evaluationof the compressedarianttraces,and(3) nding simpli cations intro-
ducedin theprevioussections.Thelogic simulationsoftwareis responsibldor simulating
testvectorsfrom thedriver program notifying the systemif thetracereacheshebugun-
derstudy andcommunicatingoackto the driver eachvisited stateduring the simulation.
BMC-basedninimizationwasimplementedisingMiniSat [51] thatanalyzeghe SAT in-
stancegeneratedby convertingtheunrolledcircuitsto CNF form usinga CNF generatar

The systemarchitectures shavn in Figure8.13.

Figure8.13: Butraminsystemarchitecture.

8.4.2 Algorithmic Analysis and Performance Optimizations

In theworstcasescenariothecompleity of oursimulation-basetechniquess quadratic

in thelengthof thetraceunderevaluation,andlinearin the sizeof the primaryinput sig-
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nalsof the design.In fact, consideran m-cycle long bug tracedriving an n-input design.
Theworstcasecomplexity for our cycle-eliminationtechniquds O(m?), wherethe oneof
the input-eventeliminationtechniqueis O(n  m?). All the othersimulation-basedech-
niqueshave simplercompleity or areindependenbf the size of the traceor design.In
orderto improvetheruntimeof Butramin,we developedanextraoptimizationasdescribed
belon. Experimentaresultsshav thatthe worst casesituationdid not occurdueto our
optimization,adaptve cycle eliminationandthe natureof practicalbenchmarks.

The optimizationfocuseson identifying all multiple occurrence®f a statesothatwe
canidentify whenthe simulationof a varianttracefalls into the original trace,andthen
we canavoid simulatingthelastportionof the variant. To achieve this, we hashall states
visited by a trace and tag them with the clock cycle in which they occur During the
simulationof varianttraceswe notedthat, in somespecialconditions,we canimprove
the performanceof Butramin by reducingthe simulationrequired: after the time when
the original andthe varianttracesdiffer, if a variantstatematchesa statein the original
tracetaggedby the sameclock cycle, thenwe canterminatethe variantsimulationand
still guarantedahat the varianttracewill hit the bug. In otherwords, simulationcanbe
terminatedearly becausehe result of applyingthe sametestvectorsafter the matched
statewill not change. We call this an early exit. As illustratedin Figure 8.14, early
exit pointsallow the simulationto terminateimmediately Often simulationscanalsobe
terminatedearly by stateskip optimizationbecauséhe destinationstateis alreadyin the
tracedatabaseExperimentatesultsshowv thatthis optimizationis crucialto theef ciency

of simulation-basedhinimizationtechniques.

118



@D

| SRS T

=
| —

A
=

- -

ti1 t2 t3 t4 tS

Figure8.14:Early exit. If the currentstates;, matchesa states;, from the original trace,
we canguaranteehatthe bug will eventuallybe hit. Therefore,simulation
canbeterminatecdearlier

8.4.3 UseModel

To run Butramin,the usermustsupplyfour inputs: (1) thedesignundertest,(2) a bug
trace,(3) the propertythatwasfalsi ed by thetrace,and(4) anoptionalsetof constraints
onthedesignsinputsignals.TracesarerepresentedsValueChangedDump(VCD) les, a
commoncompactformatthatincludesall top-level input events.Similarly, the minimized
bug tracesareoutputasVCD les.

Remuwing input eventsfrom the bug trace during trace minimization may generate
illegal input sequenceswhich in turn could erroneouslyfalsify a propertyor make the
traceuselessFor example,removing thereseteventfrom a bug tracemayleadthe design
into anerroneoustate generatinga spurioustracewhich doesnotre ect a possiblelegal
activity of the designunderveri cation, evenif the simulationof suchtracedoesexpose
the original design aw. Consequentlywhentestingsub-componentsf a designwith
constrainednputs,it becomesecessaryo validatetheinput sequencegeneratediuring
traceminimization. Thereareseveralwaysto achieve this goal. Onetechniquds to mark
requirednputssothatButramindoesnotattempto removethecorrespondingventsfrom

the trace. This approachs a viable solutionto handle,for instance resetandthe clock
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signals.For complex setsof constraintsijt is possibleto converttheminto anequvalent
circuit block connectedo theoriginaldesign suchasthetechniqueslescribedn thework
by Yuanetal. [123]. Thisextracircuit blocktakesrandominputassignmentandcorverts
theminto asetof legalassignmente/hich satisfyall therequiredenvironmentconstraints.
We deployed the former approachor simple situations,andwe adaptedhe latter to the
contet of our solutionfor benchmarksvith more complex ervironments. Speci cally,
sinceButramin startsalreadywith a valid input tracewhich it attemptsto simplify, we
wrote our constraintsasa setof monitorswhich obsene eachinput sequencéo the de-
sign. If the monitors ag anillegal transitionduring simulation, the entire “candidate
trace” is deemednvalid andremoved from consideration.For BMC-basedre nement,
theseervironmentalconstraintsare synthesizedndincludedasadditionalconstraintdo
the probleminstance. Note, however, that this limits BMC-basedtechniquego be ap-
plied to designswhoseernvironmentalconstraintsare synthesizable On the otherhand,
this requirements lifted for the simulation-basedinimizationtechniquesFromour ex-
perimentakesults,we obsene thatmostminimizationis contritutedby simulation-based
techniqueswhich renderghis requiremenbptionalfor mostpracticalbenchmarks.

We alsodevelopedan alternatve usemodelto apply Butraminto reducingregression
runtime. In this context, the approachis slightly differentsincethe goalnow is to obtain
shortertracesthat achiere the samefunctional coverageastheir longer counterpart. To
supportthis, coveragepointsare encodedy properties:eachof themis “violated” only
whenthe correspondingpointis coveredby thetrace.Butramincanthenbe con guredto

generatéracesthatviolateall of the propertiessothatthe samecoverages maintained.
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8.5 Experimental Results

We evaluatedButraminby minimizing tracesgeneratedby arangeof commercialver-
i cation tools: a constrained-randorsimulator semi-formalveri cation software, and
againa semi-formaltool wherewe speci ed to useextra effort in generatingcompact
traces We considerecdhinebenchmarklesigngrom OpenCore¢FPU),ISCAS89(S15850,
S38584)]TC99 (B15), IWLS2005(VGALCD), picoJaa (picoJaa, ICU), aswell astwo
internallydevelopedbenchmark§MULT, DES),whosecharacteristicarereportedn Ta-
ble8.1. We developedassertionso befalsi ed whennotalreadyavailablewith thedesign,
andwe insertedbugsin the designthat falsify the assertions.Table 8.2 describesasser
tionsandbugsinserted.For ICU andpicoJaa, no bugswereinjectedbut the constraints
for randomsimulationwere relaxed. The checler for VGALCD is a correctduplicate
of the original design(which we modi ed to containonedesignerror), hencethe circuit
sizewe workedwith is twice asthe onereportedin Table8.1. Finally, experimentsvere

conductedn a SunBlade1500(1 GHz UltraSFRARC 1lli) workstationrunningSolaris9.

Table8.1: Characteristicef benchmarks.

Benchmark| Inputs | Flip- ops Gates| Description

S38584 41 1426| 20681| Unknown

S15850 77 534 | 10306| Unknown

MULT 257 1280 | 130164| Wallacetreemultiplier

DES 97 13248| 49183| DESalgorithm

B15 38 449 8886 | Portionof 80386

FPU 72 761 7247 | Floatingpointunit

ICU 30 62 506 | PicoJa&ainstructioncacheunit
picoJaa 53 14637 | 24773| PicoJaafull design
VGALCD 56 17505| 106547 | VGA/LCD controller

Thebenchmarlsetupfor VGALCD involvesduplicatingthis designandmodifying oneconnection
in oneof the copies.Butraminthenminimizesthetraceexposingthedifference.lt follows thatthe
sizeof thebenchmarkve work with is actuallytwice asthe onereportedor this design.
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Table8.2: Bugsinjectedandassertiongor tracegeneration.

Circuit Buginjected Assertionused
S38584 None Outputsignalsforcedto aspeci c value
S15850 None Outputsignalsforcedto aspeci c value
MULT AND gatechangedvith XOR | Computethe correctoutputvalue
DES Complementedutput Timing between receve_valid, out-
putreadyandtransmitvalid
B15 None Coverageof a partialdesignstate
FPU divide_on.zero conditionally | Assertdivide_on_.zerowhendivisor=0
complemented
ICU Constraintselaxed Buffer-full condition
picoJaa | Constraintselaxed AssertSMU's spill and |l
VGALCD | Circuit duplicatedwith one Outputsmismatchcondition
wire changedn onecopy

8.5.1 Simulation-BasedExperiments

Our rst setof experimentsattemptgo minimizetracesgeneratedby runninga semi-
formal commercialveri cation tool with the checlersspeci ed, andsubsequentlapply-
ing only thesimulation-basedinimizationtechnique®f Butramin,describedn Sections
8.3.1t0 8.3.4.We werenot ableto completethe generatiorof traceswith the semi-formal
veri cation tool for VGALCD, thereforewe only reportresultsrelatedto constrained-
randomtracedor thisbenchmarkTable8.3 shavstheabsolutevaluesof cyclesandinput
eventsleft in eachtraceandthe overall runtimeof Butraminusingonly simulation-based
techniques.Figures8.15and 8.16 shav the percentagesf cyclesandinput eventsre-
movedfrom theoriginal bugtraceusingdifferenttechniquesNotethatfor all benchmarks
we areableto remove the majority of cyclesandinput events.

With referenceto Figure 8.15 and Figure 8.16, we obsene that the contribution of
differentminimizationtechniquewvariesamongbenchmarksFor example,almostall the

cyclesandinput eventsareremoved by cycle eliminationin FPU andpicoJaa. On the
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Table8.3: Cyclesandinput eventsremoved by simulation-basetiechniquesf Butramin
ontracesgeneratedby semi-formalveri cation.

Circuit Cycles Input events Runtime

Original | Remaining| Remwed | Original | Remaining| Remwed | (seconds)
S38584 13 8| 38.46% 255 2| 99.22% 19
S15850 59 1| 98.31% 2300 3| 99.87% 5
MULT 345 4| 98.84%| 43843 2| 99.99% 35
DES 198 154 | 22.22% 3293 3| 99.91% 254
B15 25015 11| 99.96%| 450026 15| 99.99% 57
FPU 53711 5| 99.99%| 1756431 17 | 99.99% 27
ICU 6994 3| 99.96%| 62740 3| 99.99% 5
picoJaa | 30016 10| 99.97%| 675485 11| 99.99% 3359

otherhand,stateskip remoresmorethanhalf of the cyclesandinput eventsin B15 and

ICU. This differencecanbe attributedto the natureof the benchmark:f therearefewer

statevariablesin the design,stateskip is morelikely to occur In generalstateskip has

more opportunitiesto provide tracereductionsin designghat are control-heay, suchas

ICU, comparedo designshataredatapath-hegy, suchasFPU andpicoJaa. Although

input-event elimination doesnot remove cycles, it hasgreatimpactin eliminatinginput

eventsfor somebenchmarkssuchasS38584.0verall, we foundthatall thesetechniques
areimportantto compacifferenttypesof bug traces.

Our secondsetof experimentsaappliesButraminto a new setof tracesalsogenerated
by a semi-formattool, but this time we con gured the softwareto dedicateextra effort in
generatingshorttraces by allowing moretime to be spenton the formal analysisof the
checler. Similarto Table 8.3 discussecdtarlier Table 8.4 reportsthe resultsobtainedby
applyingthe simulation-basedninimizationtechniquesf Butraminto thesetraces. We
still nd that Butraminhasa high impactin compactingthesetraces,evenif, generally

speakingthey preseniessredundanyg, sincethey arecloserto be minimal. Notein par
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Figure8.15: Percentagef cyclesremoved using differentsimulation-basedechniques.
For benchmarks$ike B15 andICU, stateskip is the mosteffective technique
becausehey containsmallnumbersof statevariablesandstaterepetitionis
morelikely to occur For large benchmarksith long traceslike FPU and
picoJaa, cycle eliminationis the mosteffective technique.

ticular, thatthelongerthetracesthe greaterthebene t from the applicationof Butramin.
Evenif the overallimpactis reducedwe still obsere a 61%  reductionin the numberof

cyclesand91%in input events,on average.

Table8.4: Cyclesandinput eventsremoved by simulation-basetechniquesf Butramin
ontracesgeneratedy a compact-modsemi-formalveri cation tool.

Circuit Cycles Input events Runtime
Original | Remaining| Remaored | Original | Remaining| Remwed | (seconds)
S38584 13 8| 38.46% 255 2| 99.22% 21
S15850 17 1| 94.12% 559 56 | 89.98% 4
MULT 6 4| 33.33% 660 2| 99.70% 34
DES 296 17| 94.26% 3425 3| 99.91% 17
B15 27 11| 59.26% 546 5] 99.08% 6
FPU 23 5| 78.26% 800 17 | 97.88% 1
ICU 19 14| 26.32% 142 80| 43.66% 1
picoJaa 26 10| 61.54% 681 11| 98.38% 39

Thethird setof experimentsevaluatediracesgeneratedby constrained-randorsimu-

lation. Resultsaresummarizedn Table8.5. As expected,Butraminproducedthe most
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Figure8.16: Numberof input eventseliminatedwith simulation-basedechniques.The
distributions are similar to cycle elimination becauseemaoving cyclesalso
removesinput events. However, input-eventeliminationworks the mostef-
fectively for somebenchmarkdike S38584and DES, shaving that some
redundantnputeventscanonly beremovedby thistechnique.

impacton this setof traces sincethey tendto includealargeamountof redundanbeha-

ior. Theaveragereductionis 99%in termsof cyclesandinput events.

8.5.2 PerformanceAnalysis

Table 8.6 compareButramin’s runtimewith andwithout differentoptimizationtech-
niques.Thetracesaregeneratedisingsemi-formalmethodsn this comparisonTheexe-
cutionrunsthatexceeded0,000secondsveretimed-out(T/O in thetable). Theruntime
comparisorshavs thatearly exit andstateskip have greatimpactson the executiontime:
early exit canstopresimulationearly, andstateskip may reducethe lengthof a traceby
mary cyclesatatime. Althoughthesewo techniquesequireextramemory thereduction
in runtimeshowvsthey areworthwhile. In ICU, stateskip occurred4 times,removing 6977

cycles,which resultedin a very shortruntime. The comparisoralsoshows thatadaptve
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Table8.5: Cyclesandinput eventsremovedby simulation-basedethodsof Butraminon
tracesgeneratedby constrained-randosimulation.

Circuit Cycles Input events Runtime

Original| Remainingl Remaored| Original | Remainingl Remawed | (seconds
S38584 1003 8| 99.20% 19047 2| 99.99% 16
S15850 2001 1| 99.95% 77344 3| 99.99% 2
MULT 1003 4] 99.60% 128199 2| 99.99% 34
DES 25196 154| 99.39% 666098 3| 99.99% 255
B15 148510 10| 99.99%| 2675459 9| 99.99% 395
FPU 1046188 5| 99.99%| 36125365 17| 99.99% 723
ICU 31992 3| 99.99% 287729 3| 99.99% 5
picoJaa 99026 10| 99.99%| 2227599 16| 99.99% 5125
VGALCD | 36595 4| 99.99% 1554616 19| 99.99%| 28027

cycle eliminationis capableof reducingminimizationtime signi cantly. This technique
is especiallybene cial for long bug traces suchasFPUandpicoJaa.

A comparisorof Butramin'simpactandruntimeon the threesetsof tracesis summa-
rizedin Figure8.17. Theresultshavs thatButramincaneffectively reduceall threetypes
of bug tracesin a reasonabl@amountof time. Note, in addition,thatin somecaseghe
minimization of a tracegeneratedy randomsimulationtakes similar or lesstime than
applyingButraminto atracegeneratedy a compact-modesemi-formaltool, evenif the
initial traceis muchlonger Thatis the casefor S38584or S15850.We explain this effect
by the natureof the bug traces:tracesgeneratedby randomsimulationtendto visit states
thatareeasilyreachablethereforestatesarelik ely to be repetitve, andstateskip occurs
morefrequently leadingto a shorterminimizationtime. On the otherhand,statesvisited
in acompact-modgeneratedraceare morefrequentlyproducedoy formal enginesand
canbe highly speci ¢, making stateskip a rareevent. The casesof FPU and picoJaa
arerelevantin this contet: herestateskipsdo not occut andthe minimizationtime is

highly relatedto the original tracelength. They alsodemonstratéhe bene ts of Butramin
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Table8.6: Impactof thevarioussimulation-basetechnique®n Butramin'sruntime.

Benchmark Runtime(seconds)
[1]: cycleelimination+ | [2]: [1]+stateskip+ | [3]: [2]+adaptve
input-eventelimination earlyexit cycle elimination
S38584 21 19 19
S15850 11 5 5
MULT 48 43 35
DES 274 256 254
B15 T/O 58 57
FPU T/O 235 27
ICU 8129 5 5
picoJaa T/O T/O 3359
| Average | 1697 \ 66 \ 64 |

Benchmarkghat exceededhe time limit (40,000s)are not includedin the average. Eachof the
runtimecolumnsreportsthe runtimeusingonly a subsebf our techniquesthe rst cycle elimina-
tion andinput-esentelimination. The secondncludesin additionearly exit andstateskip, andthe

third addsalsoadaptve cycle elimination.

in variousveri cation methodologies.

Figure8.17: Comparisorof Butramin'simpactwhenappliedto tracesgeneratedn three
differentmodes. The graphshaws the fraction of cycles andinput events

eliminatedandthe averageruntime.

8.5.3 EssentialVariable Identi cation

We alsoappliedthe techniquefrom Section8.3.5to identify essentialariablesfrom

the minimizedtraceswe generated.Table 8.7 shows that after this techniqueis applied,
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mary input variableassignmentsre marked nonessentialfurther simplifying the trace.
Note that the comparisons now betweeninput variableassignmentsnot input events.
Sinceall nonessentiainput variable assignmentsre simulatedwith X, the simulation
will propagateX valuesto mary internalsignalsaswell. As aresult,it will be easierto

understandheimpactof essentialariableassignmentsn violatedproperties.

Table8.7: Essentiavariableassignment&lenti ed in X-mode.

Circuit | Inputvariables| Essentialariables
S38584 320 2
S15850 76 2
MULT 1024 1019
DES 14748 2
B15 407 45
FPU 355 94
ICU 87 21
picoJaa 520 374

The table compareghe numberof input variableassignmentsn the minimized traceswith the
numberof assignmentsglassi ed essential. All the remainingassignmentsre nonessentiaand
canbe replacedby X valuesin simulation. The initial traceswere generatedy a semi-formal
veri cation tool.

8.5.4 Generation of High-CoverageTraces

In orderto evaluatethe effectivenessf Butraminon reducingregressiorruntime,we
selectedhreebenchmarksDES, FPUandVGALCD, asour multi-propertybenchmarks.
The original propertiesin the previous experimentswere presered, andthe sametraces
generatedy constrained-randorsimulationwere used. In addition,we includeda few
extra properties so thatour original traceswould exposethembeforereachingtheir last
simulationstep,which still exposeghe original propertywe used,asdescribedn Table
2. Thoseextra propertiesspecify a certainpartial statesto be visited or a certainoutput

signalsto beassertedButraminis thencon guredto producaninimizedtraceghatviolate
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Table8.8: Cyclesandinput eventsremovedby simulation-basedhethodsof Butraminon
traceshatviolate multiple properties.

Circuit #Pro- Cycles Inputevents Runtime

perties| Original | Remainingl Remwed| Original | Remaining| Remaed | (seconds
DES 2| 25196 184 99.27%| 666098 17| 99.99% 549
FPU 31046188 9| 99.99%| 36125365 264 | 99.99% 580
VGALCD 3| 36595 5] 99.98%| 1554616 22| 99.99%| 25660

all properties.Theresultsaresummarizedn Table8.8. Comparedwith Table8.5,it can
be obsered thatin orderto cover extra properties,the length of the minimized traces
are now longer However, Butramin continuesto be effective for thesemulti-property
traces. We alsofound thatthe orderof propertyviolationsis presered beforeandafter
minimization, suggestinghat Butramin minimizes segmentsof bug tracesindividually.
Fromanalgorithmiccompleity pointof view, minimizingamulti-propertytraceis similar
to minimizing mary single-propertyraceswith differentinitial states.

While theoriginaltracesof FPUandV GALCD require20-30minutesto besimulated,
post-Butramintracesareshortenoughto be simulatedin justafew secondsThebene ts

of addingtheminimizedtraceto aregressiorsuite,insteadf theoriginalone,areobvious.

8.5.5 BMC-BasedExperiments

We applied our BMC-basedtechniqueto tracesalreadyminimized by simulation-
basedmethodsto evaluatethe potentialfor further minimization. For VGALCD, we re-
port only datarelatedto the minimization of randomtracesincesemi-formaltracesare
notavailable. Theresultsaresummarizedn Table8.9,whereOrig is theoriginal number
of cyclesin thetrace,andRemaedis the numberof cyclesremoved by this method.We
usedamaximumwindow of 10cycles(m= 10). Themainobsenationthatcanbemadeis

thatsimulation-basetechniquesrevery effective in minimizing bug traces.In fact,only
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in two cases|CU andB15, our BMC-basedechniquevasableto extractadditionalmin-
imization opportunities.Potentially we could repeatthe applicationof simulation-based
techniqgueandBMC-basedmnethodauntil corvergence whenno additionalminimization

canbeextracted.

Table8.9: Cyclesremovedby the BMC-basedmethod.

Circuit Semi-formal Compact-trace Constrained-random

Orig|Remwed| Time|Orig|Remawed| Time|Orig|Remwed| Time
S38584 8 0 555s) 8 0| 55s| 8 0 55s
S15850 1 0 2s| 1 0] 2s 1 0 2s
MULT 4 0 20s| 4 0| 20s| 4 0 20s
DES 154 0(23h3m| 17 0| 3575 154 0|23h3m
B15 11 1| 1215 11 1| 1215 10 0 97s
FPU 5 0 Bs| 5 0| 5s| b5 0 5s
ICU 3 1 1s| 14 2| 1s| 3 1 1s
picoJaa 10 0 70s| 10 0| 70s| 10 0| 104s
VGALCD | N/A N/A| N/A|N/A N/A| N/A 4 0| 985s

In orderto compareheperformancef theBMC-basedechniquewith our simulation-
basedmethodswe appliedthe former directly, to minimize the original bug tracesgen-
eratedby semi-formalveri cation and by constrained-randorsimulation. For this ex-
periment,the time-outlimit wassetto 40,000seconds Resultsaresummarizedn Table
8.10, wherebenchmarkghat timed-outare marked by “T/O”. The ndings reportedin
thetablecon rm thatour BMC-basedmethodshouldonly be applied,if atall, afterthe

simulation-basetechniqguedave alreadygreatlyreducedhetracecompleity.

8.5.6 Evaluation of Experimental Results

We attemptedo gain more insightsinto the experimentalresultsby evaluatingtwo
additionalaspectf the minimizedtraces. We rst checled how closethe minimized

tracesareto optimal-lengthtracessuchasthosegeneratedby formalveri cation. Todoso,

130



Table8.10: Analysisof a pureBMC-basedminimizationtechnique.

Circuit Original | Remained Runtime(s)
S38584 13 9 403
S15850 59 59 338
MULT 345 T/IO T/O
DES 198 T/IO T/O
B15 25015 T/IO T/O
FPU 53711 T/IO T/O
ICU 6994 700 856
picoJaa 30016 T/O T/O
FPU 1046188 T/O T/O
picoJaa 99026 T/O T/O
VGALCD | 36595 T/O T/O

This tableshaws the potentialfor minimizing tracesusingour BMC-basedechniquealone. Col-
umn “Original” shavs the length,in cyclesof the original trace,and column“Remained’shavs
the lengthof the minimizedtraceobtainedafter applyingthe BMC-basedmethod. Tracesin the
top-halfweregeneratedy semi-formalveri cation, andthe onesin the bottom-halfweregener
atedby constrained-rando simulation.Experimentsaretimed-outat 40,000secondsTheresults
of this tableshouldbe comparedvith Table8.3and8.5.

we run full- edged SAT-basedBMC on our minimizedtraces.Theresultsshov thatour
techniquegound minimal-lengthbug tracesfor all benchmarkxceptDES (bothtraces
generatedy randomsimulationand semi-formalveri cation). For thosetwo tracesthe
SAT solver ranout of memoryafterwe unrolledthe designby 118 cycles,andwe could
not nish theexperiment.No shortertracesverefoundbetweenl and118cycleslong.
We also tried to evaluateif the potentialfor simulation-basedrace reductionwas
mostly dueto a large numberof bug statesthatis, a high numberof designcon gura-
tionsthatexposea givenbug (an exampleof this situationis providedin Figure8.1). To
evaluatethis aspectwe consideredhe original non-minimizedtracesin our experimen-
tal results. We rst sampledthe nal stateof the designafter simulatingthe traces,and
thenwe x edthe goal of Butraminto generatea minimizedtracethat reacheghat exact

same nal state.Theresultsof this experimentaresummarizedn Table8.11. Thetable
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shaws that, for mostbenchmarksthe differencein the numberof input eventsandcycles
removedis small,shaving thatthe sizeof the bug con guration hasa minimalimpacton
theability of Butraminto reduceandsimplify agivenbugtrace,andour proposedolution

remainseffective evenwhenthebug con gurationis very speci c.

Table8.11: Analysisof theimpactof a bug radiuson Butramineffectiveness.

Circuit Cycles Input events
Original | Same| Same| Original | Same| Same
trace | bug | state| trace bug | state
S38584 13 8 9 255 2 41
S15850 59 1 1 2300 3 3
MULT 345 4 4 43843 2| 380
DES 198| 154| 193 3293 3| 1022
B15 25015 11 11| 450026, 15 40
FPU 53711 5 5| 1756431 17| 112
ICU 6994 3 5 62740 3 6
picoJaa 30016| 10 75| 675485 11| 1575
FPU 1046188 5 6|36125365 17| 120
picoJaa 99026| 10 22| 2227599 16 42
VGALCD | 36595 4| 199| 1554616 19| 2068

The table comparesnumberof cyclesandinput eventsin the original tracesto the samevalues
from minimized tracesthat hit the samebug, andto minimized tracesthat reachthe samebug
con guration. Tracesin the top-half were generatedy semi-formalsoftware andtracesin the
bottom-halfweregeneratedby constrained-randomsimulation.

8.6 Summary

In thischapteme presente®utramin,abugtraceminimizerthatcombinesimulation-
basedechniquewvith formal methods Butraminappliessimplebut powerful simulation-
basedoug tracereductionssuchascycleelimination input-eventelimination alternative
path to bug, stateskip and essentialvariable identi cation. An additionalBMC-based
re nementmethodis usedafterthesetechniquego exploit the potentialfor further mini-

mizations.Comparedo purely formal methodsButraminhasthe following advantages:
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() it canreduceboth the length of a bug traceandthe numberof its input events; (2)
it leveragedastlogic-simulationenginesfor bug traceminimizationandit canscaleto
industrialsizedesignsand(3) it leveragesxisting simulation-basethfrastructureyhich
is currentlyprevalentin the industry This signi cantly lowersthe barriersfor industrial
adoptionof automatiadesignveri cation techniques.

Our experimentalresultsshowv that Butramin canreducea bug traceto just a small
fraction of its original lengthandcompleity (estimatedasthe numberof input eventsin
thetrace)by usingonly simulation-basetechniquesin fact,for mostof the benchmarks
consideredwe found that Butramin found an alternatve trace of minimum length. In
additionwe shovedthattheseresultsarelargely independenof the veri cation method-
ology usedto generatehetrace,whetherbasedon simulationor semi-formalveri cation
techniques.The impactof Butraminappeargo be uncorrelatedvith the size of the bug
con gurationtargetedby thetrace thatis, the numberof distinctdesignstateshatexpose
thebug.

Recenfollow-upwork by Panetal. [44] andSafarpouretal. [100] focuseonimprov-
ing theformal analysigechniquegor bugtraceminimization,andtheirapproachesanbe
usedto augmeniour BMC-basedechnique.As their experimentalresultssuggesthow-
ever, formal analysisstill cannotachieve the scalabilityprovided by our simulation-based

minimizationmethodsmakingButraminmoresuitablefor practicaldesigns.
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CHAPTER IX

Functional Err or Diagnosisand Corr ection

Recenimprovementsn designveri cation strive to automatehe errordetectionpro-
cessandgreatlyenhancesngineersability in detectingthe presencef functionalerrors.
However, the processof diagnosingthe causeof theseerrorsand xing themremains
dif cult andrequiressigni cant manualeffort. Our work proposesmprovementgo this
aspecbdf veri cation by presentingiovel constructsandalgorithmsto automatehe error
repairprocessatboththegatelevel andthe Register Transfer_evel (RTL). In thischapter
we rst extendthe CoRe framework (seeChapterV) to handlesequentiatircuits. Next,
we presentan innovative RTL error diagnosisand correctionmethodology Finally, we
shav the empirical evaluationof our functional error repair techniquesand summarize

this chapter

9.1 Gate-Level Err or Repair for SequentialCir cuits

The CoRe framework describedn ChapterV only addressethe errorrepairproblem
for combinationatircuits. CoRé is easilyadaptabléo correcterrorsin sequentiatircuits,
asdescribedn this section.Firstof all, whenoperatingon sequentiatircuitsthe userwill

provide CoRe with input traces,insteadof input patterns.A traceis a sequenc®f input
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patternswhereanew patternis appliedto thedesignsinputsateachsimulationcycle,and
thetracecanbe eithererror-sensitizingor functionality-peserving To addressequential
circuits, we adoptthe diagnosigechniquedrom Ali etal. [6] relatingto sequentiakir-
cuits. Theideais to rst unroll the circuit by connectinghe outputsof the stateregisters
to theinputsof theregistersin the previouscycle,andthenusethetestvectorsto constrain
the unrolled circuit. Given an initial stateand a setof testvectorswith corresponding
correctoutputresponsesAli' serrordiagnosigechniquds ableto producea collectionof
errorsites,alongwith their correctvalues thatrectify theincorrectoutputresponses.

To correcterrorsin sequentiatiesignswve applythe samealgorithmdescribedn Sec-
tion 5.2.1with two changes:ithe diagnosisprocedureshouldbe asdescribedn [6], and
the signaturegeneratiorfunctionis modi ed sothatit canbe usedin a sequentiatiesign.
Speci cally, the new sequentiakignaturegeneratiornprocedureshouldrecordone bit of
signaturegor eachcycle of eachsequentiatracethatwe simulate.For instancejf we have
two tracesavailable,a 4-cycle traceanda 3-cycle trace,we will obtaina 7-bit signature
at eachinternalcircuit node. An exampleof the modi ed signatureis shavn in Figure
9.1. In our currentimplementationyve only usecombinationaDbsenability Don't-Cares
(ODCs). In otherwords,we still treatinputsof stateregistersasprimary outputswhen
calculatingODCs. Althoughit is possibleto exploit sequentiaDDCsfor resynthesiswe

do not pursuethis optimization,yet.

Tracel Trace2
Cycle 112|13(4]1|2]3
Signature{ 0 |1 /1]0|1(0]|1

Figure9.1: Sequentiakignatureconstructiorexample.The signatureof a nodeis built by
concatenatinghe simulatedvaluesof eachcycle for all the bug traces.In this
example,tracelis 4 cyclesandtraceZ2is 3 cycleslong. The nal signatures
then0110101.
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9.2 RegisterTransfer-Level Err or Repair

To develop a scalableand powerful RTL error diagnosisand correctionsystem,we
extendour gate-leel techniquedo the RTL. This approachs signi cantly moreaccurate
thanprevioussoftware-basedTL solutiong[64, 96,104 (seeSection2.1)in thatwe can
analyzedesignsrigorously using formal hardware veri cation techniques.At the same
time, it is considerablyfasterandmore scalablethangate-level diagnosishecauseerrors
aremodeledatahigherlevel. Moreover, it only requiregestvectorsandoutputresponses,
makingit more practicalthanexisting formal analysissolutions[16]. Finally, the novel
error modelandincreasedaccurayg of our approachallow our techniqueto provide in-
sightful suggestion$or correctingdiagnoseckrrors.Our maincontributionsinclude: (1) a
new RTL errormodelthatexplicitly insertsMUXes into RTL codefor errordiagnosisas
opposedo previous solutionsthat useMUXes implicitly; (2) innovative errordiagnosis
algorithmsusingsynthesisor symbolicsimulation;and(3) a novel errorcorrectiontech-
nique using signal behaiors (signatues that are especiallysuitablefor the RTL. Our
empiricalresultsshaw thatthesetechniquesllow usto provide highly accurataliagnoses
very quickly.

We implementedbur techniquesn a framewvork calledREDIR(RTL Error Dlagnosis
andRepair),highlightedin Figure9.2. Theinputsto theframevork includea designcon-
tainingoneor morebugs,a setof testvectorsexposingthem,andthecorrectresponsefor
the primary outputsover the giventestvectors(usuallygeneratedy a high-level beha-
ioral modelwritten in C, C++, SystemCegtc.). Note thatwe only requirethe correctre-

sponsestthe primaryoutputsof the high-level modelandnointernalvaluesarerequired.
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Figure9.2: REDIR framework. Inputsto thetool areanRTL design(which includesone
or moreerrors),testvectorsexposingthe bug(s),andcorrectoutputresponses
for thosevectorsobtainedrom ahigh-level simulation.Outputsof thetool in-
cludeREDIR symptontore (aminimumcardinalitysetof RTL signalswhich
needto be modi ed in orderto correctthe design),aswell assuggestionso
X theerrors.

The outputof the framework is a minimum cardinalitysetof RTL signalsthatshouldbe
correctedn orderto eliminatethe erroneoudbehaior. We call this setthe symptontore.
Whenmultiple coresexist, REDIR providesall of the possibleminimal cardinality sets.
In addition, the framevork suggestseveral possible x esof the signalsin the symptom
coreto helpadesignercorrectthosesignals.

Therestof the sectionis organizedasfollows. In Section9.2.1,we provide the nec-
essaryackground Section9.2.2describeour errordiagnosigechniquesyhile Section

9.2.3explainsour errorcorrectionmethod.

9.2.1 Background

Our errordiagnosisalgorithm corverts the errordiagnosisprobleminto a Pseudo-

Boolean(PB) problem,andthenusesa PB solverto performthediagnosisandinfer which
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designsignalsareresponsibldor incorrectoutputbehaior. In thissubsectionwe rst de-
ne Pseudo-Booleaproblemswhich areanextensionof SATisi ability problems.Next,
we review the basicidea behind symbolic simulation, which we use as an alternatve,

compactwvay to formulatethe PB problem.

Pseudo-BoolearProblems

PB problemsalsocalled0-1integerlinearprogrammingproblemsareanextensionof
SATis ability problems.A Pseudo-Boolea@onstrain{PBC)is speci edasaninequality
with alinearcombinatiorof BooleanvariablesCopo+ C1p1+ :::+ Ch 1pn 1 Ch, Where
thevariablesp; arede ned overthe Booleansetf 0, 1g. A PB problemallows the useof
an additionalobjectivefunction which is a linear expressionthat shouldbe minimized
or maximizedunderthe given constraints A numberof PB solvershave beendeveloped

recentlyby extendingexisting SAT solvers(for instanceMiniSat+[52]).

Logic vs. Symbolic Simulation

Logic simulationmodelsthebehaior of adigital circuit by propagatingcalaBoolean
values(0 andl) from primaryinputsto primaryoutputs.For example whensimulating2-
input AND with bothinputssetto 1, theoutputl is produced Ontheotherhand,symbolic
simulationusessymbolsinsteadof scalarvaluesandproducesBooleanexpressionsatthe
outputs[14, 19]. As aresult,simulatinga 2-input XOR with inputsa andb generatesn
expressiorfa XOR b” insteadof a scalarvalue. To improve scalability modernsymbolic
simulatorsemploy severaltechniquesincludingapproximationparameterizatioandon-
the- y logic simpli cation [13]. For example with on-the- y logic simpli cation, “0 XOR

b” is simpli ed to b thusreducingthe complexity of the expression.Traditionalsymbolic
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simulatorsoperateon a gate-lesel modelof a design;however, in recentyearssimulators
operatingon RTL descriptionshave beenproposed70, 71]. Symbolicsimulationis an
alternatve way to generatean instanceof the PB constraintproblemthat we usein our

errordiagnosidramenork.

9.2.2 RTL Error Diagnosis

In this subsectionwe describeour errordiagnosistechniques.First, we explain our
RTL error model, and then proposetwo diagnosismethodsthat use either synthesisor
symbolicsimulation.Finally, we outline how hierarchicaldesignsshouldbe handled.

Err or Modeling

In our framework the errordiagnosigroblemis representedvith (1) anRTL descrip-
tion containingoneor morebugsthatis composef variables(wires, registers,|/O) and
operation®nthosevariables)2) asetof testvectorsexposingthebugs;and(3) thecorrect
outputresponsesor the giventestvectors,usuallygeneratedy a high-level behaioral
model. The objective of the error diagnosiss to identify a minimal numberof variables
in theRTL descriptiorthatareresponsibldor thedesigns erroneoubehaior. Moreover,
by modifying the logic of thosevariablesthe designerrorscanbe corrected Eachsignal
foundto affect the correctnes®f the designis calleda symptonvariable Without min-
imization, the setof symptomvariablesreportedwould includethe root causeof the bug
andthe coneof logic emanatingrom it: correctingall the symptomvariableson ary cut
acrosshis coneof logic would eliminatethe bug. Therefore by forcing the PB solver to
minimizethenumberof symptomvariableswe returnasolutionascloseto therootcause

of theerroneoudehaior aspossible.
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To model errorsin a design,we introducea conditionalassignmenftor eachRTL
variable,asshovn in the examplein Figure9.3. Note thattheseconditionalassignments
are usedfor error diagnosisonly andshouldnot appearin the nal synthesizedlesign.
However, they allow the REDIR framawork to locatesitesof erroneoudehaior in RTL,
aswe illustrate using a half_adderdesignshavn in Figure9.3. Supposehatthe output
responsesf the designareincorrectbecause shouldbedrivenby “a & b” insteadof “a
j b”. Obviously, to producethe correctoutputthatwe obtainfrom a high-level model,the
behaior of c mustbechangedTo modelthis situation weinsertaconditionalassignment,
“assignc, = Csel ? Cf : €7, into thecode.Next, we replaceall occurrencesf c in thecode
with ¢,, exceptwhenc is usedontheleft-hand-sideof anassignmentWe call cs¢ aselect
variable andc; afreevariable Then, by assertingcse) and using an alternatve signal
source,modeledby c¢, we canforcethe circuit to behae asdesired.If we canidentify
the selectvariablesthat shouldbe assertecand the correctsignalsthat shoulddrive the
correspondindree variablesto producecorrectcircuit behaior, we candiagnoseand x
theerrorsin thedesign.

The procedureo introducea conditionalassignmentor a designvariablev is called
MUX-enrichment(sinceconditionalassignmentsire conceptuallymultiplexers),andits
pseudo-codis shavnin Figure9.4. It shouldbeperformedneachnternalsignal,de ned
in the circuit, including registers. The primary inputs, however, shouldnot be MUX-
enrichedsinceby constructiorthey cannothave erroneouvalues.It alsoshouldbe noted
thatfor hierarchicaldesignghe primaryinputsof a modulemay be drivenby the outputs

of anothermoduleand,therefore mayassumesrroneousalues.To handlethis situation,
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modulehalf_adder(ab, s, ¢);
inputa, b;
outputs,c;
assigrs=a" b;
assignc=aj b;
endmodule
modulehalf_adderMUX _enriched(ab, s,, ¢n, Ssel, Csels St, Cf);
inputa, b, Ssel, Csel, St, Cf;
outputs,, Cp;
assigns=a" b;
assignc=aj b;
assigns, = Ssel ? St S;
assignc, = Csel ? Ci & C;
endmodule

Figure9.3: An RTL errormodelingcodeexample: modulehalf_addershavs the original
code,wherec is erroneoushdrivenby “aj b” insteadof “a & b”; andmodule
half adderMUX _enrichedshavs the MUX-enrichedversion.Thedifferences
aremarkedin boldface.

procedureMU X_enrichmer(v)

1.
2.
3.

createa new signalwire v, andnew inputsvs andvsg;
addconditionalassignmentvy = vge ? Vi : V7,

replaceall occurrence®f v thatappearon the right-hand-sideof
assignmentéincludingoutputs,if/caseconditions.etc.) with vp;

Figure9.4: Procedurédo inserta conditionalassignmentfor asignalin anRTL description
for errormodeling.

we insertconditionalassignmentmto the hierarchicaimodules'outputports.

Diagnosiswith Synthesis

After the errormodelingconstructshave beeninsertedinto a design,error diagnosis

is usedto identify the minimal numberof selectvariablesthat shouldbe assertedilong

with the valuesof their correspondindree variablesto producethe correctcircuit beha-

ior. In this sectionwe presentan errordiagnosigechniquethatusessynthesisandcircuit

unrolling. In contrastwith existing gate-level diagnosistechniquesiescribedn Section

5.1.3,our RTL errormodelingconstructsare synthesizeawith the design,which elimi-
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natesthe needto insertmultiplexersat the gatelevel. In this way, the synthesizeahetlist
faithfully preseresthe constructsnsertedat the RTL, enablingaccurateRTL errordiag-
nosis. Thisis signi cantly differentfrom diagnosingdesignerrorsat the gatelevel, since
synthesigs only usedto generateBooleanexpressiondetweenRTL variables,andthe
synthesizedetlistis notthetargetof thediagnosis As aresult,our diagnosisnethodhas
amuchsmallersearchspaceandrunssigni cantly fasterthangate-leel techniquesaswe

shav in our experimentakesults.

ProcedurssynbaseddiagnosigdesigrCNF; c; in puts, out puts)
CNF = unroll desigiCNF c times;

connectall selectvariablesin CNFto thosein the rst cycle;
constrainPl/POin CNF usinginputsou pus;

PBC = CNF, min( 4 selectvariableg;

5 returnsolution=PB-SoheBPC);

Figure9.5: Procedureo performerrordiagnosisusingsynthesisandcircuit unrolling.

A OWDNPE

Figure9.50utlinesthealgorithmfor synthesis-basegtrordiagnosis Beforetheproce-
dureis called,thedesignis synthesize@ndits combinationaportionis corvertedto CNF
format(desigrCNF). Otherinputsto the procedurancludethelengthof thebugtrace,c,
aswell asthetestvectors(inputs) andtheir correctoutputresponsegout puts). To make
surethatthe diagnosisappliesto all simulationcycles,the algorithmconnectghe select
variablesfor eachunrolledcopy to the correspondingCNF variablesin the rst copy. On
theotherhand,freevariablesfor eachunrolledcopy of thecircuit areindependentWhen
a solutionis found, eachassertedelectvariableis a symptomvariable,andthe solution
for its correspondingree variableis analternatve signalsourcethatcan x thedesigner
rors. Notethatif statevaluesovertime areknown, they canbe usedto constrainthe CNF

at registerboundariesreducingthe sequentiakrrordiagnosigproblemto combinational.
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The constructedCNF, alongwith the objective to minimize the sumof selectvariables,

formsa PBC.Error diagnosidgs thenperformedby solvingthe PBC.

Diagnosiswith RTL Symbolic Simulation

Herewe proposean alternatve errordiagnosistechniquethat scalesfurther thanthe
synthesis-basetkchnique. We achieve this by performingsymbolic simulationdirectly
ontheRTL representatioandgeneratingBooleanexpressionst the primary outputsfor
all simulatedcycles. The outputs'Booleanexpressionsare usedto build a PB problems
instancethatis thenhandedoverto a PB solver for errordiagnosis.

Although RTL symbolic simulatorsare not yet commonlyavailablein the industry
effective solutionshave beenproposedecentlyin the literature[70, 71]. Moreover, be-
causeof the scalabilityadvantage®f performingsymbolicsimulationatthe RTL instead
of the gatelevel, commercial-qualitysolutionsare startingto appear For our empirical
validationwe usedonesuchexperimentaRTL symbolicsimulator[126].

Figure9.6illustratesour novel procedurghatusessymbolicsimulationandPB solv-
ing. We assumehat the registersare initialized to known valuesbeforethe procedure
is invoked. We alsoassumehat the circuit containsn MUX-enrichedsignalsnameadv;,
wherei = f1::ng. Eachv; hasa correspondingelectvariablev; s¢; and a free variable
Vi_t. Thereareo primary outputs,namedPOj, wherej = f 1::09. We usesubscript'@”
to pre x the cycle during which the symbolsare generated.For eachprimary output |
andfor eachcyclet we computeexpressionPOjg: by symbolicallysimulatingthe given
RTL design,andalsoobtaincorrectoutputvalueCPO;g: from the high-level model. The

inputsto theprocedurearethe RTL design(desigr), thetestvectors(tes vedors), andthe
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Procedurssim baseddiagnosigdesignted_vedors;CPO)

1 8i;1 1 n;Vjge~ nen_symbo();

2 fort= 1tocbegin// Simulatec cycles
3 Pl=ted_vedor atcyclet;

4 8i;1 i nvVi_f@= nen_symbo();
5 POg@t = simulate(design);

6 end

7 \% \%

PBC= "9, £1(POj@== CPOj@), MiN@ L 1Vi_se);
8 returnsolution=PB_SolvgPBC);
Figure9.6: Procedureo perform error diagnosisusing symbolic simulation. The bold-
facedvariablesare symbolic variablesor expressionswhile all othersare
scalarvalues.

correctoutputresponsesvertime (CPO).

In thealgorithmshown in Figure9.6,a symbolis initially createdor eachselectvari-
able(line 1). Duringthesimulation,anew symbolis createdor eachfreevariablein every
cycle,andtestvectorsareappliedto primaryinputs,asshovn in lines2-4. Thereasorfor
creatingonly onesymbolfor eachselectvariableis thata conditionalassignmenshould
beeitheractivatedor inactivatedthroughouthe entiresimulation,while eachfreevariable
requiresa new symbolat every cycle becausehe valueof the variablemay change As a
result,the symbolsfor the selectvariablesareassigneautsidethe simulationloop, while
thesymbolsfor thefreevariablesareassignedn theloop. Thevaluesof thefreevariables
canbe usedasthe alternatve signalsourceto producethe correctbehaior of thecircuit.
After simulatingonecycle,aBooleanexpressiorfor all of the primaryoutputsarecreated
andsavedin POgy (line 5). After thesimulationcompletesthegeneratedooleanexpres-
sionsfor all the primary outputsare constrainedy their respectre correctoutputvalues
andareANDed to form a PBC problemasline 7 shaws. In orderto minimize the number
of symptomvariableswe minimizethe sumof selectvariableswhichis alsoaddedo the

PBC asthe objective function. A PB solveris theninvokedto solve the formulatedPBC,
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asshawvn in line 8. In the solution, the assertedelectvariablesrepresenthe symptom
variables andthevaluesof the free variablesrepresenthe alternatve signalsourceghat
canbeusedto correctthe erroneoudutputresponses.

Below we presentanexampleof a buggy designto illustratethe symbolicsimulation-

basecerrordiagnosigechnique.

moduleexample(clk,l1, 12, O1,, O2,, glsel, Olsel, O2er, 9lt, Olt, O24);
inputll, 12, glsel, Olsel, O2s¢), gls, O1f, O2;
output O1,, O2;;
regri,r2;
initial beginrl=0;r2=0; end
always@ (posedgelk) begin

ri=11,; r2=12;

end

assigngl=rl—r2;

assign01=11—gl,;

assign02=12 & gly;

assigngl,= glsel ? 91f : g1,

assignOl,= Olg ? O1; : O1;

assign02,= 02 ? 02 : O2;
endmodule

Figure9.7: Designfor the example. Wire g1 shouldbe driven by “r1 & r2”, but it is

erroneoushydrivenby “rl j r2”. The changesnadeduringMUX-enrichment
aremarkedin boldface.

Example 8 Assumehat the circuit shownin Figure 9.7 containsan error: signalg; is
erroneouslyassignedo expression‘rl j r2” insteadof “r1 & r2”. Conditionalassign-
ments,highlightedin boldface havebeeninsertedinto the circuit using the tedniques
describedin Section9.2.2. For simplicity reasonswe do not includethe MUXesat the
outputsof registersrl andr2. Thetracethat exposeghe error in two simulationcycles
consistf thefollowing valuesfor inputsf 11, 12g: 10, 1g, f 1, 1g. Whenthesametraceis
simulatedby a high-levelbehavioal model thecorrectoutputresponsefor f O1,02g are

geneated: f 0, Og, f 1, Og. Besidegheseoutputresponsesyo additioninformation,sud
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asvaluesof internal signalsandregisters, is required. We annotatethe symbolsnjected
during the simulationby their cycle numbes usingsubscripts.The Booleanexpressions
for the primary outputsfor thetwo cyclesof simulationare:

Olhg@1= OLe ? Oli@1: [I1@1] (91set ? 9li@1: O)]

O2,@1= OZel ? O2t@1: [12@1 & (91sel ? 9li@1: 0)]

Olhg2= OLel ? Oli@2: fll@z2] [91sel ? 9li@2: (I1@1& 12@1)]9

O2,g@2= OZel ? O2t@2: f12@2& [9lsel ? 91li@2: (I1@1 & 12@1)]9

Sincethe primary inputsare scalarvalues,the expressionanbe greatly simpli ed dur-

ing symbolicsimulation. For example we knowthat I1g,=1; therefore, Ol,g2 canbe
simpli ed to Olge ? Oli@2 : 1. Asa result,the Booleanexpressionsactually geneiated
by the symbolicsimulatorare:

Oly@1= OLe ? Oli@1: (9lsel ? 9lt@1: 0)

02@1= 02%¢ ? O2@1: (9lsel ? 9lf@1: 0)

Oly@2= Olse ? Oltg2: 1

O2h@2= OZe1 ? O2t@2: (9lsel ? 9lt@2: 0)

To perform error diagnosis,we constiain the output expressionsusing the correct re-

sponsesandthenconstructa PBCasfollows:

PBC = (Oly@1== 0)" (O2n@1== 0)" (Olh@2== 1" (02:,@2== 0),

MiN(OLel + OZsel + glsel)-

Onesolutionof this PBCis to assertglse), Which providesa correctsymptonctore.
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Handling Hierar chical Designs

Currentdesignsoften have hierarchicalstructurego allow the circuits to be decom-
posednto smallerblocksandthusreducetheir complexity. Herewe discusshow a MUX-
enricheccircuit shouldbeinstantiatedf it is encapsulatedsa modulein suchahierarchi-
caldesign.

Thealgorithmto insertMUXes into a singlemodulem is shovn in Figure9.4. If mis
instantiatednsideof anothemoduleM, however, MUX-enrichmentof M mustincludean
extrastepwherenew inputsareaddedo all instantiation®f m. Thereforefor hierarchical
designsthe insertionof conditionalassignmentsnustbe performedbottom-up: MUX-
enrichmentin a module must be executedbeforeit is instantiatedoy anothermodule.
Thisis achieved by analyzingthe designhierarchyandperformingMUX-enrichmentin a
reverse-topologicabrder

It is importantto notethatin hierarchicaldesignsthe selectvariablesof instanceof
thesamemoduleshouldbe sharedwhile thefreevariablesshouldnot. Thisis becausall
instancesf the samemodulewill have the samesymptomvariables.As a result,select
variablesshouldsharethe samesignals. On the otherhand,eachinstanceis allowed to
have differentvaluesfor theirinternalsignals;therefore gachfreevariableshouldhave its
own signal.However, it is possiblethata bug requiresxing only oneRTL instancewhile
otherinstance®f the samemodulecanbeleft intact. This situationrequiresgeneratiorof

new RTL modulesandis currentlynot handledby our diagnosigechniques.
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9.2.3 RTL Error Correction

The RTL errorcorrectionproblemis formulatedasfollows: givenan erroneoudRTL
descriptionof a digital design, nd avariantdescriptionfor oneor more of the modules
that composeét so thatthe new designpresentsa correctbehaior for the errors,while
leaving the known-correctbehaior unchanged.Although mary errorrepairtechniques
exist for gate-level designsyery few studiesfocuson the RTL. Onemajorreasonis the
lack of logic representationthatcansupportthe logic manipulationrequiredduring RTL
error correction. For example,the logic of a signalin a gate-lerel netlist can be easily
representethy BDDs, and modifying the function of the signalcanbe supportedby the
manipulationof its BDDs. However, mostexisting logic representationsannotbe easily
appliedto an RTL variable. This problemis further exacerbatedy the factthatan RTL
modulemay be instantiatednultiple times,creatingmary differentfunctionsfor an RTL
variabledependingon whereit is instantiated.

In thissubsectionwe rst describehebaselineerrorcorrectiontechniquehatis easier
to understand Next, we shav how signatureshouldbe generatedt the RTL to handle
hierarchicaland sequentiadesigns.Finally, we provide someinsightsthat we obtained

duringtheimplementatiorof our system.
BaselineErr or Correction Technique

For a attened combinationablesign errorcorrectionis performedasfollows: (1) sig-
naturesof RTL variablesaregeneratedisingsimulation;(2) errordiagnosidss performed

to nd asymptomcore;(3) signatureof the symptomvariablesin the symptomcoreare

replacedby the valuesof their correspondindree variables;and(4) synthesidss applied
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to nd logic expressiongyeneratinghe signaturesf the symptomvariables.By replac-
ing the expressionghat generatehe functionsof the symptomvariableswith thosenewv

expressionsgdesignerrorscanbe corrected.

Hierar chical and SequentialDesigns

In a attened design,eachRTL variablerepresent&xactly onelogic function. In a
hierarchicaldesign,however, eachvariablemay represenmorethanonelogic function.
Thereforewe devisethefollowing techniqueso constructhesignature®f RTL variables.
For clarity, we call a variablein an RTL modulea modulevariable anda variablein an
instancegeneratedy the moduleaninstancevariable A modulevariablemay generate
multiple instancevariablesf the moduleis instantiatedseveraltimes.

In RTL errorcorrectionwe modify the sourcecodeof the modulesin orderto correct
thedesignsbehaior. SincechanginganRTL modulewill affectall theinstanceproduced
by themodule we concatenatthesimulationvaluesof theinstancevariablesdervedfrom
thesamemodulevariableto producethe signaturefor the modulevariable. This way, we
canguaranteg¢hata changen a modulewill affectinstancesn the sameway. Similarly,
we concatenatthesignature®f themodulevariableat differentcyclesfor sequentiaérror
correction. A signature-constructioexampleis givenin Figure9.8. Note thatto ensure
thecorrectnessf errorrepair the samenstanceandcycle ordersmustbe usedduringthe

concatenatiowf signaturegor all modulevariables.

Example 9 Usingthe samecircuit as Example8. Thevaluesreturnedby the PB solver
for gli@o andgls@1 are both0. Sincetheinputsto gl are f 0, 0g andf O, 1g for the r st

twocyclesthecorrectexpressiorfor gl shouldgenemateO for thesewo inputs.RTLerror
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Design:
module top;
child c1(), c2(), «c30;
endmodule
module child;
wire v;
endmodule
Simulationvalues:
CycleO: top.cl.v=0,top.c2.v=0, top.c3.v=1
Cyclel: top.cl.v=1,top.c2.v=0,top.c3.v=0
Constructesignaturgor RTL errorcorrection:
S S S
cycle 1 cycle 0
Figure9.8: Signature-constructioexample. Simulationvaluesof variablescreatedrom
thesameRTL variableatall cyclesshouldbeconcatenatefbr errorcorrection.

correctionreturnsthefollowing new logic expressionghat can x theerror: gl = r1&r2,
gl1= rl, etc. Notethatalthoughthecorrect x isreturnedthe x isnotunique In geneal,
longer tracescontainingvarioustestvectos will identify the error with higher precision

andsugestbetter xes thanshortones.

Identifying Err oneousCode Statements

Several existing errordiagnosistechniquesare able to identify the RTL code state-
mentsthat may be responsiblefor the designerrors[65, 96, 104, 109. Unlike these
techniquesREDIR returnsthe RTL variablesthat areresponsibldor the errorsinstead.
Sinceonevariablemay be affectedby multiple statementsthe searchspaceof the errors
modeledby thesetechniquesendto belargerthanREDIR, makingREDIR moreef cient
in error diagnosis. On the otherhand,being ableto identify erroneousstatementsnay
furtherlocalizethe errorsand make deluggingeasier To achieve this goal, we obsene

thatin correctlydesignedRTL code,thevalueof avariableshouldbe affectedby at most
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onestatementt eachcycle. Otherwise,a multiple-drivenerror will exist in the design.
Basedon this obsenation, we develop the following procedureo identify the erroneous
codestatementsisingour errordiagnosigesults.

Given a symptomvariable,we rst recordthe cyclesat which the valuesof its free
variablesare differentfrom its simulatedvalues. Next, we identify the codestatements
that assignnew valuesto the symptomvariablefor thosecycles: thesecodestatements
areresponsibldor the errors.Sincemary modernlogic simulatorsprovide the capability
to identify the executedcode statementge.g., full-trace modein CadencéVerilog-XL),
erroneoustatementganbe pinpointedeasily by replayingthe bug tracesusedfor error
diagnosis After erroneoustatementareidenti ed, signaturegor errorcorrectioncanbe
generatedising only the cycleswhenthe statementsre executed. In this way, we can

producecorrectionsspeci cally for the erroneoustatements.

Implementation Insights

Whenmultiple bug tracesare usedin the diagnosisthe setof the reportedsymptom
variablesis the intersectionof the symptomsdenti ed by eachbug trace. Therefore to
acceleratehediagnosisoveraspeci ¢ bug trace,we candeasserthe selectvariablesthat
arenever assertediuringthe executionof previoustraces.

Fixing errorsinvolving multi-bit variablesis moredif cult than xing errorsinvolv-
ing only one-bitvariablesbecausalifferentbits in the variablemay be generatedliffer-
ently. To solve this problem,we allow the userto inserta conditionalassignmenfor
eachbit in thevariable.Alternatively, REDIR canalsobe con guredto consideronly the

least-signi cantbit whenperformingerrorcorrection.This is usefulwhenthevariableis
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considerecisawhole.

In synthesis-baseérror diagnosiswe obsere thatit is dif cult to identify the wires
derived from the sameRTL variablein a synthesizedhetlist. To overcomethis problem,
we addthe outputsof insertedconditionalstatementso the primary outputsof the MUX-
enrichedmodulesto obtainthe simulatedvaluesof the RTL variables. To improve our
errorcorrectionquality, we utilize ODCsin our synthesis-basedpproachby simulating
thecomplemensignature®f symptomvariablesandobsenre the changest primary out-

puts(includinginputsto registers).

9.3 Experimental Results

In this sectionwe presentexperimentalresultsof our errorrepairtechniquesat both
the gatelevel andthe RTL. At the gatelevel, we rst evaluatethe effectivenessof the
baselineCoReé framevork on xing bugsin combinationaldesigns. Next, we usethe
extensiondescribedn Section9.1to repairerrorsin sequentiatlesigns.At the RTL, we
rst evaluateour errordiagnosigechniguesndcontrastheresultswith thoseat the gate

level. We thenshow theresultson automaticerrorcorrection.

9.3.1 Gate-Level Err or Repair

Weimplementeaur CoRe framenork usingthe OAGearpackagg140] becausd pro-
videsconvenientlogic representationfr circuits. We adoptedSmith's [107] algorithm
andintegratedMiniSat [51] into our systemfor errordiagnosisandequialencechecking.
We usedEspressd99] to optimize the truth table returnedby DPS, and thenwe con-

structedthe resynthesizedetlist using AND, OR andINVERTER gates. Our testcases
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were selectedrom IWLS2005benchmarkg138] basedon designsfrom ISCAS89and
OpenCoresuites.In ourimplementationyve limited the numberof attemptgo resynthe-
sizeawire to 30,andwe prioritizedour correctionby startingfrom x eswith wirescloser
to primary inputs. We conductedour experimentson a 2.0GHzPentium4 workstation.
The rst two experimentsarein the contet of equivalencechecking,the third onedeals
with simulation-basedgeri cation, while thelastonerepairserrorsin sequentiatircuits.
Equivalencechecking: our rst experimentemploys Application1 describedn Sec-
tion 5.2.4to repairan erroneousetlist by enforcingequivaleng. Inputsandoutputsof
thesequentiaklementsn the benchmarksveretreatedasprimaryoutputsandinputs,re-
spectvely. Theinitial vectorswereobtainedoy simulatingl024randompatternsandone
error wasinjectedto eachnetlist. In the rst half of the experiment,the injectederrors
t in the errormodeldescribedn Section5.1.4;while the errorsinjectedin the second
half involvedmorethan?2 levelsof logic anddid notcomplywith theerrormodel.We ap-
plied GDSandDPSseparatelyo compareheir errorcorrectionpower andperformance.
SinceGDS subsumesxisting techniqueghat are basedon error models,it canbe used
asa comparisorto them. The resultsare summarizedn Table9.1. As expected,GDS
couldnotrepairnetlistsin the secondalf of the experiment,shaving thatour resynthesis
techniquesould x moreerrorsthanthosebasedn Abadir's errormodelg[74,117.
Fromtheresultsin the rst half, we obsene thatboth GDS and DPSperformedwell
in the experiment:the resynthesigime wasshort,andthe numberof iterationswastypi-
cally small. This resultshovs thatthe errordiagnosigechniqueve adoptedvaseffective

andour resynthesigechniquegepairedthe netlistscorrectly Comparedwith the error
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Table9.1: Error-correctionexperimentfor combinationabate-level netlists.

Bench- | Gate | Typeof GDS DPS
mark count | injectederror Runtime(sec) No. Runtime(sec) No.
EC| ED | Veri- | of | EC| ED | Veri- | of
cation | iter. cation | iter.
S1488 636 | Singlegate 1 3 1 1 1 4 1 1
change
S15850 | 685 | Connectiorchange | 1 5 1 2 2 5 1 1
S92341 | 974 | Singlegate 1 10 1 1 1 9 1 1
change
S13207 | 1219 | Connectiorchange | 1 5 1 1 1 5 1 1
S38584 | 6727 | Singlegate 1 |306| 83 1 1 | 306 81 1
change
S8381 367 | Multiple gate N/A 1 6 1 1
changes
S13207 | 1219 | Multiple missing N/A 3 12 3 6
gates
AC97. 11855 | Multiple connection N/A 2 |1032| 252 5
CTRL changes

The benchmarksn the top-halfcomplywith Abadir's error mode,while thosein the bottom-half
do not. “No. of iter” is the numberof errorcorrectionattemptsprocessedy the veri cation
engine."EC” meanserrorcorrectionwhile “ED” meanserrordiagnosis.

correctiontime requiredby someprevioustechnigueshatenumeratgossible x esin the
errormodel[45, 112], the shortruntime of GDS shaws thatour pruningmethodsare ef-
cient, eventhoughGDS also exploresall possiblecombinations.We obsenre that the
programruntimewasdominatedoby errordiagnosisandveri cation, which highlightsthe
importanceof developingfastererrordiagnosisandveri cation techniques.
Errorsthataredif cult to diagnoseandcorrectoften needadditionaltestvectorsand
iterations.In orderto evaluateour techniqueon xing dif cult errors,we reranthe rst
threebenchmarksandreducedthe numberof their initial patternsto 64. The resultsare
summarizedh Table9.2,wherethenumberof iterationsncreasegsexpected.Theresults
suggesthatourtechniquesontinuedo beeffectivefor dif cult errors,whereall theerrors
couldbe x edwithin two minutes.We alsoobsene thatDPSmay sometimesieedmore

iterationsdueto its muchlarger searchspace However, our frameavork would guideboth
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Table9.2: Error-correctionexperimentfor combinationabate-level netlistswith reduced
numberof initial patterns.

Benchmark| Gate | Typeof GDS DPS

count | injectederror Runtime(sec) No. Runtime(sec) No.

EC| ED | Veri- | of | EC| ED | Veri- | of

cation | iter. cation | iter.

S1488 636 | Singlegate 1 5 3 13 ] 1 4 1 3
change

S15850 685 | Connection 1 3 1 5 | 53| 4 5 42
change

$92341 974 | Singlegate 1 8 3 6 1|10 3 4
change

techniquego thecorrect x eventually

We obsene that an SPFD-basedechniquedescribedn [122] is closeto our CoRé
framewnork. To compareour resultswith theirs,we ranthelargest ve ISCAS'85 bench-
marksin [122] andinjectedbugssimilar to their“ _s” con guration. Sincethetechniques
in [122] canalso nd the correct x esmostof the time, we only comparedour runtime
with theirs. In this experiment,we applied64 initial vectors,andDPSwasusedbecause
it is similar to the techniquedescribedin [122]. The resultsare summarizedn Table
9.3. Sincethe bugsweresimple,our techniquewasableto nd valid x eswithin a few

iterations.Notethatthereportedruntimeis thetotal runtimeof all iterations.

Table9.3: A comparisorof ourwork with anotherstate-of-the-artechniqug122].

Benchmark| Runtimeof Average Ourruntime(sec)
rst correction numberof Error DPS | Veri cation
(sec)[122] iteration(Ours) | diagnosis

C1908 18.9 1.7 15 0.02 1.08
C2670 21.9 1 1.57 0.01 0.53
C3540 9.3 1.3 9.31 0.02 14.71
C5315 7.6 2.7 7.41 0.05 5.58
C7552 25.7 1 12.19 | 0.03 9.17

Theonly runtimereportedn [122] is theruntimefor theirresynthesisechniqueo nd
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the rst x thatpasseweri cation. As a result,this runtime shouldbe comparedo our

DPSruntime. Sincealmostall their rst x espassedreri cation (96% on average)their

runtimeshouldbecomparedo ourruntimewhenonly 1.04iterationis neededTheresults
in Table 9.3 shav that our DPS ran signi cantly fasterthan the resynthesigechnique
describedn [122]. In addition, the machineusedin our experimentwas a Pentium4

2.0GHzworkstation,while [122] useda 2.7GHzworkstation. As a result, our reported
runtimeshouldbe evensmallerif the sametypesof machinesvereused.Since[122] did

notreporttheirerrordiagnosisandveri cation time, we wereunableto compardhesewo

results.However, we obsere thattheruntimeof our errordiagnosist DPSis smallerthan
theresynthesisuntime of [122] for mostbenchmarkslt is alsoworth noting that[122]

usedATPGto generateheirinitial vectorswhile we usedrandomsimulation.As aresult,
[122] shouldrequiremoretime to generatats initial vectors.

In our secondexperimentwe injectedmorethanoneerrorinto thenetlist. Theinjected
errorscompliedwith Abadir's modelandcouldbe x edby bothGDSandDPS.To mimic
dif cult errors,the numberof initial vectorswasreducedto 64. We rst measuredhe
runtimeandthe numberof iterationsrequiredto x eacherrorseparatelywe thenshaved
theresultson xing multiple errors. Time-outwassetto 30 minutesin this experiment,
andtheresultsaresummarizedn Table9.4. Similar to othererror diagnosisandcorrec-
tion techniquesruntimeof our techniquegrows signi cantly with eachadditionalerror.
However, we canobsene from the resultsthatthe numberof iterationsis usuallysmaller
thanthe productof the numberof iterationsfor eacherror It shows that our framewvork

tendsto guidetheresynthesiprocesso x theerrorsinsteadof merelytrying all possible
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combination®of x es.Anotherinterestingphenomenois thatDPScould simultaneously
x all threeerrorsin the S1488benchmarkwhile GDS couldnot. Thereasoris thatDPS
founda x involving only two wires eventhoughthreeerrorswereinjected. SinceGDS
couldnot x the netlistusingonly two error sites,three-errordiagnosiswvas performed,
which was extremely slow. The reasonis thatin additionto x esinvolving threeerror
sites,any combinationof wires consistingof two error sitesandone “healthy” site (site
with its functionunchangedijs alsoavalid x. As aresult,the numberof possible x es
increasediramaticallyandevaluatingall of themwastime consuming.This explanation
is con rmed by the following obsenation: error diagnosisreturned8, 7 and9 possible
x esfor errorl,error2anderror3respectrely, while the numberof x esfor all threeer
rorsusingthreesiteswas21,842.This situationsuggestshatDPSis morepowerful than

GDS,aswell asmary techniquesubsumedby GDS.

Table9.4: Multiple errorexperimentfor combinationafjate-level netlists.

Benchmark Runtime(sec) Numberof iterations
Errl | Err2 | Err3 | Errl+2 | Errl+2+3| Errl | Err2 | Err3 | Errl+2 | Errl+2+3

S1488(GDS) | 4 6 4 10 T/O 8 5 2 22 T/O
S1488(DPS) | 14 5 5 34 9 32 4 2 45 14
S13207(GDS)| 10 10 6 12 75 11 5 1 10 19
S13207(DPS)| 7 9 6 14 74 4 5 1 16 15
S15850(GDS)| 4 3 4 5 7 1 1 1 1 1
S15850(DPS)| 4 3 5 5 10 1 1 13 1 11

Time-outis setto 30 minutesandis markedasT/O in the Table.

To furtherevaluatethe strengthof our errorrepairtechniqueswe tookthe C17bench-
markfrom the ISCAS'85 suiteandpreparedtotally differentcircuit with the samenum-
ber of primary inputs and outputs,wherethe circuit is composedf two multiplexers.
Next, we usedCoRe to “repair” the C17 benchmarkso thatit becamesquialentto the

preparedircuit. CoRe successfullyepairedhe C17benchmarkn 0.04secondsising26
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testvectors. Sincethe numberof primary inputsis 5, this resultsuggestshat CoRe can
nd a x withouttrying all possibleinput patterng32 in this benchmark)evenwhenthe
therepairedcircuit is considerabhydifferentfrom the original one.

Simulation-basedveri cation: in ourthird experimentwe simulated functionality-
preservingvectorsandm errorsensitizingvectors wherem<< n. Error-sensitizingvec-
torswereproducedy randomlychangingoneoutputpervector Wethenchecledwhether
ourframavork couldproducea netlistthatwasadaptve to thenew responsesThisis sim-
ilar to xing errorsfoundby simulation-basederi cation, wherea few vectorsbreakthe
regressiortestwhile mostvectorsshouldbepresered. In this experimentwe setn=1024
while changingm, andtheresultsaresummarizedn Table9.5. We canobsene from the
resultsthatadditionalerrorsensitizingvectorsusuallyrequiremorewiresto be x ed,and
theruntimeis alsolonger However, our framework is ableto repairall the benchmarks
within a shorttime by resynthesizingnly a small numberof wires. This resultsuggests

thatour framework workseffectively in the contect of simulation-basederi cation.

Table9.5: Error correction for combinational gate-lerel netlists in the context of
simulation-basederi cation.
Bench- Runtime(sec) Numberof errorsites

mark M=l |m=2 | m=3 | m=4 | m=1| m=2 | m=3 | m=4
S1488 3 4 10 10 1 2 3 3
S15850| 3 4 4 6 1 2 2 4
S13207| 3 6 8 19 1 2 3 5

1024 functionality-preseimg and m errorsensitizingvectors are simulated, where the error
sensitizingvectorsrandomlychangeoneoutputpervector

Repairing errors in sequential circuits: our forth experimentrepairserrorsin se-
guential circuits using techniquesdescribedin Section9.1. The characteristicof the

benchmarksndtheir resultsaresummarizedn Table9.6. For eachbenchmark32 traces
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were provided, andthe goal wasto repairthe circuit sothatit produceghe correctout-
put response$or thosetraces.Note thatdiagnosingerrorsin sequentiatircuitsis much
more dif cult thanthatin combinationalcircuits becausecircuit unrolling is used. For
example,the bug tracefor the lastbenchmarkad77 cycles,andit producedanunrolled
circuit containingmore thanone million standardcells. Sinceour algorithm processes
all thetracessimultaneouslyonly oneiterationwill be required.For the computationof
more representatie runtime only, we deliberatelyprocessedhe tracesone by one and
failed all veri cation so that all the benchmarksinderwent32 iterations. All the bugs
wereinjectedatthe RTL, andthe designswveresynthesizedisingCadenceRTL compiler
4.10. In the table,“Err. Diag. time” is the time spenton error diagnosis, #Fixes” is
the numberof valid x esreturnedby CoRe, and“DPStime” is theruntimeof DPS.The
minimum/maximunmumberf supportvariablesandgatesusedin thereturned x esare
shavn under‘Resynthesizedetlist”. Notethatimplementingary valid x is sufcient to
correctthecircuit's behaior, andwe rankthe x esbasednthelogic depthfrom primary
inputs: x escloserto primaryinputsarepreferred.Under“Err. diag. time”, “1st” is the
runtimefor diagnosingthe rst bug trace,while “Total” is the runtimefor diagnosingall
32traces.

Thecomparisorbetweerthe rst andtotal diagnosidimein Table9.6shovsthatdiag-
nosingthe rst tracetakesmorethan30%of thetotal diagnosidimein all thebenchmarks.
Thereasonis thatthe rst diagnosiscanoftenlocalize errorsto a smallnumberof sites,
which reduceghe searchspaceof further diagnosesigni cantly. SinceCoRe relieson

iterative diagnosisto re ne the abstractionof signaturesthis phenomenorensureghat
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Table9.6: Error-repairresultsfor sequentiatircuits.
Bench- | Descrip- | #Cells | Bugdescription Err. diag. #Fix- | Resynthesized | DPS
mark | tion time (sec) es netlist time
rst total #Supp.| #Gates| (sec)
Pre Part of 1877 | 8-bitreducedOR | 29.4 | 50.8 1 19/19 | 83/83 | 0.4
norm FPU I AND
MD5 MDS5 full | 13111 | Incorrectstate 5294 | 5670 2 33/64 | 58/126 | 28.2

chip transition
DLX b-stage | 14725| JAL inst.leadsto | 25674 | 78834 | 54 1/21 | 1/944 | 1745
pipeline incorrectbypass
MIPS- from MEM stage
Lite CPU Incorrectinst. 29436 | 30213 6 1/2 1/2 85
forwarding

DPSis usedin this experiment. The errordiagnosistechniqueis basedon [6]. “#Supp’ is the
numberof supportsignalsand“#Gates”is the numberof gatesin the resynthesizedetlist. The
numbersareshavn asminimum/maximum.

CoReis efcient afterthe rst iteration. As Table 9.6 shaws, error diagnosisis still the
bottleneckof the CoRe frameavork. We alsoobsenethat xing somebugsrequiresalarge
numberof gatesandsupportvariablesin their resynthesizedetlistsbecausehe bugsare

comple functionalerrorsinjectedatthe RTL.

9.3.2 RTL Error Repair

In RTL errorrepairexperimentswe evaluatedthe performancef the techniquesie-
scribedin Section9.2 with a rangeof Verilog benchmarks We useda proprietaryPerl-
basedVerilog parserto insert conditionalassignmentinto RTL code. Synthesis-based
diagnosiswas implementedusing OpenAcces®.2 and OAGear0.96 [140] with RTL
Compilerv4.10from Cadencesthe synthesidool. For simulation-basediagnosiswe
adoptedan experimentalRTL symbolic simulator Insight 1.4, from Avery DesignSys-
tems[126]. For ef ciency, we implementedhetechniqueslescribedn [52] to corvertPB
problemsto SAT problemsandadoptedMiniSat asour SAT solver [51]. All the experi-

mentswereconductecon an AMD Opteron880 (2.4GHz)Linux workstationwith 16GB
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memory The designaundertestincludedsereralcircuits selectedrom OpenCore$131]
(Prenorm,MD5, MiniRISC, andCF_FFT), the picoJaa-Il microprocesso(Pipe),DLX,
andAlpha. Bugs(describedn Table9.7) wereinjectedinto thesebenchmarkswith the
exceptionof DLX andAlpha, which alreadyincludedbugs. We usedconstrained-random
simulationto generatdugtracesor Pipe,Prenorm,andCF_FFT, while thebugtracedor
therestof thebenchmarksveregeneratedisingtheveri cation ervironmentshippedwith
thedesigns.Tracesto exposebugsin DLX andAlphaweregivenby the veri cation en-
gineerandweregeneratedisinga constrained-randosimulationtool [113]. Thenumber
of tracesfor the benchmarksndtheir lengthsarealsoreportedn Table9.7. The charac-
teristicsof thesebenchmarksresummarizedn Table9.8. In thetable,“RTL #Lines”is
the numberof lines of RTL codein adesign,and“Gate-level #Cells” is the cell countof
the synthesizeadhetlist. To compareour resultswith previous work, we implementedhe
algorithmsfor gate-level error diagnosisin [6, 107]. In thetable,we list the numberof
MUXes insertedby theirtechniquesn column“#MUXes”, andthenumberof conditional

assignmentander‘#Assi..

Synthesis-BasedErr or Diagnosis

In this experiment,we performedcombinationabndsequentiakrror diagnosisusing
the synthesis-baset@chniquegiescribedn Section9.2.2. For comparisorwith previous
work, we alsosynthesizedhe benchmarksindperformedgate-level errordiagnosiausing
Smith'sandAli' s[6, 107] techniqueglescribedn Section5.1.3. Theresultsaresumma-
rizedin Table9.9 and Table9.10. Recallthata symptontore suggesta possiblesetof

signalsto modify for correctingthedesignandit includesoneor moresymptonvariables
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Table9.7: Descriptionof bugsin benchmarks.

Bench- | Bug | Description Bugtraces
mark ID #Traces| #Cycles
Pipe A | Onesignalinverted 32 200
Pre A | ReducedRreplacedy reducedAND 32 20
norm B | Onesignalinverted 32 20

C | One26-bitbusMUX selectline inverted 32 20

D | BugA +BugB 32 20

E | BugA +BugB +BugC 32 20
MD5 A | Incorrectoperandor a 32-bitaddition 1 200

B | Incorrectstatetransition 1 200

C | BugB with ashortertrace 1 50
MRISC | A | IncorrectRHSfor a11-bitvalueassignment 1 200
CFFFT| A | Onesignalinverted 32 15
DLX A | SLL inst. doesshift thewrongway 1 150

B | SLTIU inst. selectehewrongALU operation 1 68(178)

C | JAL inst.leadsto incorrectbypasdrom MEM stage 1 47(142)

D | Incorrectforwardingfor ALU+IMM Inst. 1 77(798)

E | Doesnotwrite toreg31 1 49(143)

F | RT readdower 30bitsonly 1 188

G | If RT =7 memorywrite is incorrect 1 30(1080)
Alpha A | Write to zero-rgy succeed# rdb_idx =5 1 70(256)

B | Forwardingthroughzeroregonrb 1 83(1433)

C | Squashf sourceof MEM/WB = dest.of ID/EX and 1 150(9950)

instr. in ID is notabranch

DLX andAlpha includednative bugs, while otherbugswere manuallyinjected. Bug tracesfor
se/eral DLX and Alpha benchmarkshave beenminimized before diagnosis,and their original
lengthsareshawvn in parentheses.

In all our experimentsyve foundthatthereportedsymptomcoresincludedtherootcauses
of errorsfor all benchmarks.In otherwords, REDIR accuratelypointedout the signals
thatexhibitedincorrectbehaior.

Comparison betweenRTL and gate-level error diagnosis: this comparisorclearlyin-
dicatesthat diagnosingfunctional errorsat the RTL hassigni cant adwantagesover the
gatelevel, including shorterruntime and more accuratediagnoses. As Table 9.9 shows,
mosterrorscanbediagnosedisingour techniquesvithin afew minuteswhile Table9.10
shavs thatidentifying the sameerrorsat the gatelevel takesmorethan48 hoursin mary
cases.Onemajor reasonfor this is thatthe numberof possiblesymptomvariables(er

ror sites),i.e., internal netlist signalsresponsibldor the bug, is signi cantly smallerin

162



Table9.8: Characteristicef benchmarks.

Bench- Description #Flip- | Tracetype Gate-level [6, 107] RTL (Ours)
mark ops #Cells | #MUXes | #Lines | #Assi.
Pipe Part of PicoJaa 2 Constrained-| 55 72 264 31
pipelinecontrolunit random
Prenorm | Partof FPU 71 Constrained | 1877 1877 270 43
random
MD5 MDS5 full chip 910 | Directtest 13311 | 13313 438 37
MiniRISC | MiniRISC full chip 887 | Directtest 6402 6402 2013 43
CFFFT Part of the CF_LFFT chip | 16,638 | Constrained-| 126532 | 126560 998 223
random
DLX 5-stagepipelineCPU 2,062 | Constrained-| 14725 | 14727 1225 84
runningMIPS-Lite ISA random
Alpha 5-stagepipelineCPU 2,917 | Constrained-| 38299 | 38601 1841 134
runningAlphalSA random

“#MUXes” is thenumberof MUXes insertedby gate-leel diagnosig6, 107 for comparisonand
“#Assi” is thenumberof conditionalassignmentsisertedoy our solution.

RTL diagnosisascanbe obseredfrom the numbersof insertedconditionalassignments
shavn in Table9.8. Thisis dueto thefactthatonesimpleRTL statemenmay be synthe-
sizedinto a complex netlist,which proliferatesthe numberof error sites. For example,a
statementike “a = b + ¢” createnly onesymptomvariableatthe RTL. Its synthesized
netlist,however, maycontainhundredsf errorsites,dependingpntheimplementatiorof
the adderandthe bit-width of the signals. The smallnumberof potentialsymptomvari-
ablesattheRTL signi cantly reducesghesearchspacdor PB or SAT solversandprovides
very shortdiagnosiguntime.In addition,onebug atthe RTL maytransforminto multiple
simultaneousugsat the gatelevel. Sinceruntimeof error diagnosisgrows substantially
with eachadditionalbug [107], beingableto diagnoseerrorsat the RTL avoids the ex-
pensve multi-errordiagnosigrocessatthegatelevel. We alsoobseredthatalthoughthe
runtimeof the RTL errordiagnosisstill increasesvith eachadditionalbug, its growth rate
is muchsmallerthanthe growth rateat the gatelevel. For example,asTable9.10shows,

theruntimeof the gate-level diagnosidor Prenorm(A) and(D), which combined/A) and
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Table9.9: RTL synthesis-basegrrordiagnosigesults.

Bench- | Bug RTL diagnosigOurwork)
mark ID Combinational Sequential
Errorsfound Runtime Errorsfound Runtime
#Symp.| #Cores| (sec) | #Symp.| #Cores.| (sec)
Pipe A 1 1 6.0 1 1 6.0
Pre A 1 1 13.2 1 1 13.2
norm B 1 1 11.4 1 2 13.4
C 1 1 11.4 1 1 11.4
D 2 1 12.4 2 2 13.8
E 3 2 13.9 3 4 17.4
MD5 A 1 1 83.3 1 3 173.2
B 1 1 42.9 1 2 110.1
C 1 1 14.1 1 6 49.8
MRISC | A Statesunavailable 1 2 32.0
CFEFFT| A 1 4 364.8 Traceunavailable
DLX A 1 1 41.2 1 3 220.8
B 1 4 54.8 1 17 1886.3
C 1 5 15.8 1 11 104.0
D 1 3 27.5 1 9 2765.1
E 1 4 19.1 1 12 105.2
F 1 2 67.8 1 2 457.4
G 1 1 11.3 Traceunavailable
Alpha A 1 5 127.4 1 9 525.3
B 1 5 111.6 1 5 368.9
C 1 3 122.3 1 3 250.5

“#Symp” is the numberof symptonvariablesin eachcore,and #Cores”is the total numberof
symptontores Theresultsshouldbe comparedvith Table9.10,which shav thatRTL diagnosis
outperformgyate-leel diagnosidgn all thebenchmarkstheruntimeis shorter andthe diagnosigs

moreaccurate.

(B), was63.6and88.7secondstespectiely. Onthe otherhand,Table9.9 shawvs thatthe
runtimefor RTL diagnosisvas13.2and13.8secondstespectiely. Theseresultsclearly
indicatethatadoptinggate-level techniquesnto RTL is the correctapproachit provides
excellentaccurag becausdormal analysiscanbe performedyet it avoids dravbacksin
gate-level analysisin thatit is still highly scalableandef cient. Thisis achiezed by our
new constructghat modelerrorsat the RTL insteadof the gatelevel. Theseresultsalso

demonstratéhattrying to diagnoseRTL errorsat the gatelevel and mappingthe results
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Table9.10: Gate-level errordiagnosigesults.

Bench- | Bug Gate-lerel diagnosig6, 107]
mark ID Combinational Sequential
Errorsfound | Runtime| Errorsfound | Runtime
#Sites| #Cores| (sec) | #Sites| #Cores| (sec)
Pipe A 1 1 6.9 1 1 7.1
Pre A 1 1 51.1 1 1 63.6
norm B 1 3 41.6 1 4 46.7
C Time-out (48 hours) with > 10error sites
D 2 | 3 73.3 2 | 4 | 887
E Time-out (48 hours) with > 8 error sites
MD5 A Time-out (48 hours) with > 6 error sites
B 1 2 10980 1 4 41043
C 1 3 2731 1 28 17974
MRISC | A Statesunavailable Time-out (48 hours)
CFFFT| A 1 | 1 [ 109305 Traceunavailable
DLX A Time-out (48 hours) Out of memory
B 1 20 15261 Out of memory
C 1 45 11436 1 170 34829
D 1 6 18376 1 6 49787
E 1 12 9743.5 1 193 19621
F 1 10 15184 Out of memory
G 1 9 4160.1 Traceunavailable
Alpha A Time-out (48 hours)
B Time-out (48 hours)
C Out of memory

“#Sites” is the numberof error sitesreportedin eachcore,and“#Cores” is the total numberof

symptomcoresreturnedby errordiagnosis.

backto the RTL is ineffective andinef cient, notto mentionthefactthatsucha mapping
is usuallydif cult to nd.

Comparison betweencombinational and sequentialdiagnosis: the differencebetween
combinationaland sequentiadiagnosidss that sequentiadiagnosisonly usesoutputre-

sponsedor constraintswhile combinationals allowedto usestatevalues.As Table9.9

shaws, the runtime of combinationaldiagnosisis typically shorter and the numberof

symptomcoresis often smaller In DLX(D), for example,the combinationaltechnique

runs signi cantly fasterthan sequential,and returnsonly three cores,while sequential
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returnsnine. The reasonis that combinationaldiagnosisallows the useof statevalues,
which provide additionalconstraintdo the PB instance. As a result,the PB solver can
nd solutionsfaster andthe additionalconstraintgurtherlocalizethe bugs. Beingableto
utilize statevaluesis especiallyymportantfor designswith very deeppipelineswherean
errormay be obseredhundredcycleslater For example,the errorinjectedinto CF_FFT
requiresmorethan40 cyclesto propagatdo any primary output, makingthe useof se-
guentialdiagnosidif cult. In addition,bugsthatareobseredin designstatesanonly be
diagnosedvhenstatevaluesareavailable,suchasDLX(G). Ontheotherhand,sequential
diagnosigs importantwhen statevaluesare unavailable. For example,the bug injected
into theMiniRISC processochangedhe stateregisters,damagingcorrectstatevalues.In
practice,it is alsocommonthatonly responsesat primary outputsareknown. Therefore,
beingableto diagnoseerrorsin combinationabhndsequentiatircuitsis equallyimportant,
andbotharesupportedy REDIR.

ThecomparisorbetweerVID5(B) andMD5(C) shavsthatthereis atrade-of between
diagnosisruntime and quality: MD5(C) usesa shortertrace and thus requiresshorter
diagnosisruntime; however, the numberof symptomcoresis larger thanthat returned
by MD5(B), shaving that the resultsare lessaccurate.The reasonis thatlongertraces
usually containmore information; therefore they canbetterlocalize designerrors. One
way to obtain shortyet high-quality tracesis to performbug trace minimization before
errordiagnosis.Suchminimizationtechniquesanremoveredundaninformationfromthe
bug traceandgreatlyfacilitateerrordiagnosis We usedthe Butramintechniquedescribed

in ChapteVIll to minimizethetracesfor DLX andAlpha, andthe lengthof the original
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tracesis shown in parenthesedn general,onetraceis enoughto localizethe errorsto a
smallnumberof symptomcores while additionaltracesmayfurtherreducethis number
Casestudy: we useDLX(D) asan exampleto showv the power of our errordiagnosis

techniquesPart of its RTL codeis shovn below:

always@(memstager exstageor idstageor rs3rdor rs3rtor rs4rdor rs4rtor rsr31)
casa (f memstageestage,idstage,rs3rd,rs3rt,rs4rd,rs4rt,rgj31

f 'ALUimm, "dc3, dc3, dc, dc,dc, ‘true, da:

RSsel= "selectstage3bypassj/ Buggy

In this example,the buggy codeselectsstage3ypasswhile the correctimplementation
shouldselectstage4. Error diagnosisreturnstwo symptomcores RSseland ALUout
Obviously, RSselis the correctdiagnosis. However, ALUout is alsoa correctdiagnosis
becausd theALU cangenerateorrectoutputseventhoughthecontrolsignalisincorrect,
thenthe bug canalsobe x ed. However, thisis notadesirablex. This casestudyshowns
that REDIR cansuggestariouswaysto repairthe sameerror, allowing the designerto

considedifferentpossibilitiesin orderto choosethe best x.

Simulation-BasedErr or Diagnosis

In this experiment,we performedsimulation-basediagnosisusingthe algorithmde-
scribedin Section9.2.2with Insight,anexperimentaRTL symbolicsimulatorfrom [126].
BenchmarksPipeand CF_FFT were usedin this experiment. Simulationtook 23.8and
162.9seconddo generateSAT instancedor thesebenchmarksrespectrely. The SAT

solverincludedin Insightthensolvedtheinstancesn 1 and723secondsespectrely, and
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Table9.11: Error-correctionresultsfor RTL designs

Bench-mark| Bug | #Cores| Resyn.| #Fixes | Runtime
mark ID x ed | method (sec)
Pipe A 1 GDS 2214 1.0
Prenorm A 1 GDS 4091 1.1
B 1 GDS 4947 2.4
C 1 GDS 68416 5.6
D 2 GDS 79358 7.1
E 3 GDS | 548037 41.6
MD5 A 1 GDS 33625 4.1
B 0 GDS 0 3.86
CFFFT A 3 GDS | 214800 | 141.6
DLX A 0 GDS 0 1.3
B 3 GDS | 5319430, 111.2
C 5 DPS 5 1.6
D 3 DPS 3 1.6
E 4 DPS 4 1.4
F 2 DPS 2 29
G 1 GDS 51330 0.7
Alpha A 5 DPS 5 7.9
B 4 DPS 4 10.4
C 3 DPS 3 8.5

it successfullydenti ed thedesignerrors.Notethatcurrently the SAT solveronly returns
one, insteadof all possiblesymptomcores. Although the runtime of simulation-based

approachs longerthanthe synthesis-basenhethod,it doesnot requirethe designto be

synthesizedn adwance thussaving the synthesizeruntime.

Err or Correction

In our errorcorrectionexperiment,we appliedthe techniquesdescribedin Section
9.2.3to x theerrorsdiagnosedn Table9.9. We usedcombinationaldiagnosisin this
experiment,andcorrectedhe error locationsusingthe resynthesignethodsdescribedn
ChapterVI. We summarizethe resultsin Table9.11wherewe indicatewhich of thetwo

synthesigechniquesve used eitherGDSor DPS.In thetable,"#Cores x ed” is thenum-
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ber of symptomcoresthat can be correctedusing our errorcorrectiontechniquesand
“#Fixes” is the numberof waysto x the errors. We appliedGDS rst in the experi-
ment,andobsenedthat GDS often returnsa large numberof valid x esthatcancorrect
the designerrors. Onereasonis that GDS performsexhaustve searchto nd new logic
expressionstherefore,it may nd mary differentwaysto producethe samesignal. For
example,“A B” and“A (A B)” are both returnedeven thoughthey are equialent.
Anotherreasons that we only diagnosedhortbug traces which may producespurious
x es:signature®f differentvariablesarethe sameeventhoughtheir functionsarediffer-
ent. As aresult,we only reportthe rst 100 x esin ourimplementationwherethe x es
are sortedso that thosewith smallernumberof logic operationsarereturned rst. Due
to the exhaustve-searcmatureof GDS, memoryusageof GDS may be high duringthe
searchasarethecasegor benchmark®LX (C-F)andAlpha. In thesebenchmarksiGDS
ranout of memory andwe reliedon DPSto nd x esthatcancorrectthe errors. Since
DPSonly returnsonelogic expressiorwhen xing anerror, the numberof possible x es
is signi cantly smaller

Table 9.11 shows that we could not nd valid x esfor benchmarkaviD5(B) and
DLX(A). The reasonis that the bugsin thesebenchmarksnvolve multi-bit variables.
For example,bug MD5(b) is anincorrectstatetransitionfor a 3-bit stateregister Since
in this experimentwe only considerthe least-signi cantbits of suchvariablesduring er-
ror correction,we couldnot nd avalid x. This problemcanbe solved by insertinga

conditionalassignmentor every bit in a multi-bit variable.
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Discussionof RTL Err or-Repair Results

TheRTL errordiagnosigesultsshowv thatourerrormodelingconstructanddiagnosis
techniquesaneffectively localizedesignerrorsto a smallnumberof symptomvariables.
Ontheotherhand,our errorcorrectionresultssuggesthatoptionsto repairthediagnosed
errorsabound.Thereasonis thatthe searchspaceof errorcorrectionis muchlargerthan
errordiagnosistherearevariouswaysto synthesizea logic function. As aresult, nding
high-quality x esfor a bug requiresmuchmoreinformationthanproviding high-quality
diagnoses.Although this canbe achiezed by diagnosinglongeror more numerousbug
tracestheruntimeof REDIR will alsoincrease.

This obsenation shavs thatautomaticerror correctionis a muchmoredif cult prob-
lem than automaticerror diagnosis. In practice,however, engineeroften nd error di-
agnosismoredif cult thanerror correction. It is commonthat engineerseedto spend
daysor weeks nding the causeof a bug. However, oncethe bug is identi ed, xing it
may only take a few hours. To this end,our errorcorrectiontechniquecanalsobe used
to facilitate manualerror repair andit works asfollows: (1) the engineerx esthe RTL
codemanuallyto provide new logic functionsfor the symptomcoresidenti ed by error
diagnosis;and (2) REDIR simulatesthe new functionsto checkwhetherthe signatures
of symptomcorescanbe generatedorrectly usingthe new functions. If the signatures
cannotbe generatedy the new functions,thenthe x is invalid. In this way, engineers
cancheckthe correctnessf their x esbeforerunningveri cation, which canaccelerate
themanualerrorrepairprocesssigni cantly.

The synthesis-baserksultsshav that our techniquesan effectively handledesigns
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aslarge as 2000 lines of RTL code,which is approximatelythe size that an engineer
actively workson. Sincesynthesidools areavailablein mostcompaniesREDIR canbe
usedby engineersverydayto facilitatetheir deluggingprocess.On the otherhand,the
simulation-basedesultssuggesthat our techniquesare promising. OnceRTL symbolic
simulatorsbecomeaccessibléo mostcompaniesREDIR canautomaticallyexploit their

simulationpowerto handleevenlargerdesigns.

9.4 Summary

In thischaptemwe empiricallyevaluatedheeffectivenes®of the CoReé frameworkin re-
pairingfunctionalerrorsin combinationabate-level netlists.In addition,we extendedthe
framework to repairerrorsin sequentiatircuits. This framewnork exploits both satis abil-
ity andobsenability don't-caresandit usesanabstraction-re nemergéchemeo achieve
betterscalability Theexperimentaresultsshav thatCoReé canproducea modi ed netlist
which eliminateserroneousesponsesvhile maintainingcorrectones.In addition, CoRé
only requirestestvectorsandcorrectoutputresponseghereforejt canbe easilyadopted
in mostveri cation o ws.

Other contritutionsin this chapterare the constructsand algorithmsthat provide a
fundamentallynew way to diagnoseandcorrecterrorsat the RTL, including: (1) anRTL
error modelingconstruct;(2) scalableerrordiagnosisalgorithmsusing Pseudo-Boolean
constraints synthesis,and simulation; and (3) a novel errorcorrectiontechniqueusing
signatures.To empirically validate our proposedechniqueswe developeda new veri-

cation framework, calledREDIR. To this end, our experimentswith industrialdesigns

demonstrat¢hatREDIR is ef cient andscalable.In particular designsup to afew thou-
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sandlines of code(or 100K cells after synthesis)canbe diagnosedwvithin minuteswith
high accurag. The superiorscalability ef ciency andaccurag of REDIR ensurethat
it canbe usedby engineersn their everydaydehuggingtasks,which canfundamentally
changeheRTL dehuggingprocess.

The comparisonbetweengate-lerel and RTL error diagnosisshows that RTL bugs
shouldbe x edatthe RTL becausexing the sameerrorsat the gatelevel will become
muchmoredif cult. To thisend,REDIR cangreatlyenhancehe RTL deluggingprocess
to prevent bugs from escapingto the gatelevel, allowing most functional errorsto be
caughtandrepairedatthe RTL. Thereforegvenif bugsstill escapdo the gatelevel, those
bugswill bemoresubtleandshouldrequiresmallerchangego thenetlist. Thiswill allow

gate-level errorrepairtechniqueso work moreeffectively.
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CHAPTER X

Incr emental Veri cation for Physical Synthesis

Asinterconnecincreasinglydominatesielayandpoweratthelatesttechnologynodes,
mucheffort is investedn physicalsynthesiptimizations posinggreatchallengesn val-
idating the correctnes®f suchoptimizations.Commondesignmethodologieshatdelay
the veri cation of physicalsynthesigransformationauntil the completionof the design
phaserenolongersustainabléecausé makestheisolationof potentialerrorsextremely
challenging.Sincethe designs functionalcorrectnesshouldnot be compromisedengi-
neerdedicateconsiderableesourceso ensurdghecorrectnesattheexpenseof improving
otheraspect®f designquality. To addresghesechallengeswe proposea fastincremen-
tal veri cation systemfor physicalsynthesioptimizationscalledInVerS,whichincludes
capabilitiesfor errordetectionanddiagnosis.This systemhelpsengineersliscover errors
earlier which simpli es errorisolationandcorrection therebyreducingveri cation effort

andenablingmoreaggressie optimizationgo improve performance.

10.1 Background

In this sectionwe rst take a closerlook at the currentphysicalsynthesiso w. Next,

we describea powerful physicalsynthesigechniquecalled retiming. Retiming reposi-
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tionsregistersin a designandcanperformoptimizationsnot achiezableby combinational
resynthesisnethods.Our methodologieso verify the correctnes®f theseoptimizations

will bepresentedn the next section.

10.1.1 The Curr ent Physical SynthesisFlow

Post-placemerptimizationshave beenstudiedandusedextensiely to improve cir-
cuit parametersuchaspower andtiming, andthesetechniquesare often calledphysical
synthesis. In addition, it is sometimesecessaryo changethe layout manuallyin or-
derto x bugsor optimizespeci c objectives;this processs calledEngineeringChange
Order (ECO). Physicalsynthesiss commonlyperformedusing the following ow: (1)
performaccurateanalysisof the optimizationobjective, (2) selectgatesto form a region
for optimization, (3) resynthesizehe region to optimize the objective, and (4) perform
legalizationto repairthe layout. Thework by Lu etal. [82] andChanganetal. [41] are
all basednthis ow.

Giventhat subtleand unexpectedbugsstill appearin physicalsynthesigools today
[9], veri cation must be performedto ensurethe correctnes®f the circuit. However,
veri cation is typically slow; thereforejt is often performedafter hundredsor thousands
of optimizationsasshavn in Figure10.1. As aresult,it is dif cult to identify the circuit
modi cation thatintroducedhebug. In addition,deluggingthecircuit atthis designstage
is oftendif cult becaus@ngineerareunfamiliarwith theautomaticallygenerateaetlist.
As we will show later, InVerSaddressetheseproblemsby providing a fastincremental

veri cation technique.
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Figurel0.1: Thecurrentpost-layoubptimization o w. Veri cation is performedafterthe
layouthasundegonea large numberof optimizations which makesdehug-
ging dif cult.

10.1.2 Retiming

Retimingis a sequentialogic optimizationtechniquethat repositionghe registersin
a circuit while leaving the combinationalcells unchanged75, 102]. It is often usedto
minimize the numberof registersin a designor to reducea circuit's delay For example,
thecircuit in Figure10.4(b)is aretimedversionof the circuit in Figure10.4(a)thatopti-
mizesdelay Althoughretimingis a powerful techniquegnsuringts correctnesgmposes
a seriousproblemon veri cation becausesequentiakequivalencecheckingis ordersof
magnitudemoredif cult thancombinationakequialencechecking[63]. As aresult,the
runtimeof sequentialveri cation is oftenmuchlongerthanthat of combinationaleri -

cation,if it ever nishes. This problemwill beaddresseth Section10.2.2.
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10.2 IncrementalVeri cation

We provide arobustincrementaleri cation packagehatis composeaf alogic sim-
ulator, a SAT-basediormal equivalencechecler, andour innovative similarity metric be-
tweena circuit andits revision. In this sectionwe de ne our similarity metrics,andthen

describeour overall veri cation methodology

10.2.1 New Metric: Similarity Factor

We de ne the similarity factor asan estimateof the similarity betweentwo netlists,
ckt; andckty. Thismetricis basedn simulationsignature®f individual signalsandthose
signaturexanbe calculatedusingfastsimulation. Let N be the total numberof signals
(wires)in bothcircuits. Out of thoseN signals,we distinguishM matding signals— a
signalis considerednatchingif andonly if bothcircuitsincludesignalswith anidentical

signature The similarity factorbetweerckt; andckt, is thenM=N. In otherwords:

numberof machingsignals

10.1 imilarity fador = '
(10.1) similarity fador = — i mberof signals

We alsode ne thedifferencefactoras(l similarity facor).

Example 10 Considerthe two netlistsshownin Figure 10.2, whee the signatues are
shownabove thewires. There are 10 signalsin the netlists,and 7 of themare matding.

Asa result,thesimilarity factoris 7/10=70%,andthedifferencefactoris 1 - 7/10= 30%.

Intuitively, the similarity factorof two identicalcircuits shouldbe 100%. If a circuit
is changedslightly but is still mostly equivalentto the original version,thenits similarity

factor shoulddrop only slightly. For example, Figure 10.3(a)shows a netlist wherea
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Figurel0.2: Similarity factorexample. Note thatthe signaturesn the fanoutconeof the
corruptedsignalaredifferent.

region of gatesis resynthesizedorrectly Sinceonly the signaturesn thatregionwill be
affected,the similarity factoronly dropsslightly. However, if the changegreatly affects
thecircuit'sfunction,thesimilarity factorcandropsigni cantly, dependingpnthenumber
of signalsaffectedby the change. As Figure 10.3(b) shaws, whena bug is introduced
by resynthesisthe signaturesn the outputconeof the resynthesizedegion will alsobe
different,causingalargerdropin similarity factor However, two equivalentcircuits may
be dissimilar, e.g.,a Carry-Look-Aheadadderanda Kogge-Stonedder Therefore the
similarity factorshouldbe usedin incrementaleri cation andcannotreplacetraditional

veri cation techniques.

10.2.2 Veri cation of Retiming

A signaturerepresents fraction of a signal's truth table,which in turn describeghe
information o w within a circuit. While retiming may changehe clock cycle thatcertain
signaturesaregeneratedbecause&ombinationakells are presered, mostgeneratedig-
naturesshouldbeidentical. Figure10.4showns aretimingexamplefrom [38], where(a) is

theoriginal circuit and(b) is theretimedcircuit. A comparisorof signaturedetweerthe
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(@)

(b)

Figurel0.3: Resynthesigxamples:(a) the gatesin the rectangleare resynthesizedor-
rectly, andtheir signaturesnay be differentfrom the original netlist; (b) an
erroris introducedduring resynthesisandthe signaturesn the outputcone
of the resynthesizedegion are also different, causinga signi cant drop in
similarity factor

circuits shaws that the signaturesn (a) alsoappearin (b), althoughthe cyclesin which
they appeamay be different. For example,the signatureof wire w (bold-faced)in the
retimedcircuit appeaionecycle earlierthanthosein the original circuit becaus¢heregis-
tersweremoved laterin thecircuit. Otherwise the signaturef (a) and(b) areidentical.
This phenomenobecomesnoreobviouswhenthecircuit is unrolled,asshovn in Figure
10.5. Sincethe maximumabsolutdag in this exampleis 1, retimingonly affectsgatesin
the rst andthelastcycles,leaving therestof thecircuitsidentical. As aresult,signatures
generatedy the unafectedgatesshouldalsobeidentical. Basedon this obsenation, we
extendour similarity factorto sequentialeri cation, calledsequentiakimilarity factor,
asfollows. Assumetwo netlists,ckt; andckty, wherethe total numberof signals(wires)
in bothcircuitsis N. After simulatingC cycles,N C signaturesvill begeneratedOut of

thosesignaturesyve distinguishM matding signatures.The sequentiakimilarity factor
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betweerckt; andckty isthenM=(N C). In otherwords:

numberof matchingsignauresfor all cycles

10.2) sequetial similarity fador = .
( )seq y total numberof signauresfor all cycles

(@)

(b)

Figurel0.4: A retimingexample:(a) is the original circuit, and(b) is its retimedversion.
Thetablesabore thewiresshaw their signatureswherethent” row is for the
nt" cycle. Four tracesareusedto generateéhe signaturesproducingfour bits
persignature Registersarerepresentedy blackrectanglesandtheirinitial
statesare0. As wire w shaws, retiming may changethe cycle thatsignatures
appearbut it doesnot changethe signaturegsignatureshavn in boldface
areidentical).

10.2.3 Overall Veri cation Methodology

As mentionedn Section10.1.1,traditionalveri cation is typically performedaftera
batchof circuit modi cations becauset is very demandingandtime consuming. As a

result,onceabugis found,it is oftendif cult to isolatethechangehatintroducedhebug
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(@)

(b)

Figurel0.5:Circuits in Figure 10.4 unrolled threetimes. The cycle in which a signal
appearss denotedusingsubscript‘@”. Retimingaffectsgatesin the rst
and the last cycles (marked in dark gray), while the rest of the gatesare
structurallyidentical (marked in light gray). Therefore,only the signatures
of thedark-graygateswill bedifferent.

becauséundredsor thousandof changehave beenmade. Similarity factoraddresses
this problemby pointing out the changeghat might have corruptedthe circuit. As de-
scribedin previous subsectionsa changethat greatly affects the circuit's function will
probablycausea suddendropin the similarity factor By monitoringthe changen sim-
ilarity factorafterevery circuit modi cation, engineerill be ableto know whena bug
might have beenintroducedandtraditionalveri cation shouldbe performed. Using the
techniqueghatwe developed,we proposethe InVerSincrementaleri cation methodol-

ogy asshavnin Figure10.6,andit worksasfollows:

1. After eachchangeo thecircuit, thesimilarity factorbetweerthe new andthe origi-
nalcircuitis calculated Runningaverageandstandardieviation of the past30 simi-

larity factorsareusedto determinevhetherthe currentsimilarity factorhasdropped

180



Figurel0.6: Our InVerSveri cation methodology It monitorsevery layoutmodi cation
to identify potentialerrorsand calls equivalencecheckingwhennecessary

Our functionalerrorrepairtechniguesanbe usedto correctthe errorswhen
veri cation fails.

signi cantly. Empirically, we foundthatif the currentsimilarity factordropsbelov
the averageby morethantwo standarddeviations,thenit is likely thatthe change

introducedabug. Thisnumberhowever, mayvary amongdifferentbenchmarksnd

shouldbe empiricallydetermined.

2. Whensimilarity factorindicatesa potentialproblem,traditionalveri cation should

be performedo verify the correctnessf the executedcircuit modi cation.

3. If veri cation fails, our functionalerrorrepairtools canbe usedto repairtheerrors.

SincelnVerS monitorsdropsin similarity factors,ratherthanthe absolutevaluesof
similarity factors,the structuresof the netlistsbecomelessrelevant. Therefore,InVerS
canbeappliedto a variety of netlists,potentiallywith differenterror agging thresholds.
As Section10.3shows, the similarity factorexhibits high accurag for variouspractical

designsandallows our veri cation methodologyto achiese signi cant speed-upver tra-

ditionaltechniques.
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10.3 Experimental Results

WeimplementednVerSusingOpenAcces2.2andOAGear0.96[140]. Ourtestcases
were selectedirom IWLS'05 benchmarkg138] basedon designsfrom ISCAS'89 and
OpenCoresuites,whosecharacteristicare summarizedn Table10.1. In the table,the
averagelevel of logic is calculatedby averagingthe logic level of 30 randomlyselected
gates. The numberof levels of logic canbe usedas an indication of the circuit's com-
plexity. We conductedall our experimentson an AMD Opteron880 Linux workstation.
Theresynthesipackagausedin our experimentss ABC from UC Berkeley [127]. In this

sectionwe reportresultson combinationabndsequentialeri cation, respectiely.

Table10.1: Characteristicef benchmarks.
Benchmark Cell | Ave.level | Function
count | of logic

S1196 483 6.8 ISCAS'89

USB_phy 546 4.7 USB1.1PHY

SASC 549 3.7 Simpleasynchronouserialcontroller
S1494 643 6.5 ISCAS'89

12C 1142 55 I12C mastercontroller

DESAREA 3132 15.1 DEScipher(areaoptimized)

SPI 3227 15.9 SPIIP

TV80 7161 18.7 8-Bit microprocessor

MEM _ctrl 11440 10.1 WISHBONE memorycontroller
PClbridge32| 16816 9.4 PClbridge

AES_core 20795 11.0 AES cipher

WB_conmax | 29034 8.9 WISHBONE ConmaxIP core

DES perf 98341 13.9 DEScipher(performanceptimized)

10.3.1 Verication of Combinational Optimizations

Evaluation of the similarity factor: in our rst experiment,we performediwo typesof
circuitmodi cationsto evaluatetheeffectivenes®f thesimilarity factorfor combinational

veri cation. In the rst type,we randomlyinjectedan errorinto the circuit accordingto
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Abadir's errormodel(seeSection5.1.4),which includesthe errorsthat occurfrequently
in gate-level netlists. This mimics the situationwherea bug hasbeenintroduced.In the

secondype,we extracteda subcircuitfrom the benchmarkwhich wascomposeaf 2-20

gatesandperformedresynthesi®f the subcircuitusingABC with the“resyn” command
[127]. Thisis similar to the physicalsynthesisor ECO o w describedn Section10.1.1,
wheregatesn a smallregion of the circuit arechangedWe thencalculatedhe similarity

factoraftereachcircuit modi cation for bothtypesof circuit modi cationsandcompared
their difference.Thirty samplesvereusedin this experiment,andtheresultsaresumma-
rizedin Table10.2. Fromtheresults,we obsenre thatboth typesof circuit modi cations

leadto decrease# similarity factor However, the decreases much more signi cant

whenanerroris injected.As d; shavs, the standardizedlifferencesn the meansof most
benchmarksrelargerthan0.5, indicatingthatthe differencesarestatisticallysigni cant.

Sinceresynthesisestsrepresenthe normanderrorinjectiontestsareanomaliesye also
calculatedd, usingonly SD,;. As d» shaws, the meansimilarity factordropsmorethan
two standarddeviationswhenanerroris injectedfor mostbenchmarksThis resultshons

thatthe similarity factoris effective in predictingwhethera bug hasbeenintroducedby

the circuit modi cation. Nonethelessin all benchmarksthe maximumsimilarity factor
for errorinjectiontestsis larger thanthe minimum similarity factorfor resynthesigests,
suggestinghat the similarity factorcannotreplacetraditionalveri cation andshouldbe
usedasanauxiliary technique.

Theimpact of cell countonthe similarity factor: in orderto studyotheraspectshatmay

affect the similarity factor we further analyzeour resultsby plotting the factorsagainst
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Table10.2: Statisticsof similarity factorsfor differenttypesof circuit modi cations.

Benchmark Similarity factor(%)
Resynthesized Oneerrorinjected dy d
Mean Miny, Max D, Mean, Mine Maxe De

USB_phy 99.849 | 99.019 | 100.000 | 0.231 | 98.897 | 91.897 | 99.822 | 1.734 | 0.969 | 4.128
SASC 99.765 | 99.119 | 100.000 | 0.234 | 97.995| 90.291 | 99.912 | 2.941 | 1.115| 7.567
12C 99.840 | 99.486 | 100.000 | 0.172 | 99.695 | 98.583 | 100.000 | 0.339 | 0.567 | 0.843
SPI 99.906 | 99.604 | 100.000 | 0.097 | 99.692 | 96.430 | 99.985 | 0.726 | 0.518 | 2.191
TV80 99.956 | 99.791 | 100.000 | 0.050 | 99.432 | 94.978 | 100.000 | 1.077 | 0.930 | 10.425
MEM _ctrl 99.984 | 99.857 | 100.000 | 0.027 | 99.850 | 97.699 | 100.000 | 0.438 | 0.575 | 4.897
PCLbridge32 | 99.978 | 99.941 | 100.000 | 0.019 | 99.903 | 97.649 | 99.997 | 0.426 | 0.338 | 3.878
AES_core 99.990 | 99.950 | 100.000 | 0.015 | 99.657 | 98.086 | 99.988 | 0.470 | 1.372 | 21.797
WB_conmax | 99.984 | 99.960 | 100.000| 0.012 | 99.920 | 99.216 | 99.998 | 0.180 | 0.671 | 5.184
DES perf 99.997 | 99.993 | 100.000 | 0.002 | 99.942 | 99.734 | 100.000 | 0.072 | 1.481 | 23.969

Thirty testswere performedin this experiment,whosemeansminimal values(Min), maximum
valueg(Max), andstandardieviations(SD) areshavn. Thelasttwo columnsshav thestandardized
differencesn the means:d; is calculatedusingthe averageof both SD, and SD,, while d» uses
only SDy.

thecell countsof thebenchmarksTo makethe gure clearerwe plot thedifferencefactor
insteadof the similarity factor We noticethatby constructionthedifferencefactortends
to reducewith the increasdn designsize,which makesthe comparisoramongdifferent
benchmarkglif cult. In orderto compensat¢his effect, we assumehatthe bug density
is 1 bug per 1,000gatesandadjustour numbersaccordingly Theplot is shovn in Figure
10.7,wherethetrianglesrepresentlatapointsfrom errorinjectiontests,andthe squares
representesynthesigests. The linear regressionlines of two datasetsare alsoshawvn.
Fromthe gure, we obsene thatthe differencefactortendsto increasewith thecell count
for errorinjection tests. The increasefor resynthesidests,however, is lesssigni cant.
As aresult,thedifferencefactorof errorinjectedcircuits (triangledatapoints)will grow
fasterthanthat of resynthesizedircuits (squaredatapoints)when cell countincreases,
creatinglarger discrepang betweenthem. This result shavs that the similarity factor
will dropmoresigni cantly for larger designsmakingit moreaccuratevhenappliedto
practicaldesignswhich often have ordersof magnitudemorecellsthanthe benchmarks

usedin ourtests.
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Figurel0.7:The relationshipbetweencell count and the differencefactor The linear
regressiorlinesof the datapointsaarealsoshown.

The impact of level of logic on the similarity factor: herewe performsimilar analysis
usingthe numberof levels of logic asthe independenvariable. The slopesof the linear
regressioninesfor the errorinjectiontestsandtheresynthesisestsare0.236and0.012,
respectrely. Thedifferencein slopesshaws thatthe differencefactorgrows fasterwhen
the numberof levels of logic increasesindicatingthatthe similarity factorwill be more
effective when designsbecomemore complicated. This behaior is preferablebecause
complicateddesignsareoftenmoredif cult to verify.

To studythe impactof the numberof levels of logic on the differencefactorwithin
a benchmarkywe plottedthe differencefactoragainstthe numberof levels of logic using
benchmarlOES perfin Figure10.8. Thelogarithmicregressiorine for theerrorinjection
testsarealsoshovn. As the gure suggeststhe differencefactordecreasewith thein-
creasdn the numberof levels of logic. Thereasons thatgateswith smallernumbersof
levels of logic have larger downstreamlogic, thereforelarger numbersof signatureswill
beaffected.As aresult,thedifferencefactorwill belarger Thatthevarianceexplainedis

large (0.7841)suggestshatthis relationis strong.However, somebenchmarkslo not ex-
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hibit this trend. For example the varianceexplainedfor benchmarkiV18 is only 0.1438.
For benchmarkshatexhibit this trend,the similarity factorprovidesa goodpredicationof
thelocationof thebug: alargerdropin the similarity factorindicateshatthebugis closer

to primaryinputs.

Figurel0.8: The relationshipbetweenthe numberof levels of logic and the difference
factorin benchmarlDES perf. Thex-axisis thelevel of logic thatthecircuit
is modi ed. The logarithmicregressionline for the errorinjection testsis
alsoshawn.

To evaluatethe effectivenesf ourincrementaleri cation methodologydescribedn
Section10.2.3,we assumedhatthereis 1 bug per 100 circuit modi cations, andthenwe
calculatedthe accurag of our methodology We alsoreportthe runtimefor calculating
the similarity factorandthe runtimefor equivalencecheckingof eachbenchmark.Since
mostcircuit modi cationsdo notintroducebugs,we reportthe runtimewhenequvalence
is maintained. The resultsare summarizedn Table 10.3. From the results,we obsenre
that our methodologyhashigh accurag for mostbenchmarks.In addition, the results
show that calculatingthe similarity factoris signi cantly fasterthan performingequva-
lencechecking. For example,calculatingthe similarity factor of the largestbenchmark

(DES perf) takeslessthan 1 secondwhile performingequivalencecheckingtakesabout
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78 minutes.Dueto the high accurag of the similarity factot ourincrementaleri cation
techniquadenti es morethan99%of errors,renderingequialencecheckingunnecessary

in thosecasesandproviding amorethan100X speed-up.

Table10.3: Theaccurag of ourincrementaleri cation methodology
Benchmark Cell | Accuray Runtime(sec)

count EC SF
USB_phy 546 92.70% 0.19| <0.01
SASC 549 89.47% 0.29| <0.01
12C 1142 | 95.87% 0.54| <0.01
SPI 3227 | 96.20% 6.90| <0.01
TV80 7161 | 96.27% | 276.87| 0.01

MEM _ctrl 11440| 99.20% 56.85| 0.03
PClLbridge32| 16816| 99.17% | 518.87| 0.04
AES_core 20795| 99.33% | 163.88| 0.04
WB_conmax | 29034 | 92.57% | 951.01| 0.06
DES perf 98341| 99.73% | 4721.77| 0.19

1 bug per 100 circuit modi cations is assumedn this experiment. Runtimefor similarity-factor
calculation(SF)andequialencechecking(EC) is alsoshawvn.

10.3.2 SequentialVeri cation of Retiming

In our secondexperiment,we implementedhe retiming algorithmdescribedn [75]
andusedour veri cation methodologyto checkthe correctnes®f our implementation.
Thismethodologysuccessfullydenti ed severalbugsin ourinitial implementationin our
experiencemostbugswere causeddy incorrectnetlistmodi cations whenrepositioning
theregisters,anda few bugsweredueto erroneousnitial statecalculation.Examplesof
thebugsinclude: (1) incorrectfanoutconnectiorwheninsertinga registerto awire which
alreadyhasa register; (2) missing/additionaregister; (3) missingwire when a register
drivesa primaryoutput;and(4) incorrectstatecalculationwhentwo or moreregistersare
connectedn arow.

To quantitatvely evaluateour veri cation methodologywe ran eachbenchmarkus-
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ing the correctimplementatiorandthe buggy versionto calculatetheir respectre SSFs,
wherel0 cyclesweresimulated.Theresultsaresummarizedn Table10.4,which shavs
thatthe sequentiakimilarity factorsfor retimedcircuits are 100%for mostbenchmarks.
As explainedin Section10.2.2,only a few signaturesshouldbe affected by retiming.
Thereforethedropin similarity factorshouldbe very small, makingsequentiasimilarity
factorespeciallyaccuratdor verifying the correctnessf retiming. This phenomenoman
alsobe obseredfrom Table10.5,wherethe accurag of our veri cation methodologyis
higherthan99%for mostbenchmarksTo compareour methodologywith formal equiv-
alencechecking,we also shav the runtime of a sequentialequivalencechecler based
on bounded-model-checkinigp Table 10.5. This resultshavs that our methodologyis
more bene cial for sequentialeri cation thancombinationabecausesequentiakqui-
alencecheckingrequiresmuch more runtime than combinational. Sincethe runtimeto
computesequentiasimilarity factorremainssmall,ourtechniquecanstill beappliedafter
everyretimingoptimizationandthuseliminatingmostunnecessargequentiaéquivalence

checkingcalls.

Table10.4: Statisticsof sequentiakimilarity factorsfor retimingwith andwithout errors.

Benchmark Sequentiakimilarity factor(%)
Retimingwithouterrors Retimingwith errors

Mean Min, Max D, Mean, Mine MaXe De
S1196 100.0000| 100.0000{ 100.0000| 0.0000| 98.3631| 86.7901 | 100.0000| 3.0271
USB_phy 100.0000| 100.0000{ 100.0000( 0.0000| 99.9852| 99.6441| 100.0000| 0.0664
SASC 99.9399 | 99.7433 | 100.0000| 0.0717| 99.9470| 99.3812| 100.0000| 0.1305
S1494 100.0000| 100.0000{ 100.0000( 0.0000| 99.0518| 94.8166| 99.5414 | 1.5548
12C 100.0000| 100.0000{ 100.0000( 0.0000| 99.9545| 99.6568| 100.0000| 0.1074
DES AREA | 100.0000| 100.0000{ 100.0000| 0.0000| 95.9460| 69.1441| 100.0000| 6.3899

Thirty testswere performedin this experiment,whosemeansminimal values(Min), maximum
values(Max), andstandardleviations(SD) areshawn.

188



Table10.5: Runtimeof sequentiasimilarity factorcalculation(SSF)andsequentiaéqui-

alencechecking(SEC).
Benchmark | Cell | DFF | Accuray Runtime(sec)
count| count SEC SSF
S1196 483 18 99.87% 5.12 0.42
USB_phy 546 98 99.10% 0.41 0.34
SASC 549 | 117 | 95.80% 5.16 0.56
S1494 643 6 99.47% 2.86 0.45
12C 1142 | 128 | 99.27% | 2491.01 | 1.43
DESAREA | 3132 | 64 99.97% | 49382.20| 14.50

Accurag of ourveri cation methodologyis alsoreportedwherel bug per100retimingoptimiza-
tionsis assumed.

10.4 Summary

In thiswork we developedanovelincrementaéquialenceveri cation system)nVers,
with a particularfocuson improving designquality andengineersproductvity. Thehigh
performancef InVerSallows designergo invoke it frequently possiblyaftereachcircuit
transformation.This allows errorsto be detectedsooner whenthey canbe more easily
pinpointedandresohed. The scalabilityof InVerSstemsfrom the useof fastsimulation,
which canefciently calculateour proposedsimilarity factor metricto spotpotentialdif-
ferencedbetweertwo versionof adesign.Theareasvherewe detectalow similarity are
spotspotentially hiding functional bugsthat can be subjectedo more expensve formal
techniques.The experimentalresultsshawv that InVerSachievesa hundred-foldruntime
speed-upnlargedesignsomparedo traditionaltechniquegor similar veri cation goals.
Our methodologyandalgorithmspromiseto decreaséhe numberof latentbugsreleased
in futuredigital designsandto facilitatemoreaggressie performanceptimizationsthus

improving the quality of electronicdesignin severalcategories.
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CHAPTER XI

Post-Silicon Debugging and Layout Repair

ModernIC designshave reachedunparalleledevels of overall complexity, andthor-
ough veri cation is becomingmore dif cult. Furthermore the veri cation problemis
exacerbatedby the highly competitve market which requiresshortertime-to-marlet. As
aresult,designerrorsaremorelik ely to escapeveri cation in theearly stageof thedesign
o w andarefound afterlayouthasbeen nished; or evenworse,after the chip hasbeen
taped-outNeedlesdo say theseerrorsmustbe x edbeforethe IC canreachthe marlket.
Fixing sucherrorsis often costly, especiallywhenthe chip hasbeentaped-out.The key
to reducethis costis to presere asmuchprevious effort spenton the designaspossible.
In this chaptemwe presenterrorrepairtechniqueshat supporithe post-silicondelugging
methodologydescribedn Section4.4. However, thesetechniquesanbe appliedto pre-
silicon layoutoptimizationor errorrepairaswell.

As mentionedin Section2.4, designerrorsthat occur post-siliconcanbe functional
or electrical,and variousphysicalsynthesigechniquesmay be usedto x sucherrors.
However, thereis no metric to measurehe impactof a physicalsynthesigechniqueon

the layout. In this chapter we rst de ne andexplore the conceptwf physicalsafeness
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andlogical soundnest measuresuchanimpact. We obsene from this analysighatmost
existing physicalsynthesigechniqueslo not allow post-siliconmetal x, andthosesup-
port metal x have limited errorrepaircapabilities.Thereforewe proposea SafeResynth
techniquethatis more powerful yet haslittle impacton a layout. The next sectionthen
describediow SafeResyntltanbe appliedto repairpost-siliconelectricalerrors.In addi-
tion, the sectionalsoillustratesour new functionalandelectricalerrorrepairtechniques.

This chapterconcludesvith experimentakesultsanda brief summary

11.1 Physical Safenessand Logical Soundness

Theconcepbf physicalsafeness usedo describgheimpactof anoptimizationtech-
niqueon the placemenof a circuit. Physicallysafetechniquesonly allow legal changes
to a given placementtherefore,accurateanalysissuchastiming and congestiorcanbe
performed.Suchchangesresafebecausehey canberejectedmmediatelyif the layout
is notimproved. Onthe otherhand,unsafetechniquesllow changeshatproduceatem-
porarily illegal placement.As a result, their evaluationis delayed,andit is not possible
to reliably decideif the changecanbe acceptedr mustberejecteduntil later Therefore,
theaverageguality of unsafechangesnaybeworsethanthatof acceptedgafechangesin
addition,otherphysicalparameterssuchaswirelengthor via count,may beimpactedby
unsafetransformations.

Similar to physicalsafenesdpgical soundnesss usedto describethe perturbatiorto
the logic madeby the optimizationtechniques.Techniqueghat do not changethe logic
usuallydo not requireveri cation. Examplesfor this type of optimizationinclude gate

sizing and buffer insertion. Techniqueghat changethe logic of the circuit may require
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veri cation to ensuretheir correctnessFor example,optimizationsbasedon reconnect-
ing wires requireveri cation becauseary bug in the optimizationprocessmay change
the circuit's behaior. Sincelocal changego combinationalogic canbe veri ed easily
usingequvalencechecking they areconsideredogically sound.However, smallchanges
to sequentialogic often have global implicationsandare much moredif cult to verify,

thereforewe do not classifythemaslogically soundtechniquesThesetechniquesnclude

theinsertionof clockedrepeaterandthe useof retiming.

11.1.1 Physically SafeTechniques

Symmetry-basedrewiring is one of the few physical synthesistechniqueghat is
physically safein nature. As describedn ChapterVIl, it exploits symmetriesin logic
functions,looking for pin reconnectionshatimprove the optimizationobjective. For ex-
ample,the inputsto an AND gatecan be swappedwithout changingits logic function.
Sinceonly wiring is changedn this technique the placemenis always presered. An
exampleof symmetry-basetkwiring is givenin Figurel1.1(a).

Theadwantageof physicallysafetechniquess thattheeffectsof any changeareimme-
diately measurablethereforethe changecanbe acceptedr rejectedreliably. As aresult,
circuit parametersvill notdeteriorateafteroptimizationandno timing corvergenceprob-
lem will occur However, theimprovementgainedfrom thesetechniquess oftenlimited
becausehey cannotaggressiely modify the logic or uselargerscaleoptimizations.For

example,in [28] timing improvementmeasuredbeforeroutingis typically lessthan10%.
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11.1.2 Physically UnsafeTechniques

Traditional physical synthesistechniquesare physically unsafebecausehey create
cell overlapsandthus preventimmediateevaluationof changesAlthough someof these
techniquescan be appliedin a safeway, they may lose their strength. It follows that
existing physicalsynthesistools usually rely on unsafetechnigquesplanningto correct
potentially illegal changesafter the optimizationphaseis complete. A classi cation of
thesetechniquesndtheirimpacton logic arediscussedbelow.

Gate sizing and buffer insertion aretwo importanttechniqueshatdo notchangehe
logic, asshown in Figurell.1(b)andFigure11.1(d). Gatesizing chooseghe sizeof the
gatescarefullysothatsignaldelayin wirescanbebalancedvith gatedelay andthe gates
have enoughstrengthto drive thewires. Buffer insertionaddsbuffersto drive long wires.
Thework by Kannanetal. [69] is basedn thesetechniques.

Gate relocation moves gateson critical pathsto betterlocationsand also doesnot
changethe logic. An exampleof gaterelocationis givenin Figure 11.1(c). Ajami et
al. [4] utilize this techniqueby performingtiming-driven placementith globalrouting
informationusingthe notion of movable Steinempoints. They formulatethe simultaneous
placementandrouting problemasa mathematicaprogram. The programis thensolved
by Han-Pavell method.

Gate replication is anothertechniquethat canimprove circuit timing without chang-
ing thelogic. As Figure11.1(e)shows, by duplicatinggb, the delayto g1 andg9 canbe
reduced.Hrkic etal. [60] proposeca placement-coupledpproachbasedon suchtech-

nique. Given a placedcircuit, they rst extract replicationtreesfrom the critical paths
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aftertiming analysisandthenthey performembeddingandpost-uni cationto determine
the gatesthatshouldbe duplicatedaswell astheir locations. Sinceduplicatedgatesmay
overlapwith existing gates,at the end of the processtiming-driven legalizationis ap-
plied. Althoughtheir approachimprovestiming by 1-36%,it alsoincreasesoutelength

by 2-28%.

(a) Symmetry-basetkwiring. (b) Gatesizing.

(c) Gaterelocation. (d) Buffer insertion.

(e) Gateduplication.

Figurell.1l: Several distinct physicalsynthesistechniques. Newly-introducedoverlaps
areremovedby legalizersafterthe optimizationphasehascompleted.

Traditional rewiring techniquedasedon additionor removal of redundantviresare
not physicallysafe.The basicideais to addoneor moreredundantviresto make atarget
wire redundansothatit becomesemovable. Sincegatesmustbe modi ed to re ect the

changesn wires, cell overlapsmayoccur Thework in [40] utilizesthis techniqueusing
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anATPGreasoningpproach.

Optimizationtechniguesliscussedofar canbe madephysicallysafeby rejectingall
changegshatcreatenew overlaps.For example,this would allow insertingbuffersonly in
overlap-freesites.However, theprevailing practicefor theseandmary otheroptimizations
isto rst allow overlapsandthencall a legalizerto x the overlaps. Accordingto our
de nition, thisis physicallyunsafe.ln otherwords,dependingon how mary overlapsare
introducedhow powerful andhow accuratehelegalizeris, the physicalparametersf the
circuit mayimprove or deteriorate.

Traditional restructuring focuseson directingthe synthesigprocessisingtiming in-
formation obtainedfrom a placedor routedcircuit. It is moreaggressie in thatit may
changethe logic structureaswell asthe placement.This techniquere ects the factthat
timing-drivensynthesisequiresaccuratéiming, whichcanonly beobtainedrom aplaced
circuit. However, acircuit cannotbeplacedunlesst is synthesizedRestructuringttempts
to bridgethe gapbetweerthesetwo differentstagesn circuit design.

A typical restructuring o w includes: (1) obtainingaccuratetiming analysisresults
from a placedor routeddesign,(2) identifying critical pathsin the design,(3) selecting
gatesfrom the critical pathsto form critical regions,(4) performingtiming-drivenresyn-
thesison the critical regions,and(5) calling legalizersto remove gateoverlapsthat may
be createdduring the process.This processs repeateduntil timing closureis achieved.
Thework by Lu etal. [81], Vaishna etal. [111] andChangénetal. [41] is all basedn
this o w with emphasi®n differentaspectsFor example,the work by Vaishna focuses

on eliminatinglate-arrving eventsidenti ed by symbolicsimulation,while Changanan-
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alyzesthe effectsof routingon timing andutilizesthemin hisresynthesisindincremental
placemenengines.

Traditional restructuringis usually physically unsafe. For example, evaluation of
new cell locationscannotbe donereliably for technology-independemestructuringun-
lesstechnologymappingis alsoperformed.Moreover, restructuringechniquesasedon
AIGs arelikely to be unsafebecausenodemegersperformedin an AIG may distorta
given placedcircuit [127]. As a result, the effects of the changesare not immediately
measurable Although carefully designedechniquesan be usedto alleviate this prob-
lem[72, 78,83, it is dif cult to be eliminatedaltogether The strengthand safenes®f
thesetechniquesaresummarizedn Table11.1. The two physically safetechniqueswill

beadaptedo repairelectricalerrorsin Sectionl11.4.

Tablel1.1: Comparisorof a rangeof physicalsynthesigechniquesn termsof physical
safenesandoptimizationpotential.

Techniques Physical| Optimization
safenesy potential
Symmetry-basedrewiring Safe Low
SafeResynth Safe Medium
ATPG-basedewiring, buffer insertion, | Unsafe Low
gatesizing,gaterelocation
Gatereplication Unsafe Medium
Restructuring Unsafe High

Low potentialmeanghatonly local optimizationsarepossible andhigh potentialmeanghatlarge
scaleoptimizationsarepossible. Note: someof thesetechniquegould be madesafebut popular
implementationsisethemin anunsafefashion allowing gateoverlap.

11.2 NewResynthesisTechnique— SafeResynth

Our safephysicalsynthesisapproachSafeResynthis discussedn detail in this sec-

tion. It usessignatues(seeSection5.1.1) producedby simulationto identify potential
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resynthesi®pportunitieswhosecorrectnessrethenvalidatedby equivalencechecking
[127]. Sinceour goalis layoutoptimizationanderrorrepair we canprunesomeof theop-
portunitiesbasedon theirimprovementpotentialbeforeformally verifying them. To this
end,we proposepruningtechniquedasedn physicalconstraintsandlogical compatibil-
ity amongsignatures.SafeResyntlis powerful in thatit doesnot restrictresynthesito
smallgeometriaegionsor smallgroupsof adjacentvires. It is safebecauseéhe produced

placements alwayslegal andthe effect canbe evaluatedmmediately

11.2.1 Terminology

A signatue is a bit-vectorof simulatedvaluesof a wire. Giventhe signatures; of a
wire w; to be resynthesizedanda certaingateg;, a wire wy with signatures; is saidto
be compatiblewith w if it is possibleto generates, usingg; with signatures; asoneof
its inputs. In otherwords, it is possibleto generatev; from wy usingg:. For example,if
1= 1,5 = 1landg; = AND, thenws is compatiblewith w; usingg: becausd is possible
to generatel onan AND's outputif oneof its inputsis 1. However, if s; = 0, thenwy is
not compatiblewith w; usingg; becausét is impossibleto obtainl onan AND's output
if oneof its inputsis O (seeFigurel1l.4).

A contolling value of a gateis the valuethat fully speci esthe gates outputwhen
appliedto oneinput of the gate.For example,0 is the controllingvaluefor AND because
whenappliedto the AND gate its outputis alwaysO0 regardles®f thevalueof otherinputs.
Whentwo signaturesareincompatible that canoften be tracedto a controlling valuein

somebits of oneof thesignatures.
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11.2.2 SafeResynthFramework

The SafeResyntliramevork is outlinedin Figure11.2,andan exampleis shovn in
Figure11.3. In this sectionwe illustrate how timing can be optimized; however, Safe-
Resynthcanalsobe usedto optimizeothercircuit parametersr repairpost-siliconerrors.
Initially, library containsall the gatesto be usedfor resynthesis.We rst generatea
signaturefor eachwire by simulatingcertaininput patterns.Iin orderto optimizetiming,
wirg in line 2 will beselectedrom wiresonthecritical pathsin thecircuit. Line 3 restricts
our searchof potentialresynthesi®pportunitiesaccordingto certainphysicalconstraints,
andlines 4-5 further pruneour searchspacebasedon logical soundness After a valid
resynthesi®ptionis found, we try placingthe gateon variousoverlap-freesitescloseto
a desiredlocationin line 6 and checktheir timing improvements.In this processmore
thanonegatemaybeaddedf therearemultiple sinksfor wire;, andthe original driver of
wirg maybereplaced.In line 10 we remove redundangatesandwires thatmay appear
becausavireXs original driver may no longerdrive ary wire, which ofteninitiatesa chain

of furthersimpli cations.

11.2.3 Search-SpacePruning Technigues

In orderto resynthesize target wire (wirg) usingan n-input gatein a circuit con-
taining m wires, the brute force techniqueneedsto check rr? combinationsof possible
inputs,which canbe very time-consumingor n > 2. Thereforeit is importantto prune
thenumberof wiresto try.

Whenthe objectie is to optimizetiming, the following physicalconstraintscan be

usedin line 3 of the framework: (1) wires with arrival time later thanthat of wire, are
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1. Simulatepatternsandgenerate signaturefor eachwire.

2. Determinewirg to beresynthesizedndretrieve wires. from thecircuit.

3. Prunewires accordingto physicalconstraints.

4. Foreachgate 2 library with inputsselectedrom combinationf compatible

wires2 wires.

5. Checkif wirg's signaturecanbe generatedisinggate with its inputs' signatures.
If not, try next combination.

6. If so,dorestructuringusinggate by placingit on overlap-freesitescloseto the
desiredocation.

7. If timing is improved,checkequivaleng. If notequivalent,try next combination

of wires.
8. If equivalent,avalid restructurings found.
9. Usetherestructuringvith maximumdelayimprovementfor resynthesis.
10. Identify andremove gatesandwiresmaderedundanby resynthesis.

Figurell.2: The SafeResyntlramenork.

discardedbecauseesynthesisisingthemwill only increasedelay;and(2) wiresthatare

too far away from the sinks of wire, are abandonedecausehe wire delaywill be too

large to be bene cial. We setthis distancethresholdto twice the HPWL (Half-Perimeter
WireLength)of wirg.

In line 4 logical compatibilityis usedto prunethewiresthatneedto betried. Wiresnot
compatiblewith wirg usinggate areexcludedfrom our search.Figure11l.4summarizes
how compatibilitiesaredeterminedyivena gatetype, the signatureof wire; andthe wire
to betested(wirey).

To accelerateompatibility testing,we usethe one-counti.e.,thenumberof 1sin the
signatureto Iter out unpromisingcandidates.For example,if gate==OR andthe one-
countof wirg is smallerthanthatof wire;, thenthesetwo wiresareincompatiblebecause
ORwill only increaseone-counin thetargetwire. This techniquecanbe appliedbefore
bit-by-bit compatibility testto detectincompatibilityfaster

Our prunedseach algorithmthatimplementdines4-5 of theframework is outlinedin

199



Input vectors I, QUL {7 " 0110 e
[LLLT| -l % 1& W, e oo,
01100 W_3_' ____________ 4 Yl
I W N
11000 2 Wi g, )

W. Lo n
0000 L —
10100 1, 0100 |
1. -0100 W, Restructuring
’ options

Figurell.3: A restructuringexample. Input vectorsto the circuit are shavn on the left.
Eachwire is annotatedwith its signaturecomputedby simulationon those
testvectors.We seekto computesignalw; by a differentgate,e.g.,in terms
of signalsw, andws. Two suchrestructuringoptions(with new gates)are
shavn asgn1 andgnp. Sincegnr producesherequiredsignaturegquivalence
checkingis performedbetweenw,; andw; to verify the correctnes®f this
restructuring Anotheroption, g, is abandonedthecauset fails our compat-

ibility test.
| Gatetype | wirg | wire; | Result |
NAND 0 0 Incompatible
NOR 1 1 Incompatible
AND 1 0 Incompatible
OR 0 1 Incompatible
XOR/XNOR | Any | Any | Compatible

Figurell.4:Conditionsto determinecompatibility: wire is the targetwire, andwire; is
the potentialnew input of theresynthesizedate.

Figurell.5.1t is speci cally optimizedfor two-inputgatesandis a specialversionof the
GDSalgorithmshawvn in Section6.3. Wirg, is thetargetwire to beresynthesizedyires
arewires selectedaccordingto physicalconstraintsandlibrary containsgatesusedfor
resynthesisAll wiresin the fanoutconeof wirg areexcludedin the algorithmto avoid
theformationof combinationaloops.

In Figure 11.5, function conpatibl e returnswiresin wires, thatarecompatiblewith
wirg givengate. Functionget _patertial wiresreturnswiresin wiresg thatarecapableof

generatinghesignatureof wirg usinggate andwire;, andits algorithmis outlinedin Fig-
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Functionpruned seach(wire ; wiresg; library)

1 foreachgate?2 library

2 wireg; = conmpétible(wire;; wires; gate);

3 foreachwire; 2 wireg;

4 wireg = get_paertial_wiregwire;; wire; wires;; gae),
5 foreachwire, 2 wires;

6 restructurausinggate, wire; andwirey;

Figurell.5: The prunedsearchalgorithm.

urell.6.For XOR andXNOR, the signatureof the otherinput canbe calculatedirectly,
andwireswith signaturesdenticalto thatsignaturearereturnedusingthe signaturehash
table. For othergatetypes,signaturesrecalculatedteratively for eachwire (denotedas
wirep) usingwire; asthe otherinput, andthe wiresthat producesignaturesvhich match

wirels arereturned.

Functionget_paertial _wiregwire;; wire;; wires;; gae)
1 if (gae==XOR/XNOR)

2 wireg= sig hashwire :signaure XOR/XNOR wire;:signdure];

3 else

4 foreachwire, 2 wireg

5 if (wirg:signdaure == gate:evaluate(wire; :signaure; wire,:signaure))
6 wireg = wireg [ wirey;

7 returnwires;

Figurell.6: Algorithm for functionget potentialwires. XOR andXNOR areconsidered
separatelybecausehe requiredsignaturecan be calculateduniquely from
wirg andwire;.

11.3 Physically-Aware Functional Err or Repair

In this sectionwe describeour Physically-Avare Functional Error Repair (PAFER)
framavork, whichis basednthe CoRé framenork (seeChapteV). PAFER automatically
diagnosesand x eslogic errorsin the layout by changingits combinationalportion. In
this context, we assumehat statevaluesare available, and we treat connectiongo the

ip- ops asprimary inputsandoutputs. To supportthe layout changerequiredin logic

201



errorrepair we alsodevelopa Physically-Avare ReSynthesi@PARSynglgorithm.

11.3.1 The PAFER Framework

The algorithmic o w of our PAFER framework is outlinedin Figure11.7. The en-
hancementto make the CoRe frameavork physically-avarearemarkedin boldface.Note

thatunlike CoRg, thecircuits (ckteyr, Ckthay) I PAFER now includelayoutinformation.

framevork PAFER(ckteyr; vedorsy; vedorse; ckiygy)
1 calculateckte,'s initial signaturesisingvedors, andvedors,
2 fixes= diagnoséckte;vedorsy);
3 foreachfix 2 fixes
4 cktshay = PARSYN( X ; ckterr);
5 if (every circuit in ckts,ey Violatesphysical constraints)
6 continue;
7 ckthey = the rst circuit in ckts,gy that doesnot violate physical constraints;
8 courterexanple = ver fy(ckthay);
9 if (courterexample is empty)

10 return(cktaey);

11 else

12 if (ched(ckter;courterexanmple) fails)

13 fixes= rediagnoséckte ; courterexanple; fixes);

14 simulatecourterexample andupdateckt's signatures;

Figurell.7: Thealgorithmic o w of the PAFER framework.

The inputsto the framework include the original circuit (ckte;r) andthe testvectors
(vedorsp, vedorse). Theoutputof theframevork is a circuit (cktyey) thatpasseseri ca-
tion anddoesnotviolate ary physicalconstraintsin line 2 of the PAFER framework, the
erroris diagnosedandthe x esarereturnedn fixes Each x containsoneor morewires
thatareresponsibldor the circuit's erroneousehaior andshouldbe resynthesizedin
line 4 of the PAFER framewnork, PARS/Nn is usedto generatea setof new resynthesized
circuits (cktyay), Which will be describedn the next subsection.Thesecircuits arethen
checled to determineif any physicalconstraintis violated. For example,whetherit is

possibleto implementthe changeusingmetal x. In lines5-6, thatno circuit complies
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with the physicalconstraintameanso valid implementatiorcanbe foundfor the current
fix. As aresult,the fix will beabandone@ndthe next fix will betried. Otherwise the
rst circuit thatdoesnot violate ary physicalconstraintss selectedn line 7, wherethe
circuitsin ckts,ey Canbe pre-sortedusingimportantphysicalparametersuchastiming,
powerconsumptioner reliability. Thefunctionalcorrectnessf thiscircuitis thenveri ed

asin theoriginal CoRe framework. Pleaseaeferto ChapteV for moredetailson this part

of the framework.

11.3.2 The PARSyn Algorithm

The resynthesiproblemin post-silicondeluggingis considerablydifferentfrom tra-
ditional onesbecausé¢he numbersandtypesof sparecells areoftenlimited. As aresult,
traditionalresynthesiso ws may not work becausdechnologymappingthe resynthesis
functionusingthelimited numberof cellscanbedif cult. Evenif theresynthesigunction
canbemappedimplementinghe mappecdetlistmaystill beinfeasibledueto otherphys-
ical limitations. Therefore,it is desirablein post-silicondelugging that the resynthesis
techniquecangenerateasmary resynthesizedetlistsaspossible.

To supportthis requirement,our PARSyn algorithm exhaustvely tries all possible
combinationsof sparecells andinput signalsin orderto producevariousresynthesized
netlists. To reduceits searchspacewe alsodevelop several pruningtechniquesasedon
logical andphysicalconstraints Although exhaustve in nature our PARSynalgorithmis
still practicalbecausehe numbersof sparecells andpossibleinputsto the resynthesized
netlistsareoftensmallin post-silicondetugging,resultingin asigni cantly smallersearch

spacethantraditionalresynthesiproblems.
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Our PARSyn algorithmis illustratedin Figure11.8,which triesto resynthesizevery
wire (wirg) in thegiven fix. In line 2 of the algorithm,getSpareCell searchesor spare
cellswithin RANGE andreturnsthe resultsin spareCells, whereRANGE is a distance
parametegiven by the engineer This parametetimits the searchof sparecellsto those
within RANGE startingfrom wirg's driver. Oneway to determineRANGE is to usethe
maximumlengthof awire thatFIB canproduce A subcircuit,ckt; ¢4, is thenextractedby
extraa SUbCkt in line 3. This subcircuitcontainsthe cellswhich generatéhe signalsthat
areallowedto beusedasnew inputsfor theresynthesizedetlists.A setof resynthesized
netlists(resynMtsngy) is thengeneratedby exhausiveSearch in line 4. Thecellsin those
netlistsarethen“placed” usingsparecellsin the layoutto producenew circuits (cktSpen),

which arereturnedn line 6.

function PARSy1ifix; ckt)

1 foreachwirg 2 fix

2 spareCells= getSpareCell (wire;; ckt; RANGE);

3 CKtjgcal = extrad ULCkt(wire ; ckt; RANGE);

4 resynMNts,qy = exhausiveSarch(1; spareCells; cktjgeal);
5 ckishay = placeResynBbtlist(ckt;resynNtspay);

6 return(ckishen);

Figurell.8: The PARSynalgorithm.

To placethecellsin aresynthesizedetlist,we rst sortsparecellsaccordingto their
distancedo wirg's driver. Next, we mapeachcell in the resynthesizedetlist, the one
closerto the netlist's output rst, to the sparecell closestto wirg's driver. The reason
behindthis is that we assumehe original driver is placedat a relatively good location.
Sinceour resynthesizedaetlistwill replacethe original driver, we wantto placethe cell

that generateshe output signal of the resynthesizedhetlist as closeto that location as
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possible.Therestof the cellsin the resynthesizedetlistarethenplacedusingthe spare
cellsaroundthatcell.

TheexhausiveSarch functioncalledin the PARSynalgorithmis givenin Figure11.9.
This function exhaustvely tries combinationsof differentcell typesandinput signalsin
orderto generateesynthesizedetlists. Theinputsto thefunctionincludethecurrentiogic
level (Iogic), availablesparecells (spareCells), anda subcircuit(ckt; oc5) Whosecellscan
be usedto generatenew inputsto the resynthesizedetlists. The function returnsvalid

resynthesizedetlistsin netlistsnhey.

functionexhaustiveSeah(levd ; spareCells; cktjocq )
if (level == MAXLEVEL)

2 returnall cellsin cktjgcal;

3 foreachcell Type2 validCell Types

4 if (chekSpareCell (spareCells; cell Type) fails)
5 continue;
6
7
8

=

spareCellgcell Typd:.court- -;
nelistssyn = exhausiveSarch(level + 1; spareCells; cktjocal) ;
nelists, = generteNenCkts(cell Type netlistsqyp);
9 nelists, = che&Netlist(netlists,;spareCells);

10 nelists gy = nelists,gy [ nelists,;

11 if (level==1)

12 remwelncomred(nelistsmey);

13 returnndlistshey;

Figurel1.9: The exhaustveSearcHunction.

In thefunction, MAXLEVEL is the maximumdepthof logic allowedto beusedby the
resynthesizedetlists.Sowhenlevel equalso MAXLEVEL, nofurthersearchs allowed,
andall thecellsin cktjocq arereturnedlines1-2). In line 3, the searclstartsbranchingoy
trying everyvalid cell type,andthesearchs boundedf nosparecellsareavailablefor that
celltype(lines4-5). If acellis availablefor resynthesigt is deductedrom thespareCell s

repositoryin line 6. In line 7 the algorithmrecursvely generatesubnetlistdor the next
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logic level, andthe resultsare saved in netlistsyr, New netlists(netlists,) for this logic
level arethenproducedoy geneiateNewCkts. This functionproducesiew netlistsusinga
cell with type=cell Type andinputsfrom combinationsof subnetlistfrom the next logic
level. In line 9 che&Netlist checksall thenetlistsin netlist, andremovesthosethatcannot
be implementedusingthe availablesparecells. All the netliststhat canbe implemented
arethenaddedo asetof netlistscallednetlistsney. If levelis 1, thelogic correctnessf the
netlistsin nelistsygy is checledby remavelncomred, andthe netliststhatcannotgenerate
the correctresynthesigunctionswill be removed. The restof the netlistswill thenbe
returnedin line 13. Note that BUFFER shouldalwaysbe one of the valid cell typesin
orderto generateesynthesizedetlistswhoselogic levelsaresmallerthanMAXLEVEL.
The BUFFERSsIn aresynthesizedetlistcanbeimplementedy connectingheir fanouts
to theirinput wireswithout usingany sparecells.

To boundthe searchin exhausiveSearch, we alsousedthe logic pruningtechniques
describedn Section6.3. To furtherreducetheresynthesisuntime,we usenetlistconnec-
tivity to remove unpromisingcells from our searchpool, e.g.,cellsthataretoo far avay
from the erroneouswire. In addition,cellsin the fanoutconeof the erroneouswire are

alsoremovedto avoid theformationof combinationaloops.

11.4 Automating Electrical Err or Repair

Theelectricalerrorsfoundpost-siliconareusuallyunlikely to happenn ary givenre-
gion of a circuit, but becomestatisticallysigni cant in large chips. To this end,a slight
modi cation of theaffectedwireshasahigh probabilityto successfullyepairtheproblem.

Being ableto checkthis by performingaccuratesimulationandcomparingseveral alter
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native x esalsoincreasdhe chance®of successfullyepairingthe circuit evenfurther. In
this sectionwe rst describewo techniqueghatcanautomaticallynd avariety of elec-
trical errorrepairoptions,including SymVife and SafeResynthirhesetechniquesreable
to generatdayout transformationghat modify the erroneouswires without affecting the
circuit's functionalcorrectnessNext, we studythreecasego shav how our techniques

canbeusedto repairelectricalerrors.

11.4.1 The SymWire Rewiring Technique

Symmetry-basedewiring changeghe connectiondbetweengatesusing symmetries.
An exampleis illustratedin Figure 11.11(b),wherethe inputsto cellsg; andg, are
symmetricandthuscanbe reconnectedvithout changingthe circuit's functionality. The
changean connectionsnodi es the electricalcharacteristicef the affectedwiresandcan
beusedto x electricalerrors.Sincethis rewiring techniquedoesnot perturbary cells, it
is especiallysuitablefor post-silicondelugging. In light of this, we proposean electrical
error repairtechniqueusing the symmetry-basedewiring methodpresentedn Chapter
VII. Thistechniques calledSymWife andits algorithmis outlinedin Figure11.10. The
inputto thealgorithmis thewire (w) thathaselectricalerrors,andthis algorithmchanges
the connectiondo the wire usingsymmetries.In line 1, we extract varioussubcircuits
(sulCircuits) from the original circuit, whereeachsubcircuithasat leastoneinput con-
nectingto w. Currently we extract subcircuitscomposedf 1-7 cellsin the fanoutcone
of w usingbreadth- rstsearchanddepth- rst searchFor eachextractedsubcircuitwhich
is savedin ckt, we detectasmary symmetriesaspossibleusingfunctionsymméryDeed

(line 3). If any of thesymmetriesnvolve a permutatiorof w with anotherinput, we swap
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function Symire(w)

1 extractsulCircuits with w asoneof theinputs;

2 foreachckt 2 sulCircuits

3 sym= symméyDeed(ckt);

4 if (syminvolvespermutatiorof w with anotherinput)
5 reconnectviresin ckt usingsym

Figurel1.10:The SymWire algorithm.

the connectiongo changethe electricalcharacteristic®f w. The symmetrydetectoris

implementedisingthetechniquegpresentedn Section7.2.

11.4.2 Adapting SafeResynthto Perform Metal Fix

Someelectricalerrorscannotbe x ed by modifying a small numberof wires, anda
moreaggressie techniques required. In this subsectiorwe shov how the SafeResynth
techniquedescribedn Sectionl1.2canbeadaptedo performpost-siliconmetal x.

Assumethat the error is causedoy wire w or the cell g that drivesw. We rst use
SafeResyntiio nd analternatve way to generateéhe samesignalthatdrivesw. In post-
silicon dehugging, however, we only rely on the spare cells that are embeddednto the
designbut not connectedo other cells (seeSection2.4). Thereforewe do not needto
insertnew cells, which would beimpossibleto implementwith metal x. Next, we drive
aportionor all of w's fanoutsusingthe new cell. Sincea differentcell canalsobe used
to drive w, we canchangethe electricalcharacteristicef bothg andw in orderto x the
error. Note that SafeResyntlsubsumesell relocation;therefore,it canalso nd layout

transformationgnvolving replacementsf cells.
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11.4.3 CaseStudies

In this subsectiorwe shov how our techniquesanrepairdrive strengthandcoupling
problems,aswell asavoid the harm causedoy the antennaeffect. Note thatthesecase
studiesonly sene as examples,and our techniquescan also be appliedto repairmary
othererrors.

Drive strength problemsoccurwhenacell is too smallto propagatets signalto all the
fanoutswithin the designediming budget. Our SafeResyntliechniquesolvesthis prob-
lem by nding analternatve sourceto generatehe samesignal. As illustratedin Figure
11.11(a)the new sourcecanbe usedto drive a fraction of the fanoutsof the problematic

cell, reducingits requireddriving capability

(@)

(b)

Figurell.11:Casestudies:(a) g1 hasinsufcient driving strengthandSafeResynthsesa
new cell, ghew, to drive afractionof g;'sfanoutsib) SymWire reducesou-
pling betweerparallellong wiresby changingtheir connectionsisingsym-
metrieswhichalsochangesnetallayersandcanalleviatetheantennaffect
(electric chage accumulatedn partially-connectedvire segmentsduring
themanufcturingprocess).

Coupling betweerong parallelwiresthatarenext to eachothercanresultin delayed

signaltransitionsundersomeconditionsandalsointroducesunexpectedsignalnoise.Our
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SafeResyntltechniquecanpreventtheseundesirablgphenomendy replacingthe driver
for one of the wires with an alternatve signal source. Sincethe cell that generateshe
new signalwill beatadifferentlocation,thewire topologycanbechangedAlternatively,
SymWire canalsobe usedto solve the couplingproblem. As shavn in Figure11.11(b),
the affectedwiresno longertravel in parallelfor long distancesfterrewiring, which can
greatlyreducetheir couplingeffects.

Antenna effectsare causedy the chage accumulatealuring semiconductomanu-
facturingin partially-connecteavire segments.This chage candamageandpermanently
disabletransistorsconnectedo suchwire sggments.In lessseveresituations,it changes
the transistors’behaior graduallyandreduceghe reliability of the circuit. Becausehe
chage accumulatedn a metallayerwill be eliminatedwhenthe next layeris processed,
it is possibleto split thetotal chage with anothedayerby breakingalong wire andgoing
up or down onelayer throughvias. Basedon this obsenation, metaljumpess [53] have
beenusedto alleviate the antennaeffect, wherevias areintentionallyinsertedto change
layersfor long wires. However, the new viaswill increasehe resistvity of the netsand
slow down the signals.To this end,our SymWre techniquecan nd transformationshat
changehe metallayersof severalwiresto reducetheir antennaeffects. In addition, it al-
lows simultaneousptimizationof otherparameterssuchasthe couplingbetweenwires,

asshavnin Figure11.11(b).

11.5 Experimental Results

To measurdhe effectivenessf the componentsn our FogClearpost-siliconmethod-

ology, we conductedwo experiments.In the rst experimentwe apply PAFER to repair
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functionalerrorsin a layout; while the secondexperimentevaluateshe effectivenessof
SymWre andSafeResyntlin nding potentialelectrical x es. To facilitatemetal x, we
pre-placedsparecells uniformly usingthe whitespacen the layouts,andthey occupied
about70% of eachlayout's whitespace ThesesparecellsincludedINVERTERs,aswell
astwo-input AND, OR, XOR, NAND, andNOR gates. In the PAFER framework, we
setthe RANGE parameteto 50um and MAXLEVEL to 2. Underthesecircumstances,
around45 sparecells (on average)areavailablewhenresynthesizingachsignal. All the
experimentswere conductedon an AMD Opteron880 workstationrunningLinux. The
benchmarksvere selectedrom OpenCoreg131] exceptDLX, Alpha, and EXU_ECL.
DLX andAlphawereinternally developedbenchmarkswhile EXU_ECL wasthe control
unit of OpenSpars EXU block [142]. Our benchmarksrerepresentatie becausehey
cover variouscategoriesof moderncircuits, andtheir characteristicare summarizedn
Table11.2. In thetable,"#FFs” is the numberof ip- ops and“#Cells” is the cell count
of eachbenchmark.To producethe layoutsfor our experimentswe rst synthesizedhe
RTL designswith CadenceRTL Compiler4.10usinga cell library basedon the 0.18um
technologynode.We thenplacedthe synthesizedhetlistswith Capo10.2[21] androuted
themwith CadencéNanoRoutet. 10.

11.5.1 Functional Err or Repair

To evaluateour PAFER framework, we choseseveral benchmarksandinjectedfunc-
tional errorsat eitherthe gatelevel or the RTL. At the gatelevel we injectedbugsthat
compliedwith Abadir's error model(seeSection5.1.4),while thoseinjectedat the RTL

weremorecomplex errors(DLX containedeal bugs).We collectedinput patterngor the
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Table11.2: Characteristicef benchmarks.

Benchmark | Description #FFs | #Cells
Stepper SteppeMotor Drive 25 226
SASC SimpleAsynchronousSerial 117 549
Controller
EXU_ECL OpenSpar&XU controlunit 351 | 1460
Prenorm Partof FPU 71 1877
MiniRISC MiniRISC full chip 887 | 6402
AC97 ctrl WISHBONEAC 97 Controller | 2199 | 11855
USB funct USB functioncore 1746 | 12808
MD5 MDS5 full chip 910 | 13311
DLX 5-stageipelineCPUrunning | 2062 | 14725
MIPS-Lite ISA
PClbridge32| PCl bridge 3359 | 16816
AES_core AES Cipher 530 | 20795
WB_conmax | WISHBONEConmaxIP Core | 770 | 29034
Alpha 5-stagepipelineCPUrunning | 2917 | 38299
AlphalSA
Ethernet EthernetP core 10544 | 46771
DES perf DEScore 8808 | 98341

benchmarkérom severaltracesggeneratedby veri cation (someof thetraceswverereduced
by Butramin),anda goldenmodelwasusedto generatehe correctoutputresponseand
statevaluesfor errordiagnosisandcorrection.Note thatthe goldenmodelcanbe a high-
level behaior modelbecausave do notneedthe simulationvaluesfor theinternalsignals
of thecircuit. Thegoalof this experimentwasto x thelayoutof eachbenchmarlsothat
the circuit producescorrectoutputresponse$or the giveninput patterns.This is similar
to thesituationdescribedn Section2.4where xing theobserederrorsallowsthesilicon
die to be usedfor further veri cation. If the repaireddie fails further veri cation, new
countergampleswill beusedto re ne the x asdescribedn the PAFER framework. The
resultsaresummarizedn Table 11.3, where“#Patterns”is the numberof input patterns
usedin eachbenchmarkand“#Resyn. cells” is the numberof cells usedby the resyn-

thesizedetlist. In orderto measurehe effectsof our x onimportantcircuit parameters,
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Table11.3: Post-siliconfunctionalerrorrepairresults.

Benchmark | Bugdescription #Pat- | #Resyn. Changesfterrepair Runtime
terns| cells #Vias WL Delay (sec)

SASC(GL1) | Missingwire 90 2 0.29% | 1.27% | -0.13% 9.9

SASC(GL2) | Incorrectgate 66 1 0.13% | 0.33% | 0.00% 4.4

EXU_ECL Incorrectgate 20 Novalid x wasfound 158.71

(GL1)

EXU_ECL Wrongwire 74 0 0.01% | 0.03% | 0.00% | 145.3

(GL2)

Prenorm Incorrectwire 46 2 0.10% | 0.24% | -0.05% | 38.92

(GL1)

DLX(GL1) Incorrectgate 46 0 0.38% | 0.02% | 0.00% | 17245

DLX(GL2) | Additionalwire 33 0 -0.13% | -0.04% | -0.15% | 12778

Prenorm ReducedR replacedy 672 3 0.19% | 0.38% | 0.57% | 76.24

(RTL1) reducedAND

MD5(RTL1) | Incorrectstatetransition 201 3 0.02% | 0.03% | -0.02% | 29794

DLX(RTL1) | SLTIU inst. selectghe 2208 Novalid x wasfound 12546
wrongALU operation

DLX(RTL2) | JAL inst. leadsto incorrect| 1536 0 0.00% | 0.00% | 0.03% 8495
bypasdrom MEM stage

DLX(RTL3) | Incorrectforwardingfor 1794 0 0.00% | 0.00% | 0.03% | 13807
ALU+IMM inst.

DLX(RTL4) | Doesnotwrite to reg31 1600 Novalid x wasfound 7723

DLX(RTL5) | If RT =7 memorywrite 992 0 0.00% | 0.00% | 0.00% | 5771
isincorrect

Thebugsin theupperhalf wereinjectedatthegatelevel, while thosein thelower half wereinjected
atthe RTL. Someerrorscanberepairedby simply reconnectingvires anddo not requirethe use
of ary sparecell, asshavn in Column4.

we alsoreportthe changesn via count(“#Vias”), wirelength(“WL"”), andmaximumde-
lay (“Delay”) afterthe layoutis repaired. Thesenumberswere collectedafter running
NanoRouten its ECO mode,andthenthey were comparedo thoseobtainedfrom the
original layout. The maximumdelaywasreportedoy NanoRoutes timing analyzer
Theresultsin Table11.3show thatourtechniquesansuccessfullyepairlogic errors
for morethan70% of the benchmarksWe analyzedhe benchmarkshatcouldnot bere-
pairedandfoundthatin thosebenchmarks;ellsthatproducetherequiredsignalsweretoo
far away andwereexcludedfrom our search As aresult,our resynthesisechniquecould

not nd valid x es. In practice,this also meansthat the silicon die cannotbe repaired
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viametal x. Theresultsalsoshown thatour errorrepairtechniquesnay changephysical
parametersuchasvia count, wirelength,and maximumdelay For example,the wire-
lengthof SASC(GL1)increasedy morethan1% afterthelayoutwasrepaired However,
it is alsopossiblethatthe x we performedwill actuallyimprove theseparametersFor
example thevia count,wirelength,andmaximumdelaywereall improvedin DLX(GLZ2).
In generalthe changesn thesephysicalparameteraretypically small, shoving thatour

errorrepairtechniquehave few sideeffects.

11.5.2 Electrical Err or Repair

We currentlydo not have accesgo toolsthatcanidentify electricalerrorsin alayout.
Therefore,in this experimentwe evaluatethe effectivenessof our electricalerror repair
techniquesy computingthe percentagesf wires whereat leastone valid transforma-
tion canbe found. To this end,we selectedl00 randomwires from eachbenchmarkand
assumedhatthewires containecklectricalerrors.Next, we appliedSymWre andSafeR-
esynthto nd layouttransformationshatcould modify thewiresto repairtheerrors.The
resultsaresummarizedn Table11.4.In thetable,"#Repaired”is thenumberof wiresthat
couldbemodi ed, and“Runtime” is thetotal runtimeof analyzingall 100wires. We also
reportthe minimum, maximumand averagenumbersof metal segmentsaffectedby our
errorrepairtechniquesThesenumbersncludethe sgmentsemovedandinserteddueto
thelayoutchanges.

From the results,we obsenre that both SymWre and SafeResynthvereableto alter
morethanhalf of thewiresfor mostbenchmarkssuggestinghatthey caneffectively nd

layouttransformationshatchangethe electricalcharacteristicef the erroneousvires. In
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Tablel11.4: Resultsof post-siliconelectricalerrorrepait

Benchmark SymWire SafeResynth

#Re- | Metalsq. affected | Runtime | #Re- | Metalsa. affected | Runtime

paired | Min | Max | Mean| (sec) | paired| Min | Max | Mean | (sec)
Stepper 81 6 33 15.7 0.03 79 14 | 53 | 28.3 4.68
SASC 50 8 49 19.8 0.79 41 2 48 | 27.8 3.32
EXU_ECL 68 7 42 15.0 1.13 71 14 | 831 | 119.1| 23.02
MiniRISC 58 4 29 13.7 1.65 57 14 | 50 | 28.1 166
AC97_ctrl 52 9 26 13.9 3.26 56 14 | 53 | 31.9 68.02
USB_funct 70 7 36 16.4 1.84 58 16 | 74 | 32.4 | 157.52
MD5 82 7 30 15.0 1.83 79 13 | 102 | 37.9 2630
DLX 64 6 49 15.8 11.00 67 13 | 97 | 40.2 8257
PClbridge32| 42 8 42 16.6 6.04 32 15 | 54 | 31.2 | 211.28
AES _core 83 5 32 15.0 2.53 83 12 | 64 | 31.4 | 285.58
WB_conmax 84 7 35 16.0 2.96 46 19 | 71 | 35.2 | 317.50
Alpha 67 9 41 16.3 12.32 55 11 | 101 | 36.9 | 85104
Ethernet 36 7 22 134 | 45.01 18 18 | 104 | 46.6 3714
DES perf 91 7 | 1020| 36.7 4.86 76 10 | 60 | 29.0 | 585.34

100 wireswererandomlyselectedo be erroneousand“#Repaired”’is the numberof errorsthat
couldberepairedby eachtechnigue.The numberof metalsegmentsaffectedby eachtechniquds
alsoshawn.

addition,the numberof affectedmetalsegmentsis often small, which indicatesthatboth
techniqueshave little physicalimpacton the chip, and the layout modi cations canbe
implementeceasilyby FIB. Theruntimecomparisorbetweerthesetechniqueshowvsthat
SymWire runssigni cantly fasterthanSafeResynthecaussymmetrydetectiorfor small
subcircuitsis much fasterthan equivalencechecking. However, SafeResyntlis ableto
nd andimplementmoreaggressie layoutchange$or moredif cult errors:astheresults
suggest,SafeResynthypically affects more metal sggmentsthan SymWre, producing
moreaggressie physicalmodi cations. We alsoobsenre that SymWre seemdo perform
especiallywell for arithmeticcoressuchasMD5, AES_core,andDES perf, possiblydue
to the large numbersof logic operationsusedin thesecores. Sincemary basiclogic
operationaresymmetric(suchasAND, OR, XOR), SymWire is ableto nd mary repair

opportunitiesOntheotherhand,SymWre seemgo performpoorly for benchmarksvith
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high percentagesf ip- ops, suchasSASC,PCl bridge32,andEthernet.Thereasons
thatSymWire is notableto nd symmetriesn ip- ops. As aresult,if mary wiresonly

fanoutto ip- ops, SymWre will notbeableto nd x esfor thosewires.

11.6 Summary

Due to the dramaticincreasean designcompleity, moreandmoreerrorsare escap-
ing pre-siliconveri cation and are discoveredpost-silicon. While most stepsin the IC
design o w have beenhighly automatedliittle effort hasbeendevotedto the post-silicon
deluggingprocessmakingit dif cult andad hoc To addresghis problem,we useour
FogCleamethodologyto systematicallyautomatehepost-silicondeluggingprocessand
it is poweredby our new techniquesndalgorithmsthatenhanceey stepsin post-silicon
delugging. Theintegrationof logical, spatialandelectricalconsiderationén thesetech-
niquesfacilitatesthe generatiorof netlistsandlayouttransformationgo x thebug, and
thesetechniquesrecomplementethy searchpruningmethodgor morescalableprocess-
ing. Theseadeasform thefoundationof our PAFER framewnork andthe PARSynalgorithm
thatcorrectfunctionalerrors,aswell asthe SymWire and SafeResyntimethodgo repair
electricalerrors.Our empiricalresultsshowv thatthesetechniquesanrepaira substantial
numberof errorsin mostbenchmarksgemonstratingheir effectivenesdor post-silicon
delugging. FogClearcanalsoreducethe costsof respins: x esgeneratedy FogClear
only impactmetallayers,henceenablingthe reuseof transistormasks. The accelerated
post-silicondeluggingprocesslsopromisedo shorterthetime to the next respin,which

canlimit revenuelossdueto late market entry.

216



CHAPTER XII

Conclusions

Veri cation is importantin ensuringthe correctnes®f a circuit design. As a result,
it hasbeenstudiedextensiely andis highly automated However, onceerrorsarefound,
their diagnosisandcorrectionarestill mostly performedmanually which canbe very dif-
cult andtime-consumingExistingtechniqueshataddresshis errorrepairproblemare
oftenlimited in their strengthandscalability Thisde ciency canbeexplained,in part,by
the lack of scalableresynthesisnethods.In addition, existing gate-level errordiagnosis
techniguesannotbeappliedto theRTL, wheremostdesignactivities occur makingauto-
maticfunctionalerrorcorrectionmuchmoredif cult. This problemis furtherexacerbated
by poorinteroperabilitybetweerveri cation anddeluggingtools,which stressegxisting
errorcorrectiontechniquegvenmore. Sincefunctionalcorrectnesss the mostimportant
aspecbf high-qualitydesignstheresourcegonsumedy dehugginglimit the effort that
canbe devotedto improve the performanceof a circuit, hamperinghe sophisticatiorof
digital designs.

In this dissertationwe proposedseveral innovative algorithms,data structures,and

methodologieghat provide new ways for error diagnosisand correction. In addition,
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we describedhe FogClearframavork thatautomateshe functionalerrorrepairprocess.
This framenork automaticallycorrectsdesignerrorsatthe RTL or gatelevel, andit is able
to physicallyimplementthe correctionswith minimal changedo existing cell locations,
wire routesand manufcturingmasks.In addition,our physicalsynthesidechniquesare
ableto x electricalerrorswith minimal impactto the layout. Below we summarizeour

contributionsanddiscusdirectionsfor futureresearch.

12.1 Summary of Contrib utions

In this dissertationwe proposedseveral resynthesisand errordiagnosisalgorithms,
devisedacompactencodingof resynthesisnformationto enhancehealgorithms andde-
scribeda uni ed framework thatsupportghe errorrepairrequirementst differentdesign

stagesOur majorcontributionsaresummarizedelow:

We developeda scalablebug trace minimizer, called Butramin that reducesthe

complity of bug tracesandbridgesthe gapbetweenveri cation anddehugging.

We proposed CoReresynthesiframenvork basednsimulationandSAT. To achiere
betterscalability we usedan abstraction-re nemenscheman this framework. In
addition, we devised a simpli cation of SPFDs,Pairs of Bits to be Distinguished
(PBDs) to encodeheresynthesisformationrequiredby theframeawork. Thisrep-
resentatiorsupportshe useof completedon't-caresandmakes CoReé scalefurther
thanmostexisting errorcorrectiontechniqgues Basedon PBDs,we developedtwo
innovative resynthesisalgorithms,Distinguishing-Bwer Seach (DPS)and Goal-

DirectedSeach (GDS) to supportthe logic changesequiredby error correction.
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The abstraction-re nemenschemein CoRe is conceptuallydifferent from those
in existing solutionsbecause€CoRe's abstractioris basedon signatureswhich can
be easilyusedby variousresynthesisools andextendedto supportdifferenterror
repairrequirementsAs articulatedn ChapterdX andXl, CoRé canbeextendedo
repairRTL andpost-siliconfunctionalerrors,but existing solutionsdo not have this
e xibility . For example,it is dif cult to utilize the abstractiorproposedn [8] for

automaticerrorcorrection.

We designeda comprehensie and powerful functional symmetrydetectionalgo-
rithm for digital logic basedon reductionto the graph-automorphismroblemand
availablesolvers.Givenamulti-outputlogic function,thisalgorithmdetectsall sym-
metriesof all known types,including permutationsand phase-shifton inputsand
outputs,aswell asthe so-calledchigherordersymmetriesin addition,we deviseda
rewiring techniquethatusesthe detectedsymmetriego optimizecircuit wirelength

or repairelectricalerrorsdiscoveredpost-silicon.

We introducedaninnovative RTL errormodelthatfacilitatesef cient andeffective
RTL errordiagnosis.In addition,we proposedwo diagnosisalgorithmsbasedon
synthesisand symbolic simulation. Both techniquescan scalemuch fartherthan
existing gate-level diagnosistechniquesmakingour approachapplicableto much
largerdesigns.Our resultsalsoshav thatmary morefunctionalerrorscanbe diag-

nosedcomparedvith traditionalgate-lerel diagnosigechniques.

We outlinedan incrementalveri cation system,In\erS that usessimilarity factor

to quickly estimatethe functional correctnes®f physicalsynthesisoptimizations.
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Whenerrorsare agged, traditionalveri cation techniquewill be used.This sys-
temhelpslocalizeandidentify bugsintroducedoy physicalsynthesiptimizations,

andthereforedecreasetherisk from introducingnew aggressie optimizations.

We de ned the conceptof physical safenessaind devised several physically safe
techniquedor post-silicondelugging. In orderto repairfunctionalerrors,we pro-
posedthe PAFER framavork andthe PARSymresynthesislgorithms. In addition,
we illustratedtwo techniquesSafeResyntand Sym\Vife, that canrepairelectrical
errorsonthelayout. Sincethesetechniqueglo not affect gateplacementsthey also

allow metal x.

To facilitate comprehensie error repair at multiple stagesof circuit design o w,
we integratedsereral software componentsnto a uni ed framework, called Fog-
Clear. This framewnork couplesveri cation with deluggingandcangreatlyreduce

thedeluggingeffort.

Ourempiricalvalidationshavs thatall component®f the FogClearframework areef-

fectivein performingtheirfunctions,andtheintegratedframework for post-silicondehug-

ging is equallypromising. With the help of FogClear engineerill be ableto diagnose

and x designerrorsmore ef ciently, which, we hope,will improve designquality and

reducecost.

12.2 Directionsfor Future Reseach

Theresultsdevelopedduringthe courseof our researctsuggesseveral directionsfor

future exploration. As shavn in our experimentalresults,error diagnosisis the major
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bottleneckof errorrepair Althoughour RTL diagnosigechniguesanalleviatethis prob-
lem, they areapplicableonly if the bugscanbe correctedat the RTL. In particular they

cannotbe usedto accelerateyate-level error diagnosis.Onefuture directionis to reduce
theruntimeof errordiagnosis.By improving error diagnosismoreiterationscanbe ex-

ecutedin our CoRe framework within the sameamountof time, allowing CoRe to repair
morecomple errors. Fortunately the errordiagnosigechniquethatwe adopteddirectly
bene tsfrom ongoingimprovementsn SAT solversdeliveredregularly by the SAT com-
munity in recentyears.

Sequentiakrrordiagnosigss anothercomponenthatlimits the scalabilityof the CoRe
framewnork becausesxisting techniquesbasedon circuit unrolling may resultin mem-
ory explosions.Our simulation-basediagnosisapproactcanpotentiallyreducememory
usagebecauséBooleanexpressionsanbe simpli ed onthe y; however, this problem
cannotbefully eliminated.Ali etal. [5] proposedheuseof Quanti ed BooleanFormulas
(QBF)toreducanemoryusagen combinationakrrordiagnosisnonethelesshey did not
applyQBFto diagnoseerrorsin sequentiatircuits. It will beinterestingto know whether
sucha techniquecanbe usedto solve the memoryexplosion problemwhendiagnosing
errorsin sequentiatircuits.

Potentially the CoRe framavork proposedn this dissertatiorcanbe appliedto physi-

cal synthesisasfollows:

1. Whenoptimizing a critical path,we temporarilyrelaxthe constraintthat the func-
tional correctnes®sf the circuit mustbe presered. For example,an XOR gatecan

be changedo an OR gateaslong asthe changemprovestiming. In otherwords,
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suchchangesanintroducebugs.

2. To restorethe circuit's functional correctnesswe thenuseCoRé to nd a bug x

suchthatthecritical pathis not affected.

Relateddeashave beenusedin existing physicalsynthesigechniquesuchasATPG-
basedrewiring [29, 40], which is basedon the additionandremoval of redundantvires.
Unlike suchtechniqguesCoRe is novel andmoregenerain thatit doesnotlimit thelogic
transformationghat can be performed. To make CoReé effective in physicalsynthesis,
however, mary questionsstill needto be answered For example,whattypesof changes
canbeacceptedvithoutintroducinganerrorbeyondrepair?And how to nd a x thathas
theminimal impacton circuit timing? All thesequestionsvarrantfurtherinvestigation.

In thefunctionalerrorrepairchaptel(ChapteiX), we providedeffective errordiagnosis
algorithmsandproposedechniquego repairRTL errors. However, our experimentake-
sultsshaw thatnotall functionalerrorscanbe x edusingour proposedechniquesSince
automaticRTL errorrepairis arelatively young eld, thereis still muchroomfor further
researchFor example,Abadir's gate-level errormodel[1] hasbeenusedby mary error
repairtechniguesndis successfulo someextent. It will beinterestingto know if similar
modelscanbe establishedt the RTL. Suchmodelscanhelpengineersdetterunderstand
thenatureof RTL bugsandfacilitatethe developmenif automaticerrorrepairtools. An-
otherrelatedproblemis thatcurrentlythereis no goodmethodto predicthow dif cult it is
to x abug. Sinceour errorcorrectiontechniquestrive to minimizethe sizeof resynthe-
sizednetlists,we speculatehata bug which canbe repairedwith smallerchangego the

netlistshouldbe easietto x. To validatethis speculationhowever, moreresearctshould
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beconducted.

In ourmetal- x experimentsve assumehatall cell typesareequallyuseful,andspare
cellsareplaceduniformly. In practice however, somecell typesmaybe moreusefulthan
others,andcertainregionsin the layout mayrequiremoresparecells thanotherregions.
To improve the quality of metal x, further studiescanbe conductedo investigatethe
relationshipamongerrors,cell types,andthe placementf sparecells.

Dueto therapidgrowth in designcompleity, developingRTL descriptionof a circuit
is becomingtoo costly. As a result, designmethodologieausing an even higher level
of abstractioncalled the Electronic System_evel (ESL) have beenproposedrecently
We believe that someof the errorrepairtechniquegproposedn this dissertationcanbe
extendedo ESL aswell, althoughthe detailedimplementatiormaybe different.

As demonstratedby our experimentalresults,FogClearcan automateseveral error
repairprocessesrhendesigningmoderndigital circuits. We believe thatautomaticerror
repairtechniquesvill grow in importanceandtheirdevelopmentwill remainaninteresting
researclproblem. To this end, our researctcontritutesa betterunderstandingf design

errorsandwaysto x them,leadingto morereliablelC designprocessesf thefuture.
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ABSTRACT

FunctionalDesignError Diagnosis CorrectionandLayoutRepairof Digital Circuits

by

Kai-hui Chang

Co-Chairs:lgor L. Markov andValeriaBertacco

Thedramatidncreasen designcompleity of moderncircuitschallengesurability to
verify their functionalcorrectnessTherefore circuits areoftentaped-outwith functional
errors,which may causecritical systemfailuresandhuge nancial loss. While improve-
mentsin veri cation allow engineerso nd moreerrors, xing theseerrorsremainsaman-
ualandchallengingask,consumingraluableengineeringesourceshatcouldhave other
wisebeenusedo improve veri cation anddesignquality. In thisdissertatiorwe solve this
problemby proposingnnovative methodgo automateahe deluggingprocesshroughout
the design ow. We rst obsene that existing veri cation tools often focus exclusively
on errordetectionwithout consideringhe effort requiredby errorrepair Thereforethey
tendto generatdremendouslyong bug traces,makingthe dehuggingprocessxtremely
challenging. Hence,our rst innovationis a bug traceminimizer that canremove most

redundaninformationfrom a trace,thusfacilitating detugging. To automatethe error



repair processdtself, we develop a novel framewvork that usessimulationto abstracthe
functionality of the circuit, andthenrely on bug tracesto guidethere nementof the ab-
straction. To strengtherthe frameawork, we alsoproposea compactabstractiorencoding
using simulatedvalues. This innovation not only integratesveri cation and delugging
but alsoscalesmuchfurtherthanexisting solutions.We applythis framewvork to x bugs
bothin gate-level andregistertransferlevel circuits. However, we notethatthis solutionis
notdirectly applicableto post-silicondehuggingbecaus®f the highly-restrictve physical
constraintsat this designstagewhich allow only minimal perturbation®f the silicon die.
To addresshis challengewe proposea setof comprehensie physically-avarealgorithms
to generatea rangeof viable netlistandlayouttransformationsWe thenselectthe most
promisingtransformationsccordingto the physicalconstraints Finally, we integrateall
thesescalableerrorrepairtechniquesnto a framework called FogClear. Our empirical
evaluationshaws thatFogClearcanrepairerrorsin a broadrangeof designsdemonstrat-
ing its ability to greatlyreducedeluggingeffort, enhancelesignquality, and ultimately

enablethe designandmanufctureof morereliableelectronicdevices.



