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PREFACE

Thedramaticincreasein designcomplexity of moderncircuitschallengesourability to

verify their functionalcorrectness.Therefore,circuitsareoftentaped-outwith functional

errors,which maycausecritical systemfailuresandhuge�nancial loss. While improve-

mentsin veri�cation allow engineersto �nd moreerrors,�xing theseerrorsremainsaman-

ualandchallengingtask,consumingvaluableengineeringresourcesthatcouldhaveother-

wisebeenusedto improveveri�cation anddesignquality. In thisdissertationwesolvethis

problemby proposinginnovativemethodsto automatethedebuggingprocessthroughout

the design�o w. We �rst observe that existing veri�cation tools often focusexclusively

on errordetection,without consideringtheeffort requiredby errorrepair. Therefore,they

tendto generatetremendouslylong bug traces,makingthedebuggingprocessextremely

challenging.Hence,our �rst innovation is a bug traceminimizer that canremove most

redundantinformationfrom a trace,thusfacilitating debugging. To automatethe error-

repairprocessitself, we develop a novel framework that usessimulationto abstractthe

functionalityof thecircuit, andthenrely on bug tracesto guidethere�nementof theab-

straction.To strengthenthe framework, we alsoproposea compactabstractionencoding

usingsimulatedvalues. This innovation not only integratesveri�cation anddebugging

but alsoscalesmuchfurtherthanexisting solutions.We applythis framework to �x bugs

bothin gate-levelandregister-transfer-level circuits.However, wenotethatthissolutionis

notdirectlyapplicableto post-silicondebuggingbecauseof thehighly-restrictivephysical

constraintsat this designstagewhich allow only minimal perturbationsof thesilicon die.
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To addressthischallenge,weproposeasetof comprehensivephysically-awarealgorithms

to generatea rangeof viablenetlist andlayout transformations.We thenselectthemost

promisingtransformationsaccordingto thephysicalconstraints.Finally, we integrateall

thesescalableerror-repair techniquesinto a framework calledFogClear. Our empirical

evaluationshows thatFogClearcanrepairerrorsin a broadrangeof designs,demonstrat-

ing its ability to greatlyreducedebuggingeffort, enhancedesignquality, andultimately

enablethedesignandmanufactureof morereliableelectronicdevices.
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5.2.1 TheCoŔe Framework . . . . . . . . . . . . . . . . . . . . . . 58
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CHAPTER I

Intr oduction

Most electronicdevicesthat we usetodayaredrivenby IntegratedCircuits (ICs) —

thesecircuitsareinsidecomputers,cellphones,Anti-lock BrakingSystems(ABS) in cars,

andaresometimesevenusedto regulateaperson'sheartbeat.To guaranteethattheseelec-

tronicdeviceswill work properly, it is critical to ensurethefunctionalcorrectnessof their

internalICs. However, experienceshowsthatmany IC designsstill havefunctionalerrors.

For instance,a medicaldevice to treatcancer, calledTherac-25, containeda fataldesign

errorwhich overexposedpatientsto radiation,seriouslyinjuring or killing six peoplebe-

tween1985and1987[76]. The infamousFDIV bug in the Intel Pentiumprocessorsnot

only hurt Intel's reputationbut alsocostIntel 475million dollarsto replacetheproducts

[125]. A moresubtledesignerror may alter �nancial informationin a bank's computer

or causea seriousaccidentby startinga car's ABS unexpectedly. To addresstheseprob-

lems,enormousresourceshavebeendevotedto �nding and�xing suchdesignerrors.The

processto �nd thedesignerrorsis calledveri�cation, andtheprocessto repairtheerrors

is often calleddebugging. Error repair involvesdiagnosingthe causesof the errorsand

correctingthem.
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Dueto theimportanceof ensuringacircuit's functionalcorrectness,extensiveresearch

onveri�cation hasbeenconducted,whichallowsengineersto �nd bugsmoreeasily. How-

ever, oncea bug is found,thedebuggingprocessremainsmostlymanualandad hoc. The

lackof automaticdebuggingtoolsandmethodologiesgreatlylimits engineers'productiv-

ity andmakesthoroughveri�cation moredif�cult. To automatethe debuggingprocess,

we proposeinnovative methodologies,tools andalgorithmsin this dissertation.In this

chapter, we�rst describethecurrentcircuit designtrendsandchallenges.Next, webrie�y

review existingsolutionsthataddressthechallengesandpointoutthede�ciency in current

solutions.We thenprovide an outline of our approachandsummarizethekey contribu-

tionsof thiswork.

1.1 DesignTrendsand Challenges

Moderncircuit designsstriveto providemorefunctionalitieswith eachproductgener-

ation. To achieve this goal,circuitsbecomelargerandmorecomplicatedwith eachgen-

eration,anddesigningthemcorrectlybecomesmoreandmoredif�cult. Oneexamplethat

shows this trendis Intel's microprocessors.The80386processorreleasedin 1985barely

allows the executionof the Windows operatingsystemand containsonly 28 thousand

transistors.On theotherhand,theCore2 Duo processorreleasedin 2006supportsvery

complicatedcomputationsand is several hundredtimes more powerful than the 80386

processor. In orderto provide this power, 167 million transistorsareused. Needlessto

say, designinga circuit of this sizeandmakingsurethat it worksproperlyareextremely

challengingtasks.

No matterhow fastandpowerful a circuit is, it may becomeuselessif its behavior
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differs from what is expected.To ensurethe functionalcorrectnessof a circuit, tremen-

dousresourceshavebeendevotedto veri�cation. As aresult,veri�cation alreadyaccounts

for two thirdsof thecircuit designcycleandtheoveralldesign/veri�cation effort [12, 95].

However, many ICsarestill releasedwith latenterrors,demonstratinghow poorthecurrent

techniquesarein ensuringfunctionalcorrectness.To this end,variousestimatesindicate

that functionalerrorsarecurrentlyresponsiblefor 40%of failuresat the �rst circuit pro-

duction[12, 95]. As Figure1.1 shows, thegrowth in designsizeandoverall complexity

increasethegapbetweenengineers'designandveri�cation capabilities.Therefore,veri-

�cation begins to limit the featuresthatcanbe implementedin a design[42], essentially

becomingthebottleneckthathamperstheimprovementof modernelectronicdevices.

Figure1.1: Thegapbetweentheability to fabricate,designandverify integratedcircuits.

To addressthisproblem,thecurrenttrendis to automatetestbenchgenerationandver-

i�cation in order to �nd designbugsmore thoroughly. Oncea bug is found, however,

�xing thebug is still mostlymanualandadhoc. Therefore,engineersoftenneedto spend

a greatamountof time analyzingand�xing thedesignerrors.Althoughwaveformview-

ersandsimulatorsaregreataidsto this end,therearecurrentlyno goodmethodologies

4



Source:IBM

Figure1.2:Relativedelaydueto gateandinterconnectatdifferenttechnologynodes.De-
lay dueto interconnectbecomeslarger thanthegatedelayat the90nmtech-
nologynode.

andalgorithmsthat canautomatethe debuggingprocess.The lack of automaticdebug-

gingmethodologiesnotonly slowsdown theveri�cation processbut alsomakesthorough

designveri�cation moredif�cult. To this end, Intel's latestCore 2 Duo processorcan

serve as an example[137]: a detailedanalysisof publishederrataperformedby Theo

de Raadtin mid 2007identi�ed 20-30bugsthat cannotbe masked by changesin Basic

Input/OutputSystem(BIOS)andoperatingsystems,while somemaybeexploitedby ma-

licious software. De Raadtestimatesthat Intel will take a yearto �x thesebugsin Core

2 processors.It is particularlyalarmingthat thesebugsescapedIntel's veri�cation and

validationmethodologies,which areconsideredamongthe mostadvancedandeffective

in theindustry.

Anotherchallengecomesfrom theimprovementin IC manufacturingtechnologythat

allows smallertransistorsto be createdon a silicon die. This improvementenablesthe

transistorsto switch fasterandconsumelesspower. However, thedelaydueto intercon-
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nectis alsobecomingmoresigni�cant becauseof theminiaturizationin transistorsize.As

Figure1.2shows,delaydueto interconnectalreadybecomeslargerthanthegatedelayat

the90nmtechnologynode.To mitigatethis effect, variousphysicalsynthesistechniques

andevenmorepowerful optimizationssuchasretimingareused[102]. Theseoptimiza-

tions further exacerbatethe veri�cation problemin severalways. First, sinceElectronic

DesignAutomation(EDA) toolsmaystill containunexpectedbugs[9], it is importantto

verify thefunctionalcorrectnessof theoptimizedcircuit. However, onceabug is found,it

is verydif�cult to pinpointtheoptimizationstepthatcausedthebugbecausea largenum-

ber of circuit modi�cations may have beenperformed,which makesrepairingthe error

verychallenging.Second,to preservetheinvestedphysicalsynthesiseffort, bugsfoundin

latedesignstagesmustberepairedcarefullysoasto preservepreviousoptimizationeffort.

This is signi�cantly differentfrom traditionaldesignapproaches,whichrestrictbug-�xing

to the original high-level descriptionof the circuit andresynthesizeit from scratchafter

everysuch�x. In summary, theincreasein circuit complexity andminiaturizationin tran-

sistorsizemake veri�cation anddebuggingmuchmoredif�cult thanthey werejust ten

yearsago.

To supportthe miniaturizationof CMOS circuits, the requiredmasksalso become

muchmoresophisticatedandexpensive. As Figure1.3 shows [130], maskcostalready

approaches3 million dollarsper setat the 65nmtechnologynode. This costmakesany

functionalmistakesaftercircuit productionvery expensive to �x, not to mentionthe loss

in revenuecausedby delayedmarket entry may be even higher thanthe maskcost. In

addition, due to the lack of automaticpost-silicondebugging methodologies,repairing
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designerrorspost-siliconis muchmorechallengingthanrepairingthempre-silicon.As a

result,it is importantto detectandrepairdesignerrorsasearlyin thecircuit design�o w as

possible.On theotherhand,any post-siliconerror-repairtechniquethatallows thereuse

of lithographymaskscanalsoalleviatethisproblem.

Figure1.3:Estimatedmaskcostsatdifferenttechnologynodes.Source:ITRS'05 [130].

1.2 Stateof the Art

To ensurethefunctionalcorrectnessof acircuit, thecurrenttrendis to improveits ver-

i�cation. Among the techniquesandmethodologiesavailablefor functionalveri�cation,

simulation-basedveri�cation is prevalentin industrybecauseof its linearandpredictable

complexity and its �e xibility to be applied,in someform, to any design. The simplest

veri�cation method,calleddirecttest, is to manuallydevelopsuitesof inputstimuli to test

the circuit. Sincedevelopingthe testsuitescanbe tediousandtime consuming,a more

�e xible methodologycalledrandomsimulationis oftenused.Randomsimulationinvolves

connectinga logic simulatorwith stimuli comingfrom a constraint-basedrandomgener-

ator, that is, anenginethatcanautomaticallyproducerandomlegal inputsfor thedesign
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at a very high rate,basedon a setof rules(or constraints)derived from thespeci�cation

document.In orderto detectbugs,assertionstatements,or checkers,areembeddedin the

designandcontinuouslymonitorthesimulatedactivity for anomalies.Whena bug is de-

tected,thesimulationtraceleadingto it is storedandcanbereplayedlaterto analyzethe

conditionsthatled to thefailure.This traceis calledabug trace.

Although simulationis scalableandeasyto use,it cannotguaranteethe correctness

of a circuit unlessall possibletestvectorscanbe exhaustively tried. Therefore,another

veri�cation approachcalledformal veri�cation beganto attractincreasingattentionfrom

industry. Formalveri�cation toolsusemathematicalmethodsto proveor disprovethecor-

rectnessof a designwith respectto a certainformal speci�cationor property. In this way,

completeveri�cation canbeachieved.For example,symbolicsimulation,BoundedModel

Checking (BMC) and reachability analysis[15, 61] all belongto this genre. However,

formally verifying thecorrectnessof adesigntendsto becomemoredif�cult whendesign

getslarger. Therefore,currentlyit is oftenappliedto smallandcritical componentswithin

largedesignsonly.

To leveragethe advantagesof both simulationandformal approaches,a hybrid veri-

�cation methodology, calledsemi-formalveri�cation, hasrecentlybecomemorepopular

[59]. Semi-formaltechniquesstriveto providebetterscalabilitywith minimal lossin their

veri�cation power. To achieve thesegoals,semi-formaltechniquesoftenuseheuristicsto

intelligentlyselecttheveri�cation methodsto apply, eithersimulationor formalmethods.

Whenthe currentmethodsrun out of steam,they switch to othermethodsandcontinue

veri�cation basedon previous results. In this way, semi-formaltechniquesare able to
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provideagoodbalancebetweenscalabilityandveri�cation power.

Theveri�cation techniquesdescribedsofar focusondetectingdesignerrors.After er-

rorsarefound,thecausesof theerrorsmustbeidenti�ed sothattheerrorscanbecorrected.

Automaticerrordiagnosisandcorrectionat thegatelevel have beenstudiedfor decades

becausethis is thelevel atwhichthecircuitsweretraditionallydesigned.To simplify error

diagnosisandcorrection,Abadiretal. [1] proposedanerrormodelto capturethebugsthat

occurfrequently, which hasbeenusedin many subsequentstudies[74, 112]. While early

work in thisdomainoftenreliesonheuristicsandspecialerrormodels[1, 45, 74,84, 112],

recentimprovementsin error-repairtheoriesandBoolean-manipulationtechnologieshave

allowedmorerobust techniquesto bedeveloped[5, 6, 107,108,122]. Thesetechniques

arenot limited by speci�c errormodelsandhave morecomprehensive errordiagnosisor

correctionpower thanprevioussolutions.

After automaticlogic-synthesistools becamewidely available, designtasksshifted

from developinggate-level netliststo describingthe circuit's functionsat a higher-level

abstraction,called the Register-TransferLevel (RTL). RTL providesa software-like ab-

stractionthatallows designersto concentrateon thefunctionsof thecircuit insteadof its

detailedimplementations.Due to this abstraction,gate-level errordiagnosisandcorrec-

tion techniquescannotbeappliedto theRTL easily. However, this is problematicbecause

mostdesignactivity takesplaceat theRTL nowadays.To addressthis problem,Shi et al.

[104] andRauetal. [96] employedasoftware-analysisapproachto identify statementsin

theRTL codethatmayberesponsiblefor thedesignerrors.However, thesetechniquescan

returnlarge numbersof potentiallyerroneoussites. To narrow down the errors,Jianget
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al. [64] proposeda metricto prioritize theerrors.Althoughtheir techniquescanfacilitate

errordiagnosis,error correctionremainsmanual.Anotherapproachproposedby Bloem

etal. [16] formally analyzestheRTL codeandthefailedproperties,andit is ableto diag-

noseandrepairdesignerrors.However, theirapproachis notscalabledueto theheavy use

of formal-analysismethods.Sincemorecomprehensive RTL debuggingmethodologies

arestill currentlyunavailable,automaticRTL errorrepairremainsa dif�cult problemand

requiresmoreresearch.

Anotherdomainthatbeganto attractpeople's attentionis thatof post-silicondebug-

ging. Dueto theunparalleledcomplexity of moderncircuits,moreandmorebugsescaped

pre-siliconveri�cation andwerefound post-silicon. Post-silicondebuggingis consider-

ably moredif�cult than pre-silicondebuggingdue to its limited observability: without

specialconstructs,only signalsat theprimaryinputsandoutputscanbeobserved.Evenif

thebug canbediagnosedanda �x is found,changingthecircuit on a silicon die to verify

the �x is alsodif�cult if at all possible. To addressthe �rst problem,scanchains [20]

havebeenusedto observethevaluesin registers.To addressthesecondproblem,Focused

Ion Beam(FIB) hasbeenintroducedto physicallychangethemetalconnectionsbetween

transistorson a silicon die. Alternatively, techniquesthat useprogrammablelogic have

beenproposed[80] for thispurpose.A recentstart-upcompany calledDAFCA [136] pro-

poseda morecomprehensive approachthataddressesbothproblemsby insertingspecial

constructsbeforethe circuit is tapedout. Although thesetechniquescanfacilitatepost-

silicon debugging,the debuggingprocessitself remainsmanualandad hoc. Therefore,

post-silicondebuggingis still mostlyanart,nota science[56].
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1.3 Our Approach

Despitethe vastamountof veri�cation anddebuggingeffort investedin moderncir-

cuits, thesecircuits are still often releasedwith latent bugs, showing the de�ciency of

currentmethodologies.Onemajor reasonis that existing error diagnosisandcorrection

techniquestypically lack the power andscalability to handlethe complexity of today's

designs.Anotherreasonis thatexisting veri�cation techniquesoftenfocuson �nding de-

signerrorswithout consideringhow theerrorsshouldbe�x ed. Therefore,thebug traces

producedby veri�cation canbeprohibitively long,makinghumananalysisextremelydif-

�cult andfurtherhamperingthedeploymentof automaticerror-repairtools. As a result,

error repairremainsa demanding,semi-manualprocessthatoften introducesnew errors

andconsumesvaluableresources,essentiallyunderminingthoroughveri�cation.

To addresstheseproblems,we proposea framework calledFogClear that automates

the error-repairprocessesat variousdesignstages,including front-enddesign,back-end

logic design,back-endphysicaldesignandpost-silicondebugging.Weobservethatmajor

weaknessexists in several key componentsrequiredby automaticerror repair, and this

de�ciency maylimit thepowerandscalabilityof our framework. To ensurethesuccessof

our methodologies,we alsodevelopinnovativedatastructures,theoriesandalgorithmsto

strengthenthesecomponents.Ourenhancedcomponentsarebrie�y describedbelow.

� Butramin reducesthe complexity of bug tracesproducedby veri�cation for easier

errordiagnosis.

� REDIRutilizesbug tracesto automaticallycorrectdesignerrorsat theRTL.

11



� CoŔeutilizesbug tracesto automaticallycorrectdesignerrorsat thegatelevel.

� InVerS monitorsphysicalsynthesisoptimizationsto identify potentialerrorsand

facilitatesdebugging.

� To repair post-siliconelectrical errors, we proposeSymWire, a symmetry-based

rewiring technique,to perturbthe layout andchangethe electricalcharacteristics

of theerroneouswires. In addition,we devisea SafeResynthtechniqueto identify

alternative signalsourcesthat cangeneratethe samesignal,andusethe identi�ed

sourcesto changethewiring topologyin orderto repairelectricalerrors.

� To repairpost-siliconfunctionalerrors,we proposePAFERandPARSynthat can

changeacircuit's functionalityvia wire reconnections.In thisway, transistormasks

canbereusedandrespincostcanbereduced.

Thestrengthof our componentsstemsfrom the intelligentcombinationof simulation

and formal veri�cation techniques.In particular, recentimprovementsin SATis�ability

(SAT) solversprovide thepower andscalabilityto handlemoderncircuits. By enhancing

thepowerof key components,aswell asunifying veri�cation anddebugginginto thesame

framework,ourFogClearframework promisesto facilitatethedebuggingprocessesatvar-

iousdesignstages,thusimproving thequalityof electronicdevicesin severalcategories.

1.4 KeyContributions and ThesisOutline

In this dissertationwe presentadvancedtheoriesandmethodologiesthat addressthe

error diagnosisandcorrectionproblemof digital circuits. In addition,we proposescal-

ableandpowerful algorithmsto matchthe error-repair requirementsat differentdesign

12



stages.Onthemethodologicalfront,wepromoteinteroperabilitybetweenveri�cation and

debuggingby devisingnew design�o ws thatautomatetheerror-repairprocessesin front-

enddesign,back-endlogic design,back-endphysicaldesignandpost-silicondebugging.

Onthetheoreticalfront, weproposeacounterexample-guidederror-repairframework that

performsabstractionusingsignatures,which is re�ned by counterexamplesthat fail fur-

therveri�cation. This framework integratesveri�cation into debuggingandscalesmuch

further thanexisting solutionsdue to its innovative abstractionmechanism.To support

theerror-correctionneedsin theframework, we designtwo novel resynthesisalgorithms,

which arebasedon a compactencodingof resynthesisinformationcalledPairs of Bits

to be Distinguished(PBDs). Theseresynthesistechniquesallow us to repairdesigner-

rorseffectively. We alsodevelopa comprehensive functionalsymmetrydetectorthatcan

identify permutational,phase-shift,higher-level, aswell ascompositeinput andoutput

symmetries.We applythis symmetry-detectiontechniqueto rewiring anduseit to repair

post-siliconelectricalerrors.

To enhancethe robustnessandpower of FogClear, it is importantto make surethat

eachcomponentusedin our framework is scalableandeffective. We observe thatexist-

ing solutionsexhibit majorweaknesswhenwe implementseveralcomponentscritical to

our framework. Therefore,we developnew techniquesto strengthenthesecomponents.

In particular, we observe that veri�cation tools often strive to �nd many errorswithout

consideringhow theseerrorsshouldberesolved. As a result,thereturnedbug tracescan

betremendouslylong. Existingsolutionsto reducethecomplexity of thetraces,however,

rely heavily on formalmethodsandarenotscalable[44, 55, 57, 66, 98, 100, 103]. To this
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end,we proposea bug traceminimizer calledButraminusingseveral simulation-based

methods.Thisminimizerscalesmuchfurtherthanexistingsolutionsandcanhandlemore

realisticdesigns.Anothercomponentthat receiveslittle attentionis RTL errordiagnosis

andcorrection.Althoughtechniquesthataddressthisproblembeganto emergein thepast

few years[16, 64, 96, 104,108], they arenot accurateor scalableenoughto handleto-

day's circuits. To designaneffective automaticRTL debugger, we extendstate-of-the-art

gate-level solutionsto theRTL. Ourempiricalevaluationshowsthatourdebuggeris pow-

erful andaccurate,yet it managesto avoid drawbackscommonin gate-level erroranalysis

andis highly scalable.On theotherendof thedesign�o w, we observe thatpost-silicon

debuggingis oftenad hocandmanual.To solve this problem,we proposetheconceptof

physicalsafenessto identify physicalsynthesistechniquesthataresuitablefor thisdesign

stage.In addition,we proposeseveralnew algorithmsthatcanrepairbothfunctionaland

electricalerrorson asilicon die.

Therestof thethesisis organizedasfollows. Part I, whichincludesChaptersII andIII,

providesnecessarybackgroundandillustratesprior art. In particular, ChapterII outlines

the currentdesignandveri�cation landscapes.In this chapter, we discussthe front-end

design�o w, followed by back-enddesign�o ws andthe post-silicondebuggingprocess.

ChapterIII introducesseveraltraditionaltechniquesfor �nding and�xing bugs,including

simulation-basedveri�cation, formal-veri�cation methods,design-for-debug constructs

andpost-siliconmetal�x.

Part II, which includesChaptersIV to VII, illustratesourFogClearmethodologiesand

presentsour theoreticaladvancesin error repair. We start from our proposedFogClear
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designandveri�cation methodologiesin ChapterIV. In thischapter, wedescribehow our

methodologiesaddresstheerror-repairproblemsatdifferentdesignstages.ChapterV then

illustratesour gate-level functionalerror correctionframework, CoŔe, thatusescounter-

examplesreportedby veri�cation to automaticallyrepairdesignerrorsat the gatelevel

[35, 36]. It scalesfurther thanexisting techniquesdueto its intelligentuseof signature-

basedabstractionandre�nement. To supporttheerror-correctionrequirementsin CoŔe,

we proposetwo innovative resynthesistechniques,Distinguishing-Power Search (DPS)

andGoal-DirectedSearch (GDS)[35, 36], in ChapterVI. Thesetechniquescanbeused

to �nd resynthesizednetliststhatchangethe functionalityof thecircuit to matcha given

speci�cation. To allow ef�cient manipulationof logic for resynthesis,we alsodescribea

compactencodingof requiredresynthesisinformationin thechapter, calledPairs of Bits

to beDistinguished(PBDs). Finally, ChapterVII presentsour comprehensivesymmetry-

detectionalgorithmbasedon graph-automorphism,andwe appliedthedetectedsymme-

tries to rewiring in orderto optimizewirelength[32, 33]. This rewiring techniqueis also

usedto repairelectricalerrorsasshown in Section11.4.1.

Part III, which includesChaptersVIII to XI, discussesspeci�c FogClearcomponents

thatarevital to theeffectivenessof our methodologies.We startfrom our proposedbug

traceminimizationtechnique,Butramin [30, 31], in ChapterVIII. Butraminconsidersa

bug traceproducedby a randomsimulatoror semi-formalveri�cation softwareandgen-

eratesanequivalenttraceof shorterlength. By reducingthecomplexity of thebug trace,

errordiagnosiswill becomemucheasier. Next, we observe that functionalmistakescon-

tribute to a large portion of designerrors,especiallyat the RTL andthe gatelevel. Our
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solutionsto this endarediscussedin ChapterIX, which includesgate-level error repair

for sequentialcircuitsandRTL errorrepair[39]. Our techniquescandiagnoseandrepair

errorsatthesedesignstages,thusgreatlysaving engineers'timeandeffort. Sinceintercon-

nectbeginsto dominatedelayandpowerconsumptionatthelatesttechnologynodes,more

aggressivephysicalsynthesistechniquesareused,which exacerbatesthealreadydif�cult

veri�cation problem. In ChapterX we describean incrementalveri�cation framework,

calledInVerS, thatcanidentify potentiallyerroneousnetlist transformationsproducedby

physicalsynthesis[38]. InVerSallowsearlydetectionof bugsandpromisesto reducethe

debuggingeffort.

After a designhasbeentaped-out,bugsmaybefoundon a silicon die. We noticethat

dueto thespecialphysicalconstraintsin post-silicondebugging,mostexistingpre-silicon

error-repairtechniquescannotbeappliedto this designstage.In ChapterXI we �rst pro-

posetheconceptof physicalsafenessto measuretheimpactof physicaloptimizationson

the layout [34], andthenuseit to identify physicalsynthesistechniquesthat canbe ap-

pliedpost-silicon.To thisend,weobservethatsafetechniquesareparticularlysuitablefor

post-silicondebugging;therefore,we proposea SafeResynthtechniquebasedon simula-

tion andon-lineveri�cation. We thenillustratehow functionalerrorscanberepairedby

ourPAFERframework andPARSynalgorithm[37]. In addition,wedescribehow to adapt

symmetry-basedrewiring andSafeResynthfor electricalerrorrepair. Finally, ChapterXII

concludesthis dissertationby providing a summaryof our contributionsandpointingout

futureresearchdirections.
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CHAPTER II

Curr ent Landscapein Designand Veri�cation

Beforedelving into our error-repair techniques,we aregoing to review how digital

circuits aredevelopedandveri�ed. In this chapterwe describecurrent�o ws for front-

enddesign,back-endlogic design,back-endphysicaldesignandpost-silicondebugging.

We also discussthe bugs that may appearat eachdesignstage,as well as the current

veri�cation anddebuggingmethodologiesthatattackthem.

2.1 Front-End Design

Figure2.1illustratesthecurrentfront-enddesign�o w. Givenaspeci�cation,typically

threegroupsof engineerswill work on the samedesign,including architecturedesign,

testbenchcreationandRTL development1. The�o w shown in Figure2.1usessimulation-

basedveri�cation; however, �o ws usingformal veri�cation aresimilar. ChapterIII pro-

videsmoredetaileddiscussionson theseveri�cation methods.

In thisdesign�o w, thearchitecturegroup�rst designsahigh-level initial modelusing

high-level languagessuchasC, C++, SystemC,Vera[141], e [128] or SystemVerilog. At

1Althoughtheremaybeothergroupsof engineersworking on otherdesignaspects,suchaspower, we
donot considerthemin this design�o w.
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Figure2.1: Thecurrentfront-enddesign�o w.

the sametime, the veri�cation groupdevelopsa testbenchto verify the initial model. If

veri�cation fails, the testbenchand/ormodelneedto becorrected,afterwhich their cor-

rectnessis veri�ed again.This processkeepsrepeatinguntil thehigh-level modelpasses

veri�cation. At this time,agoldenhigh-level modelandtestbenchwill beproduced.They

will beusedto verify theRTL initial modeldevelopedby theRTL group. If veri�cation

passes,anRTL goldenmodelwill beproduced.If veri�cation fails, theRTL modelcon-

tainsbugsandmustbe�x ed.Usually, abug tracethatexposesthebugsin theRTL model

will bereturnedby theveri�cation tool.

To addressthedebuggingproblem,existing error-repairtechniquesoftenpartitionthe
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probleminto two steps. In the �rst step, the circuit is diagnosedto identify potential

changesthat can alter the incorrectoutput responses.In the secondstep, the changes

are implemented.The �rst stepis callederror diagnosis, andthe secondstepis called

error correction. Currently, functionalerrordiagnosisandcorrectionareoftenperformed

manuallyusing the stepsdescribedbelow. This manualerror-repair procedureis also

shown in the“Manual functionalerrorcorrection”block in Figure2.1.

1. Thebug traceis minimizedto reduceits complexity for easiererrordiagnosis.

2. The minimized bug traceis diagnosedto �nd the causeof the bugs. Debugging

expertiseanddesignknowledgeareusuallyrequiredto �nd thecauseof thebugs.

3. After thecauseof thebugsis found,theRTL codemustberepairedto remove the

bugs. The engineerwho designedthe erroneousblock is usually responsiblefor

�xing thebugs.

4. TherepairedRTL modelneedsto beveri�ed againto ensurethecorrectnessof the

�x andpreventnew bugsfrom beingintroducedby the�x.

Errors in semiconductorproductshave differentorigins, rangingfrom poor speci�-

cations,miscommunicationamongdesigners,anddesigner's mistakes— conceptualor

minor. Table2.1 lists 15 mostcommonerrorcategoriesin microprocessordesignsspeci-

�ed at theRegister-TransferLevel (RTL), collectedfrom studentprojectsat theUniversity

of Michigan between1996and1997[24]. Most studentsparticipatingin this studyare

currentlyworking for IC designcompanies,thereforethebugsarerepresentativeof errors

in industrydesigns.
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Table2.1: Distributionof designerrors(in %) in sevenmicroprocessorprojects.
Error category Microprocessorproject Average

LC2 DLX1 DLX2 DLX3 X86 FPU FXU
Wrongsignalsource 27.3 31.4 25.7 46.2 32.8 23.5 25.7 30.4
Missinginstance 0.0 28.6 20.0 23.1 14.8 5.9 15.9 15.5
Missinginversion 0.0 8.6 0.0 0.0 0.0 47.1 16.8 10.3
New category 9.1 8.6 0.0 7.7 6.6 11.8 4.4 6.9
(Sophisticatederrors)
Unconnectedinput(s) 0.0 8.6 14.3 7.7 8.2 5.9 0.9 6.5
Missinginput(s) 9.1 8.6 5.7 7.7 11.5 0.0 0.0 6.1
Wronggate/moduletype 13.6 0.0 11.4 0.0 9.8 0.0 0.0 5.0
Missingitem/factor 9.1 2.9 5.7 0.0 0.0 0.0 4.4 3.2
Wrongconstant 9.1 0.0 2.9 0.0 0.0 0.0 9.7 3.1
Alwaysstatement 9.1 0.0 2.9 0.0 0.0 0.0 2.7 2.1
Missinglatch/�ip-�op 0.0 0.0 0.0 0.0 4.9 5.9 0.9 1.7
Wrongbuswidth 4.5 0.0 0.0 0.0 0.0 0.0 7.1 1.7
Missingstate 9.1 0.0 0.0 0.0 0.0 0.0 0.0 1.3
Con�icting outputs 0.0 0.0 0.0 7.7 0.0 0.0 0.0 1.1
Conceptualerror 0.0 0.0 2.9 0.0 3.3 0.0 0.9 1.0

Reproducedfrom [24, Table4],wherethetop15 most-commonerrorsareshown. “New category”
includestiming errorsandsophisticated,dif�cult-to-�x errors.

Sincethepurposeof RTL developmentis to describethelogic functionof thecircuit,

theerrorsoccurringattheRTL aremostlyfunctional.Weobservefrom Table2.1thatmost

errorsaresimplein thatthey only requirethechangeof afew linesof code,while complex

errorsonly contribute to 6.9%of the total errors. This is not surprisingsincecompetent

designersshouldbe able to write codethat is closeto the correctone [50]. However,

�nding and�xing thosebugsarestill challengingandtime-consuming.Since�xing errors

at laterdesignstageswill bemuchmoredif�cult andexpensive, it is especiallyimportant

to makesurethattheRTL codedescribesthefunctionof thecircuit correctly.

To addressthisproblem,techniquesthatfocusonRTL debugginghavebeendeveloped

recently. The �rst group of techniques[96, 104] employ a software-analysisapproach

that implicitly usesmultiplexers (MUXes) to identify statementsin the RTL codethat
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are responsiblefor the errors. However, thesetechniquescan return large numbersof

potentiallyerroneoussites. To addressthis problem,Jianget al. [64] proposeda metric

to prioritize the errors. Their techniquesgreatly improve the quality of error diagnosis,

but error correctionremainsmanual. The secondgroupof techniques,suchasthosein

[16], usesformal analysisof an HDL descriptionandfailed properties;becauseof that

thesetechniquescanonly bedeployedin a formal veri�cation framework, andcannotbe

appliedin asimulation-basedveri�cation �o w commonin theindustrytoday. In addition,

thesetechniquescannotrepairidenti�ed errorsautomatically. Finally, thework by Staber

etal. [108] candiagnoseandcorrectRTL designerrorsautomatically, but it reliesonstate-

transitionanalysisandhence,it doesnot scalebeyondtensof statebits. In addition,this

algorithmrequiresacorrectformalspeci�cationof thedesign,which is rarelyavailablein

today'sdesignenvironmentsbecauseits developmentis oftenaschallengingasthedesign

processitself. In contrast,themostcommontypeof speci�cationavailableis a high-level

model,often written in a high-level language,which producesthe correctI/O behavior

of the system. As we show in Section4.1, our FogClearmethodologyis scalableand

canautomatebotherrordiagnosisandrepairat theRTL. In addition,it only requiresthe

correctI/O behavior to beknown.

2.2 Back-End Logic Design

Front-enddesign�o w producesanRTL modelthatshouldbefunctionallycorrect.The

next stepis to producea gate-level netlist thathasthesamefunctionalityby performing

back-endlogic design,followed by back-endphysicaldesignthat generatesthe layout.

This sectiondiscussesthe logic design�o w, andthe next sectiondescribesthe physical
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Figure2.2: Thecurrentback-endlogic design�o w.

design�o w.

Figure2.2showsthecurrentback-endlogic design�o w. GivenanRTL goldenmodel,

this �o w producesa gate-level netlist that ef�ciently implementsthe logic functionsof

theRTL model.Thisgoalis achievedby performinglogic synthesisandvariousoptimiza-

tions,whicharealreadyhighly automated.However, sincelogic synthesismaynotcapture

all thebehavior of theRTL codefaithfully [17], it is possiblethattheproducednetlistdoes

not matchtheRTL model. In addition,unexpectedbugsmaystill exist in synthesistools

[9]. Therefore,veri�cation is still requiredto ensurethecorrectnessof thenetlist.

Anotherreasonto �x functionalerrorsatthegate-level insteadof theRTL is topreserve

previousdesigneffort, which is especiallyimportantwhentheerrorsarediscoveredat a

latestageof thedesign�o w. In thecurrentdesignmethodology, functionalerrorsdiscov-
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eredat anearlystageof thedesign�o w areoftenconceivableto be�x edby changingthe

RTL codeandsynthesizingtheentirenetlist from scratch.However, sucha designstrat-

egy is typically inef�cient whentheerrorsarediscoveredata latestageof thedesign�o w

becausepreviously performedoptimizationswill be invalidated.Additionally, gate-level

bug-�xing offerspossibilitiesnotavailablewhenworkingwith higher-level speci�cations,

suchasreconnectingindividualwires,changingindividualgatetypes,etc.

Oneway to verify the correctnessof the netlist is to rerun the testbenchdeveloped

for theRTL model,while Figure2.2shows anotherapproachwherethenetlist is veri�ed

againsttheRTL modelusingequivalencechecking.In eitherapproach,whenveri�cation

fails,acounterexample(or abugtracefor thesimulation-basedapproach)will beproduced

to exposethemismatch.Thiscounterexamplewill beusedto debug thenetlist.

Beforelogic synthesiswasautomated,engineersdesigneddigital circuits at the gate

level or hadto performsynthesisthemselves. In this context, Abadir et al. [1] proposed

anerrormodelto capturethebugsthatoccurfrequentlyat this level (seeSection5.1.4).

In the currentdesignmethodology, however, gate-level netlistsare often generatedvia

synthesistools. As a result,many bugsthatexist in a netlistarecausedby theerroneous

RTL codeandmaynot becapturedby this model.On theotherhand,bugsintroducedby

EngineeringChange Order (ECO) modi�cations or EDA tools canoften be categorized

into theerrorsin thismodel.

Similar to RTL debugging,existinggate-level error-repairtechniquesalsopartitionthe

debuggingprobleminto Error Diagnosis(ED) andError Correction(EC). Thesolutions

thataddressthesetwo problemsaredescribedbelow.
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Err or diagnosishasbeenextensively studiedin thepastfew decades.For example,

early work by Madreet al. [84] usedsymbolicsimulationandBooleanequationsolv-

ing to identify error locations,while Kuo [74] usedAutomaticTestPattern Generation

(ATPG)anddon't-carepropagation.Both of thesetechniquesarelimited to singleerrors

only. Recently, Smith et al. [107] andAli et al. [6] usedBooleansatis�ability (SAT)

to diagnosedesignerrors. Their techniquescanhandlemultiple errorsandarenot lim-

ited to speci�c errormodels.We adoptthesetechniquesin our work for error diagnosis

becauseof their �e xibility , which will bedescribedin detail in Section5.1.3. To further

improve thescalabilityof SAT-basederrordiagnosis,Safarpouret al. [101] proposedan

abstraction-re�nementschemefor sequentialcircuitsby replacingregisterswith primary

inputs,while Ali et al. [5] proposedtheuseof Quanti�ed BooleanFormulas(QBF) for

combinationalcircuits.

Err or correction implementsnew logic functionsfoundby diagnosisto �x theerro-

neousbehavior of the circuit. Madre et al. [84] pointedout that the searchspaceof

this problemis exponentialand, in the worst case,is similar to that of synthesis. As

a result, heuristicshave beenusedin most publications. Chunget al. [45] proposed

a Single-Logic-Design-Error (SLDE)model in their ACCORDsystem,andwereableto

detectandcorrecterrorsthatcomplywith themodel.To furtherreducethesearchspace,

they alsoproposedscreenteststo prunethe search.The AutoFix systemfrom Huanget

al. [62] assumedthat thespeci�cationis givenasa netlistandequivalencepointscanbe

identi�ed betweenthespeci�cationandthecircuit. Theerrorregion in thecircuit canthen

be reducedby replacingthe equivalentpoints with pseudo-primaryinputs and outputs,
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andtheerrorsarecorrectedby resynthesizingthenew functionsusingthepseudo-primary

inputs. Lin et al. [79] �rst synthesizedand minimized the candidatefunctionsusing

BDDs, and then replacedthe inputs to the BDDs by signalsin the circuit to reusethe

existingnetlist.Swamyetal. [110] synthesizedtherequiredfunctionsby usingthesignals

in minimalregions. Work by Veneriset al. [112] handledthis problemby trying possible

�x es accordingto the error model proposedby Abadir et al. [1]. Staberet al. [108]

proposeda theoreticallysoundapproachthat �x esdesignerrorsby preventingthe reach

of bug states,which canalsobeappliedto RTL debuggingandsoftwareerrorcorrection.

Althoughthesetechniqueshavebeensuccessfulto somedegree,their correctionpower is

often limited by theheuristicsemployedor the logic representationsused.For example,

eithertheerrormustcomplywith aspeci�c errormodel[45,112] or thespeci�cationmust

begiven[45, 62,108]. Althoughthework by Lin et al. [79] andSwamyet al. [110] has

fewer restrictions,their techniquesrequirelongerruntimeanddonotscalewell dueto the

useof BDDs. Thework by Staberetal. [108] alsodoesnotscalewell becauseof theheavy

useof state-transitionanalysis.A recentapproachproposedby Yangetal. [122] managed

to avoid mostdrawbacksin currentsolutions.However, their techniquesarebasedonSets

of Pairs of Functionsto beDistinguished(SPFDs), which aremoredif�cult to calculate

andrepresentthanoursignature-basedsolutions,asweshow in Section6.1.2.

A comparisonof our work with previous error diagnosisand correctiontechniques

is given in Table2.2. In the table, “No. of errors” is the numberof errorsthat canbe

detectedor correctedby thetechnique.Ourgate-level error-repairframework, CoŔe,will

bedescribedin detail in ChapterV.
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Table2.2: A comparisonof gate-level errordiagnosisandcorrectiontechniques.
Technique ED/ No. of Error Scalability Requirement

EC errors model
ACCORD Both Single SLDE Moderate Functional
[45] (BDDs) speci�cation
AutoFix Both Multiple None Moderate Golden
[62] (BDDs) netlist
Kuo [74] ED Single Abadir Good Test

(ATPG) vectors
Lin [79] Both Multiple None Moderate Golden

(BDDs) netlist
Madre[84] Both Single PRIAM Moderate Functional

speci�cation
Smith ED Multiple None Good Test
[107] (SAT) vectors
Staber[108] Both Multiple None Moderate Functional

(Stateanalysis) speci�cation
Veneris Both Multiple Abadir Good Test
[112] (ATPG) vectors
CoŔe Both Multiple None Good(SAT, Test
(ChapterV) signatures) vectors

2.3 Back-End Physical Design

The currentback-endphysicaldesign�o w is shown in Figure2.3. Startingfrom the

goldennetlist,placeandrouteis �rst performedto producethe layout. Sometimesclock

or scansynthesisalsoneedsto beperformed,aswell asphysicalsynthesisthatoptimizes

timing or power of the circuit. Post-layoutveri�cation is thencarriedout to ensurethe

correctnessof the layout. If veri�cation fails, the causeof the error mustbe diagnosed.

If theerror is dueto timing violations,layout timing repairneedsto beperformedto �x

theerror, usuallyvia moreiterationsof physicalsynthesis.Sincebugsarestill commonin

today's logic andphysicalsynthesistools [9], logic errorsmaystill be introduced.When

this happens,themanualfunctionalerrorcorrectionprocessshown in Figure2.2needsto

beperformed,andthisprocesswill producearepairednetlist.Thelayoutis thenmodi�ed
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Figure2.3: Thecurrentback-endphysicaldesign�o w.

to re�ect thechangein thenetlist,afterwhich its correctnessis veri�ed again.

2.4 Post-SiliconDebugging

Figure2.4shows thecurrentpost-silicondebugging�o w. To verify thecorrectnessof

a silicon die,engineersapplynumeroustestvectorsto thedie andthenchecktheir output

responses.If theresponsesarecorrectfor all theappliedtestvectors,thenthedie passes

veri�cation. If not,thenthetestvectorsthatexposethedesignerrorsbecomethebugtrace

that canbe usedto diagnoseandcorrectthe errors. The tracewill thenbe diagnosedto

identify therootcausesof theerrors.Typically, therearethreetypesof errors:functional,

electricalandmanufacturing/yield.In thiswork weonly focuson the�rst two types.

After errorsarediagnosed,the layout is modi�ed to correctthem,and the repaired
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Figure2.4: Thecurrentpost-silicondebugging�o w.

layoutmustbeveri�ed again.This processis repeateduntil no moreerrorsareexposed.

In post-silicondebugging,however, it is often unnecessaryto �x all the errorsbecause

repairingafractionof theerrorsmaybesuf�cient to enablefurtherveri�cation. For exam-

ple, a processormaycontaina bug in its ALU andanotheronein its branchpredictor. If

�xing thebug in theALU is suf�cient to enablefurthertesting,thenthe�x in thebranch

predictorcanbepostponedto thenext respin. On theotherhand,all thebugsshouldbe

�x edbeforethechip is shippedto thecustomers.

Josephsondocumentedthemajorsilicon failuremechanismsin microprocessors[67],

wherethemostcommonfailures(excludingdynamiclogic) aredrivestrength(9%), logic

errors(9%), raceconditions(8%), unexpectedcapacitive coupling(7%), anddrive �ghts

(7%). Anotherimportantproblematthelatesttechnologynodesareantennaeffects,which

candamagea circuit during its manufacturingor reduceits reliability. Theseproblems

oftencanonly beidenti�ed in post-silicondebugging.

Pre-siliconandpost-silicondebuggingdiffer in several signi�cant ways. First, con-
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ceptualbugsthatrequiredeepunderstandingof thechip's functionalityarepredominantly

introducedwhenthe chip is beingdesignedandwell beforethe �rst silicon is available,

andsuchbugsmaynot be�xable by automatictools.As Table2.1shows,however, com-

plex andconceptualerrorsonly contribute to 7.9% of the errorsat early designstages,

andsucherrorscanoften be caughtby pre-siliconveri�cation. As a result,post-silicon

functionalbugsaremostlysubtleerrorsthatonly affect theoutputresponsesof afew input

vectors,andtheir �x escanusuallybe implementedwith very few gates.As an analysis

of commercialmicroprocessorssuggests[114], faultsin control logic contribute to 52%

of thetotal errors,which aretypically subtleandonly appearin rarecorner-cases.How-

ever, repairingsucherrorsrequirestheanalysisof detailedlayout information,makingit

a highly tediousanderror-pronetask.As we show in ChapterXI, our work canautomate

this process.Second,errorsfoundpost-silicontypically includefunctionalandelectrical

problems,aswell asthoserelatedto manufacturabilityandyield. However, issuesidenti-

�ed pre-siliconarepredominantlyrelatedto functionalandtiming errors.2 Problemsthat

manageto evadepre-siliconvalidationareoften dif�cult to simulate,analyzeandeven

duplicate.Third, theobservability of theinternalsignalsonasilicondie is extremelylim-

ited. Most internalsignalscannotbedirectly observed,evenin designswith built-in scan

chains(seeSection3.3.1)thatenableaccessto sequentialelements.Fourth,verifying the

correctnessof a �x is challengingbecauseit is dif�cult to physicallyimplementa �x in a

chip thathasalreadybeenmanufactured.AlthoughtechniquessuchasFIB exist (seeSec-

tion 3.3.2),they typically canonly changemetallayersof thechip andcannotcreateany

2Post-silicontiming violationsareoftencausedby electricalproblemsandareonly their symptoms.
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new transistor(this processis often calledmetal �x ).3 Finally, it is especiallyimportant

to minimize the layout areaaffectedby eachchangein post-silicondebuggingbecause

smallerchangesareeasierto implementwith goodFIB techniques,andthereis a smaller

risk of unexpectedsideeffects.Dueto theseunusualcircumstancesandconstraints,most

debugging techniquesprevalent in early designstagescannotbe appliedto post-silicon

debugging. In particular, conventionalphysicalsynthesisandECOtechniquesaffect too

many cellsor wire segmentsto beusefulin post-silicondebugging.As illustratedin Fig-

ure 2.5(b),a smallmodi�cation in the layout that sizesup a gaterequireschangesin all

transistormasksandrefabricationof thechip. Ontheotherhand,ourtechniquesareaware

of thephysicalconstraintsandcanrepairerrorswith minimalphysicalchanges,asshown

in Figure2.5(c).

(a) (b) (c)

Figure2.5:Post-siliconerror-repairexample. (a) Theoriginal buggy layoutwith a weak
driver (INV). (b) A traditionalresynthesistechnique�nds a “simple” �x that
sizesup thedriving gate,but it requiresexpensive remanufacturingof thesil-
icon die to changethetransistors.(c) Our physically-awaretechniques�nd a
more“complex” �x usingsymmetry-basedrewiring, andthe�x canbeimple-
mentedsimply with ametal�x andhassmallerphysicalimpact.

To repairpost-siliconfunctionalerrors,the currenttrend is to provide morevisibil-

3Despitethe impressive successof theFIB techniqueat recentfabricationtechnologynodes,theuseof
FIB is projectedto becomemoreproblematicat futurenodes,limiting how extensive changescanbe and
furthercomplicatingpost-silicondebugging.
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ity andcontrollability of the silicon die. For example,mostmoderndesignsincorporate

a technique,called scantest [20], into their chips. This techniqueallows engineersto

observe the valuesof internal registersandcangreatly improve the designsignals' ob-

servability. In order to changethe logic on a silicon die, sparecells areoften scattered

throughouta designto enablemetal �x [68]. The numberof sparecells dependson the

methodology, aswell astheexpectationfor respinsandfuturesteppings,andthis number

canreach1% of all cells in mass-producedmicroprocessordesigns.Alternatively, Lin et

al. [80] proposedthe useof programmablelogic for this purpose.DAFCA providesa

morecomprehensive solutionthat further improvesthe observability of silicon diesand

enableslogic changeson thedies[2, 136]. A successstorycanbefoundin [65].

Debuggingelectricalerrorsis oftenmorechallengingthandebuggingfunctionalerrors

becauseit doesnot allow the deploymentof logic debuggingtools thatdesignersarefa-

miliar with. In addition,therearevariousreasonsfor electricalerrors[67], andanalyzing

themrequiresprofounddesignandphysicalknowledge. Although techniquesto debug

electricalerrorsexist (e.g.,voltage-frequencyShmooplots [10]), they areoften heuristic

in natureandrequireabundantexpertiseandexperience.As a result,post-silicondebug-

ging is currentlyanart, not a science.Even if thecausesof the errorscanbe identi�ed,

�nding valid �x esis still challengingbecausemostexistingresynthesistechniquesrequire

changesin transistorcellsanddonotallow metal�x. To addressthisproblem,techniques

thatallow post-siliconmetal�x havebeendevelopedrecently, suchasECOrouting[120].

However, ECOroutingcanonly repaira fractionof electricalerrorsbecauseit cannot�nd

layout transformationsinvolving logic changes.To repairmoredif�cult bugs, transfor-
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mationsthatalsoutilize logic informationarerequired.For example,oneway to repaira

driving strengtherror is to identify alternative signalsourcesthatalsogeneratethesame

signal,andthis canonly be achieved by consideringlogic information. All theseissues

will be addressedandsolved by our FogClearpost-silicondebuggingmethodologythat

wepresentin ChapterXI.
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CHAPTER III

Traditional Techniquesfor Finding and Fixing Bugs

In the previous chapterwe describedthe currentdesignandveri�cation methodolo-

giesat differentdesignstages.In this chapterwe take a closerlook at the veri�cation

techniquesusedin thesemethodologies.Among the techniquesavailablefor functional

veri�cation, simulation-basedveri�cation is prevalent in the industrybecauseof its lin-

earandpredictablecomplexity aswell as its �e xibility in beingapplied,in someform,

to any design.However, simulationcanonly �nd bugsthatcanbeexposedby thegiven

stimuli. Therefore,unlessall possibleinput scenarioscanbecoveredby thestimuli, the

correctnessof thedesigncannotbeguaranteed.To addressthis problem,formal methods

havebeendevelopedto provethecorrectnessof thedesignundercertainpre-de�nedprop-

erties. Nonetheless,their scalabilityis often limited becausethe proving processcanbe

verycomplicated.In addition,developingpropertiesmaybeasdif�cult asdevelopingthe

designitself. Therefore,formal techniquesareappliedto only a smallportionof thecur-

rentdesigns.To overcomethisproblem,hybridtechniquesthatutilize bothsimulationand

formal methodshave beenproposed.Oneof thecontributionsin our work is to leverage

the strengthof both methodsin an intelligent way to achieve the scalabilityand accu-
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racy requiredin automaticerror repair. In this chapter, we �rst review simulation-based

veri�cation techniques.Next, we describecommonlyusedformal methods.Finally, we

introducethe scanchainDesign-for-Debugging(DFD) constructandthe metal �x tech-

niquethatfacilitatepost-silicondebugging.

3.1 Simulation-BasedVeri�cation

Simulationis the mostcommonlyusedtechniquefor verifying the correctnessof a

design.In its simplestform, calleddirecttest, engineersmanuallydevelopthetestvectors

thatareappliedto thedesignandtheninspecttheir outputresponses.Developingthetest

suites,however, canbecostlyandtime-consuming.In addition,scenariosnot considered

by thedesignersmaybeoverlookedby thetestdevelopersaswell. Therefore,techniques

that automatetestbenchgenerationhave beenproposedto avoid the bias from human

engineers.A commonmethodologyto this context is constrained-randomsimulation. It

involvesconnectingalogic simulatorwith stimuli comingfrom aconstraint-basedrandom

generator, i.e.,anenginethatcanautomaticallyproducerandomlegalinputsfor thedesign

ataveryhigh ratebasedon asetof rules(or constraints)derivedfrom thespeci�cation.

A fastsimulatoris thecoreof simulation-basedveri�cation methodologies;therefore,

in this sectionwe review two commonlyusedsimulationalgorithms.Sincethequality of

testvectorsgeneratedin constrained-randomsimulationgreatlyaffectsthe thoroughness

of veri�cation, wealsoreview severalsolutionsthatimprovethisquality.
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3.1.1 Logic Simulation Algorithms

Logic simulationmimicstheoperationof adigital circuit by calculatingtheoutputsof

thecircuit usinggiveninput stimuli. For example,if a 0 is appliedto the input of an in-

verter, logic simulationwill producea1 on its output.Algorithmsthatperformsimulation

canbecategorizedinto two majortypes:obliviousandevent-driven[11]. In theoblivious

algorithm,all gatesaresimulatedat eachtime point. In event-driven simulation,value

changesin the netlist arerecorded,andonly the gatesthat might causefurther changes

aresimulated. Event-driven algorithmsarepotentiallymoreef�cient thanoblivious al-

gorithmsbecausethey only simulatethepartof thenetlist thathadtheir valueschanged;

however, theoverheadto keeptrackof thegatesthatshouldbesimulatedis alsoaconcern.

A typicaloblivioussimulationalgorithmworksasfollows:

1. A linearlist of gatesis producedby levelizingthenetlist.Gatescloserto theprimary

inputs(i.e., thoseat lower levelsof logic) areplacedon thefront of thelist.

2. At eachtime point, all thegatesin the list aresimulated.Sincegateswith smaller

levels of logic are simulated�rst, the simulationvaluesat the inputs of the gate

currentlybeingsimulatedarealwaysvalid. As a result,thesimulationvalueat the

gate'soutputis alsocorrect.

Event-drivenalgorithmsaremorecomplicatedthanobliviousonesbecausethealgo-

rithms must keeptrack of the gatesthat needto be resimulated. One suchalgorithm,

proposedby Lewis [77], is shown in Figure3.1.Two phasesareusedin Lewis' algorithm,

includingthenodephase(alsocalledtheeventphase)andthegatephase(alsocalledthe

evaluationphase).
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1 fanout:
2 foreachnode2 active nodes
3 node:val= node:next val;
4 active gates= active gates[ node0s fanout gates;
5 active nodes:clear() ;
6 simulate:
7 foreachgate2 active gates
8 simulategate;
9 foreachnode2 gate0soutput

10 if (node:val != node:next val)
11 active nodes=active nodes[ node;
12 active gates:clear() ;

Figure3.1: Lewis' event-drivensimulationalgorithm.

The nodephasecorrespondsto the codelabeled“f anout:”,andthegatephasecorre-

spondsto thecodelabeled“simulate:”. Therearetwo lists that representthestateof the

netlist: the �rst oneis for theactive nodes,while theotheroneis for theactive gates.At

eachtime point, nodesin active nodeslist arescannedandtheir fanoutgatesareadded

to the active gateslist. The logic valueof eachnodeis alsoupdatedfrom its next val,

andtheactive nodeslist is cleared.Theactive gateslist is thenscanned,andeachactive

gateis simulated.Thesimulationresultswill beusedto updatethenext val of thegate's

outputnodes.If thenode'snew value(in node:next val) is differentfrom its currentvalue

(in node:val), thenodewill beaddedto theactive nodeslist. Theactive gateslist is then

cleared.Sincegateswill besimulatedonly if their inputvalueschange,Lewis' simulation

algorithmcanavoid redundantcomputationthatsimulatesgateswhoseoutputvalueswill

not change.

3.1.2 Impr oving TestGenerationand Veri�cation

One major obstaclein adoptingconstrained-randomsimulationinto the veri�cation

�o w is that writing the constraintsmay be dif�cult: the constraintsneedto model the
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environmentfor thedesignunderveri�cation, anddescribingtheenvironmentusingcon-

straintscanbechallenging.Toaddressthisproblem,Yuanetal. [123]proposedtechniques

to generatethe constraintsusingrulesspeci�ed by designers.In this way, testdevelop-

erscan focuson describingthe high-level behavior of the environmentand let the tool

automaticallygeneratetheconstraints.Alternatively, commercialVeri�cation Intellectual

Properties(VIPs)andBusFunctionalModels(BFMs)arealsoavailablefor modelingthe

testenvironment[126, 129].

Thequalityof a testsuiteis determinedby theinputscenariosthatcanbeexploredby

its tests.Testvectorsthatcovercorner-casescenariosareoftenconsideredasof highqual-

ity. Sincerandomsimulationtendsto coverscenariosthatoccurfrequently, techniquesthat

try to generatetestswith higherquality have beenproposed.For example,theStressTest

technique[113] monitorscircuit activitiesat key signalsandusesaMarkov-model-driven

testgeneratorto cover the corner-casescenarios.Shimizuet al. [106] took anotherap-

proachby deriving an input generatoranda coveragemetric from a formal speci�cation

�rst, andthenthey usedthemeasuredcoverageto biasthe input generator. Recentwork

by Plazaet al. [93] measuressignalactivities basedon Shannonentropy andusesthe

measuredactivities to guideapatterngeneratorto producehigh-qualitytestvectors.

3.2 Formal Veri�cation

Simulation-basedveri�cation usesa largenumberof inputvectorsto checkadesign's

responses.Dueto thescalabilityof modernsimulators,whole-chipsimulationcanoften

be performed.However, it is usually infeasibleto simulateall possibleinput sequences

becausethenumberof thesequencesis typically largeandcanevenbein�nite. As aresult,
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it is dif�cult to judgewhetherall possiblescenarioshave beencovered,makingcomplete

veri�cation dif�cult.

Formal veri�cation is a totally differentapproach.It usesmathematicalmethodsto

prove or disprove the correctnessof the designwith respectto a certainformal speci�-

cationsor properties. In this way, completeveri�cation can be achieved to the extent

describedby the speci�cationor properties.However, the complexity of formally veri-

fying a designgrows considerablywith thesizeof thecircuit, makingformal techniques

applicableto smallerdesignsonly. As a result,currentlyit is often usedto verify small

andcritical componentswithin a largedesign.

In this sectionwe �rst describea commonlyusedproblemformulation,the SATis�-

ability (SAT) problem. Next, we brie�y introduceseveral formal veri�cation techniques,

including BoundedModel Checking (BMC), symbolicsimulation, reachability analysis

andequivalencechecking.

3.2.1 Satis�ability Problem

A SATis�ability (SAT) problemcanbe formulatedasfollows. Given a Booleanex-

pressioncomposedof AND, OR,NOT, variablesandparentheses,determineif thereis an

assignmentof trueandfalsevaluesto thevariablesthatmakestheexpressionevaluateto

true. If no suchassignmentexists, thentheexpressionis saidto beunsatis�able.Other-

wise,theexpressionis satis�able,andtheassignmentis asolutionto theSAT problem.If

theBooleanexpressionis a conjunction(AND) of clauses,thenwe call it a Conjunctive

Normal Form (CNF). Sincenetlistscomposedof logic gatescanbe convertedinto CNF

easily, SAT hasbeenusedextensively to solvecircuit designandveri�cation problems.

38



SAT is the �rst known NP-completeproblem[47]. Fortunately, many practicalSAT

problemscanbesolvedby modernsolverssuchasMiniSat [51], GRASP[85] andzChaff

[90]. However, thesesolvers still cannothandlemany importantproblems,and more

researchon thisproblemis beingconducted.

3.2.2 BoundedModel Checking

BoundedModel Checking(BMC) [15] is a formal methodwhich canprove or dis-

prove propertiesof boundedlengthin a design,frequentlyusingSAT solvingtechniques

to achieve thisgoal.A high-level �o w of thealgorithmis givenin Figure3.2. Thecentral

ideaof BMC is to “unroll” a givensequentialcircuit k timesto generatea combinational

circuit thathasbehavior equivalentto k clock cyclesof theoriginal circuit. In theprocess

of unrolling, thecircuit's memoryelementsareeliminated,andthesignalsthatfeedthem

at cycle i areconnecteddirectly to the memoryelements'outputsignalsat cycle i � 1.

In CNF-basedSAT, theresultingcombinationalcircuit is convertedto a CNF formulaC.

Thepropertyto beproved is alsocomplementedandconvertedto CNF form (p). These

two formulasareconjoinedandtheresultingSAT instanceI is fed into a SAT solver. If a

satis�ableassignmentis foundfor I , thentheassignmentdescribesacounterexamplethat

falsi�es the(bounded)property, otherwisethepropertyholdstrue.

1 SAT-BMC(circuit; property;maxK)
2 p= CNF(!property);
3 for k=1 to maxKdo
4 C = CNF(unroll (circuit;k)) ;
5 I = C^ p; //SAT instance
6 if (I is satis�able)
7 return(SAT solution);

Figure3.2: Pseudo-codefor BoundedModelChecking.
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3.2.3 SymbolicSimulation

Thebasicideabehindsymbolicsimulationis similar to thatof logic simulation[13].

Unlike logic simulation,however, Booleanvariablesare simulatedinsteadof constant

scalarvalues. For example,simulating“A AND B” will producea Booleanexpression

representing“A AND B” insteadof aBooleanvalue.

In symbolicsimulation,a new symbolis injectedto eachprimaryinput at eachcycle.

SymbolicsimulationthenproducesBooleanexpressionsat theoutputsof thecircuit using

the injectedsymbols. Sinceeachsymbol implicitly representsboth the values1 and0,

thegeneratedBooleanexpressionsrepresentall possibleinput sequences.As a result,if

thedesignhasn inputs,symbolicsimulationcanproduceoutputsrepresentingall 2n input

patternsin onesinglestep. Traditionally, Binary DecisionDiagrams(BDDs) [18] have

beenusedto representtheBooleanexpressionsdueto their �e xibility in Booleanmanip-

ulations.Recently, symbolicsimulatorsusingCNF to representtheBooleanexpressions

havealsobeendeveloped[126].

Theveri�cation powerof symbolicsimulationis similar to thatof BMC: it canbeused

to prove propertieswithin a boundednumberof cyclesor disprove a property;however,

it cannotprove a propertythat considersan inde�nite numberof cycles. For example,

symbolicsimulationcanfalsify a propertylike “c1 is alwaysequalto 0”, or it canprove

a propertylike “c1 alwaysbecomes1 threecyclesafter a1 is set to 0”. Nonetheless,it

cannotproveapropertythatsays“c1 is alwaysequalto 0”.
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3.2.4 Reachability Analysis

Reachabilityanalysisis alsocalledsymbolictraversal or least�x-point computation.

It tries to solve the following problem: given a Finite StateMachine (FSM) description

of a sequentialdigital circuit, �nd all the reachablestatesfrom a setof initial states.Its

algorithmic�o w is shown in Figure3.3. In the algorithm,R is a setof reachedstates,I

is thesetof initial states,andD is the transitionfunction for theFSM (i.e., it mapseach

(state,input) to anext state).Weusesubscriptt to representthecycleatwhich thecurrent

computationtakesplace. The Img functionusedin thealgorithmcalculatesthe forward

imageof thegivenstatesandtransitionfunctions.To thisend,Coudertet al. [48] provide

anef�cient algorithmfor forward-imagecomputation.

1 t= 0;
2 Rt = I; // Startfrom initial state
3 repeat
4 Rt+ 1 = Rt [ Img(Rt ;D); // Computeforwardimage
5 until (Rt+ 1 == Rt); // Repeatuntil a �x point is reached

Figure3.3: Thealgorithmic�o w of reachabilityanalysis.

Reachabilityanalysispossessesgreaterveri�cation power than BMC and symbolic

simulationin that it canprove propertiesthat consideran in�nite numberof cycles. To

prove propertiesusingreachabilityanalysis,we �rst identify the setof statesP0 that do

not satisfytheproperty. Next, we computethereachablesetR. If we foundthatR\ P0 is

empty, thenthepropertyholds;otherwise,thepropertycanbeviolatedandthereis abug.

Although reachabilityanalysisis powerful, representingthe statesis challengingbe-

causethe numberof possiblestatesgrows exponentiallywith the numberof statebits.

AlthoughBDDs have beenshown to be effective in encodingthestates,their scalability
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is still limited. To addressthis problem,severaldifferentapproacheshavebeenproposed,

includingabstraction,parameterizationandmixedtraversalalgorithms[97].

3.2.5 EquivalenceChecking

The purposeof equivalencecheckingis to prove that two circuitsexhibit exactly the

samebehavior. Therearetwo typesof equivalency betweentwo circuits: combinational

andsequential.Given identical input vectors,combinationalequivalency requiresboth

circuitsto produceexactly thesameresponsesat theirprimaryoutputsandregisterbound-

aries. On the otherhand,sequentialequivalency only requiresthe responsesat primary

outputsto beidentical.

Thebasicprocedureto performcombinationalequivalencecheckingbetweentwo cir-

cuits works asfollows. First, the inputs/outputsto the registersarebroken into primary

outputs/inputsof the circuits. Next, a miter is addedbetweeneachpair of correspond-

ing outputs,wherea miter is a circuit consistingof an XOR gatecombiningthe pair of

outputs.Third, thecorrespondinginputsbetweentwo circuitsareconnectedto thesame

signalsources.After insertingtheseconstructs,theequivalencechecker thentriesto �nd

aninputpatternthatmakestheoutputof any of theinsertedmiters1. If nosuchpatterncan

be found, thenthe two circuitsareequivalent;otherwisethey arenot equivalentandthe

patternis a counterexample. The equivalencechecker canbe implementedusingBDDs

or CNF-SAT. Techniquesthat improve this basicprocedurehave alsobeenproposed,for

example[73].

BMC canbeusedto performsequentialequivalencecheckingup to a certainnumber

of cyclesC, andit works asfollows. Giventwo circuits, they are�rst unrolledC times.
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Next, the primary inputsof both circuits for eachunrolledcopy areconnected,andthe

circuits are constrainedusing their initial states. Miters are then addedto the unrolled

primaryoutputsbetweenboth circuits. BDDs or CNF-SAT canthenbeusedto perform

thechecking.If asequenceof patternsexiststhatcanmaketheoutputof any miter1, then

thecircuitsarenot sequentiallyequivalent,andthesequencebecomesacounterexample.

3.3 Designfor Debugging and Post-SiliconMetal Fix

Post-silicondebuggingis considerablydifferentfrom pre-silicondebuggingbecauseof

its specialphysicalconstraints.In particular, observing,controllingandchangingany cir-

cuit componentpost-siliconis very dif�cult. To addressthisproblem,existing techniques

focuson improving theobservability andcontrollability of thesilicon die. In this section

wedescribethemostcommonly-usedDFD construct,scanchains. Next, we introducethe

FocusedIon Beam(FIB) techniquethatsupportspost-siliconmetal�x.

3.3.1 ScanChains

Withoutspecialconstructs,only thevaluesof acircuit'sprimaryinputsandoutputscan

beobservedandcontrolled.Therefore,modernchipsoftenusescanchains[20] to improve

the design's observability and controllability. The basic idea behindscanchainsis to

employ sequentialelementsthathaveaserialshift capabilitysothatthey canbeconnected

to form long shift registers. The scan-chainelements,asshown in Figure3.4, canthen

operatelike primary inputsor outputsduring debugging,which cangreatly improve the

controllabilityandobservability of thecircuit's internalsignals.
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Figure3.4: TheBILBO general-purposescan-chainelement.

3.3.2 Post-SiliconMetal Fix via FocusedIon Beam

FIB is a techniquethatusesa focusedbeamof gallium ions [86]. Gallium is chosen

becauseit is easyto liquefy andionize. After gallium is lique�ed, a hugeelectric �eld

causesionizationand�eld emissionof thegallium atoms,andthe ionsarefocusedonto

the target by electrostaticlens. When the high-energy gallium ions strike their target,

atomswill besputteredfrom thesurfaceof thetarget.Becauseof this,FIB is oftenusedas

a micro-machiningtool to modify materialsat thenanoscalelevel. In thesemiconductor

industry, FIB canbe appliedto modify an existing silicon die. For example,it cancut

a wire or depositconductive materialin orderto make a connection.However, it cannot

createnew transistorsonasilicon die.

To remove unwantedmaterialsfrom a silicon die, ion milling is used. Whenan ac-

celeratedion hits the silicon die, the ion losesits energy by scatteringthe electronsand

the latticeatoms.If theenergy is higherthanthebindingenergy of theatoms,theatoms

will be sputteredfrom the surfaceof the silicon die. To complementmaterialremoval,

ion-induceddepositionis usedto addnew materialsto asilicon die. In theprocess,a pre-

cursorgas,oftenanorganometallic,is directedto andabsorbedby thesurfaceof thedie.

Whentheincidention beamhits thegasmolecule,themoleculedissociatesandleavesthe
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metalconstituentasadeposit.Similarly, insulatorcanalsobedepositedon thedie. Since

impuritiessuchasgallium ionsmaybetrappedby thedepositedmaterials,theconductiv-

ity/resistivity of thedepositedmetal/insulatortendsto beworsethanthatproducedusing

the regular manufacturingprocess.Fortunately, this phenomenondoesnot poseserious

challengesin post-silicondebuggingbecausethechangesmadearetypically small.

FIB can either cut or reconnecttop-level wires. Changingmetallic wires at lower

levels, however, is a muchmoreelaborateprocess.To achieve this, a large hole is �rst

milled throughtheupper-level wiresto exposethelower-level wire, thentheholeis �lled

with oxide for insulation. Next, a new smallerhole is milled throughthe re�lled oxide,

andmetalis depositeddown to the lower level. Theaffectedupper-level wiresmayneed

to bereconnectedin asimilar way. An illustrationof theprocessis shown in Figure3.5.

(1) (2) (3) (4)

Figure3.5:Schematicshowing the processto connectto a lower-level wire throughan
upper-level wire: (a)a largeholeis milled throughtheupperlevel; (b) thehole
is �lled with SiO2; (c) asmallerholeis milled to thelower-level wire; and(d)
theholeis �lled with new metal. In the�gure, whitespaceis �lled with SiO2,
andthedarkblocksaremetalwires.
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PART II

FogClearMethodologiesand
Theoretical Advancesin Err or Repair
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CHAPTER IV

FogClear: Cir cuit Designand Veri�cation Methodologies

In this chapterwe describeour FogClearmethodologiesthat automatethe IC veri�-

cationanddebugging�o ws, includingfront-enddesign,back-endlogic design,back-end

physicaldesignandpost-silicondebugging.

4.1 Front-End Design

Our FogClearfront-endmethodologyautomatesthe functionalerror correctionpro-

cess,andit worksasfollows. Givenabug traceandtheRTL modelthatfails veri�cation,

Butramin(seeChapterVIII) is usedto minimizethebugtrace,andthentheminimizedbug

traceis analyzedby the REDIRframework (seeSection9.2) to producea repairedRTL

model.TherepairedRTL modelis veri�ed againto makesurenonew bugsareintroduced

by the�x. Thisprocesskeepsrepeatinguntil themodelpassesveri�cation. TheFogClear

front-enddesign�o w is shown in Figure4.1,wherethe“Automaticfunctionalerrorcor-

rection” block replacesthe“Manual functionalerrorcorrection”block in Figure2.1. By

automatingtheerrordiagnosisandcorrectionprocess,engineers'time canbesaved,and

designquality canbeimproved.
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Figure4.1: TheFogClearfront-enddesign�o w.

4.2 Back-End Logic Design

Fixing errorsat the gate level is more dif�cult than at the RTL becauseengineers

areunfamiliar with the synthesizednetlists. In order to addressthis problem,our Fog-

Cleardesign�o w automaticallyrepairsthegate-level netlist. As shown in Figure4.2, it

is achieved by analyzingthe counterexamplesreturnedby the veri�cation engineusing

the CoŔe framework (seeChapterV and Section9.1). This framework automatesthe

gate-level error-correctionprocessandthussavesengineers'timeandeffort.
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Figure4.2: TheFogClearback-endlogic design�o w.

4.3 Back-End Physical Design

Dueto thegrowing dominanceof interconnectin delayandpowerof moderndesigns,

tremendousphysicalsynthesiseffort andevenmorepowerful optimizationssuchasretim-

ing arerequired.Giventhatbugsstill appearin many EDA toolstoday[9], it is important

to verify the correctnessof the performedoptimizations.Traditionaltechniquesaddress

this veri�cation problemby checkingtheequivalencebetweentheoriginaldesignandthe

optimizedversion.This approach,however, only veri�es theequivalenceof two versions

of the designafter a number, or possiblyall, of the transformationsand optimizations

havebeencompleted.Unfortunately, suchanapproachis not sustainablein thelong term

becauseit makesthe identi�cation, isolation,andcorrectionof errorsintroducedby the

transformationsextremelydif�cult andtime-consuming.On the otherhand,performing
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traditionalequivalencecheckingaftereachcircuit transformationis toodemanding.Since

functionalcorrectnessis themostimportantaspectof high-qualitydesigns,a largeamount

of effort is currentlydevotedto veri�cation anddebugging,expendingresourcesthatcould

have otherwisebeendedicatedto improveotheraspectsof performance.To this end,ver-

i�cation hasbecomethe bottleneckthat limits achievableoptimizationsandthe features

thatcanbeincludedin a design[42], slowing down theevolution of theoverall qualityof

electronicdesigns.

Figure4.3: TheFogClearback-endphysicaldesign�o w.

TheFogClearback-endphysicaldesign�o w shown in Figure4.3addressesthisprob-

lem usingan incrementalveri�cation systemcalled InVerS, which will be describedin

detail in ChapterX. InVerS relies on a metric calledsimilarity factor to point out the
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changesthatmighthavecorruptedthecircuit. Sincethismetricis calculatedby fastsimu-

lation, it canbeappliedaftereverycircuit modi�cation, allowing engineersto know when

abugmight havebeenintroducedandtraditionalveri�cation shouldbeperformed.When

the similarity factorindicatesa potentialproblem,traditionalveri�cation shouldbe per-

formedto checkthecorrectnessof theexecutedcircuit modi�cation. If veri�cation fails,

theCoŔe framework canbeusedto repairtheerrors.Alternatively, theerrorscanalsobe

�x edby reversingtheperformedmodi�cation.

As Section10.3shows,theInVerSsystemhashighaccuracy andcancatchmosterrors.

However, it is still possiblethata few errorsmayescapeincrementalveri�cation andbe

found in the full-�edged post-layoutveri�cation. When this happens,the post-silicon

error-repairtechniquesthatwedescribein thenext sectioncanbeusedto repairthelayout

and�x theerrors.

4.4 Post-SiliconDebugging

Figure4.4showsourFogClearmethodologywhichautomatespost-silicondebugging.

Whenpost-siliconveri�cation fails,abugtraceis produced.Sincesilicondiesoffer simu-

lationspeedordersof magnitudefasterthanthatprovidedby logic simulators,constrained-

randomtestingis usedextensively, generatingextremelylongbugtraces.To simplify error

diagnosis,we alsoapplybug traceminimizationin our methodologyto reducethecom-

plexity of tracesusingtheButramintechnique.

After a bug traceis simpli�ed, we simulatethetracewith a logic simulatorusingthe

sourcenetlistfor thedesignlayout. If simulationexposestheerror, thentheerror is func-

tional,andPAFER is usedto generatea repairedlayout;otherwise,theerror is electrical.
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Currently, we still requiremanualerrordiagnosisto �nd the causeof anelectricalerror.

After the causeof the error is identi�ed, we checkif the error canbe repairedby ECO

routing. If so,we applyexisting ECOroutingtoolssuchasthosein [120]; otherwise,we

useSymWire or SafeResynthto changethe logic andwire connectionsaroundtheerror

spotin orderto �x theproblem.Thelayoutgeneratedby SymWire or SafeResynthis then

routedby anECOrouterto producethe�nal repairedlayout. This layoutcanbeusedto

�x thesilicon die for furtherveri�cation. A moredetaileddescriptionon thecomponents

usedin our �o w is givenin ChapterXI.

Figure4.4: TheFogClearpost-silicondebugging�o w.
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CHAPTER V

Counterexample-GuidedErr or-Repair Framework

In this chapterwe presenta resynthesisframework, calledCoŔe, that automatically

correctserrorsin combinationalgate-level designs.The framework is basedon a novel

simulation-basedabstractiontechniqueandutilizes resynthesisto modify the functional-

ity of a circuit's internalnodesto matchthe correctbehavior. Comparedwith previous

solutions,CoŔe is more powerful in that: (1) it can �x a broaderrangeof error types

becauseit is not boundedby speci�c error models;(2) it derivesthe correctfunctional-

ity from simulationvectors,without requiringgoldennetlists;and(3) it canbe applied

with a broadrangeof veri�cation �o ws, including formal andsimulation-based.In this

chapter, we �rst providerequiredbackground.Next, wepresentourCoŔe framework that

addressesthegate-level error-repairproblem.

5.1 Background

In CoŔe we assumethat an input design,with one or more bugs, is provided as a

Booleannetwork. We strive to correctits erroneousbehavior by regeneratingthe func-

tionality of incorrectnodes. This sectionstartsby de�ning someterminologyandthen

overviewsrelevantbackground.
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5.1.1 Signatures

De�nition 1 Givena nodet in a Booleannetwork,whosefunctionis f , aswell as input

vectors x1, x2 ... xk. We de�ne the signatureof nodet, st , as ( f (x1); :::; f (xk)) , where

f (xi) 2 f 0;1g representstheoutputof f givenan inputvectorxi .

Ourgoalis to modify thefunctionsof thenodesresponsiblefor theerroneousbehavior

of a circuit via resynthesis.In this context, we call a nodeto be resynthesizedthe target

node, andwecall thenodesthatwecanuseasinputsto thenewly synthesizednode(func-

tion) thecandidatenodes.Their correspondingsignaturesarecalledthe target signature

andthecandidatesignatures, respectively.

Givenatargetsignaturest andacollectionof candidatesignaturessc1, sc2,...,scn, wesay

thatst canberesynthesizedby sc1, sc2,...,scn if st canbeexpressedasst= f (sc1;sc2; :::; scn),

where f (sc1;sc2; :::; scn) is a vectorBooleanfunction calledthe resynthesisfunction. We

alsocall anetlistthatimplementstheresynthesisfunctiontheresynthesizednetlist.

5.1.2 Don't-Car es

Whenconsideringa subnetwork within a largeBooleannetwork, Don't-Cares(DCs)

areexploitedby many synthesistechniquesbecausethey provide additionalfreedomfor

optimizations.Satis�ability Don't-Cares(SDCs)occurwhencertaincombinationsof input

valuesdo not occurfor the subnetwork, while ObservabilityDon't-Cares(ODCs)occur

whentheoutputvaluesof thesubnetwork do not affect any primaryoutput. As we show

in Section5.2.1,ourCoŔe framework is ableto utilize bothSDCsandODCs.
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5.1.3 SAT-BasedErr or Diagnosis

The error-diagnosistechniqueusedin our CoŔe framework is basedon the work by

Smith et al. [107]. Givena logic netlist,a setof testvectorsanda setof correctoutput

responses,this techniquewill returnasetof wires,alsocallederror sites, alongwith their

valuesfor eachtest vector that can correctthe erroneousoutput responses.Our CoŔe

framework thencorrectsdesignerrorsby resynthesizingtheerrorsitesusingthecorrected

valuesas the target signatures.In Smith's error-diagnosistechnique,threecomponents

are addedto the netlist, including (1) multiplexers, (2) test-vector constraints,and (3)

cardinality constraints. The whole circuit is then convertedto CNF, and a SAT solver

is usedto performerror diagnosis. Thesecomponentsare addedtemporarilyfor error

diagnosisonly andwill notappearin thenetlistproducedby CoŔe. They aredescribedin

detailbelow.

(a) (b)

Figure5.1:Error diagnosis. In (a) a multiplexer is addedto model the correctionof an
error, while (b) showstheerrorcardinalityconstraintsthatlimit thenumberof
assertedselectlinesto N.

A multiplexer is addedto every wire to modelthecorrectionof theerroneousnetlist.

When the selectline is 0, the original driver of the wire is used. When the selectline

is 1, the multiplexer choosesa new signalsourceinstead,andthe valuesappliedby the
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new sourcewill correcttheerroneousoutputresponses.An exampleof themultiplexer is

givenin Figure5.1(a).A variable,vi , is introducedfor everymultiplexerto modelthenew

sourceto thewire.

Test-vectorconstraintsareusedto forcetheerroneousnetlistto producecorrectoutput

responsesfor thetestvectors.Obviously, thenetlistcanproducecorrectoutputresponses

only if a subsetof theselectlinesof theaddedmultiplexersaresetto 1, allowing thecor-

respondingnew signalsourcesto generatelogic valuesthatagreewith thesignalsources

which producethe correctresponses.Theseconstraintsareimplementedby duplicating

onecopy of the multiplexer-enrichednetlist for eachtestvector. The inputsof the copy

arecontrolledby thetestvector, andits outputsareconstrainedby thecorrectresponses.

Cardinality constraintsrestrictthenumberof selectlinesthatcanbesetto 1 simultane-

ously. Thisnumberalsorepresentsthenumberof errorsitesin thenetlist.Thecardinality

constraintsareimplementedby anadderwhich performsa bitwiseadditionof theselect

lines, anda comparatorwhich forcesthe sumof the adderto be N, asshown in Figure

5.1(b). Initially, N is setto 1, anderrordiagnosisis performedby incrementingN until a

solutionis found.

5.1.4 Err or Model

To tametheenormouscomplexity of errordiagnosisandcorrection,severalerrormod-

elshavebeenintroduced.Thesemodelsclassifycommondesignerrorsin orderto reduce

thedif�culty of repairingthem.Herewe describea frequentlyusedmodelformulatedby

D. Nayak[91], which is basedonAbadir's model[1].

In themodel,type“a” (wronggate)mistakenly replacesonegatetypeby anotherone
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Figure5.2: Errorsmodeledby Abadiret al. [1].

with the samenumberof inputs; types“b” and“c” (extra/missingwire) usea gatewith

more or fewer inputs than required;type “d” (wrong input) connectsa gateinput to a

wrongsignal;andtypes“e” and“f ” (extra/missinggate)incorrectlyaddor removeagate.

An illustrationof themodelis givenin Figure5.2.

5.2 Err or-Corr ectionFramework for Combinational Cir cuits

For the discussionin this sectionwe restrictour analysisto combinationaldesigns.

In this context, thecorrectnessof a circuit is simply determinedby theoutputresponses

underall possibleinputvectors.Wewill show in Section9.1how to extendtheframework

to sequentialdesigns.

CoŔe, our error-correctionframework, relies on simulation to generatesignatures,

which constituteour abstractmodelof the designandare the startingpoint for the er-

ror diagnosisand resynthesisalgorithms. After the netlist is repaired,it is checked by

a veri�cation engine. If veri�cation fails, possiblydueto new errorsintroducedby the

correctionprocess,new counterexamplesaregeneratedandusedto further re�ne theab-
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straction.Althoughin our implementationwe adoptedSmith's error-diagnosistechnique

[107] dueto its scalability, alternativediagnosistechniquescanbeusedaswell.

5.2.1 The CoRéFramework

In CoŔe, an input testvector is calleda functionality-preservingvector if its output

responsescomplywith thespeci�cation,andthevectoris calledanerror-sensitizingvector

if its outputresponsesdiffer. Error-sensitizingvectors areoftencalledcounterexamples.

The algorithmic �o w of CoŔe is outlined in Figure 5.3. The inputs to the frame-

work are the original buggy netlist (CKTerr ), the initial functionality-preservingvectors

(vectorsp) and the initial error-sensitizingvectors(vectorse). The output is the recti-

�ed netlist CKTnew. The framework �rst performserror diagnosisto identify error lo-

cationsand the correctvaluesthat shouldbe generatedfor thoselocationsso that the

error-sensitizingvectorscouldproducethecorrectoutputresponses.Thoseerrorlocations

constitutethe target nodesfor resynthesis.The bits in the target nodes'signaturesthat

correspondto the error-sensitizingvectorsmustbe correctedaccordingto the diagnosis

results,while thebits thatcorrespondto thefunctionality-preservingvectorsmustremain

unchanged.If we could somehow createnew combinationalnetlist blocks that gener-

atethe requiredsignaturesat the targetnodesusingothernodesin theBooleannetwork,

we would be able to correct the circuit's errors,at least thosethat have beenexposed

by the error-sensitizingvectors. Let us assumefor now that we cancreatesuchnetlists

(techniquesto this endwill be discussedin the next chapter),producingthe new circuit

CKTnew (line 4). CKTnew is checkedat line 5 usingtheveri�cation engine.Whenveri�-

cationfails,new error-sensitizingvectorsfor CKTnew will bereturnedin counterexample.
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If no suchvector exists, the circuit hasbeensuccessfullycorrectedandCKTnew is re-

turned. Otherwise,CKTnew is abandoned,while counterexampleis classi�ed either as

error-sensitizingor functionality-preservingwith respectto theoriginal design(CKTerr ).

If counterexample is error-sensitizing,it will be addedto vectorse and be usedto re-

diagnosethe design. CKTerr 's signaturesare then updatedusing counterexample. By

accumulatingbothfunctionality-preservinganderror-sensitizingvectors,CoŔewill avoid

reproposingthesamewrongcorrection;henceguaranteeingthat thealgorithmwill even-

tually complete.Figure5.4 illustratesa possibleexecutionscenariowith the�o w thatwe

justdescribed.

CoŔe(CKTerr ;vectorsp;vectorse;CKTnew)
1 compute signatures(CKTerr;vectorsp;vectorse);
2 f ixes= diagnose(CKTerr;vectorse);
3 foreachf ix 2 f ixes
4 CKTnew= resynthesize(CKTerr; f ix);
5 counterexample=veri f y(CKTnew);
6 if (counterexample is empty) returnCKTnew;
7 elseif (counterexample is error-sensitizingfor CKTerr )
8 vectorse = vectorse [ counterexample;
9 f ixes= rediagnose(CKTerr;vectorse);

10 update signatures(CKTerr;counterexample);

Figure5.3: Thealgorithmic�o w of CoŔe.

(1) (2) (3)

Figure5.4:Executionexampleof CoŔe. Signaturesareshown above the wires, where
underlinedbitscorrespondtoerror-sensitizingvectors. (1) Thegatewasmeant
to beAND but is erroneouslyanOR. Error diagnosis�nds that theoutputof
the 2nd patternshouldbe 0 insteadof 1; (2) the �rst resynthesizednetlist
�x esthe2ndpattern,but fails furtherveri�cation (theoutputof the3rdpattern
shouldbe1); (3) thecounterexamplefrom step2 re�nes thesignatures,anda
resynthesizednetlistthat�x esall thetestpatternsis found.
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SDCsareexploitedin CoŔeby constructionbecausesimulationcanonly producelegal

signatures.To utilize ODCs,wesimulatethecomplementsignatureof thetargetnodeand

mark thebit positionswhosechangesdo not propagateto any primary outputasODCs:

thosepositionsarenot consideredduring resynthesis.Note that if a diagnosiscontains

multiple error sites,the sitesthat arecloserto primary outputsshouldbe resynthesized

�rst sothatthedownstreamlogic of anodeis alwaysknown whenODCsarecalculated.

5.2.2 Analysisof CoRé

CoŔe is moreeffective thanmany previous solutionsbecauseit supportsthe useof

SDCsandODCs,includingexternalDCs. ExternalSDCscanbeexploitedby providing

only legal inputpatternswhengeneratingsignatures,while externalODCsareutilizedby

markinguninterestedoutputvectorsdon't-cares.

To achieve the requiredscalabilityto supporttheglobal implicationsof error correc-

tion, CoŔe usesan abstraction-re�nementscheme:signaturesprovide an abstractionof

the Booleannetwork for resynthesisbecausethey arethe nodes'partial truth tables(all

unseeninput vectorsareconsideredasDCs), andthe abstractionis re�ned by meansof

thecounterexamplesthatfail veri�cation. Thefollowing propositionshowsthatin theory,

CoŔe caneventuallyalwaysproducea netlist which passesveri�cation. However, as it

is thecasefor mosttechniquesbasedon abstractionandre�nement,the framework may

time-outbeforeavalid correctionis foundin practice.Theuseof high-qualitytestvectors

[112] is effective in alleviating thispotentialproblem.

Proposition 1 Givena buggy combinationaldesignand a speci�cation that de�nes the

outputresponsesof each input vector, theCoŔe algorithm canalwaysgeneratea netlist
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thatproducesthecorrectoutputresponses.

Proof: Givena setof required”�x es”, theresynthesisfunctionof CoŔe canalways

generatea correctsetof signatures,which in turn producecorrectresponsesat primary

outputs.Observethateachsignaturerepresentsafragmentof asignal's truth table.There-

fore, whenall possibleinput patternsareappliedto our CoŔe framework, thesignatures

essentiallybecomecompletetruth tables,andhencede�ne all the termsrequiredto gen-

eratecorrectoutputresponsesfor any possibleinputstimulus.In CoŔe,all thecounterex-

amplesthat fail veri�cation areusedto expandandenhancethe setof signatures.Each

correctionstepof CoŔe guaranteesthat the output responsesof the input patternsseen

so far arecorrect,thusany counterexamplemustbe new. However, sincethenumberof

distinct input patternsis �nite (at most2n for ann-input circuit), eventuallyno new vec-

tor canbegenerated,guaranteeingthat thealgorithmwill completein a �nite numberof

iterations.In practice,we �nd thata correctdesigncanoftenbefoundin a few iterations.

5.2.3 Discussions

Several existing techniques,suchas thosein [112], also usesimulationto identify

potentialerror-correctionoptionsand rely on further simulation to pruneunpromising

candidates.Comparedwith thesetechniques,our framework is more �e xible because

it performsabstractionandre�nementon the designitself. As a result, this framework

caneasilyadoptnew error diagnosisor correctiontechniques.For example,our error-

correctionenginecanbeeasilyreplacedby any synthesistool thatcanhandletruth tables

or cubes. Most existing techniques,however, do not have this �e xibility . On the other
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hand,recentwork by Safarpouretal. [101] providesanotherabstraction-re�nementerror-

repair methodologyfor sequentialcircuits by replacinga fraction of the registerswith

primaryinputs.Their methodologycanbeusedto acceleratethediagnosisprocessin our

error-repairmethodfor sequentialcircuits,which is describedin Section9.1.

5.2.4 Applications

CoŔe canbeusedwhenever theoutputresponsesof a netlistneedto bechanged.We

now developapplicationsof our techniquesin threedifferentveri�cation contexts.

Application 1: combinational equivalencecheckingand enforcement. This appli-

cation�x esanerroneousnetlist so that it becomesequivalentto a goldennetlist. In this

application,theveri�cation engineis anequivalencechecker. Testvectorson which the

erroneouscircuit andthegoldenmodelagreearefunctionality-preservingvectors,andthe

remainingtest vectorsare error-sensitizing. Initial vectorscan be obtainedby random

simulationor equivalencechecking.

Application 2: �xing errors found by simulation. This applicationcorrectsdesign

errorsthatbreaka regressiontest. In this application,theveri�cation engineis thesimu-

lator andtheregressionsuite. Testvectorsthatbreakthe regressionareerror-sensitizing

vectors,andall othervectorsarefunctionality-preservingvectors. Initial vectorscanbe

obtainedby collectingtheinputsappliedto thenetlistwhile runningtheregression.

Application 3: �xing errors found by formal veri�cation. Thisapplicationassumes

thata formal tool provesthata propertycanbeviolated,andthegoal is to �x thenetlist

to preventthepropertyfrom beingviolated.In thisapplication,counterexamplesreturned

by thetool areerror-sensitizingvectors.
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CHAPTER VI

Signature-BasedResynthesisTechniques

hebasisfor CoŔe's resynthesissolutionis thesignatureavailableat eachinternalcir-

cuit node,wherethesignatureof anodeis essentiallyits partialtruthtable.Theresynthesis

problemis formulatedasfollows: givena targetsignature,�nd aresynthesizednetlistthat

generatesthetargetsignatureusingthesignaturesof othernodesin theBooleannetwork

as inputs. In this Chapter, we �rst describethe conceptof Pairs of Bits to be Distin-

guished(PBDs), which compactlyencoderesynthesisinformation.Next, we describeour

Distinguishing-Power Search (DPS)andGoal-DirectedSearch (GDS) resynthesistech-

niquesthatarebasedonsignatures.

6.1 Pairs of Bits to be Distinguished(PBDs)

In thissectionweproposetheconceptsof Pairsof Bitsto beDistinguished(PBDs)and

distinguishingpower. PBDscanbederivedeasilyusingsignaturesandcompactlyencode

the informationrequiredfor resynthesis.A similar concept,Setsof Pairs of Functionsto

beDistinguished(SPFDs)[105, 121,122], is alsodescribed.
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6.1.1 PBDsand Distinguishing Power

Recallthata signatures is a collectionof thecorrespondingnode'ssimulationvalues.

In thischapter, weuses[i] to denotethei-th bit of signatures. Thegoalof errorcorrection

is to modify thefunctionsof thenodesresponsiblefor theerroneousbehavior of a circuit

via resynthesis.In this context, we call a nodeto be resynthesizedthe target node, and

we call thenodesthatwe canuseasinputsto thenewly synthesizednode(function) the

candidatenodes.Their correspondingsignaturesarecalledthe target signature andthe

candidatesignatures, respectively.

Thepropositionbelow statesthatasuf�cient andnecessaryconditionfor aresynthesis

function to exist is that,whenever two bits in the target signaturearedistinct, thensuch

bits needto be distinct in at leastoneof the candidatesignatures.This propositionis a

specialcaseof Theorem5.1in [88], wherethemintermsappearingin signaturesrepresent

thecare-termsandall othermintermsareDon't-Cares(DCs).

Proposition 2 Considera collectionof candidatesignatures,sc1, sc2,...,scn, anda target

signature, st . Thena resynthesisfunction f , wherest = f (sc1, sc2,...,scn), existsif andonly

if no bit pair f i; jg existssuch that st [i] 6= st [ j] but sck[i] = sck[ j] for all 1 � k � n.

In this work we call a pair of bits f i; jg in st , wherest [i] 6= st [ j], a Pair of Bits to be

Distinguished(PBD). Basedon Prop. 2, we saythat thePBD f i; jg canbedistinguished

by signaturesck if sck[i] 6= sck[ j]. We de�ne the Required DistinguishingPower (RDP)

of the targetsignaturest , RDP(st), asthesetof PBDsthatneedto bedistinguished.We

alsode�ne theDistinguishingPower(DP) of a candidatesignaturesck with respectto the

target signaturest , DP(sck;st), asthe setof PBDsin st that canbe distinguishedby sck.
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With thisde�nition, Prop.2 canberestatedas“a resynthesisfunction, f , existsif andonly

if RDP(st) � [ n
k= 1DP(sck;st)”.

6.1.2 RelatedWork

SPFD[105,121, 122] is a relatively new datastructurethatencodesresynthesisinfor-

mationandallows theuseof DCs. An SPFD[121] Rt for a targetnodet, representedas

f (g1a;g1b); (g2a;g2b); :::; (gna;gnb)g, denotesa setof pairsof functionsthat mustbe dis-

tinguished.In otherwords,for eachpair (gia;gib) 2 Rt , themintermsin gia mustproduce

a differentvaluefrom the mintermsin gib at the outputof t. Assumethat nodet hasm

fanins,c1:::cm, andtheirSPFDsareRc1:::Rcm, thenaccordingto [122]:

Rt � [ m
i= 1Rci(6.1)

In otherwords, the SPFDof nodet is a subsetof the union of all the SPFDsof its

faninsc1:::cm. Sincea function f satis�esanSPFDRt if andonly if for each(gia;gib) 2

Rt ; f (gia) 6= f (gib) [121]. This criterion, combinedwith Equation6.1, essentiallystates

thata resynthesisfunction f exists if andonly if all themintermsthatneedto bedistin-

guishedin Rt mustbedistinguishedby at leastoneof its fanins,which is consistentwith

Prop.2. As a result,ouruseof PBDsis equivalentto SPFDs.However, ourapproachhas

thefollowing advantagesoverSPFD-basedtechniques:

1. PBDsprovideamuchmorecompactlogic representationthanSPFDs.Traditionally,

SPFDsarecalculatedusingBDDs andsuffer memoryexplosionproblems.Recent

work representSPFDsasgraphs[105] andSAT/simulationcanbeusedto calculate

SPFDs[88]. Thisapproachis morememoryef�cient but maybecomecomputation-
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ally expensive.Ontheotherhand,ourapproachonly usessignaturesof nodes.Since

eachmintermneedsonly onebit in asignature,our representationis verycompact.

2. CalculatingPBDsis signi�cantly easierthancalculatingSPFDs:signaturesaregen-

eratedby simulation,andDCsarecalculatedby simulatingthecomplementof the

targetsignature.PBDscanthenbederivedeasilyby consideringonly thecare-terms

in thetargetsignature.

6.2 ResynthesisUsingDistinguishing-Power Search

In thissection,we �rst de�ne theabsolutedistinguishingpowerjDP(s)j of asignature

s, andthenwe proposea Distinguishing-PowerSearch (DPS)techniquethatusesjDPj to

selectcandidatesignaturesandgeneratestherequiredresynthesizednetlist.

6.2.1 AbsoluteDistinguishing Power of a Signature

Absolutedistinguishingpower provides searchguiding and pruning criteria for our

resynthesistechniques.To simplify bookkeeping,we reorderbits in every signatureso

that in the target signatureall the bits with value0 precedethe oneswith value1, asin

“00...0011...11”.

De�nition 2 Assumea target signaturest is composedof x 0sfollowedby y 1s,wede�ne

theabsoluterequireddistinguishingpower of st , denotedby jRDP(st)j, as thenumberof

PBDsin st andequalsto xy. Moreover, if a candidatesignature sc has p 0sandq 1s in

its �r st x bit positions,andr 0sands 1s in theremainingy positions,thenwede�ne the

absolutedistinguishpower of sc with respectto st , denotedby jDP(sc;st)j, asthenumber

of PBDsin st that canbedistinguishedbysc andequalsto ps+ qr.
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The following corollary statesa necessarybut not suf�cient condition to determine

whetherthetargetsignaturecanbegeneratedfrom a collectionof candidatesignatures.

Corollary 1 Considera targetsignaturest andacollectionof candidatesignaturessc1:::scn.

If st canbegeneratedbysc1:::scn, thenjRDP(st)j � å n
i= 1 jDP(sci ;st)j.

Proof: By contradiction.Supposethata resynthesisfunctionexistsandit cangen-

eratest usinga collectionof signatures(denotedasSC), wherethe total absolutedistin-

guishingpowerof SC with respectto st (denotedasjDP(SC;st)j) is smallerthanjRDP(st)j.

SincejRDP(st)j representsthenumberof PBDsin st andjDP(SC;st)j representsthenum-

ber of PBDsdistinguishableby SC, the fact that jDP(SC;st)j is smallerthan jRDP(st)j

meanscertainPBDsin st cannot bedistinguishedby signaturesin SC. However, Prop.2

statesthatfor avalid resynthesisfunctionto exist,all thePBDsin st mustbedistinguished.

Thereforetheresynthesisfunctioncannotexist — acontradiction.

6.2.2 Distinguishing-Power Search

Distinguishing-PowerSearch(DPS)is basedonProp.2,whichstatesthataresynthesis

functioncanbegeneratedwhena collectionof candidatesignaturescoversall thePBDs

in the target signature.However, the numberof collectionssatisfyingthis criterionmay

beexponentialin thenumberof totalsignatures.To identify possiblecandidatesignatures

effectively, we �rst selectsignaturesthatcover theleast-coveredPBDs,secondthosethat

have high absolutedistinguishingpower (i.e., signaturesthat cover the mostnumberof

PBDs),andthird thosethatcoverany remaininguncoveredPBD.For ef�ciency, we limit

thesearchpool to the200nodeswhich aretopologicallyclosestto thetargetnode;how-
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ever, we maygo pastthis limit whenthosearenot suf�cient to cover all thePBDsin the

targetsignature.Finally, we excludefrom thepool thosenodesthatarein thefanoutcone

of thetargetnode,sothatweavoid creatingacombinationalloop inadvertently.

After thecandidatesignaturesareselected,a truth tablefor theresynthesisfunctionis

built fromthesignatures,andit is constructedasfollows. Notethatalthoughwemayselect

moresignaturesthanneededfor resynthesis,thelogic optimizerwe usein thenext stepis

usuallyableto identify theredundantsignaturesanduseonly thosewhich areessential.

1. Eachsignatureis aninput to thetruth table.Thei-th inputproducesthei-th column

in thetable,andthe j-th bit in thesignaturedeterminesthevalueof the j-th row.

2. If the j-th bit of thetargetsignatureis 1, thenthe j-th row is a minterm;otherwise

it is amaxterm.

3. All othertermsaredon't-cares.

Figure6.1 shows an exampleof the constructedtruth table. The truth tablecanbe

synthesizedandoptimizedusingexistingsoftware,suchasEspresso[99] or MVSIS [54].

Notethatour resynthesistechniquedoesnot requirethatthesupportof thetargetfunction

is known a priori , sincethe correctsupportwill be automaticallyselectedwhen DPS

searchesfor asetof candidatesignaturesthatdistinguishall thePBDs.This is in contrast

with otherprevioussolutionswhichrequirethatthesupportof thetargetnodeto beknown

beforeattemptingto synthesizethefunction.
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Signature Truth table
st=0101 s1 s2 s3 s4 st
s1=1010 1 0 1 0 0
s2=0101 0 1 1 0 1
s3=1110 1 0 1 0 0
s4=0001 0 1 0 1 1
Minimized 0 - - - 1

Figure6.1:Thetruth tableon theright is constructedfrom thesignatureson theleft. Sig-
naturest is thetargetsignature,while signaturess1 to s4 arecandidatesigna-
tures. The minimizedtruth tablesuggeststhat st canbe resynthesizedby an
INVERTER with its inputsetto s1.

6.3 ResynthesisUsingGoal-DirectedSearch

GDS performsan exhaustive searchfor resynthesizednetlists. To reducethe search

space,weproposetwo pruningtechniques:theabsolute-distinguishing-powertestandthe

compatibility test. Currently, BUFFERs,INVERTERs,and2-inputAND, OR andXOR

gatesaresupported.

Theabsolute-distinguishing-power testrelieson Corollary1 to rejectresynthesisop-

portunitieswhentheselectedcandidatesignaturesdo not have suf�cient absolutedistin-

guishingpower. In otherwords,a collectionof candidatesignatureswhosetotal absolute

distinguishingpower is lessthantheabsoluterequireddistinguishingpower of the target

signatureis not consideredfor resynthesis.

Thecompatibility testis basedon thecontrollingvaluesof logic gates.To utilize this

feature,we proposethreerules,called compatibility constraints, to prunethe selection

of inputs accordingto the output constraintand the gatebeing tried. Eachconstraint

is accompaniedwith a signature. In particular, an identity constraint requiresthe input

signatureto be identicalto theconstraint's signature;anda need-oneconstraint requires
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that speci�c bits in the input signaturesmust be 1 whenever the correspondingbits in

the constraint's signatureare 1. Identity constraints are usedto encodethe constraints

imposedby BUFFERsandINVERTERs,while need-oneconstraints areusedby AND

gates.Similarly, need-zero constraintsareusedby OR gates.For example,if the target

signatureis 0011,andthegatebeingtried is AND, thentheneed-oneconstraint will be

used. This constraintwill rejectsignature0000as the gate's input becauseits last two

bits arenot 1, but it will accept0111becauseits last two bits are1. Theseconstraints,

which propagatefrom the outputsof gatesto their inputsduring resynthesis,needto be

recalculatedfor eachgatebeing tried. For example,an identity constraint will become

a need-oneconstraint when it propagatesthroughan AND gate,and it will becomea

need-zero constraint whenit propagatesthroughanORgate.Therulesfor calculatingthe

constraintsareshown in Figure6.2.

Identity Need-one Need-zero
INVERTER S.C. S.C.+Need-zero S.C.+Need-one
BUFFER Constraintunchanged

AND Need-one Need-one None
OR Need-zero None Need-zero

Figure6.2:Givenaconstraintimposedonagate'soutputandthegatetype,this tablecal-
culatestheconstraintof thegate's inputs. Theoutputconstraintsaregivenin
the�rst row, thegatetypesaregivenin the�rst column,andtheir intersection
is theinput constraint.“S.C.” means“signaturecomplemented.”

TheGDSalgorithmis givenin Figure6.3. In thealgorithm,level is thelevel of logic

beingexplored,constr is the constraint,andC returnsa set of candidateresynthesized

netlists.Initially, level is setto 1, andconstr is identityconstraint with signatureequalto

thetargetsignaturest . Functionupdate constr is usedto updateconstraints.
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FunctionGDS(level;constr;C)
1 if (level == max level)
2 C= candidatenodeswhosesignaturescomplywith constr;
3 return;
4 foreachgate2 l ibrary
5 constrn= update constr(gate;constr);
6 GDS(level+ 1;constrn;Cn);
7 foreachc1;c2 2 Cn

8 if (level > 1 or jDP(c1;st )j+jDP(c2;st )j�j RDP(st)j)
9 sn = calculate signature(gate;c1;c2);

10 if (sn complieswith constr)
11 C = C[ gate(c1;c2);

Figure6.3: TheGDSalgorithm.

GDS can be usedto �nd a resynthesizednetlist with minimal logic depth. This is

achievedby calling GDSiteratively, with anincreasingvalueof thelevel parameter, until

a resynthesizednetlist is found. However, thepruningconstraintsweakenwith eachad-

ditional level of logic in GDS.Therefore,themaximumlogic depthfor GDSis typically

small,andwe rely on DPSto �nd morecomplex resynthesisfunctions.
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CHAPTER VII

Functional Symmetriesand Applications to Rewiring

Rewiring is apost-placementoptimizationthatreconnectswiresin agivennetlistwith-

outchangingits logic function.To thisend,symmetry-basedrewiring is especiallysuitable

for post-siliconerrorrepairbecausenotransistorswill beaffected.In light of this,wepro-

posearewiring algorithmbasedonfunctionalsymmetriesin thischapter. In thealgorithm,

weextractsmallsubcircuitsconsistingof severalgatesfrom thedesignandreconnectpins

accordingto thesymmetriesof thesubcircuits.We observe that thepower of rewiring is

determinedby theunderlyingsymmetrydetector. For example,the rewiring opportunity

in Figure7.1(a)cannotbediscoveredunlessbothinput andoutputsymmetriescanbede-

tected. In addition,a rewiring opportunitysuchas the oneshown in Figure7.1(b) can

only befoundif phase-shiftsymmetries[72] canbedetected,whereaphase-shiftsymme-

try is a symmetryinvolving negationof inputsand/oroutputs.To enhancethepower of

symmetrydetection,we alsoproposea graph-basedsymmetrydetectorthat canidentify

permutationalandphase-shiftsymmetrieson multiple input andoutputwires,aswell as

theircombinations,creatingabundantopportunitiesfor rewiring. In thischapter, weapply

our techniquesfor wirelengthoptimizationandobserve thatit provideswirelengthreduc-
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tion comparableto thatachievedby detailedplacement.In ChapterXI, we describehow

this techniquecanbeappliedto repairpost-siliconelectricalerrors.

(a)

(b)

Figure7.1:Rewiring examples:(a)multipleinputsandoutputsarerewiredsimultaneously
usingpin-permutationsymmetry, (b) inputs to a multiplexer are rewired by
invertingoneof theselectsignals.Bold lines representchangesmadein the
circuit.

The remainderof the chapteris organizedas follows. Section7.1 introducesbasic

principlesof symmetryanddescribesrelevantpreviouswork on symmetrydetectionand

circuit rewiring. In Section7.2 we describeour symmetry-detectionalgorithm. Section

7.3 discussesthe post-placementrewiring algorithm. Finally, we provide experimental

resultsin Section7.4andsummarizein Section7.5.

7.1 Background

The rewiring techniquedescribedin this chapteris basedon symmetrydetection.

Therefore,in this section,wepresentbackgroundideasandrelatedwork aboutsymmetry
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detection.Previouswork onpost-placementrewiring is alsodiscussed.

7.1.1 Symmetriesin BooleanFunctions

Onecandistinguishsemantic(functional)symmetriesof Booleanfunctionsfrom the

symmetriesof speci�c representations(syntacticsymmetries).All syntacticsymmetries

arealsosemantic,but not vice versa.For example,in function “o = (x+ y) + z”, x $ z

is a semanticsymmetrybecausethefunctionwill not bechangedafterthepermutationof

variables;however, it is notasyntacticsymmetrybecausethestructureof thefunctionwill

bechanged.On theotherhand,x $ y is botha semanticandsyntacticsymmetry. In this

work weexploit functionalsymmetries,whosede�nition is providedbelow.

De�nition 3 Considera multi-outputBooleanfunctionF : Bn ! Bm, where

F(i1:::in) = < f1(i1:::in); f2(i1:::in)::: fm(i1:::in) > :(7.1)

A functional symmetryis a one-to-onemappings: B(n+ m) ! B(n+ m) such that:

< f1(i1:::in); f2(i1:::in)::: fm(i1:::in) > =(7.2)

< s( f1)(s(i1):::s(in)) ;s( f2)(s(i1):::s(in)) :::s( fm)(s(i1):::s(in)) > :

In otherwords,a functional(semantic)symmetryis a transformationof inputsandoutputs

which doesnotchange thefunctionalrelationbetweenthem.

Example1 Considerthemulti-outputfunctionz = x1 XORy1 andw = x2 XORy2. The

variable-permutationsymmetriesinclude: (1) x1 $ y1, (2) x2 $ y2, (3) x1 $ x2, y1 $ y2,

and z $ w (all swapsare performedsimultaneously).In fact, all the symmetriesof this

function can be generated from combinationsof the symmetrieslisted above. A set of
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symmetrieswith thispropertyarecalledsymmetrygenerators. For example, thesymmetry

“x 1 $ y2, y1 $ x2, andz$ w” canbegeneratedbyapplyingthesymmetries(1), (2) and

(3) consecutively.

While most previous work on symmetrydetectionfocuseson permutationsof two

variables,Pomeranz[94] andKravets[72] considerswapsof groupsof orderedvariables.

Theseswapsarecalledhigher-order symmetriesin [72]. For example,if variablesa, b, c

andd in thesupportof function f satisfythecondition:

F(::;a; ::;b; ::; c; ::;d; ::) = F(::;c; ::;d; ::;a; ::;b; ::)

thenwe saythat f hasa second-order symmetrybetweenorderedvariablegroups(a;b)

and(c;d). Suchhigher-ordersymmetriesarecommonin realisticdesigns.For example,

in a 4-bit adder, all bits of the two input numberscanbe swappedasgroups(preserv-

ing the orderof the bits), but no two input bits in differentbit positionsaresymmetric

by themselves. Kravets also introducedphase-shiftsymmetryas a function-preserving

transformationinvolving the inversionof oneor moreinputsthatdo not permuteany of

the inputs. Our work generalizesthis conceptby includingoutputsymmetriesinvolving

inversionin the classof phase-shiftsymmetries.We also de�ne compositephase-shift

symmetryasa symmetrywhich consistsof phase-shiftandpermutationalsymmetries.In

this chapterwe commonlyrefer to compositephase-shiftsymmetriesasjust phase-shift

symmetries,exceptfor purephase-shiftsymmetrieswhichdo not includepermutations.

Example2 Consideragain themulti-outputfunctionz= x1 XORy1 andw = x2 XORy2

given in Example1. Asidefrom the pin-swapsymmetriesdiscussedin Example1, the
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following phase-shiftsymmetriesalso exist in the circuit: (1) x2 $ y0
2, (2) x1 $ y0

1, (3)

x2 $ x0
2 andw $ w0, (4) x1 $ x0

1 andz $ z0. Amongthesesymmetries,(1) and (2) are

compositephase-shiftsymmetriesbecausethey involvebothinversionandpermutationof

inputs,while (3) and(4) arepurephase-shiftsymmetriesbecauseonly inversionsof inputs

and outputsare used. Note that due to Booleanconsistency, a symmetrycomposedof

complementof variablesin anothersymmetryis thesamesymmetry. For example, y2 $ x0
2

is thesameasx2 $ y0
2.

7.1.2 Semanticand SyntacticSymmetry Detection

Symmetrydetectionin Booleanfunctionshasseveralapplications,includingtechnol-

ogymapping,logic synthesis,BDD minimization[92] andcircuit rewiring [28]. Methods

for symmetrydetectioncanbe classi�ed into four categories: BDD-based,graph-based,

circuit-basedandBoolean-matching-based.However, it is relatively dif�cult to �nd all

symmetriesof aBooleanfunctionregardlessof therepresentationused.

BDDs areparticularlyconvenientfor semanticsymmetrydetectionbecausethey sup-

port abstractfunctionaloperations.Onenaive way to �nd two-variablesymmetriesis to

computethe cofactorsfor every pair of variables,say they are v1 andv2, andcheckif

Fv1v2 = Fv1v2 or Fv1 v2=Fv1v2. Recentresearch[87] indicatesthatsymmetriescanbefound

or disprovedwithoutcomputingall thecofactorsandthussigni�cantly speedsupsymme-

try detection.However, work onBDD-basedsymmetrydetectionhasbeenlimited to input

permutationsonly.

In this dissertation,symmetry-detectionmethodsthat rely on ef�cient algorithmsfor

thegraph-automorphismproblem(i.e., �nding all symmetriesof a givengraph)areclas-
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si�ed asgraph-based.They constructa graphwhosesymmetriesfaithfully capturethe

symmetriesof the original object, �nd its automorphisms(symmetries),andmap them

backto the original object. Aloul et al. [7] proposeda way to �nd symmetriesfor SAT

clausesusingthis approach.Thesymmetry-detectionapproachproposedin this disserta-

tion is inspiredby theirwork.

Circuit-basedsymmetry-detectionmethodsoften convert a circuit representingthe

function in questionto a more regular form, wheresymmetrydetectionis morepracti-

cal andef�cient. For example,Wanget al. [116] transformthe circuit to NOR gates.

C.-W. Changet al. [28] usea moreelaborateapproachby convertingthecircuit to XOR,

AND, OR, INVERTER andBUFFER�rst, andthenpartitionthecircuit sothateachsub-

circuit is fanoutfree.Next, they form supergatesfrom thegatesanddetectsymmetriesfor

thosesupergates.Wallaceetal. [115] useconceptsfrom Booleandecomposition[14] and

convert the circuit to quasi-canonicalforms, and then input symmetriesare recognized

from theseforms. This techniqueis capableof �nding higher-order symmetries. An-

othertypeof circuit-basedsymmetrydetectorrelieson ATPGandsimulation,suchasthe

work by Pomeranzet al. [94]. Althoughtheir techniquewasdevelopedto �nd both �rst

andhigher-ordersymmetries,they reportedexperimentalresultsfor �rst-order symmetries

only. Therefore,its capabilityto detecthigher-ordersymmetriesis unclear.

Booleanmatchingis a problemrelatedto symmetrydetection.Its purposeis to com-

putea canonicalrepresentationfor Booleanfunctionsthat areequivalentundernegation

andpermutationof inputsandoutputs.Symmetriesareimplicitly processedby Boolean

matchingin thatall functionssymmetricto eachotherwill have thesamecanonicalrep-
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resentation.However, enumeratingsymmetriesfrom Booleanmatchingis not straight

forwardandrequiresextrawork. This topic hasbeenstudiedby Wu etal. [119] andChai

etal. [25].

Table7.1: A comparisonof differentsymmetry-detectionmethods.
Data structure
used

Target Symmetriesdetected Main applica-
tions

Time
com-
plexity

BDD [87] Boolean
functions

All 1st orderinputsymmetries Synthesis O(n3)

Circuit - Super-
gate[28]

Gate-level
circuits

1st order input symmetriesin
supergates,opportunistically

Rewiring, tech-
nologymapping

O(m)

Circuit - Boolean
decomposition
[115]

Gate-level
circuits

Input andoutputpermutational
symmetries,higher-order

Rewiring, phys-
ical design

W(m)

Circuit - simula-
tion, ATPG[94]

Gate-level
circuits

Input, output and phase-shift
symmetries,higher-order

Error diagnosis,
technology
mapping

W(2n)

Boolean match-
ing [25]

Boolean
functions

Input, output and phase-shift
symmetries,higher-order

Technology
mapping

W(2n)

Graph automor-
phism(ourwork)

Both (with
small num-
ber of in-
puts)

All input, output, phase-shift
symmetriesandall orders,ex-
haustively

Exhaustive
small group
rewiring

W(2n)

In the table, n is the numberof inputs to the circuit and m is the numberof gates. Currently
known BDD-basedandmostcircuit-basedmethodscandetectonly a fraction of all symmetries
in somecases,while themethodbasedon graphautomorphism(this work) candetectall symme-
triesexhaustively. Additionally, thesymmetry-detectiontechniquesin thiswork �nd all phase-shift
symmetriesaswell ascomposite(hybrid) symmetriesthatsimultaneouslyinvolve both permuta-
tionsandphase-shifts.In contrast,existing literatureon functionalsymmetriesdoesnot consider
suchcompositesymmetries.

A comparisonof BDD-basedsymmetrydetection[87], circuit-basedsymmetryde-

tection[28, 94, 115], Boolean-matching-basedsymmetrydetection[25] andthe method

proposedin thispaperis summarizedin Table7.1.
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7.1.3 Graph-Automorphism Algorithms

Oursymmetry-detectionmethodis basedonef�cient graph-automorphismalgorithms,

which have recentlybeenimprovedby Dargaet al. [49]. Their symmetrydetectorSaucy

�nds all symmetriesof a givencoloredundirectedgraph. To this end,consideran undi-

rectedgraphG with n vertices,andletV = f 0; :::;n� 1g. Eachvertex in G is labeledwith

a uniquevaluein V. A permutationonV is a bijectionp : V ! V. An automorphismof

G is a permutationp of the labelsassignedto verticesin G suchthatp(G) = G; we say

thatp is astructure-preservingmappingor symmetry. Thesetof all suchvalid relabellings

is calledtheautomorphismgroupof G. A coloring is a restrictionon thepermutationof

vertices– only verticesin thesamecolor canmapto eachother. GivenG, possiblywith

coloredvertices,Saucy producessymmetrygeneratorsthatform acompactdescriptionof

all symmetries.Saucy is availableonlineat [133].

7.1.4 Post-PlacementRewiring

Rewiring basedon symmetriescanbe usedto optimizecircuit characteristics.Some

rewiring examplesare illustratedin Figure7.1(a)and7.1(b). For the discussionin this

chapterthe goal is to reducewirelength,andswappingsymmetricinput andoutputpins

accomplishesthis.

C.-W. Changet al. [28] usethe symmetry-detectiontechniquedescribedin Section

7.1.2to optimizedelay, powerandreliability. In general,symmetrydetectionin theirwork

is doneopportunisticallyratherthanexhaustively. Experimentalresultsshow that their

approachcanachievethesegoalseffectivelyusingthesymmetriesdetected.However, they

cannot�nd therewiring opportunitiesin Figure7.1(a)and7.1(b)becausetheirsymmetry-
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detectiontechniquelackstheability to detectoutputandphase-shiftsymmetries.

Anothertypeof rewiring is basedon theadditionandremoval of wires. Threemajor

techniquesareusedto determinethe wires that canbe reconnected.The �rst oneuses

reasoningbasedon ATPGsuchasREWIRE[40], RAMFIRE [29] andthework by Jiang

etal. [65], whichtriesto addaredundantwire thatmakesthetargetwire redundantsothat

it canberemoved.Thesecondclassof techniquesis graph-based;oneexampleis GBAW

[118], which usespre-de�nedgraphrepresentationof subcircuitsand relies on pattern

matchingto replacewires. The third techniqueusesSPFDs[46] andis basedon don't-

cares. Although thesetechniquesare potentially more powerful than symmetry-based

rewiring becausethey allow moreaggressive layoutchanges,they arealsolessstableand

do notsupportpost-siliconmetal�x.

7.2 ExhaustiveSearch for Functional Symmetries

Thesymmetry-detectionmethodpresentedin ourworkcan�nd all input,output,multi-

variableandphase-shiftsymmetriesincludingcomposite(hybrid)symmetries.It relieson

symmetrydetectionof graphs,thustheoriginal Booleanfunctionmustbeconvertedto a

graph�rst. After that, it solvesthe graph-automorphism(symmetrydetection)problem

on this graph,andthenthesymmetriesfoundareconvertedto symmetriesof theoriginal

Booleanfunction. Our main contribution is the mappingfrom a Booleanfunction to a

graph,and showing how to useit to �nd symmetriesof the Booleanfunction. These

techniquesaredescribedin detail in this section.
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7.2.1 ProblemMapping

To reducefunctionalsymmetrydetectionto thegraph-automorphismproblem,werep-

resentBooleanfunctionsby graphsasdescribedbelow:

1. Eachinput and its complementare representedby two verticesin the graph,and

thereis anedgebetweenthemto maintainBooleanconsistency (i.e.,x $ y andx0$

y0 musthappensimultaneously).Theseverticesarecalledinput vertices. Outputs

arehandledsimilarly, andtheverticesarecalledoutputvertices.

2. Eachmintermandmaxtermof theBooleanfunctionis representedby a termvertex.

We introducean edgeconnectingevery mintermvertex to the outputandan edge

connectingevery maxtermvertex to the complementof the output. We alsointro-

duceanedgebetweenevery termvertex andevery input vertex or its complement,

dependingonwhetherthatinput is 1 or 0 in theterm.

3. Sinceinputsandoutputsarebipartite-permutable,all input verticeshave onecolor,

andall outputsverticeshaveanothercolor. All termverticesuseyetanothercolor.

Theideabehindthis constructionis thatif aninput vertex getspermutedwith another

input vertex, the term verticesconnectedto themwill alsoneedto be permuted.How-

ever, theedgesbetweentermverticesandoutputverticesrestrictsuchpermutationsto the

following cases:(1) the permutationof term verticesdoesnot affect the connectionsto

outputvertices,which meanstheoutputsareunchanged;and(2) permutingtermvertices

mayalsorequirepermutingoutputvertices,thuscapturingoutputsymmetries.A proofof

correctnessis givenin Section7.2.2.
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xy z
00 0
01 1
10 1
11 0

(a) (b) (c)

Figure7.2:Representingthe2-inputXOR functionby (a)thetruthtable,(b) thefull graph,
and(c) thesimpli�ed graphfor fastersymmetrydetection.

Figure7.2(a)shows the truth tableof functionz= x� y, andFigure7.2(b)illustrates

our constructionfor the function. In general,vertex indicesareassignedasfollows. For

n inputsandm outputs,theith input is representedby vertex 2i, while thecomplementary

vertex hasindex 2i + 1. Thereare2n terms,andtheith termis indexedby 2n+ i. Similarly,

the ith output is indexedby 2n+ 2n + 2i, while its complementis indexed by 2n+ 2n +

2i + 1.

The symmetrydetectorSaucy [49] usedin this work typically runs fasterwhen the

graphis smallerandcontainsmorecolors. Thereforeif outputsymmetriesdo not need

to be detected,a simpli�ed graphwith reducednumberof verticescan be used. It is

constructedsimilarly to the full graph,but without outputverticesandpotentiallywith

morevertex colors.Wede�ne anoutputpatternasasetof outputverticesin thefull graph

that are connectedto a given term vertex. Further, term verticeswith different output

patternsshall becoloreddifferently. Figure7.2(c) illustratesthesimpli�ed graphfor the

two-inputXOR function.
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All themintermsandmaxtermsof theBooleanfunctionareusedin thegraphbecause

we focuson fully-speci�ed Booleanfunctions.Sinceall thetermsareused,andthereare

2n termsfor ann-input function,thetimeandspacecomplexity of ouralgorithmis W(2n).

7.2.2 Proof of Corr ectness

We �rst prove the correctnessof the simpli�ed graphconstructionproposedin the

previoussection.Ourproofsbelow arepresentedasaseriesof numberedsteps.

1. First,weneedto provethatthereis aone-to-onemappingbetweenthefunctionand

its graph.This mappingcanbede�ned following thegraphconstructionin Section

7.2.1.Theinversemapping(from agraphto a function)is alsogivenin thesection.

2. Second,we needto prove that thereis a one-to-onemappingbetweensymmetries

of thefunctionandautomorphismsof thegraph.

(a) First, we want to show that a symmetryof the function is an automorphism

of the graph. A symmetryof the function is a permutationof the function's

inputs that do not changethe function's outputs,and permutationin inputs

correspondsto reevaluationof theoutputsof thattheterm.Sincetheinputsare

symmetric,no outputwill bechangedby thepermutation,andthecolorof the

termverticesin thecorrespondinggraphwill remainthesame.Thereforeit is

alsoanautomorphismof thegraph.

(b) Next we want to show that an automorphismof the graphis a symmetryof

the function. Sincethereis an edgebetweenthe input and its complement,

mappingoneinput vertex, sayx, to anothervertex, sayy, will causex's com-
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plementmapto y's complement,soBooleanconsistency is preserved. Since

an input vertex connectto all the termverticesthatcontainit, swapsbetween

two input verticeswill causeall the term verticesthat connectto thembeing

swappedaccordingto the following rule: supposethat input vertex x swaps

with inputvertex y, thenall termverticesthatconnectto bothx andy will also

beswappedbecausethereis anedgebetweenthetermvertex andbothx andy.

Sinceaswapbetweentermverticesis legalonly if they have thesamecolor, it

meansall automorphismsdetectedin thegraphwill not mapa termvertex to

anothercolor. And sincethecolor of thetermrepresentsanoutputpatternin

theBooleanfunction,it meanstheoutputsof theBooleanfunctionwill not be

changed.Thereforeanautomorphismof thegraphmapsto aninputsymmetry

of theBooleanfunction.

3. From Step1 andStep2, thereis a one-to-onemappingbetweenthe function and

its graph,anda one-to-onemappingbetweenthe symmetriesof the function and

theautomorphismsof thegraph.Thereforethesymmetry-detectionmethodfor the

simpli�ed graphis correct.

Next, thecorrectnessof theoriginal graphis provedbelow. Therelationshipbetween

termsand inputsaredescribedin the previous proof. Thereforethe proof herefocuses

on therelationshipbetweentermsandoutputs.Therearethreepossiblesituations:input

symmetriesthat do not affect the outputs,input symmetriesthat affect the outputs,and

outputsymmetriesthatareindependentof theinputs.

1. Input symmetriesthat do not affect the output: the way term verticesconnectto
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outputverticesrepresentan outputpattern. If two term verticeshave exactly the

sameoutputs,thenthey will connectto thesameoutputvertices;otherwisethey will

connecttoatleastonedifferentoutputvertex. Mappingatermvertex toanotherterm

vertex whichhasdifferentoutputpatternis invalid (exceptfor thesituationdescribed

in 2) becauseat leastoneoutputvertex they connectto is different, thereforethe

connectionsto outputverticesbehave thesameascoloringin thepreviousproof.

2. Inputsymmetriesthataffect theoutput:if all termsthatconnectto anoutputpattern

canbe mappedto all termsconnectingto anotheroutputpattern,then the output

verticescorrespondingto the two patternscanalsobe swappedbecausethe terms

thattheoutputsconnectto will not changeafterthemapping.In themeantime, the

input verticesthat connectto the swappedmintermswill alsobe swapped,which

representasymmetryinvolving bothinputsandoutputs.

3. Outputsymmetriesthatareindependentof theinputs: if two setsof outputvertices

connectto exactly the sameterm vertices,thenthe outputverticesin the two sets

canbeswapped,whichrepresentoutputsymmetries.In thiscase,no termswapping

is involved,sotheinputsareunaffected.

7.2.3 GeneratingSymmetriesfr om Symmetry Generators

The symmetrydetectorSaucy returnssymmetrygenerators.To producesymmetries

thatcanbeusedfor rewiring, wedesignasymmetry generationalgorithm,whichis shown

in Figure7.3. In thealgorithm,generators is asetwhichcontainsall thesymmetrygener-

atorsreturnedby Saucy, andthreesetsof symmetriesareused.They areold sym, cur sym

andnew sym. Initially, cur symcontainstheidentitysymmetry(i.e.,asymmetrythatmaps
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to itself), andbothold symandnew symareempty. Thealgorithmloopsuntil cur symis

empty, meaningthatall thesymmetrieshavebeengenerated;or count is largerthan1000,

meaningthat1000symmetrieshavebeengenerated.As aresult,atmost1000symmetries

will be tried for a setof symmetrygeneratorsto limit thecomplexity of rewiring. When

theloop �nishes,old symwill containall thesymmetriesgeneratedusingthegenerators.

Functionsymmetry generation(generators)
1 do
2 foreachsym2 cur sym
3 foreachgen2 generators
4 for i = 1 to 2 do
5 nsym= (i == 1)?gen� sym: sym� gen;
6 if (!nsym2 (old sym[ cur sym[ new sym))
7 new sym= new sym[ nsym;
8 count = count + 1;
9 old sym= old sym[ cur sym;

10 cur sym= new sym;
11 new sym:clear() ;
12 while (!cur sym:empty() andcount < 1000);
13 returnold sym;

Figure7.3: Oursymmetrygenerationalgorithm.

7.2.4 Discussion

Comparedwith othersymmetry-detectionmethods,the symmetrydetectorproposed

in our work hasthe following advantages:(1) it candetectall possibleinput andoutput

symmetriesof a function, includingmulti-variable,higher-orderandphase-shiftsymme-

tries;and(2) symmetrygeneratorsareusedto representthesymmetries,which make the

relationshipbetweeninput andoutputsymmetriesvery clear. Thesecharacteristicsmake

theuseof thesymmetrieseasierthanothermethodsthatenumerateall symmetrypairs.

While evaluatingour algorithm,we observedthatSaucy is moreef�cient whenthere

arefew or nosymmetriesin thegraph;in contrast,it takesmoretimewhentherearemany
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symmetries.For example,theruntimeof a randomlychosen16-inputfunctionis 0.11sec

becauserandomfunctionstypically have no symmetries.However, it takes9.42 secto

detectall symmetriesof the16-inputXOR function. Runtimesfor 18 inputsare0.59sec

and92.39sec,respectively.

7.3 Post-PlacementRewiring

This sectiondescribesa permutative rewiring techniquethat usessymmetriesof ex-

tractedsubcircuitsto reducewirelength.Implementationinsightsandfurtherdiscussions

arealsogiven.

7.3.1 PermutativeRewiring

After placement,symmetriescanbeusedto rewire thenetlistto reducethewirelength.

This is achievedby reconnectingpins accordingto the symmetriesfound in subcircuits,

andthesesubcircuitsareextractedasfollows.

1. We representthenetlistby a hypergraph,wherecellsarerepresentedby nodesand

netsarerepresentedby hyper-edges.

2. For eachnodein the hypergraph,we performBreadth-FirstSearch(BFS) starting

from thenode,andusethe�rst n nodestraversedassubcircuits.

3. Similarly, we performDepth-FirstSearch(DFS) andextract subcircuitsusingthe

�rst m nodes.

In our implementation,we performBFS extraction4 timeswith n from 1 to 4, and

DFS twice with m from 3 to 4. This processis capableof extractingvarioussubcircuits
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suitablefor rewiring. In addition to logically connectedcells, min-cut placerssuchas

Capo[3, 21] producea hierarchicalcollectionof placementbins (buckets) that contain

physicallyadjacentcells,andthesebinsarealsosuitablefor rewiring. Currently, we also

usesubcircuitscomposedof cells in every half-bin and full-bin in our rewiring. After

subcircuitsareextracted,we performsymmetrydetectionon thesesubcircuits.Next, we

reconnectthewiresto theinputsandoutputsof thesesubcircuitsaccordingto thedetected

symmetriesin orderto optimizewirelength.

Thereasonwhy multiplepasseswith differentsizesof subcircuitsareusedis thatsome

symmetriesin smallsubcircuitscannotbedetectedin largersubcircuits.For example,in

Figure7.4, if thesubcircuitcontainsall thegates,only symmetriesbetweenx, y, z andw

canbedetected,andtherewiring opportunityfor p andq will be lost. By usingmultiple

passesfor symmetrydetection,moresymmetriescanbeextractedfrom thecircuit.

Figure7.4:Rewiring opportunitiesfor p andq cannotbedetectedby only consideringthe
subcircuitshown in this �gure. To rewire p andq, asubcircuitwith p andq as
inputsmustbeextracted.

Therewiring algorithmcanbeeasilyextendedto utilize phase-shiftsymmetry:if the

wirelengthis shorterafterthenecessaryinvertersareinsertedor removed,thenthecircuit

is rewired. It canalsobeusedto reducethedelayoncritical paths.
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7.3.2 Implementation Insights

Duringimplementation,weobservedthatfor subcircuitswith asmallnumberof inputs

andoutputs,it is moreef�cient to detectsymmetriesby enumeratingall possiblepermu-

tationsusingbit operationson the truth table. That is becausetherequiredpermutations

canbeimplementedwith justa few linesof C++ code,makingthis techniquemuchfaster

thanbuilding the graphfor Saucy. We call this algorithmnaivesymmetrydetection. To

further reduceits runtime,we limit the algorithmto detect�rst-order symmetriesonly.

In our implementation,naive symmetrydetectionis usedon subcircuitswith numberof

inputslessthan11 andnumberof outputslessthan3. Experimentalresultsshow thatthe

runtimecanbereducedby morethanhalf with almostno lossin quality, which is because

the lost rewiring opportunitiescanberecoveredin larger subcircuitswhereSaucy-based

symmetrydetectionis used.

7.3.3 Discussion

Our rewiring techniquesdescribedsofar usepermutationalsymmetries.Herewe de-

scribetwo applicationsof phase-shiftsymmetries.

1. Theability to handlephase-shiftsymmetriesmay reduceinterconnectby enabling

permutationalsymmetries,astheMUX examplein Figure7.1(b)shows.

2. Phase-shiftsymmetriessupportmetal�x of logic errorsinvolving only inversionsof

signals:by reconnectingcertainwires,signalsmaybeinverted.

Comparedwith other rewiring techniques,the advantagesof our techniquesinclude

thefollowing:
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1. Our rewiring techniquespreserve placement,thereforethe effects of any change

areimmediatelymeasurable.As a result,our methodsaresafeandcanbeapplied

with every �o w. In otherwords,theirapplicationcanonly improvetheoptimization

objectiveandnever worsensit. This characteristicis especiallydesirablein highly-

optimizedcircuitsbecausechangesin placementsmaycreatecell overlaps,andthe

legalizationprocessto removetheseoverlapsmayaffectmultiplegates,leadingto a

deteriorationof theoptimizationgoal.

2. Ourtechniquessupportpost-siliconmetal�x, whichallowsreuseof transistormasks

andcansigni�cantly reducerespincost.

3. The correctnessof our optimizationscan be veri�ed easily using combinational

equivalencechecking.

4. Our techniquescanoptimizea broadvarietyof objectives,aslong astheobjectives

canbeevaluatedincrementally.

Thelimitationsof our rewiring techniquesinclude:

1. Theperformancevarieswith eachbenchmark,dependingonthenumberof symme-

triesthatexist in adesign.Thereforeimprovementis notguaranteed.

2. Whenoptimizing wirelength,the ratio of improvementtendsto reducewhende-

signsgetlarger. Sincepermutativerewiring is alocaloptimization,it cannotshorten

globalnets.
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7.4 Experimental Results

Our implementationwaswritten in C++, andthetestcaseswereselectedfrom ITC99,

ISCAS andMCNC benchmarks.To betterre�ect modernVLSI circuits, we chosethe

largesttestcasesfrom eachbenchmarksuite,andaddedseveral small andmediumones

for completeness.Our experimentsusedthemin-cutplacerCapo.Theplatformusedwas

Fedora2 Linux on aPentium-4workstationrunningat2.26GHzwith 512MRAM.

We convertedevery testcasefrom BLIF to the Bookshelfplacementformat (.nodes

and.nets�les) usingthe converterprovided in [22, 132]. We reporttwo differenttypes

of experimentalresultsin this section,including thenumberof symmetriesdetectedand

rewiring. A �o w chartof ourexperimentson symmetrydetectionandrewiring is givenin

Figure7.5.

Figure7.5: Flow chartof our symmetrydetectionandrewiring experiments.
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7.4.1 SymmetriesDetected

The �rst experimentevaluatesthe symmetriesfound in the benchmarks,andthe re-

sultsaresummarizedin Table7.2. In thetable,“numberof subcircuits”is thenumberof

subcircuitsextractedfrom thebenchmarkfor symmetrydetection.“Input” is thenumber

of subcircuitswhich containinput symmetries,and“phase-shiftinput” is the numberof

subcircuitsthatcontainphase-shiftinput symmetries.“Output” and“phase-shiftoutput”

areusedin a similar way. “Input andoutput” aresubcircuitsthatcontainsymmetriesin-

volving both inputsandoutputs.Thenumberof symmetriesfound in thecircuitscanbe

usedto predicttheprobabilityof �nding rewiring opportunities:at least66%of thesub-

circuitscontainpermutationalinput symmetriesandaresuitablefor rewiring. It canalso

beobservedthatalthoughoutputsymmetriesdo not happenasoftenasinput symmetries,

theirnumberis notnegligible andrewiring techniquesshouldalsotakeoutputsymmetries

into consideration.

7.4.2 Rewiring

In the rewiring experiments,wirelengthreductionwas calculatedagainstthe origi-

nal wirelengthafter placementusinghalf-perimeterwirelength. The secondexperiment

comparesthe wirelengthreductiongainedfrom rewiring anddetailedplacement.It also

comparesthewirelengthreductionof rewiring beforeandafterdetailedplacement.These

resultsaresummarizedin Table7.3 andTable7.4, respectively. The maximumnumber

of inputsallowedfor symmetrydetectionwas16 in this experiment.FromTable7.3, it is

foundthatourmethodcaneffectively reducewirelengthby approximately3.7%,which is

comparableto theimprovementdueto detailed-placement.
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Table7.2: Numberof symmetriesfoundin benchmarkcircuits.
Benchmark Number Symmetries

of Input Phase- Output Phase- Input
subcircuits shift shift and

input output output
ALU2 876 855 120 249 126 211
ALU4 15933 15924 242 1245 243 1244
B02 143 130 18 22 15 21
B10 1117 1015 160 201 137 170
B17 198544 190814 23789 32388 17559 24474

C5315 20498 19331 9114 5196 4490 4145
C7552 28866 26626 12243 7540 6477 5895
DALU 16665 15506 6632 3272 2550 2852

I10 14670 14165 4298 3710 2929 2516
S38417 141241 126508 75642 64973 59319 61504
S38584 122110 117084 55966 35632 29661 33655

Average 100% 94% 28% 23% 18% 20%
Row “Average”showstheaveragepercentagesof subcircuitsthatcontainaspeci�c symmetrytype.
For example,thenumberin thelastrow of thethird columnmeans94%of thesubcircuitscontain
at leastoneinputsymmetry.

Table7.4 shows that the wirelengthreductionis a little bit smallerwhenrewiring is

usedafterdetailedplacement,suggestingthatsomerewiring opportunitiesinterferewith

optimizationfrom detailedplacement.For example,detailedplacementperforms�ipping

of cells,which may interferewith permutative rewiring if the inputsof thecell aresym-

metric. However, the differenceis very small, showing that wirelengthreductionfrom

rewiring is mostlyindependentof detailedplacement.

Thethird experimentevaluatestherelationshipbetweenthenumberof inputsallowed

in symmetrydetection,wirelengthreductionandruntime. In orderto show the trueper-

formanceof Saucy-basedsymmetrydetection,the useof naive symmetrydetectionwas

turnedoff in thisexperiment.Sinceoursymmetry-detectionmethodis mostef�cient with

small numberof inputs, this relationshiprepresentsthe trade-off betweenperformance

andruntime. Empirical resultsareshown in Table7.5, wherethe numbersareaverages
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Table7.3:Wirelength reduction and runtime comparisonsbetweenrewiring, detailed
placementandglobalplacement.

Benchmark Wirelength Wirelengthreduction Runtime(seconds)
Rewiring Detailed Rewiring Detailed Global

placement placement placement
ALU2 5403.29 3.21% 8.98% 2.6 0.2 3.6
ALU4 35491.38 9.02% 3.54% 15.2 3.0 27.2
B02 142.90 8.29% 0.00% 2.8 0.4 0.1
B10 1548.28 5.04% 3.89% 7.2 0.1 1.0
B17 367223.20 2.92% 2.28% 350.6 32.6 206.2

C5315 30894.06 1.76% 1.52% 17.39 3.0 3.2
C7552 39226.30 1.71% 1.57% 23.8 4.0 2.8
DALU 20488.84 2.79% 3.46% 13.2 2.6 2.6

I10 50613.84 2.11% 2.05% 15.6 2.6 29.0
S38417 129313.20 2.01% 2.05% 180.8 22.2 17.2
S38584 174232.80 2.51% 2.27% 157.8 20.6 46.0

Average 77689 3.70% 2.87% 30.8 8.3 71.5

of all the benchmarks.Theseresultsindicatethat the longerthe rewiring programruns,

the betterthe reductionwill be. However, mostimprovementoccurswith small number

of inputsandcanbeachievedquickly. In addition,recentfollow-up work by Chaiet al.

[27] showedhow to simplify thegraphsthatrepresentlogic functionsin orderto speedup

symmetrydetection.Their techniquescanmakeoursymmetrydetectorrunfasterandthus

furtherimprovetherewiring qualitygiventhesameamountof time.

Wealsoappliedour rewiring techniquesto theOpenCoressuite[131] in theIWLS'05

benchmarks[138], and we performedrouting to measurethe wirelengthreductionfor

routedwires. The resultsshow that our pre-routingoptimizationstransforminto post-

routingwirelengthreductioneffectively. Furthermore,weobservethatvia countscanalso

bereducedby our optimizations.Theseresultsshow thatour rewiring techniquesareef-

fectivein reducingwirelengthandnumberof vias,andthey canbothreducemanufacturing

defectsandimproveyield. Reducingvia countis especiallyimportantin deepsubmicron
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Table7.4: Theimpactof rewiring beforeandafterdetailedplacement.
Benchmark Wirelengthreduction Runtime(seconds)

Before After Before After
detailed detailed detailed detailed

placement placement placement placement
ALU2 3.49% 3.21% 3.4 3.6
ALU4 9.38% 9.02% 27.2 27.2
B02 8.29% 8.29% 0.2 0.2
B10 4.78% 5.04% 0.8 1.0
B17 3.00% 2.92% 199.6 206.2

C5315 1.71% 1.76% 3.6 3.2
C7552 1.82% 1.71% 2.6 2.8
DALU 2.90% 2.19% 2.8 2.6

I10 2.05% 2.11% 29.2 29.0
S38417 2.04% 2.01% 18.0 17.2
S38584 2.50% 2.51% 46.2 46.0

Average 3.82% 3.70% 30.3 30.8

erabecauseviasarea majorcauseof manufacturingfaults. Detailedresultsarereported

in [33].

7.5 Summary

In this chapterwe presenteda new symmetry-detectionmethodologyandappliedit

to post-placementrewiring. Comparedwith other symmetry-detectiontechniques,our

Table7.5:The impactof thenumberof inputsallowedin symmetrydetectionon perfor-
manceandruntime.

Numberof Runtime Wirelength
inputsallowed (seconds) reduction

2 2.90 1.06%
4 4.30 2.58%
6 7.07 3.12%
8 14.98 3.50%
10 28.03 3.63%
12 41.34 3.72%
14 59.85 3.66%
16 82.30 3.68%
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methodidenti�es more symmetries,including multi-variablepermutationaland phase-

shift symmetriesfor bothinputsandoutputs.This is importantin circuit rewiring because

moredetectedsymmetriescreatemorerewiring opportunities.

Our experimentalresultson commoncircuit benchmarksshow thatthewirelengthre-

ductionis comparableandorthogonalto thereductionprovidedby detailedplacement—

the reductionachieved by our methodperformedbeforeandafter detailedplacementis

similar. Thisshowsthatour rewiring methodis veryeffective,andit shouldbeperformed

afterdetailedplacementfor thebestresults.Whenapplied,weobserveanaverageof 3.7%

wirelengthreductionfor theexperimentalbenchmarksevalauted.

In summary, therewiring techniquewe presentedhasthefollowing advantages:(1) it

doesnot alter theplacementof any standardcells, thereforeno cell overlapsarecreated

andimprovementsfrom changescanbeevaluatedreliably; (2) it canbeappliedto avariety

of existing design�o ws; (3) it canoptimizea broadvariety of objectives,suchasdelay

andpower, aslong asthey canbeevaluatedincrementally;and(4) it caneasilyadaptto

othersymmetrydetectors,suchas the detectorsproposedby Chai et al. [26, 27]. On

the otherhand,our techniquehassomelimitations: (1) its performancedependson the

speci�c designbeingoptimizedandthereis noguaranteeof wirelengthreduction;and(2)

theimprovementtendsto decreasewith largerdesigns,similar to whathasbeenobserved

from detailedplacement.
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CHAPTER VIII

Bug TraceMinimization

Finding the causeof a bug canbe oneof the most time-consumingactivities in de-

signveri�cation. This is particularlytruein thecaseof bugsdiscoveredin thecontext of

a randomsimulation-basedmethodology, wherebug traces,or counterexamples,maybe

severalhundredthousandcycleslong. In this chapterwe describeButramin,a bug trace

minimizer. Butraminconsidersa bug traceproducedby a randomsimulatoror a semi-

formal veri�cation softwareandproducesanequivalenttraceof shorterlength.Butramin

appliesa rangeof minimizationtechniques,deploying bothsimulation-basedandformal

methods,with theobjective of producinghighly reducedtracesthatstill exposetheorig-

inal bug. We evaluatedButraminon a rangeof designs,including thepublicly available

picoJava microprocessor, andbug tracesup to onemillion cycleslong. Our experiments

show thatin mostcasesButraminis ableto reducetracesto asmallfractionof their initial

sizes,in termsof cycle lengthandsignalsinvolved. The minimized tracescangreatly

facilitatebug analysis.In addition,they canalsobeusedto reduceregressionruntime.

98



8.1 Background and Previous Work

Researchon minimizingpropertycounterexamplesor, moregenerally, bug traces,has

beenpursuedbothin thecontext of hardwareandsoftwareveri�cation. Beforediscussing

thesetechniques,we �rst givesomepreliminarybackground.

8.1.1 Anatomy of a Bug Trace

A bug stateis an undesirablestatethat exposesa bug in the design. Dependingon

the natureof the bug, it canbe exposedby a uniquestate(a speci�c bug con�guration)

or any oneof severalstates(a generalbug con�guration),asshown in Figure8.1. In the

�gure, supposethat thex-axisrepresentsonestatemachinecalledFSM-X andthey-axis

representsanothermachinecalledFSM-Y. If a bug occursonly whena speci�c statein

FSM-X anda speci�c statein FSM-Y appearsimultaneously, thenthebug con�guration

will be a very speci�c single point. On the otherhand,if the bug is only relatedto a

speci�c statein FSM-X but it is independentof FSM-Y, thenthe bug con�guration will

beall stateson thevertical line intersectingtheonestatein FSM-X. In this case,thebug

con�gurationis verybroad.

Figure8.1:An illustration of two typesof bugs, basedon whetherone or many states
exposea givenbug. The x-axis representsFSM-X andthe y-axis represents
FSM-Y. A speci�c bug con�guration containsonly onestate,while a general
bug con�gurationcontainsmany states.
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Givena sequentialcircuit andaninitial state,a bug traceis a sequenceof testvectors

thatexposesa bug, i.e., causesthecircuit to assumeoneof thebug states.The lengthof

thetraceis thenumberof cyclesfrom theinitial stateto thebugstate,andaninputeventis

achangeof aninputsignalataspeci�c clockcycleof thetrace.Oneinputeventis consid-

eredto affect only a singleinput bit. An input variableassignmentis a valueassignment

to an input signalat a speci�c cycle. The term input variable assignmentis usedin the

literaturewhentracesaremodeledassequencesof symbolicvariableassignmentsat the

design's inputs.Thenumberof input variableassignmentsin a traceis theproductof the

numberof cyclesandthenumberof inputs. A checker signal is a signalusedto detecta

violation of a property. In otherwords,if thesignalchangesto a speci�c value,thenthe

propertymonitoredby thechecker is violated,anda bug is found. Theobjective of bug

traceminimizationis to reducethenumberof inputeventsandcyclesin atrace,while still

detectingthecheckerviolation.

Example3 Considera circuit with threeinputsa, b andc, initially setto zero. Suppose

that a bug trace is availablewhere a and c are assignedto 1 at cycle1. At cycle2, c

is changed to 0 and it is changed back to 1 at cycle3, after which a checker detectsa

violation. In this situationwecountfour input events,twelveinput variableassignments,

andthreecyclesfor our bug trace. Theexampletraceis illustratedin Figure8.2.

Anotherview of abug traceis apathin thestatespacefrom theinitial stateto thebug

state,asshown in Figure8.3.By construction,formalmethodscanoften�nd theminimal

lengthbug traceasshown in the dottedline. Thereforewe focusour minimizationon

semi-formalandconstrained-randomtracesonly. However, if Butramin is appliedto a
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Figure8.2:A bug traceexample. The boxesrepresentinput variableassignmentsto the
circuit ateachcycle,shadedboxesrepresentinputevents.This tracehasthree
cycles,four inputeventsandtwelve input variableassignments.

traceobtainedwith a formal technique,it may still be possibleto reducethe numberof

inputeventsandvariableassignments.

Figure8.3:Anotherview of a bug trace. Threebug statesareshown. Formal methods
often �nd the minimal lengthbug trace,while semi-formalandconstrained-
randomtechniquesoftengeneratelongertraces.

8.1.2 Known Techniquesin HardwareVeri�cation

Traditionally, a counterexamplegeneratedby BMC reportsthe input variableassign-

mentsfor eachclock cycle andfor eachinput of thedesign.However, it is possible,and

common,thatonly aportionof theseassignmentsarerequiredto falsify theproperty. Sev-

eraltechniquesthatattemptto minimizethetracecomplexity havebeenrecentlyproposed,

for instance,Ravi et al. [98]. To this endthey proposetwo techniques:brute-forcelifting

(BFL), which attemptsto eliminateonevariableassignmentat a time, andan improved

variantthat eliminatesvariablesin sucha way so asto highlight the primaryeventsthat
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led to thepropertyfalsi�cation. Thebasicideaof BFL is to considerthefreevariablesof

thebugtrace,thatis,all inputvariableassignmentsin everycycle. For eachfreevariablev,

BFL constructsaSAT instanceSAT(v), to determineif v canpreventthecounterexample.

If that is not the case,thenv is irrelevant to the counterexampleandcanbe eliminated.

Becausethis techniqueminimizesBMC-derived traces,its focusis only on reducingthe

numberof assignmentsto the circuit's input signals. Moreover, eachsingleassignment

eliminationrequiressolvingadistinctSAT problem,which maybecomputationallydif�-

cult. More recentwork in [103] further improvestheperformanceof BFL by attempting

theeliminationof setsof variablessimultaneously. Our techniquefor removing individual

variableassignmentsis similar to BFL asit seeksto removeanassignmentby evaluatinga

traceobtainedwith theoppositeassignment.However, we applythis techniqueto longer

tracesobtainedwith semi-formalmethodsandwe performtestingvia resimulation.

Anothertechniqueappliedto modelcheckingsolutionsis by Gastinet al. [55]. Here

thecounterexampleis convertedto a Büchi automatonanda depth-�rst searchalgorithm

is usedto �nd aminimalbug trace.Minimizationof counterexamplesis alsoaddressedin

[66], wherethedistinctionbetweencontrolanddatasignalsis exploited in attemptingto

eliminatedatasignals�rst from thecounterexample.

All of thesetechniquesfocusonreducingthenumberof inputvariableassignmentsto

disprove the property. Becausethe counterexampleis obtainedthrougha formal model

checker, thenumberof cyclesin thebug traceis minimalby construction.Butramin'sap-

proachconsidersa moregeneralcontext wherebug tracescanbegeneratedby simulation

or semi-formalveri�cation software,attackingmuchmorecomplex designsthanBMC-
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basedtechniques.Therefore,(1) tracesarein generalordersof magnitudelongerthanthe

onesgeneratedby BMC; and(2) thereis muchpotentialfor reducingthetracein termsof

numberof clockcycles,asour experimentalresultsindicate.On thedownside,theuseof

simulation-basedtechniquesdoesnot guaranteethat the resultsobtainedareof minimal

length.As theexperimentalresultsin Section8.5indicate,however, ourheuristicsprovide

in practiceoptimalresultsfor mostbenchmarks.

Aside from minimizationof bug tracesgeneratedusing formal methods,techniques

thatgeneratetracesby randomsimulationhavealsobeenexploredin thecontext of hard-

wareveri�cation. Onesuchtechniqueis by Chenet al. [43] andproceedsin two phases.

The �rst phaseidenti�es all the distinct statesof the counterexampletrace. The second

phaserepresentsthe traceasa stategraph: it appliesonestepof forward statetraversal

[48] to eachof theindividualstatesandaddstransitionedgesto thegraphbasedon it. Di-

jkstra'sshortestpathalgorithmis appliedto the�nal graphobtained.Thisapproach,while

very effective in minimizing the tracelength (the numberof clock cycles in the trace),

(1) doesnot considereliminationof input variableassignments,and(2) makesheavy use

of formalstate-traversaltechniques,whicharenotoriouslyexpensivecomputationallyand

canusuallybe appliedonly to small-sizedesigns,as indicatedalsoby the experimental

resultsin [43].

8.1.3 Techniquesin Software Veri�cation

The problemof traceminimizationhasbeena focusof researchalsoin the software

veri�cation domain.Softwarebug tracesarecharacterizedby involving avery largenum-

berof variablesandvery long sequencesof instructions.Thedeltadebuggingalgorithm
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[58] is fairly popularin thesoftwareworld. It simpli�es a complex softwaretraceby ex-

tracting the portion of the tracethat is relevant to exposingthe bug. Their approachis

basedexclusively on resimulation-basedexplorationandit attacksthe problemby parti-

tioning thetrace(which in this caseis a sequenceof instructions)andcheckingif any of

the componentscanstill exposethe bug. The algorithmwasableto greatlyreducebug

tracesin Mozilla, a popularwebbrowser. A recentcontribution thatdraws uponcounter-

examplesfound by modelcheckingis by Groceet al. [57]. Their solution focuseson

minimizing a tracewith respectto theprimitiveconstructsavailablein thelanguageused

to describethe hardwareor softwaresystemandon trying to highlight the causesof the

errorin thecounterexample,soasto produceasimpli�ed tracethatis moreunderstandable

by asoftwaredesigner.

8.2 Analysisof Bug Traces

In this section,we analyzethe characteristicsof bug tracesgeneratedusingrandom

simulation,pointingout theoriginsof redundancy in thesetracesandproposehow redun-

dancy canbe removed. In general,redundancy exists becausesomeportionsof the bug

tracemay be unrelatedto the bug, theremay be loopsor shortcutsin the bug trace,or

theremaybeanalternativeandshorterpathto thebug. Two examplesaregivenbelow to

illustratetheidea,while thefollowing subsectionsprovideadetailedanalysis.

Example4 Intel's �r st-generationPentiumprocessorincludeda bug in the�oating-point

unit which affectedtheFDIV instruction.Thisbug occurredwhenFDIV wasusedwith a

speci�csetof operands.If therehadbeena checker testingfor thecorrectnessof theFDIV

operationduringthesimulation-basedveri�cation of theprocessor, it is veryprobablethat
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a bugtraceexposingthisproblemmaybemanycycleslong. However, onlya smallportion

of therandomprogramwouldhavebeenusefulto exposetheFDIV bug, whilethemajority

of other instructionscanbeeliminated.Theredundancyof thebug tracecomesfromthe

cyclesspenttestingother portionsof the design,which are unrelatedto the �awed unit

andcanthusberemoved.

Example5 Supposethat the designunder test is a FIFO unit, and a bug occurs every

time the FIFO is full. Also assumethat there is a pseudo-randombug tracecontaining

bothreadandwrite operationsuntil the tracereachesthe“FIFO full” state. Obviously,

cyclesthat readdatafromtheFIFO canberemovedbecausethey createstatetransitions

thatbring thetraceawayfromthebugcon�guration insteadof closerto it.

8.2.1 Making TracesShorter

In general,a tracecanbe madeshorterif any of the following situationsarise: (a) it

containsloops;(b) therearealternativepaths(shortcuts)betweentwo designstates;or (c)

thereis anotherstatewhichexposesthesamebugandcanbereachedearlier.

Figure8.4:A bug tracemaycontainsequentialloops,which canbeeliminatedto obtain
anequivalentbut morecompacttrace.

The �rst situationis depictedschematicallyin Figure8.4. In randomsimulation,a
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statemaybevisitedmorethanonce,andsuchrepetitivestateswill form loopsin thebug

trace.Identifyingsuchloopsandremoving themcanreducethelengthof thebug trace.

Figure8.5:Arrow 1 showsashortcutbetweentwo statesonthebugtrace.Arrowsmarked
“2” show pathstoeasier-to-reachbugstatesin thesamebugcon�guration(that
violatesthesameproperty).

In thesecondcase,theremaybeashortcutbetweentwo statesasindicatedby arrow 1

in Figure8.5,whichmeansanalternativepathmayexist from astateto anotherstateusing

fewer cycles.Suchsituationsmayarisein randomtracesfrequentlybecauseconstrained-

randomsimulationoftenselectstransitionsarbitrarily andit is possiblethat longerpaths

aregeneratedin placeof shorterones.

Thethird conditionoccurswhenmultipledesignstatesexist thatexposethesamebug,

andsomeof themcanbereachedin fewer stepscomparedto theoriginal one,asshown

by arrowsmarked“2” in Figure8.5. If apathto thosestatescanbefound,it is possibleto

replacetheoriginalone.

A heuristicapproachthatcanbeeasilydevisedto searchfor alternative shortertraces

is basedongeneratingperturbationsonagiventrace.A bugtracecanbeperturbedlocally

or globally to �nd shortcutsor a pathto analternative bug state.In a local perturbation,

cyclesor input eventsareaddedor removedfrom anoriginal trace.As mentionedprevi-

ously, randomsimulationselectsstatetransitionsin a pseudo-randomfashion. By local
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perturbation,alternative transitionscanbe exploredandshorterpathsto a tracestateor

to anotherstateexposingthe bug may be found. In a global perturbation, a completely

new traceis generated,andthetracecanbeusedto replacetheoriginaloneif it is shorter.

Onereasonwhy perturbationhasthepotentialto work effectively onrandomtracesis that

a pseudo-randomsearchtendsto do a large amountof local exploration,comparedto a

formal tracethatprogressesdirectly to a bug. Becauseof this, opportunitiesof shortcuts

within a traceabound.

8.2.2 Making TracesSimpler

After all redundantcyclesareremoved,many inputeventsmaystill beleft. For exam-

ple, if a circuit has100 inputsanda bug traceis 100cycleslong, thereare10,000input

variableassignmentsin thetrace.However, not all assignmentsarerelevantto exposethe

bug. Moreover, redundanteventsincreasethecomplexity of interpretingthe tracein the

debuggingphase.Thereforeit is importantto identify andremovesuchredundancy.

We envision two waysof simplifying the input assignmentsin a trace: by removing

inputeventsandby eliminatingassignmentsthatarenotessentialto reachourgoal. In this

latterapproach,inputassignmentscanbemarkedasessentialor not,basedontheir impact

in exposingthebug. By removing nonessentialinputvariableassignments,theanalysisof

thebug traceduringdebuggingcanbemademuchsimpler. For example,a tracewith two

inputeventswill bemucheasierto analyzethana tracewith 10,000inputevents.
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8.3 ProposedTechniques

Basedon our analysis,we proposeseveral techniquesto minimize a bug trace. In

this sectionwe �rst provide an overview of thesetechniques,andthenwe discusseach

techniquein detail.

1. Single-cycleeliminationshortensa bug traceby resimulatinga variantof the trace

which includesfewersimulationcycles.

2. Alternativepath to bug is exploited by detectingwhen changesmadeon a trace

produceanalternative,shorterpathto thebug.

3. Stateskip identi�es all theuniquestatecon�gurationsin a trace. If thesamestate

occursmorethanonce,it indicatesthepresenceof a loop betweentwo states,and

thetracecanbereduced.

4. BMC-basedre�nementattemptsto further reducethe tracelengthby searchinglo-

cally for shorterpathsbetweentwo tracestates.

In addition,weproposethefollowing techniquesto simplify traces:

1. Input-event elimination attemptsto eliminate input events,by resimulatingtrace

variantswhich involvefewer inputevents.

2. Essentialvariableidenti�cation usesthree-valuesimulationto distinguishessential

variableassignmentsfrom nonessentialones,andmarksthenonessentialswith “X”.

3. Indirectly, all cycle removal techniquesmayalsoremoveredundantinputevents.

A bug tracecan be perturbedby either addingor removing cycles or input events.

However, trying all possibilitiesis unfeasible. Sincethe purposeof minimization is to
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reducethe numberof cyclesand input events,we only useremoval in the hopeto �nd

shorterandsimplertraces.Our techniquesareappliedin the following order: Butramin

�rst tries to shortena traceby removing certainclock cyclesandsimulatingsuchtrace

variants,afterwhich it tries to reducethenumberof input events.While analyzingeach

perturbedtrace,the two techniquesof alternative pathto bug andstateskip monitor for

loopsandshorterpaths.Oncethesetechniquesrunoutof steam,Butraminappliesaseries

of BMC re�nements.TheBMC searchis localizedsothatwenevergeneratecomplex SAT

instancesfor SAT solving,which could becomethe bottleneckof Butramin. If our SAT

solver timesout on someBMC instances,we simply ignoresuchinstancesandpotential

tracereductionssincewedo notnecessarilyaim for theshortesttraces.

8.3.1 Single-CycleElimination

Single-cycleeliminationis anaggressivebut ef�cient wayto reducethelengthandthe

numberof input eventsin a bug trace. It tentatively removesa wholecycle from thebug

traceandchecksif thebugis still exposedby thenew tracethroughresimulation,in which

casethe new shortertracereplacesthe old one. This procedureis appliediteratively on

eachcycle in thetrace,startingfrom cycle 1 andprogressingto theendof thetrace.The

reasonwestartfrom the�rst simulationcycle is thatperturbingearlystagesof a tracehas

a betterchanceto explorestatesfar away from theoriginal trace.Thelatera removal the

lesstheopportunityto visit statesfar away from theoriginal trace.

Example6 Considerthetraceof Example3. During the�r st step,single-cycleelimina-

tion attemptsto removecycle1. If thenew tracestill exposesthebug, weobtaina shorter

bug tracewhich is only two cycleslong andhastwo inputevents,asshownin Figure8.6.
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Notethat it is possiblethatsomeinputeventsbecomeredundantbecauseof cycleelimina-

tion, as it is thecasein this examplefor theeventon signalc at cycle2. This is because

the previoustransitionon c wasat cycle1, which hasnow beenremoved. After events

which havebecomeredundantare eliminated,single-cycleeliminationcanbeappliedto

cycle2 and3, iteratively.

Figure8.6:Single-cycle eliminationattemptsto remove individual tracecycles,generat-
ing reducedtraceswhich still exposethebug. This exampleshows a reduced
tracewherecycle1 hasbeenremoved.

To reduceButramin'sruntime,weextendsingle-cycleeliminationto work with several

cyclesat once.Whenthreeconsecutive cyclesareeliminatedoneby one,Butraminwill

try to eliminatepairsof consecutivecycles.If thatsucceeds,thenext attemptwill consider

twice asmany cycles. If it fails, thenumberof cyclesconsideredat oncewill behalved.

This adaptivecycleeliminationtechniquecandynamicallyextendits “window size” to

quickly eliminatelargesequencesof cycleswhenthis is likely, but will roll backto single-

cycle removal otherwise.

Notethat,whendependency existsbetweenblocksof cycles,removing a singlecycle

at a time may invalidatethe bug trace. For example,removing any cycle within a PCI-

X transactionwill almostalwayscorruptthetransaction,renderingthebug traceuseless.

This problemcanbe addressedby removing whole transactionsinsteadof cycles. With

someextra inputsfrom theuserto help identify transactionboundaries,Butramincanbe

110



easilyadaptedto handletransaction-basedtraces.

8.3.2 Input-Event Elimination

Input-event elimination is the basictechniqueto remove input eventsfrom a trace.

It tentatively generatesa varianttracewhereoneinput event is replacedby the comple-

mentaryvalueassignment.If the varianttracestill exposesthe bug, the input event can

be removed. In addition, the event immediatelyfollowing on the samesignalbecomes

redundantandcanberemovedaswell.

Example7 Consideronceagain the traceof Example3. Theresultafter eliminationof

input eventc at cycle1 is shownin Figure 8.7. Notethat the input eventon signal c at

cycle2 becomesredundantandit is alsoeliminated.

Figure8.7: Input-event elimination removespairs of events. In the example,the input
eventsonsignalc at cycle1 and2 areremoved.

8.3.3 Alter nativePath to Bug

An alternative pathto bug occurswhena varianttracereachesa statethat is different

from the �nal stateof the trace,but it alsoexposesthe samebug. The alternative state

mustobviously bereachedin fewer simulationstepsthanin theoriginal trace.As shown

in Figure8.8, if statesj2, reachedat time t2 by the variant trace(shown at the bottom)

exposesthebug, thenew varianttracereplacestheoriginalone.
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Figure8.8:Alternative pathto bug: thevarianttraceat thebottomhits thebug at stept2.
Thenew tracereplacestheold one,andsimulationis stopped.

8.3.4 StateSkip

Thestateskipruleis usefulwhentwo identicalstatesexist in abugtrace.Thishappens

whenthereis a sequentialloop in the traceor when,during thesimulationof a tentative

variant trace,an alternative (and shorter)path to a statein the original traceis found.

Considertheexampleshown in Figure8.9: if statessj2 andsi4 areidentical,thena new,

morecompacttracecan be generatedby appendingthe portion from stept5 andon of

the original trace,to the pre�x extractedfrom the varianttraceup to andincluding step

t2. This techniqueidenti�es all reoccurringstatesin a traceandremovescyclesbetween

them,guaranteeingthat all the statesin the �nal minimizedtraceareunique. Statesare

hashedfor fastlook-upsothatstateskipdoesnotbecomeabottleneckin execution.

Figure8.9:Stateskip: if statesj2 = si4, cyclest3 andt4 canberemoved,obtaininga new
tracewhich includesthesequence“... sj1, sj2, si5, ...”.
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8.3.5 EssentialVariable Identi�cation

We found that, after applying our minimization techniques,bug tracesare usually

muchshorter. However, many input variableassignmentsmay still be part of the trace,

andtheir relevancein exposingthebug mayvary – somemaybeessential,while others

arenot. Butraminincludesan“X-mode” featurefor �ltering out irrelevantinput variable

assignments,whereinput variableassignmentsareclassi�edasessentialor not, basedon

a 3-value(0/1/X) simulationanalysis.To implementthis technique,two bits areusedto

encodeeachsignalvalue,andeachinput assignmentat eachcycle is assignedin turn the

valueX: if the X input propagatesto the checker's outputandan X is sampledon the

checker's outputsignal,thenthe input is markedessential,andtheoriginal input assign-

ment is kept. Otherwise,the input assignmentis deemedirrelevant for the purposeof

exposingthe bug. The setof input assignmentsthat aremarked irrelevant contribute to

simplify thedebuggingactivity, sincea veri�cation engineerdoesnot needto take them

into considerationwhenstudyingthecauseof thesystem's incorrectbehavior. Wepresent

experimentalresultsindicatingthat this analysisis capableof providing substantialsim-

pli�cations to thesignalsinvolvedin analreadyreducedbug trace.

Note, �nally , that our simpli�cation technique,which relies on 3-value simulation,

is over-conservative, �agging irrelevant input assignmentsasessential.Consider, for in-

stance,thesimulationof amultiplexerwherewepropagatedanX valueto theselectinput

anda 1 valueto both datainputs. A 3-valuedlogic simulatorwould generateX at the

outputof thesimulator;however, for our purposes,thecorrectvalueshouldhave been1,

sincewe considerX to mean“don't-care”. If moreaccuracy is desiredfor this analysis,a
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hybrid logic/symbolicsimulatorcanbeusedinstead[70, 117].

Alternatively, essentialvariableidenti�cation couldbeperformedusingaBMC-based

techniquewith a pseudo-BooleanSAT solver, for instance[51, 144]. Suchsolverssatisfy

a given SAT formula with the smallestpossiblenumberof assignedvariables(maximal

numberof don't-cares).Asidefrom thesesolvers,evenmainstreamBooleanSAT solvers

canbespecializedto do this,assuggestedin [98]. Sinceassignmentsin theSAT solution

correspondto inputvariableassignmentsin thebugtrace,thoseinputvariableassignments

areobviously essential.Essentialvariableidenti�cation naturallyfollows by markingall

otherinput variableassignmentsasirrelevant. A similar ideahasbeendeployedalsoby

Lu etal. [82] to �nd a three-valuedsolutionwhich minimizesthenumberof assignments

to statevariables.

8.3.6 BMC-BasedRe�nement

This techniquecanbeusedaftersimulation-basedminimizationto furtherreducethe

lengthof abugtrace.Becauseof stateskip,afterapplyingsimulation-basedminimization,

notwo statesin atracewill bethesame.However, shorterpathsbetweenany pairof states

maystill exist. Weproposehereanapproachbasedonmodelcheckingto �nd suchpaths.

Thealgorithm,alsooutlinedin Figure8.10,considerstwo states,saysi andsj , whicharek

1 Selecttwo statessi andsj , k cyclesapart;
2 for l = 1 to k� 1 do
3 C = circuit unrolledl times;
4 TransformC into aBooleanformulaCNFc;
5 I=CNFc ^ CNFsi ^ CNFsj ;
6 if (I is satis�able)
7 return(shortcutsi ! sj , l steps);

Figure8.10:BMC-basedshortcutdetectionalgorithm.
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cyclesapartin thetraceandattemptsto �nd theshortestpathconnectingthem.This path

canthenbefoundby unrolling thecircuit from 1 to k� 1 times,assertingsi andsj asthe

initial and�nal states,andattemptingto satisfythecorrespondingBooleanformula. If we

referto theCNFformulaof theunrolledcircuit asCNFc, thenCNFc^ CNFsi ^ CNFsj is the

Booleanformulato besatis�ed. If aSAT solvercan�nd asolution,thenwehaveashortcut

connectingsi to sj . NotethattheSAT instancesgeneratedby ouralgorithmaresimpli�ed

by thefact thatCNFsi andCNFsj areequivalentto a partialsatisfyingassignmentfor the

instance.An exampleis givenin Figure8.11.

Figure8.11:BMC-basedre�nement �nds a shortcutbetweenstatesS1 andS4, reducing
theoverall tracelengthby onecycle.

Thealgorithmdescribedin Figure8.10is appliediteratively oneachpairof statesthat

arek stepsapartin thebug trace,andusingvaryingvaluesfor k from 2 to m, wherem is

selectedexperimentallysothat theSAT instancecanbesolvedef�ciently . We thenbuild

an explicit directedgraphusing the shortcutsfound by the BMC-basedre�nement and

constructthe �nal shorterpathfrom the initial stateto the bug state. Figure8.12shows

anexampleof suchgraph.Eachvertex in thegraphrepresentsastatein thestartingtrace,

edgesbetweenverticesrepresenttheexistenceof apathbetweenthecorrespondingstates,

andthe edge's weight is the numberof cyclesneededto go from the sourcestateto the
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sink. Initially, thereis an edgebetweeneachtwo consecutive vertices,and the weight

labelsare 1. Edgesare addedbetweenverticeswhen shortcutsare found betweenthe

correspondingstates,andthey arelabeledwith thenumberof cyclesusedin theshortcut.

A single-sourceshortestpathalgorithmfor directedacyclic graphsis thenusedto �nd

a shorterpathfrom the initial to the bug state. While someof the shortcutsdiscovered

by BMC maybeincompatiblebecauseof thepartialconstraintsin CNFsi andCNFsj , the

algorithmwe describeselectsan optimal setof compatibleshortcutswithin the selected

window sizem.

Although simulation-basedtechniquesareeffective, they areheuristicin natureand

may miss local optimizationopportunities.BMC-basedre�nement hasthe potentialto

improveon localoptimizationsby performingshort-rangeoptimalcycleelimination.

Figure8.12:A shortest-pathalgorithmis usedto �nd theshortestsequencefrom theinitial
stateto thebug state.Theedgesarelabeledby thenumberof cyclesneeded
to go from the sourcevertex to the sink. The shortestpathfrom state0 to
state4 in the�gure uses2 cycles.

8.4 Implementation Insights

We built a prototypeimplementationof the techniquesdescribedin theprevioussec-

tion toevaluateButramin'sperformanceandtracereductioncapabilityonarangeof digital

designs.Our implementationstrivesto simplify a traceasmuchaspossible,while pro-

viding goodperformanceat thesametime. Thissectiondiscussessomeof theinsightswe

gainedwhile constructingaButramin'sprototype.
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8.4.1 SystemAr chitecture

Thearchitectureof Butraminconsistsof threeprimarycomponents:adriverprogram,

commerciallogic simulationsoftware,anda SAT solver. The driver programis respon-

sible for (1) readingthe bug trace,(2) interfacingto the simulationtool andSAT solver

for the evaluationof thecompressedvarianttraces,and(3) �nding simpli�cations intro-

ducedin theprevioussections.Thelogic simulationsoftwareis responsiblefor simulating

testvectorsfrom thedriverprogram,notifying thesystemif thetracereachesthebug un-

derstudy, andcommunicatingbackto thedriver eachvisitedstateduring thesimulation.

BMC-basedminimizationwasimplementedusingMiniSat [51] thatanalyzestheSAT in-

stancesgeneratedby convertingtheunrolledcircuitsto CNFform usingaCNFgenerator.

Thesystemarchitectureis shown in Figure8.13.

Figure8.13:Butraminsystemarchitecture.

8.4.2 Algorithmic Analysisand PerformanceOptimizations

In theworstcasescenario,thecomplexity of oursimulation-basedtechniquesis quadratic

in thelengthof thetraceunderevaluation,andlinear in thesizeof theprimary input sig-
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nalsof thedesign.In fact,consideranm-cycle long bug tracedriving ann-input design.

Theworstcasecomplexity for ourcycle-eliminationtechniqueis O(m2), wheretheoneof

the input-eventeliminationtechniqueis O(n� m2). All theothersimulation-basedtech-

niqueshave simplercomplexity or areindependentof the sizeof the traceor design. In

orderto improvetheruntimeof Butramin,wedevelopedanextraoptimizationasdescribed

below. Experimentalresultsshow that the worst casesituationdid not occurdueto our

optimization,adaptivecycleeliminationandthenatureof practicalbenchmarks.

Theoptimizationfocuseson identifying all multiple occurrencesof a statesothatwe

canidentify whenthe simulationof a varianttracefalls into the original trace,andthen

we canavoid simulatingthelastportionof thevariant.To achieve this,we hashall states

visited by a traceand tag them with the clock cycle in which they occur. During the

simulationof variant traceswe notedthat, in somespecialconditions,we can improve

the performanceof Butraminby reducingthe simulationrequired: after the time when

the original andthe varianttracesdiffer, if a variantstatematchesa statein the original

tracetaggedby the sameclock cycle, thenwe canterminatethe variantsimulationand

still guaranteethat the variant tracewill hit the bug. In otherwords,simulationcanbe

terminatedearly becausethe result of applying the sametestvectorsafter the matched

statewill not change. We call this an early exit. As illustrated in Figure 8.14, early

exit pointsallow thesimulationto terminateimmediately. Oftensimulationscanalsobe

terminatedearlyby stateskip optimizationbecausethedestinationstateis alreadyin the

tracedatabase.Experimentalresultsshow thatthisoptimizationis crucialto theef�ciency

of simulation-basedminimizationtechniques.
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Figure8.14:Early exit. If thecurrentstatesj2 matchesa statesi2 from theoriginal trace,
we canguaranteethat the bug will eventuallybe hit. Therefore,simulation
canbeterminatedearlier.

8.4.3 UseModel

To runButramin,theusermustsupplyfour inputs:(1) thedesignundertest,(2) abug

trace,(3) thepropertythatwasfalsi�ed by thetrace,and(4) anoptionalsetof constraints

onthedesign'sinputsignals.TracesarerepresentedasValueChangeDump(VCD) �les, a

commoncompactformatthatincludesall top-level inputevents.Similarly, theminimized

bug tracesareoutputasVCD �les.

Removing input eventsfrom the bug traceduring traceminimization may generate

illegal input sequences,which in turn could erroneouslyfalsify a propertyor make the

traceuseless.For example,removing thereseteventfrom abug tracemayleadthedesign

into anerroneousstate,generatingaspurioustracewhich doesnot re�ect a possiblelegal

activity of thedesignunderveri�cation, evenif thesimulationof suchtracedoesexpose

the original design�a w. Consequently, when testingsub-componentsof a designwith

constrainedinputs,it becomesnecessaryto validatetheinput sequencesgeneratedduring

traceminimization.Thereareseveralwaysto achieve thisgoal.Onetechniqueis to mark

requiredinputssothatButramindoesnotattemptto removethecorrespondingeventsfrom

the trace. This approachis a viable solutionto handle,for instance,resetandthe clock
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signals.For complex setsof constraints,it is possibleto convert theminto anequivalent

circuit blockconnectedto theoriginaldesign,suchasthetechniquesdescribedin thework

by Yuanetal. [123]. Thisextracircuit blocktakesrandominputassignmentsandconverts

theminto asetof legalassignmentswhichsatisfyall therequiredenvironmentconstraints.

We deployed the former approachfor simplesituations,andwe adaptedthe latter to the

context of our solutionfor benchmarkswith morecomplex environments. Speci�cally,

sinceButraminstartsalreadywith a valid input tracewhich it attemptsto simplify, we

wrote our constraintsasa setof monitorswhich observe eachinput sequenceto the de-

sign. If the monitors�ag an illegal transitionduring simulation, the entire “candidate

trace” is deemedinvalid andremoved from consideration.For BMC-basedre�nement,

theseenvironmentalconstraintsaresynthesizedandincludedasadditionalconstraintsto

the probleminstance. Note, however, that this limits BMC-basedtechniquesto be ap-

plied to designswhoseenvironmentalconstraintsaresynthesizable.On the otherhand,

this requirementis lifted for thesimulation-basedminimizationtechniques.Fromourex-

perimentalresults,we observe thatmostminimizationis contributedby simulation-based

techniques,which rendersthis requirementoptionalfor mostpracticalbenchmarks.

We alsodevelopedanalternative usemodelto applyButraminto reducingregression

runtime. In this context, theapproachis slightly differentsincethegoalnow is to obtain

shortertracesthat achieve the samefunctionalcoverageastheir longercounterpart.To

supportthis, coveragepointsareencodedby properties:eachof themis “violated” only

whenthecorrespondingpoint is coveredby thetrace.Butramincanthenbecon�guredto

generatetracesthatviolateall of thepropertiessothatthesamecoverageis maintained.
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8.5 Experimental Results

WeevaluatedButraminby minimizing tracesgeneratedby arangeof commercialver-

i�cation tools: a constrained-randomsimulator, semi-formalveri�cation software, and

againa semi-formaltool wherewe speci�ed to useextra effort in generatingcompact

traces.WeconsideredninebenchmarkdesignsfromOpenCores(FPU),ISCAS89(S15850,

S38584),ITC99 (B15), IWLS2005(VGALCD), picoJava (picoJava,ICU), aswell astwo

internallydevelopedbenchmarks(MULT, DES),whosecharacteristicsarereportedin Ta-

ble8.1.Wedevelopedassertionsto befalsi�ed whennotalreadyavailablewith thedesign,

andwe insertedbugsin the designthat falsify the assertions.Table8.2 describesasser-

tionsandbugsinserted.For ICU andpicoJava,no bugswereinjectedbut theconstraints

for randomsimulationwere relaxed. The checker for VGALCD is a correctduplicate

of theoriginal design(which we modi�ed to containonedesignerror),hencethecircuit

sizewe workedwith is twice astheonereportedin Table8.1. Finally, experimentswere

conductedon aSunBlade1500(1 GHzUltraSPARC IIIi) workstationrunningSolaris9.

Table8.1: Characteristicsof benchmarks.
Benchmark Inputs Flip-�ops Gates Description
S38584 41 1426 20681 Unknown
S15850 77 534 10306 Unknown
MULT 257 1280 130164 Wallacetreemultiplier
DES 97 13248 49183 DESalgorithm
B15 38 449 8886 Portionof 80386
FPU 72 761 7247 Floatingpointunit
ICU 30 62 506 PicoJava instructioncacheunit
picoJava 53 14637 24773 PicoJava full design
VGALCD 56 17505 106547 VGA/LCD controller

Thebenchmarksetupfor VGALCD involvesduplicatingthisdesignandmodifyingoneconnection
in oneof thecopies.Butraminthenminimizesthetraceexposingthedifference.It follows thatthe
sizeof thebenchmarkwe work with is actuallytwiceastheonereportedfor thisdesign.
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Table8.2: Bugsinjectedandassertionsfor tracegeneration.
Circuit Bug injected Assertionused
S38584 None Outputsignalsforcedto aspeci�c value
S15850 None Outputsignalsforcedto aspeci�c value
MULT AND gatechangedwith XOR Computethecorrectoutputvalue
DES Complementedoutput Timing between receive valid, out-

put readyandtransmitvalid
B15 None Coverageof apartialdesignstate
FPU divide on zero conditionally

complemented
Assertdivide on zerowhendivisor=0

ICU Constraintsrelaxed Buffer-full condition
picoJava Constraintsrelaxed AssertSMU'sspill and�ll
VGALCD Circuit duplicatedwith one Outputsmismatchcondition

wire changedin onecopy

8.5.1 Simulation-BasedExperiments

Our �rst setof experimentsattemptsto minimizetracesgeneratedby runninga semi-

formal commercialveri�cation tool with thecheckersspeci�ed,andsubsequentlyapply-

ing only thesimulation-basedminimizationtechniquesof Butramin,describedin Sections

8.3.1to 8.3.4.Wewerenotableto completethegenerationof traceswith thesemi-formal

veri�cation tool for VGALCD, thereforewe only report resultsrelatedto constrained-

randomtracesfor thisbenchmark.Table8.3showstheabsolutevaluesof cyclesandinput

eventsleft in eachtraceandtheoverall runtimeof Butraminusingonly simulation-based

techniques.Figures8.15 and8.16 show the percentagesof cyclesand input eventsre-

movedfrom theoriginalbugtraceusingdifferenttechniques.Notethatfor all benchmarks

weareableto remove themajority of cyclesandinputevents.

With referenceto Figure 8.15 and Figure8.16, we observe that the contribution of

differentminimizationtechniquesvariesamongbenchmarks.For example,almostall the

cyclesandinput eventsareremoved by cycle eliminationin FPU andpicoJava. On the

122



Table8.3:Cyclesandinput eventsremovedby simulation-basedtechniquesof Butramin
on tracesgeneratedby semi-formalveri�cation.

Circuit Cycles Inputevents Runtime
Original Remaining Removed Original Remaining Removed (seconds)

S38584 13 8 38.46% 255 2 99.22% 19
S15850 59 1 98.31% 2300 3 99.87% 5
MULT 345 4 98.84% 43843 2 99.99% 35
DES 198 154 22.22% 3293 3 99.91% 254
B15 25015 11 99.96% 450026 15 99.99% 57
FPU 53711 5 99.99% 1756431 17 99.99% 27
ICU 6994 3 99.96% 62740 3 99.99% 5
picoJava 30016 10 99.97% 675485 11 99.99% 3359

otherhand,stateskip removesmorethanhalf of thecyclesandinput eventsin B15 and

ICU. This differencecanbeattributedto thenatureof thebenchmark:if therearefewer

statevariablesin thedesign,stateskip is morelikely to occur. In general,stateskip has

moreopportunitiesto provide tracereductionsin designsthatarecontrol-heavy, suchas

ICU, comparedto designsthataredatapath-heavy, suchasFPUandpicoJava. Although

input-eventeliminationdoesnot remove cycles,it hasgreatimpactin eliminatinginput

eventsfor somebenchmarks,suchasS38584.Overall,we foundthatall thesetechniques

areimportantto compactdifferenttypesof bug traces.

Our secondsetof experimentsappliesButraminto a new setof traces,alsogenerated

by a semi-formaltool, but this time we con�gured thesoftwareto dedicateextra effort in

generatingshorttraces,by allowing moretime to be spenton the formal analysisof the

checker. Similar to Table8.3 discussedearlier, Table8.4 reportsthe resultsobtainedby

applyingthe simulation-basedminimizationtechniquesof Butraminto thesetraces.We

still �nd that Butraminhasa high impact in compactingthesetraces,even if, generally

speaking,they presentlessredundancy, sincethey arecloserto beminimal. Note in par-
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Figure8.15:Percentageof cycles removed usingdifferentsimulation-basedtechniques.
For benchmarkslike B15 andICU, stateskip is themosteffective technique
becausethey containsmallnumbersof statevariablesandstaterepetitionis
morelikely to occur. For large benchmarkswith long traceslike FPU and
picoJava,cycleeliminationis themosteffective technique.

ticular, thatthelongerthetraces,thegreaterthebene�t from theapplicationof Butramin.

Evenif theoverall impactis reduced,we still observe a 61%reductionin thenumberof

cyclesand91%in inputevents,on average.

Table8.4:Cyclesandinput eventsremovedby simulation-basedtechniquesof Butramin
on tracesgeneratedby a compact-modesemi-formalveri�cation tool.

Circuit Cycles Inputevents Runtime
Original Remaining Removed Original Remaining Removed (seconds)

S38584 13 8 38.46% 255 2 99.22% 21
S15850 17 1 94.12% 559 56 89.98% 4
MULT 6 4 33.33% 660 2 99.70% 34
DES 296 17 94.26% 3425 3 99.91% 17
B15 27 11 59.26% 546 5 99.08% 6
FPU 23 5 78.26% 800 17 97.88% 1
ICU 19 14 26.32% 142 80 43.66% 1
picoJava 26 10 61.54% 681 11 98.38% 39

Thethird setof experimentsevaluatedtracesgeneratedby constrained-randomsimu-

lation. Resultsaresummarizedin Table8.5. As expected,Butraminproducedthe most
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Figure8.16:Numberof input eventseliminatedwith simulation-basedtechniques.The
distributionsaresimilar to cycle eliminationbecauseremoving cyclesalso
removesinput events.However, input-eventeliminationworks themostef-
fectively for somebenchmarkslike S38584and DES, showing that some
redundantinputeventscanonly beremovedby this technique.

impacton this setof traces,sincethey tendto includea largeamountof redundantbehav-

ior. Theaveragereductionis 99%in termsof cyclesandinputevents.

8.5.2 PerformanceAnalysis

Table8.6comparesButramin's runtimewith andwithout differentoptimizationtech-

niques.Thetracesaregeneratedusingsemi-formalmethodsin this comparison.Theexe-

cutionrunsthatexceeded40,000secondsweretimed-out(T/O in thetable).Theruntime

comparisonshows thatearlyexit andstateskip have greatimpactson theexecutiontime:

earlyexit canstopresimulationearly, andstateskip may reducethe lengthof a traceby

many cyclesatatime. Althoughthesetwo techniquesrequireextramemory, thereduction

in runtimeshowsthey areworthwhile. In ICU, stateskipoccurred4 times,removing 6977

cycles,which resultedin a very shortruntime. Thecomparisonalsoshows thatadaptive
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Table8.5:Cyclesandinputeventsremovedby simulation-basedmethodsof Butraminon
tracesgeneratedby constrained-randomsimulation.

Circuit Cycles Inputevents Runtime
Original Remaining Removed Original Remaining Removed (seconds)

S38584 1003 8 99.20% 19047 2 99.99% 16
S15850 2001 1 99.95% 77344 3 99.99% 2
MULT 1003 4 99.60% 128199 2 99.99% 34
DES 25196 154 99.39% 666098 3 99.99% 255
B15 148510 10 99.99% 2675459 9 99.99% 395
FPU 1046188 5 99.99% 36125365 17 99.99% 723
ICU 31992 3 99.99% 287729 3 99.99% 5
picoJava 99026 10 99.99% 2227599 16 99.99% 5125
VGALCD 36595 4 99.99% 1554616 19 99.99% 28027

cycle eliminationis capableof reducingminimizationtime signi�cantly. This technique

is especiallybene�cial for longbug traces,suchasFPUandpicoJava.

A comparisonof Butramin's impactandruntimeon thethreesetsof tracesis summa-

rizedin Figure8.17.TheresultshowsthatButramincaneffectively reduceall threetypes

of bug tracesin a reasonableamountof time. Note, in addition, that in somecasesthe

minimizationof a tracegeneratedby randomsimulationtakessimilar or lesstime than

applyingButraminto a tracegeneratedby a compact-modesemi-formaltool, evenif the

initial traceis muchlonger. Thatis thecasefor S38584or S15850.We explain thiseffect

by thenatureof thebug traces:tracesgeneratedby randomsimulationtendto visit states

thatareeasilyreachable,thereforestatesarelikely to be repetitive,andstateskip occurs

morefrequently, leadingto a shorterminimizationtime. On theotherhand,statesvisited

in a compact-modegeneratedtracearemorefrequentlyproducedby formal enginesand

canbe highly speci�c, makingstateskip a rareevent. The casesof FPU andpicoJava

arerelevant in this context: herestateskipsdo not occur, andthe minimizationtime is

highly relatedto theoriginal tracelength.They alsodemonstratethebene�tsof Butramin
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Table8.6: Impactof thevarioussimulation-basedtechniqueson Butramin's runtime.
Benchmark Runtime(seconds)

[1]: cycleelimination+ [2]: [1]+stateskip+ [3]: [2]+adaptive
input-eventelimination earlyexit cycleelimination

S38584 21 19 19
S15850 11 5 5
MULT 48 43 35
DES 274 256 254
B15 T/O 58 57
FPU T/O 235 27
ICU 8129 5 5

picoJava T/O T/O 3359

Average 1697 66 64

Benchmarksthat exceededthe time limit (40,000s)arenot includedin the average.Eachof the
runtimecolumnsreportstheruntimeusingonly a subsetof our techniques:the�rst cycleelimina-
tion andinput-eventelimination.Thesecondincludesin additionearlyexit andstateskip,andthe
third addsalsoadaptive cycleelimination.

in variousveri�cation methodologies.

Figure8.17:Comparisonof Butramin's impactwhenappliedto tracesgeneratedin three
differentmodes. The graphshows the fraction of cycles and input events
eliminatedandtheaverageruntime.

8.5.3 EssentialVariable Identi�cation

We alsoappliedthe techniquefrom Section8.3.5to identify essentialvariablesfrom

the minimizedtraceswe generated.Table8.7 shows that after this techniqueis applied,
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many input variableassignmentsaremarked nonessential,further simplifying the trace.

Note that the comparisonis now betweeninput variableassignments,not input events.

Sinceall nonessentialinput variableassignmentsare simulatedwith X, the simulation

will propagateX valuesto many internalsignalsaswell. As a result,it will beeasierto

understandtheimpactof essentialvariableassignmentson violatedproperties.

Table8.7: Essentialvariableassignmentsidenti�ed in X-mode.
Circuit Input variables Essentialvariables
S38584 320 2
S15850 76 2
MULT 1024 1019
DES 14748 2
B15 407 45
FPU 355 94
ICU 87 21
picoJava 520 374

The tablecomparesthe numberof input variableassignmentsin the minimized traceswith the
numberof assignmentsclassi�ed essential.All the remainingassignmentsarenonessentialand
canbe replacedby X valuesin simulation. The initial tracesweregeneratedby a semi-formal
veri�cation tool.

8.5.4 Generationof High-CoverageTraces

In orderto evaluatetheeffectivenessof Butraminon reducingregressionruntime,we

selectedthreebenchmarks,DES,FPUandVGALCD, asour multi-propertybenchmarks.

The original propertiesin the previous experimentswerepreserved,andthe sametraces

generatedby constrained-randomsimulationwereused. In addition,we includeda few

extra properties,so thatour original traceswould exposethembeforereachingtheir last

simulationstep,which still exposesthe original propertywe used,asdescribedin Table

2. Thoseextra propertiesspecifya certainpartial statesto be visitedor a certainoutput

signalstobeasserted.Butraminis thencon�guredtoproduceminimizedtracesthatviolate
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Table8.8:Cyclesandinputeventsremovedby simulation-basedmethodsof Butraminon
tracesthatviolatemultipleproperties.

Circuit #Pro- Cycles Inputevents Runtime
perties Original Remaining Removed Original Remaining Removed (seconds)

DES 2 25196 184 99.27% 666098 17 99.99% 549
FPU 3 1046188 9 99.99% 36125365 264 99.99% 580
VGALCD 3 36595 5 99.98% 1554616 22 99.99% 25660

all properties.Theresultsaresummarizedin Table8.8. Comparedwith Table8.5, it can

be observed that in order to cover extra properties,the length of the minimized traces

are now longer. However, Butramin continuesto be effective for thesemulti-property

traces.We alsofound that the orderof propertyviolationsis preserved beforeandafter

minimization,suggestingthat Butraminminimizessegmentsof bug tracesindividually.

Fromanalgorithmiccomplexity pointof view, minimizingamulti-propertytraceis similar

to minimizing many single-propertytraceswith differentinitial states.

While theoriginal tracesof FPUandVGALCD require20-30minutesto besimulated,

post-Butramintracesareshortenoughto besimulatedin just a few seconds.Thebene�ts

of addingtheminimizedtraceto aregressionsuite,insteadof theoriginalone,areobvious.

8.5.5 BMC-BasedExperiments

We appliedour BMC-basedtechniqueto tracesalreadyminimized by simulation-

basedmethodsto evaluatethe potentialfor furtherminimization. For VGALCD, we re-

port only datarelatedto the minimizationof randomtracesincesemi-formaltracesare

notavailable.Theresultsaresummarizedin Table8.9,whereOrig is theoriginal number

of cyclesin thetrace,andRemovedis thenumberof cyclesremovedby this method.We

usedamaximumwindow of 10cycles(m= 10). Themainobservationthatcanbemadeis

thatsimulation-basedtechniquesareveryeffective in minimizingbug traces.In fact,only
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in two cases,ICU andB15,ourBMC-basedtechniquewasableto extractadditionalmin-

imizationopportunities.Potentially, we could repeattheapplicationof simulation-based

techniquesandBMC-basedmethodsuntil convergence,whenno additionalminimization

canbeextracted.

Table8.9: Cyclesremovedby theBMC-basedmethod.
Circuit Semi-formal Compact-trace Constrained-random

Orig Removed Time Orig Removed Time Orig Removed Time
S38584 8 0 55s 8 0 55s 8 0 55s
S15850 1 0 2s 1 0 2s 1 0 2s
MULT 4 0 20s 4 0 20s 4 0 20s
DES 154 0 23h3m 17 0 357s 154 0 23h3m
B15 11 1 121s 11 1 121s 10 0 97s
FPU 5 0 5s 5 0 5s 5 0 5s
ICU 3 1 1s 14 2 1s 3 1 1s
picoJava 10 0 70s 10 0 70s 10 0 104s
VGALCD N/A N/A N/A N/A N/A N/A 4 0 985s

In orderto comparetheperformanceof theBMC-basedtechniquewith oursimulation-

basedmethods,we appliedthe former directly, to minimize the original bug tracesgen-

eratedby semi-formalveri�cation andby constrained-randomsimulation. For this ex-

periment,thetime-outlimit wassetto 40,000seconds.Resultsaresummarizedin Table

8.10, wherebenchmarksthat timed-outaremarked by “T/O”. The �ndings reportedin

the tablecon�rm thatour BMC-basedmethodshouldonly be applied,if at all, after the

simulation-basedtechniqueshavealreadygreatlyreducedthetracecomplexity.

8.5.6 Evaluation of Experimental Results

We attemptedto gain more insightsinto the experimentalresultsby evaluatingtwo

additionalaspectsof the minimized traces. We �rst checked how closethe minimized

tracesareto optimal-lengthtracessuchasthosegeneratedby formalveri�cation. To doso,
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Table8.10:Analysisof apureBMC-basedminimizationtechnique.
Circuit Original Remained Runtime(s)
S38584 13 9 403
S15850 59 59 338
MULT 345 T/O T/O
DES 198 T/O T/O
B15 25015 T/O T/O
FPU 53711 T/O T/O
ICU 6994 700 856
picoJava 30016 T/O T/O

FPU 1046188 T/O T/O
picoJava 99026 T/O T/O
VGALCD 36595 T/O T/O

This tableshows thepotentialfor minimizing tracesusingour BMC-basedtechniquealone.Col-
umn “Original” shows the length,in cyclesof theoriginal trace,andcolumn“Remained”shows
the lengthof the minimizedtraceobtainedafterapplyingthe BMC-basedmethod.Tracesin the
top-halfweregeneratedby semi-formalveri�cation, andtheonesin thebottom-halfweregener-
atedby constrained-random simulation.Experimentsaretimed-outat 40,000seconds.Theresults
of this tableshouldbecomparedwith Table8.3and8.5.

we run full-�edged SAT-basedBMC on our minimizedtraces.Theresultsshow thatour

techniquesfoundminimal-lengthbug tracesfor all benchmarksexceptDES(both traces

generatedby randomsimulationandsemi-formalveri�cation). For thosetwo traces,the

SAT solver ranout of memoryafterwe unrolledthedesignby 118cycles,andwe could

not �nish theexperiment.No shortertraceswerefoundbetween1 and118cycleslong.

We also tried to evaluateif the potential for simulation-basedtrace reductionwas

mostly dueto a large numberof bug states,that is, a high numberof designcon�gura-

tionsthatexposea givenbug (anexampleof this situationis providedin Figure8.1). To

evaluatethis aspect,we consideredthe original non-minimizedtracesin our experimen-

tal results. We �rst sampledthe �nal stateof the designafter simulatingthe traces,and

thenwe �x ed thegoalof Butraminto generatea minimizedtracethat reachesthatexact

same�nal state.Theresultsof this experimentaresummarizedin Table8.11. Thetable
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shows that,for mostbenchmarks,thedifferencein thenumberof input eventsandcycles

removedis small,showing thatthesizeof thebug con�gurationhasa minimal impacton

theability of Butraminto reduceandsimplify agivenbugtrace,andourproposedsolution

remainseffectiveevenwhenthebugcon�gurationis veryspeci�c.

Table8.11: Analysisof theimpactof abugradiusonButramineffectiveness.
Circuit Cycles Inputevents

Original Same Same Original Same Same
trace bug state trace bug state

S38584 13 8 9 255 2 41
S15850 59 1 1 2300 3 3
MULT 345 4 4 43843 2 380
DES 198 154 193 3293 3 1022
B15 25015 11 11 450026 15 40
FPU 53711 5 5 1756431 17 112
ICU 6994 3 5 62740 3 6
picoJava 30016 10 75 675485 11 1575

FPU 1046188 5 6 36125365 17 120
picoJava 99026 10 22 2227599 16 42
VGALCD 36595 4 199 1554616 19 2068

The tablecomparesnumberof cyclesand input eventsin the original tracesto the samevalues
from minimized tracesthat hit the samebug, and to minimized tracesthat reachthe samebug
con�guration. Tracesin the top-half weregeneratedby semi-formalsoftware and tracesin the
bottom-halfweregeneratedby constrained-randomsimulation.

8.6 Summary

In thischapterwepresentedButramin,abugtraceminimizerthatcombinessimulation-

basedtechniqueswith formalmethods.Butraminappliessimplebut powerful simulation-

basedbug tracereductions,suchascycleelimination, input-eventelimination, alternative

path to bug, stateskip andessentialvariable identi�cation. An additionalBMC-based

re�nementmethodis usedafter thesetechniquesto exploit thepotentialfor furthermini-

mizations.Comparedto purely formal methods,Butraminhasthe following advantages:
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(1) it canreduceboth the lengthof a bug traceandthe numberof its input events; (2)

it leveragesfast logic-simulationenginesfor bug traceminimizationandit canscaleto

industrialsizedesigns;and(3) it leveragesexistingsimulation-basedinfrastructure,which

is currentlyprevalentin the industry. This signi�cantly lowersthebarriersfor industrial

adoptionof automaticdesignveri�cation techniques.

Our experimentalresultsshow that Butramincanreducea bug traceto just a small

fractionof its original lengthandcomplexity (estimatedasthenumberof input eventsin

thetrace)by usingonly simulation-basedtechniques.In fact,for mostof thebenchmarks

considered,we found that Butramin found an alternative traceof minimum length. In

additionwe showedthat theseresultsarelargely independentof theveri�cation method-

ology usedto generatethetrace,whetherbasedon simulationor semi-formalveri�cation

techniques.The impactof Butraminappearsto be uncorrelatedwith the sizeof thebug

con�gurationtargetedby thetrace,thatis, thenumberof distinctdesignstatesthatexpose

thebug.

Recentfollow-upwork by Panetal. [44] andSafarpouretal. [100] focusesonimprov-

ing theformalanalysistechniquesfor bugtraceminimization,andtheirapproachescanbe

usedto augmentour BMC-basedtechnique.As their experimentalresultssuggest,how-

ever, formal analysisstill cannotachieve thescalabilityprovidedby oursimulation-based

minimizationmethods,makingButraminmoresuitablefor practicaldesigns.
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CHAPTER IX

Functional Err or Diagnosisand Corr ection

Recentimprovementsin designveri�cation strive to automatetheerror-detectionpro-

cessandgreatlyenhanceengineers'ability in detectingthepresenceof functionalerrors.

However, the processof diagnosingthe causeof theseerrorsand �xing them remains

dif�cult andrequiressigni�cant manualeffort. Our work proposesimprovementsto this

aspectof veri�cation by presentingnovel constructsandalgorithmsto automatetheerror-

repairprocessatboththegatelevel andtheRegister-TransferLevel (RTL). In thischapter,

we �rst extendtheCoŔe framework (seeChapterV) to handlesequentialcircuits. Next,

we presentan innovative RTL error diagnosisandcorrectionmethodology. Finally, we

show the empiricalevaluationof our functionalerror repair techniquesand summarize

this chapter.

9.1 Gate-Level Err or Repair for SequentialCir cuits

TheCoŔe framework describedin ChapterV only addressestheerror-repairproblem

for combinationalcircuits.CoŔe is easilyadaptableto correcterrorsin sequentialcircuits,

asdescribedin thissection.Firstof all, whenoperatingonsequentialcircuitstheuserwill

provide CoŔe with input traces,insteadof input patterns.A traceis a sequenceof input
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patterns,whereanew patternis appliedto thedesign'sinputsateachsimulationcycle,and

thetracecanbeeithererror-sensitizingor functionality-preserving. To addresssequential

circuits,we adoptthe diagnosistechniquesfrom Ali et al. [6] relatingto sequentialcir-

cuits. Theideais to �rst unroll thecircuit by connectingtheoutputsof thestateregisters

to theinputsof theregistersin thepreviouscycle,andthenusethetestvectorsto constrain

the unrolledcircuit. Given an initial stateanda set of test vectorswith corresponding

correctoutputresponses,Ali' serror-diagnosistechniqueis ableto produceacollectionof

errorsites,alongwith their correctvalues,thatrectify theincorrectoutputresponses.

To correcterrorsin sequentialdesignswe applythesamealgorithmdescribedin Sec-

tion 5.2.1with two changes:the diagnosisprocedureshouldbe asdescribedin [6], and

thesignaturegenerationfunctionis modi�ed sothat it canbeusedin a sequentialdesign.

Speci�cally, the new sequentialsignaturegenerationprocedureshouldrecordonebit of

signaturefor eachcycleof eachsequentialtracethatwesimulate.For instance,if wehave

two tracesavailable,a 4-cycle traceanda 3-cycle trace,we will obtaina 7-bit signature

at eachinternalcircuit node. An exampleof the modi�ed signatureis shown in Figure

9.1. In ourcurrentimplementation,weonly usecombinationalObservability Don't-Cares

(ODCs). In otherwords,we still treat inputsof stateregistersasprimary outputswhen

calculatingODCs.Althoughit is possibleto exploit sequentialODCsfor resynthesis,we

do notpursuethisoptimization,yet.

Trace1 Trace2
Cycle 1 2 3 4 1 2 3
Signature 0 1 1 0 1 0 1

Figure9.1:Sequentialsignatureconstructionexample.Thesignatureof anodeis built by
concatenatingthesimulatedvaluesof eachcycle for all thebug traces.In this
example,trace1is 4 cyclesandtrace2is 3 cycleslong. The �nal signatureis
then0110101.
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9.2 Register-Transfer-Level Err or Repair

To develop a scalableandpowerful RTL error diagnosisandcorrectionsystem,we

extendour gate-level techniquesto theRTL. This approachis signi�cantly moreaccurate

thanprevioussoftware-basedRTL solutions[64, 96,104] (seeSection2.1) in thatwe can

analyzedesignsrigorouslyusing formal hardwareveri�cation techniques.At the same

time, it is considerablyfasterandmorescalablethangate-level diagnosisbecauseerrors

aremodeledatahigherlevel. Moreover, it only requirestestvectorsandoutputresponses,

makingit morepracticalthanexisting formal analysissolutions[16]. Finally, the novel

error modeland increasedaccuracy of our approachallow our techniqueto provide in-

sightfulsuggestionsfor correctingdiagnosederrors.Ourmaincontributionsinclude:(1) a

new RTL errormodelthatexplicitly insertsMUXes into RTL codefor errordiagnosis,as

opposedto previous solutionsthatuseMUXes implicitly; (2) innovative error-diagnosis

algorithmsusingsynthesisor symbolicsimulation;and(3) a novel error-correctiontech-

nique using signal behaviors (signatures) that are especiallysuitablefor the RTL. Our

empiricalresultsshow thatthesetechniquesallow usto providehighly accuratediagnoses

veryquickly.

We implementedour techniquesin a framework calledREDIR(RTL Error DIagnosis

andRepair),highlightedin Figure9.2.Theinputsto theframework includeadesigncon-

tainingoneor morebugs,asetof testvectorsexposingthem,andthecorrectresponsesfor

theprimaryoutputsover thegiventestvectors(usuallygeneratedby a high-level behav-

ioral modelwritten in C, C++, SystemC,etc.). Note thatwe only requirethecorrectre-

sponsesat theprimaryoutputsof thehigh-level modelandno internalvaluesarerequired.
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Figure9.2:REDIR framework. Inputsto thetool areanRTL design(which includesone
or moreerrors),testvectorsexposingthebug(s),andcorrectoutputresponses
for thosevectorsobtainedfrom ahigh-level simulation.Outputsof thetool in-
cludeREDIRsymptomcore (a minimumcardinalitysetof RTL signalswhich
needto be modi�ed in orderto correctthedesign),aswell assuggestionsto
�x theerrors.

Theoutputof the framework is a minimumcardinalitysetof RTL signalsthatshouldbe

correctedin orderto eliminatetheerroneousbehavior. We call this setthesymptomcore.

Whenmultiple coresexist, REDIR providesall of the possibleminimal cardinalitysets.

In addition,the framework suggestsseveral possible�x esof the signalsin the symptom

core to helpadesignercorrectthosesignals.

The restof thesectionis organizedasfollows. In Section9.2.1,we provide thenec-

essarybackground.Section9.2.2describesour error-diagnosistechniques,while Section

9.2.3explainsourerror-correctionmethod.

9.2.1 Background

Our error-diagnosisalgorithm converts the error-diagnosisprobleminto a Pseudo-

Boolean(PB)problem,andthenusesaPBsolverto performthediagnosisandinfer which
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designsignalsareresponsiblefor incorrectoutputbehavior. In thissubsection,we�rst de-

�ne Pseudo-Booleanproblems,which areanextensionof SATisi�ability problems.Next,

we review the basic idea behindsymbolic simulation,which we useas an alternative,

compactway to formulatethePBproblem.

Pseudo-BooleanProblems

PBproblems,alsocalled0-1integerlinearprogrammingproblems,areanextensionof

SATis�ability problems.A Pseudo-BooleanConstraint(PBC)is speci�edasaninequality

with alinearcombinationof Booleanvariables:C0po+ C1p1+ :::+ Cn� 1pn� 1 � Cn, where

thevariablespi arede�ned over theBooleansetf 0, 1g. A PB problemallows theuseof

an additionalobjectivefunction, which is a linear expressionthat shouldbe minimized

or maximizedunderthegivenconstraints.A numberof PB solvershave beendeveloped

recentlyby extendingexistingSAT solvers(for instance,MiniSat+[52]).

Logic vs. SymbolicSimulation

Logic simulationmodelsthebehavior of adigital circuit by propagatingscalarBoolean

values(0 and1) from primaryinputsto primaryoutputs.For example,whensimulating2-

inputAND with bothinputssetto 1, theoutput1 is produced.Ontheotherhand,symbolic

simulationusessymbolsinsteadof scalarvaluesandproducesBooleanexpressionsat the

outputs[14, 19]. As a result,simulatinga 2-inputXOR with inputsa andb generatesan

expression“a XOR b” insteadof ascalarvalue.To improvescalability, modernsymbolic

simulatorsemploy severaltechniques,includingapproximation,parameterizationandon-

the-�y logic simpli�cation [13]. For example,with on-the-�y logicsimpli�cation, “0 XOR

b” is simpli�ed to b thusreducingthecomplexity of theexpression.Traditionalsymbolic
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simulatorsoperateon a gate-level modelof a design;however, in recentyearssimulators

operatingon RTL descriptionshave beenproposed[70, 71]. Symbolicsimulationis an

alternative way to generatean instanceof the PB constraintproblemthat we usein our

error-diagnosisframework.

9.2.2 RTL Err or Diagnosis

In this subsection,we describeour error-diagnosistechniques.First, we explain our

RTL error model,and thenproposetwo diagnosismethodsthat useeithersynthesisor

symbolicsimulation.Finally, weoutlinehow hierarchicaldesignsshouldbehandled.

Err or Modeling

In our framework theerror-diagnosisproblemis representedwith (1) anRTL descrip-

tion containingoneor morebugsthat is composedof variables(wires,registers,I/O) and

operationsonthosevariables;(2) asetof testvectorsexposingthebugs;and(3) thecorrect

outputresponsesfor the given testvectors,usuallygeneratedby a high-level behavioral

model. Theobjective of theerrordiagnosisis to identify a minimal numberof variables

in theRTL descriptionthatareresponsiblefor thedesign'serroneousbehavior. Moreover,

by modifying thelogic of thosevariables,thedesignerrorscanbecorrected.Eachsignal

found to affect thecorrectnessof thedesignis calleda symptomvariable. Without min-

imization,thesetof symptomvariablesreportedwould includetheroot causeof thebug

andtheconeof logic emanatingfrom it: correctingall thesymptomvariableson any cut

acrossthis coneof logic would eliminatethebug. Therefore,by forcing thePB solver to

minimizethenumberof symptomvariables,wereturnasolutionascloseto therootcause

of theerroneousbehavior aspossible.
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To model errors in a design,we introducea conditionalassignmentfor eachRTL

variable,asshown in theexamplein Figure9.3. Notethat theseconditionalassignments

areusedfor error diagnosisonly andshouldnot appearin the �nal synthesizeddesign.

However, they allow theREDIR framework to locatesitesof erroneousbehavior in RTL,

aswe illustrateusinga half adderdesignshown in Figure9.3. Supposethat the output

responsesof thedesignareincorrectbecausec shouldbedrivenby “a & b” insteadof “a

j b”. Obviously, to producethecorrectoutputthatwe obtainfrom a high-level model,the

behavior of cmustbechanged.To modelthissituation,weinsertaconditionalassignment,

“assigncn = csel ? cf : c”, into thecode.Next, we replaceall occurrencesof c in thecode

with cn, exceptwhenc is usedontheleft-hand-sideof anassignment.Wecall csel aselect

variable andcf a freevariable. Then,by assertingcsel andusingan alternative signal

source,modeledby c f , we canforce the circuit to behave asdesired.If we canidentify

the selectvariablesthat shouldbe assertedandthe correctsignalsthat shoulddrive the

correspondingfreevariablesto producecorrectcircuit behavior, we candiagnoseand�x

theerrorsin thedesign.

Theprocedureto introducea conditionalassignmentfor a designvariablev is called

MUX-enrichment(sinceconditionalassignmentsareconceptuallymultiplexers),andits

pseudo-codeisshown in Figure9.4. It shouldbeperformedoneachinternalsignal,de�ned

in the circuit, including registers. The primary inputs, however, shouldnot be MUX-

enrichedsinceby constructionthey cannothaveerroneousvalues.It alsoshouldbenoted

thatfor hierarchicaldesignstheprimaryinputsof a modulemaybedrivenby theoutputs

of anothermoduleand,therefore,mayassumeerroneousvalues.To handlethis situation,
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modulehalf adder(a,b, s,c);
inputa,b;
outputs,c;
assigns= a ˆ b;
assignc = a j b;

endmodule

modulehalf adderMUX enriched(a,b, sn, cn, ssel, csel, sf , cf );
inputa,b, ssel, csel, sf , cf ;
outputsn, cn;
assigns= a ˆ b;
assignc = a j b;
assignsn = ssel ? sf : s;
assigncn = csel ? cf : c;

endmodule

Figure9.3:An RTL error-modelingcodeexample:modulehalf addershows theoriginal
code,wherec is erroneouslydrivenby “a j b” insteadof “a & b”; andmodule
half adderMUX enrichedshowstheMUX-enrichedversion.Thedifferences
aremarkedin boldface.

procedureMUX enrichment(v)
1. createanew signalwire vn andnew inputsv f andvsel;
2. addconditionalassignment“vn = vsel ? vf : v”;
3. replaceall occurrencesof v that appearon the right-hand-sideof

assignments(includingoutputs,if/caseconditions,etc.)with vn;

Figure9.4:Procedureto insertaconditionalassignmentfor asignalin anRTL description
for errormodeling.

we insertconditionalassignmentsinto thehierarchicalmodules'outputports.

Diagnosiswith Synthesis

After the error-modelingconstructshave beeninsertedinto a design,error diagnosis

is usedto identify the minimal numberof selectvariablesthat shouldbe assertedalong

with thevaluesof their correspondingfreevariablesto producethecorrectcircuit behav-

ior. In this sectionwe presentanerror-diagnosistechniquethatusessynthesisandcircuit

unrolling. In contrastwith existing gate-level diagnosistechniquesdescribedin Section

5.1.3,our RTL error-modelingconstructsaresynthesizedwith the design,which elimi-
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natestheneedto insertmultiplexersat thegatelevel. In this way, thesynthesizednetlist

faithfully preservestheconstructsinsertedat theRTL, enablingaccurateRTL errordiag-

nosis.This is signi�cantly differentfrom diagnosingdesignerrorsat thegatelevel, since

synthesisis only usedto generateBooleanexpressionsbetweenRTL variables,andthe

synthesizednetlistis not thetargetof thediagnosis.As a result,ourdiagnosismethodhas

amuchsmallersearchspaceandrunssigni�cantly fasterthangate-level techniques,aswe

show in ourexperimentalresults.

Proceduresynbaseddiagnosis(designCNF;c; inputs;outputs)
1 CNF = unroll designCNF c times;
2 connectall selectvariablesin CNF to thosein the�rst cycle;
3 constrainPI/POin CNF usinginputs/outputs;
4 PBC = CNF, min( å selectvariables);
5 returnsolution=PB-Solve(BPC);

Figure9.5: Procedureto performerrordiagnosisusingsynthesisandcircuit unrolling.

Figure9.5outlinesthealgorithmfor synthesis-basederrordiagnosis.Beforetheproce-

dureis called,thedesignis synthesizedandits combinationalportionis convertedto CNF

format(designCNF). Otherinputsto theprocedureincludethelengthof thebug trace,c,

aswell asthetestvectors(inputs) andtheir correctoutputresponses(out puts). To make

surethat the diagnosisappliesto all simulationcycles,thealgorithmconnectstheselect

variablesfor eachunrolledcopy to thecorrespondingCNF variablesin the�rst copy. On

theotherhand,freevariablesfor eachunrolledcopy of thecircuit areindependent.When

a solutionis found,eachassertedselectvariableis a symptomvariable,andthesolution

for its correspondingfreevariableis analternativesignalsourcethatcan�x thedesigner-

rors.Notethatif statevaluesover timeareknown, they canbeusedto constraintheCNF

at registerboundaries,reducingthesequentialerror-diagnosisproblemto combinational.
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The constructedCNF, alongwith the objective to minimize the sumof selectvariables,

formsaPBC.Errordiagnosisis thenperformedby solvingthePBC.

Diagnosiswith RTL SymbolicSimulation

Herewe proposean alternative error-diagnosistechniquethat scalesfurther thanthe

synthesis-basedtechnique.We achieve this by performingsymbolicsimulationdirectly

on theRTL representationandgeneratingBooleanexpressionsat theprimaryoutputsfor

all simulatedcycles. Theoutputs'Booleanexpressionsareusedto build a PB problem's

instance,thatis thenhandedover to a PBsolver for errordiagnosis.

Although RTL symbolicsimulatorsarenot yet commonlyavailable in the industry,

effective solutionshave beenproposedrecentlyin the literature[70, 71]. Moreover, be-

causeof thescalabilityadvantagesof performingsymbolicsimulationat theRTL instead

of the gatelevel, commercial-qualitysolutionsarestartingto appear. For our empirical

validationweusedonesuchexperimentalRTL symbolicsimulator[126].

Figure9.6 illustratesour novel procedurethatusessymbolicsimulationandPB solv-

ing. We assumethat the registersare initialized to known valuesbeforethe procedure

is invoked. We alsoassumethat the circuit containsn MUX-enrichedsignalsnamedvi ,

wherei = f 1::ng. Eachvi hasa correspondingselectvariablevi sel anda free variable

vi f . Thereareo primaryoutputs,namedPOj , where j = f 1::og. We usesubscript“@”

to pre�x the cycle during which the symbolsaregenerated.For eachprimary output j

andfor eachcycle t we computeexpressionPOj@t by symbolicallysimulatingthegiven

RTL design,andalsoobtaincorrectoutputvalueCPOj@t from thehigh-level model.The

inputsto theprocedurearetheRTL design(design), thetestvectors(test vectors), andthe
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Proceduresim baseddiagnosis(design;test vectors;CPO)
1 8i;1 � i � n; vi sel= new symbol() ;
2 for t = 1 to c begin // Simulatec cycles
3 PI = test vector at cycle t;
4 8i;1 � i � n; vi f @t= new symbol() ;
5 PO@t = simulate(design);
6 end
7 PBC =

V o
j= 1

V c
t= 1(PO j@t== CPOj@t), min(å n

i= 1vi sel);
8 returnsolution=PB Solve(PBC);

Figure9.6:Procedureto performerror diagnosisusingsymbolicsimulation. The bold-
facedvariablesare symbolic variablesor expressions,while all othersare
scalarvalues.

correctoutputresponsesover time (CPO).

In thealgorithmshown in Figure9.6,asymbolis initially createdfor eachselectvari-

able(line 1). Duringthesimulation,anew symbolis createdfor eachfreevariablein every

cycle,andtestvectorsareappliedto primaryinputs,asshown in lines2-4. Thereasonfor

creatingonly onesymbolfor eachselectvariableis thata conditionalassignmentshould

beeitheractivatedor inactivatedthroughouttheentiresimulation,while eachfreevariable

requiresa new symbolat every cycle becausethevalueof thevariablemaychange.As a

result,thesymbolsfor theselectvariablesareassignedoutsidethesimulationloop,while

thesymbolsfor thefreevariablesareassignedin theloop. Thevaluesof thefreevariables

canbeusedasthealternativesignalsourceto producethecorrectbehavior of thecircuit.

After simulatingonecycle,aBooleanexpressionfor all of theprimaryoutputsarecreated

andsavedin PO@t (line 5). After thesimulationcompletes,thegeneratedBooleanexpres-

sionsfor all theprimaryoutputsareconstrainedby their respective correctoutputvalues

andareANDed to form a PBC problemasline 7 shows. In orderto minimizethenumber

of symptomvariables,weminimizethesumof selectvariables,which is alsoaddedto the

PBC astheobjective function. A PB solver is theninvokedto solve theformulatedPBC,
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asshown in line 8. In the solution,the assertedselectvariablesrepresentthe symptom

variables,andthevaluesof thefreevariablesrepresentthealternative signalsourcesthat

canbeusedto correcttheerroneousoutputresponses.

Below we presentanexampleof a buggydesignto illustratethesymbolicsimulation-

basederror-diagnosistechnique.

moduleexample(clk,I1, I2, O1n, O2n, g1sel, O1sel, O2sel, g1f , O1f , O2f );
input I1, I2, g1sel, O1sel, O2sel, g1f , O1f , O2f

output O1n, O2n;
reg r1, r2;
initial begin r1= 0; r2= 0; end
always@(posedgeclk) begin
r1= I1; r2= I2;

end
assigng1 = r1 — r2;
assignO1= I1 — g1n;
assignO2= I2 & g1n;
assigng1n= g1sel ? g1f : g1;
assignO1n= O1sel ? O1f : O1;
assignO2n= O2sel ? O2f : O2;

endmodule

Figure9.7:Designfor the example. Wire g1 shouldbe driven by “r1 & r2”, but it is
erroneouslydrivenby “r1 j r2”. ThechangesmadeduringMUX-enrichment
aremarkedin boldface.

Example8 Assumethat the circuit shownin Figure 9.7 containsan error: signal g1 is

erroneouslyassignedto expression“r1 j r2” insteadof “r1 & r2”. Conditionalassign-

ments,highlightedin boldface, havebeeninsertedinto the circuit using the techniques

describedin Section9.2.2. For simplicity reasons,we do not includethe MUXesat the

outputsof registers r1 and r2. Thetracethat exposesthe error in two simulationcycles

consistsof thefollowingvaluesfor inputsf I1, I2g: f 0, 1g, f 1, 1g. Whenthesametraceis

simulatedbya high-levelbehavioral model,thecorrectoutputresponsesfor f O1,O2g are

generated: f 0, 0g, f 1, 0g. Besidestheseoutputresponses,no addition information,such
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asvaluesof internal signalsandregisters, is required. We annotatethesymbolsinjected

during thesimulationby their cyclenumbers usingsubscripts.TheBooleanexpressions

for theprimaryoutputsfor thetwocyclesof simulationare:

O1n@1= O1sel ? O1f @1 : [I1@1 j (g1sel ? g1f @1 : 0)]

O2n@1= O2sel ? O2f @1 : [I2@1 & (g1sel ? g1f @1 : 0)]

O1n@2= O1sel ? O1f @2 : f I1@2 j [g1sel ? g1f @2 : (I1@1 & I2@1)]g

O2n@2= O2sel ? O2f @2 : f I2@2& [g1sel ? g1f @2 : (I1@1 & I2@1)]g

Sincetheprimary inputsare scalarvalues,theexpressionscanbegreatlysimpli�ed dur-

ing symbolicsimulation. For example, we knowthat I1@2=1; therefore, O1n@2 can be

simpli�ed to O1sel ? O1f @2 : 1. Asa result,theBooleanexpressionsactuallygenerated

by thesymbolicsimulatorare:

O1n@1= O1sel ? O1f @1 : (g1sel ? g1f @1 : 0)

O2n@1= O2sel ? O2f @1 : (g1sel ? g1f @1 : 0)

O1n@2= O1sel ? O1f @2 : 1

O2n@2= O2sel ? O2f @2 : (g1sel ? g1f @2 : 0)

To perform error diagnosis,we constrain the output expressionsusing the correct re-

sponses,andthenconstructa PBCasfollows:

PBC = (O1n@1 == 0) ^ (O2n@1 == 0) ^ (O1n@2 == 1) ^ (O2n@2 == 0),

min(O1sel + O2sel + g1sel).

Onesolutionof thisPBCis to assertg1sel, which providesa correctsymptomcore.
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Handling Hierar chical Designs

Currentdesignsoften have hierarchicalstructuresto allow the circuits to be decom-

posedinto smallerblocksandthusreducetheircomplexity. Herewediscusshow aMUX-

enrichedcircuit shouldbeinstantiatedif it is encapsulatedasamodulein suchahierarchi-

caldesign.

Thealgorithmto insertMUXes into a singlemodulem is shown in Figure9.4. If m is

instantiatedinsideof anothermoduleM, however, MUX-enrichmentof M mustincludean

extrastepwherenew inputsareaddedto all instantiationsof m. Therefore,for hierarchical

designs,the insertionof conditionalassignmentsmustbe performedbottom-up:MUX-

enrichmentin a modulemust be executedbefore it is instantiatedby anothermodule.

This is achievedby analyzingthedesignhierarchyandperformingMUX-enrichmentin a

reverse-topologicalorder.

It is importantto notethat in hierarchicaldesigns,theselectvariablesof instancesof

thesamemoduleshouldbeshared,while thefreevariablesshouldnot. This is becauseall

instancesof thesamemodulewill have the samesymptomvariables.As a result,select

variablesshouldsharethe samesignals. On the otherhand,eachinstanceis allowed to

havedifferentvaluesfor their internalsignals;therefore,eachfreevariableshouldhave its

own signal.However, it is possiblethatabugrequires�xing only oneRTL instancewhile

otherinstancesof thesamemodulecanbeleft intact.Thissituationrequiresgenerationof

new RTL modulesandis currentlynothandledby ourdiagnosistechniques.
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9.2.3 RTL Err or Corr ection

TheRTL error-correctionproblemis formulatedasfollows: givenanerroneousRTL

descriptionof a digital design,�nd a variantdescriptionfor oneor moreof themodules

that composeit so that the new designpresentsa correctbehavior for the errors,while

leaving the known-correctbehavior unchanged.Although many error-repair techniques

exist for gate-level designs,very few studiesfocuson the RTL. Onemajor reasonis the

lack of logic representationsthatcansupportthelogic manipulationrequiredduringRTL

error correction. For example,the logic of a signal in a gate-level netlist canbe easily

representedby BDDs, andmodifying the functionof thesignalcanbe supportedby the

manipulationof its BDDs. However, mostexisting logic representationscannotbeeasily

appliedto anRTL variable. This problemis furtherexacerbatedby the fact thatanRTL

modulemaybeinstantiatedmultiple times,creatingmany differentfunctionsfor anRTL

variabledependingon whereit is instantiated.

In thissubsection,we�rst describethebaselineerror-correctiontechniquethatis easier

to understand.Next, we show how signaturesshouldbe generatedat theRTL to handle

hierarchicalandsequentialdesigns.Finally, we provide someinsightsthat we obtained

duringtheimplementationof our system.

BaselineErr or Corr ection Technique

For a �attenedcombinationaldesign,errorcorrectionis performedasfollows: (1) sig-

naturesof RTL variablesaregeneratedusingsimulation;(2) errordiagnosisis performed

to �nd a symptomcore;(3) signaturesof thesymptomvariablesin thesymptomcoreare

replacedby thevaluesof their correspondingfreevariables;and(4) synthesisis applied
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to �nd logic expressionsgeneratingthesignaturesof thesymptomvariables.By replac-

ing theexpressionsthatgeneratethe functionsof thesymptomvariableswith thosenew

expressions,designerrorscanbecorrected.

Hierar chical and SequentialDesigns

In a �attened design,eachRTL variablerepresentsexactly one logic function. In a

hierarchicaldesign,however, eachvariablemay representmorethanonelogic function.

Therefore,wedevisethefollowing techniquestoconstructthesignaturesof RTL variables.

For clarity, we call a variablein an RTL modulea modulevariable anda variablein an

instancegeneratedby themodulean instancevariable. A modulevariablemaygenerate

multiple instancevariablesif themoduleis instantiatedseveraltimes.

In RTL errorcorrection,wemodify thesourcecodeof themodulesin orderto correct

thedesign'sbehavior. SincechanginganRTL modulewill affectall theinstancesproduced

by themodule,weconcatenatethesimulationvaluesof theinstancevariablesderivedfrom

thesamemodulevariableto producethesignaturefor themodulevariable.This way, we

canguaranteethata changein a modulewill affect instancesin thesameway. Similarly,

weconcatenatethesignaturesof themodulevariableatdifferentcyclesfor sequentialerror

correction.A signature-constructionexampleis givenin Figure9.8. Note that to ensure

thecorrectnessof errorrepair, thesameinstanceandcycleordersmustbeusedduringthe

concatenationof signaturesfor all modulevariables.

Example9 Using the samecircuit asExample8. Thevaluesreturnedby thePB solver

for g1f @0 andg1f @1 are both0. Sincetheinputsto g1 are f 0, 0g andf 0, 1g for the�r st

twocycles,thecorrectexpressionfor g1 shouldgenerate0 for thesetwo inputs.RTLerror
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Design:
module top;

child c1(), c2(), c3();
endmodule
module child;

wire v;
endmodule

Simulationvalues:
Cycle0: top.c1.v= 0, top.c2.v= 0, top.c3.v= 1
Cycle1: top.c1.v= 1, top.c2.v= 0, top.c3.v= 0

Constructedsignaturefor RTL errorcorrection:

child.v =

c1:v
z}|{

1

c2:v
z}|{

0

c3:v
z}|{

0| {z }
cycle 1

c1:v
z}|{

0

c2:v
z}|{

0

c3:v
z}|{

1| {z }
cycle 0

Figure9.8:Signature-constructionexample.Simulationvaluesof variablescreatedfrom
thesameRTL variableatall cyclesshouldbeconcatenatedfor errorcorrection.

correctionreturnsthefollowingnew logic expressionsthat can�x theerror: g1 = r1&r2,

g1= r1, etc.Notethatalthoughthecorrect�x is returned,the�x is notunique. In general,

longer tracescontainingvarioustestvectors will identify theerror with higherprecision

andsuggestbetter�xes thanshortones.

Identifying Err oneousCodeStatements

Several existing error-diagnosistechniquesare able to identify the RTL codestate-

mentsthat may be responsiblefor the designerrors [65, 96, 104, 109]. Unlike these

techniques,REDIR returnsthe RTL variablesthat areresponsiblefor the errorsinstead.

Sinceonevariablemaybeaffectedby multiple statements,thesearchspaceof theerrors

modeledby thesetechniquestendto belargerthanREDIR,makingREDIRmoreef�cient

in error diagnosis.On the otherhand,beingable to identify erroneousstatementsmay

further localizethe errorsandmake debuggingeasier. To achieve this goal,we observe

thatin correctlydesignedRTL code,thevalueof a variableshouldbeaffectedby at most
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onestatementat eachcycle. Otherwise,a multiple-drivenerror will exist in the design.

Basedon this observation,we developthe following procedureto identify theerroneous

codestatementsusingourerror-diagnosisresults.

Given a symptomvariable,we �rst recordthe cyclesat which the valuesof its free

variablesaredifferentfrom its simulatedvalues. Next, we identify the codestatements

that assignnew valuesto the symptomvariablefor thosecycles: thesecodestatements

areresponsiblefor theerrors.Sincemany modernlogic simulatorsprovide thecapability

to identify the executedcodestatements(e.g., full-trace modein CadenceVerilog-XL),

erroneousstatementscanbe pinpointedeasilyby replayingthebug tracesusedfor error

diagnosis.After erroneousstatementsareidenti�ed, signaturesfor error-correctioncanbe

generatedusingonly the cycleswhenthe statementsareexecuted. In this way, we can

producecorrectionsspeci�cally for theerroneousstatements.

Implementation Insights

Whenmultiple bug tracesareusedin thediagnosis,the setof the reportedsymptom

variablesis the intersectionof the symptomsidenti�ed by eachbug trace. Therefore,to

acceleratethediagnosisoveraspeci�c bug trace,wecandeasserttheselectvariablesthat

areneverassertedduringtheexecutionof previoustraces.

Fixing errorsinvolving multi-bit variablesis moredif�cult than�xing errorsinvolv-

ing only one-bitvariablesbecausedifferentbits in the variablemay be generateddiffer-

ently. To solve this problem,we allow the userto insert a conditionalassignmentfor

eachbit in thevariable.Alternatively, REDIRcanalsobecon�guredto consideronly the

least-signi�cantbit whenperformingerrorcorrection.This is usefulwhenthevariableis
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consideredasa whole.

In synthesis-basederrordiagnosis,we observe that it is dif�cult to identify thewires

derived from thesameRTL variablein a synthesizednetlist. To overcomethis problem,

weaddtheoutputsof insertedconditionalstatementsto theprimaryoutputsof theMUX-

enrichedmodulesto obtain the simulatedvaluesof the RTL variables. To improve our

error-correctionquality, we utilize ODCsin our synthesis-basedapproachby simulating

thecomplementsignaturesof symptomvariablesandobserve thechangesatprimaryout-

puts(includinginputsto registers).

9.3 Experimental Results

In this sectionwe presentexperimentalresultsof our error-repair techniquesat both

the gatelevel and the RTL. At the gatelevel, we �rst evaluatethe effectivenessof the

baselineCoŔe framework on �xing bugs in combinationaldesigns. Next, we usethe

extensiondescribedin Section9.1 to repairerrorsin sequentialdesigns.At theRTL, we

�rst evaluateour error-diagnosistechniquesandcontrasttheresultswith thoseat thegate

level. We thenshow theresultsonautomaticerrorcorrection.

9.3.1 Gate-Level Err or Repair

WeimplementedourCoŔeframeworkusingtheOAGearpackage[140]becauseit pro-

videsconvenientlogic representationsfor circuits. We adoptedSmith's [107] algorithm

andintegratedMiniSat [51] into oursystemfor errordiagnosisandequivalencechecking.

We usedEspresso[99] to optimize the truth table returnedby DPS,and then we con-

structedthe resynthesizednetlist usingAND, OR andINVERTER gates.Our testcases
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wereselectedfrom IWLS2005benchmarks[138] basedon designsfrom ISCAS89and

OpenCoressuites.In our implementation,we limited thenumberof attemptsto resynthe-

sizeawire to 30,andweprioritizedourcorrectionby startingfrom �x eswith wirescloser

to primary inputs. We conductedfour experimentson a 2.0GHzPentium4 workstation.

The �rst two experimentsarein thecontext of equivalencechecking,the third onedeals

with simulation-basedveri�cation, while thelastonerepairserrorsin sequentialcircuits.

Equivalencechecking: our �rst experimentemploys Application1 describedin Sec-

tion 5.2.4to repairan erroneousnetlist by enforcingequivalency. Inputsandoutputsof

thesequentialelementsin thebenchmarksweretreatedasprimaryoutputsandinputs,re-

spectively. Theinitial vectorswereobtainedby simulating1024randompatterns,andone

error wasinjectedto eachnetlist. In the �rst half of the experiment,the injectederrors

�t in the error modeldescribedin Section5.1.4;while the errorsinjectedin the second

half involvedmorethan2 levelsof logic anddid notcomplywith theerrormodel.Weap-

plied GDSandDPSseparatelyto comparetheir error-correctionpower andperformance.

SinceGDS subsumesexisting techniquesthat arebasedon error models,it canbe used

asa comparisonto them. The resultsaresummarizedin Table9.1. As expected,GDS

couldnot repairnetlistsin thesecondhalf of theexperiment,showing thatour resynthesis

techniquescould�x moreerrorsthanthosebasedonAbadir'serrormodels[74, 112].

Fromtheresultsin the �rst half, we observe thatbothGDSandDPSperformedwell

in theexperiment:theresynthesistime wasshort,andthenumberof iterationswastypi-

cally small.This resultshowsthattheerror-diagnosistechniqueweadoptedwaseffective

andour resynthesistechniquesrepairedthe netlistscorrectly. Comparedwith the error-
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Table9.1: Error-correctionexperimentfor combinationalgate-level netlists.
Bench- Gate Typeof GDS DPS
mark count injectederror Runtime(sec) No. Runtime(sec) No.

EC ED Veri�- of EC ED Veri�- of
cation iter. cation iter.

S1488 636 Singlegate 1 3 1 1 1 4 1 1
change

S15850 685 Connectionchange 1 5 1 2 2 5 1 1
S92341 974 Singlegate 1 10 1 1 1 9 1 1

change
S13207 1219 Connectionchange 1 5 1 1 1 5 1 1
S38584 6727 Singlegate 1 306 83 1 1 306 81 1

change

S8381 367 Multiple gate N/A 1 6 1 1
changes

S13207 1219 Multiple missing N/A 3 12 3 6
gates

AC97 11855 Multiple connection N/A 2 1032 252 5
CTRL changes

Thebenchmarksin thetop-halfcomplywith Abadir's errormode,while thosein thebottom-half
do not. “No. of iter.” is the numberof error-correctionattemptsprocessedby the veri�cation
engine.“EC” meanserrorcorrection,while “ED” meanserrordiagnosis.

correctiontime requiredby someprevioustechniquesthatenumeratepossible�x esin the

errormodel[45, 112], theshortruntimeof GDSshows thatour pruningmethodsareef-

�cient, even thoughGDS alsoexploresall possiblecombinations.We observe that the

programruntimewasdominatedby errordiagnosisandveri�cation, which highlightsthe

importanceof developingfastererror-diagnosisandveri�cation techniques.

Errorsthataredif�cult to diagnoseandcorrectoftenneedadditionaltestvectorsand

iterations.In orderto evaluateour techniqueson �xing dif�cult errors,we reranthe �rst

threebenchmarksandreducedthenumberof their initial patternsto 64. The resultsare

summarizedin Table9.2,wherethenumberof iterationsincreasedasexpected.Theresults

suggestthatourtechniquescontinuedtobeeffectivefor dif�cult errors,whereall theerrors

couldbe�x edwithin two minutes.We alsoobserve thatDPSmaysometimesneedmore

iterationsdueto its muchlargersearchspace.However, our framework would guideboth
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Table9.2:Error-correctionexperimentfor combinationalgate-level netlistswith reduced
numberof initial patterns.

Benchmark Gate Typeof GDS DPS
count injectederror Runtime(sec) No. Runtime(sec) No.

EC ED Veri�- of EC ED Veri�- of
cation iter. cation iter.

S1488 636 Singlegate 1 5 3 13 1 4 1 3
change

S15850 685 Connection 1 3 1 5 53 4 5 42
change

S92341 974 Singlegate 1 8 3 6 1 10 3 4
change

techniquesto thecorrect�x eventually.

We observe that an SPFD-basedtechniquedescribedin [122] is closeto our CoŔe

framework. To compareour resultswith theirs,we ranthe largest� ve ISCAS'85 bench-

marksin [122] andinjectedbugssimilar to their “ s” con�guration. Sincethetechniques

in [122] canalso�nd the correct�x esmostof the time, we only comparedour runtime

with theirs. In this experiment,we applied64 initial vectors,andDPSwasusedbecause

it is similar to the techniquedescribedin [122]. The resultsare summarizedin Table

9.3. Sincethebugsweresimple,our techniquewasableto �nd valid �x eswithin a few

iterations.Notethatthereportedruntimeis thetotal runtimeof all iterations.

Table9.3: A comparisonof ourwork with anotherstate-of-the-arttechnique[122].
Benchmark Runtimeof Average Our runtime(sec)

�rst correction numberof Error DPS Veri�cation
(sec)[122] iteration(Ours) diagnosis

C1908 18.9 1.7 1.5 0.02 1.08
C2670 21.9 1 1.57 0.01 0.53
C3540 9.3 1.3 9.31 0.02 14.71
C5315 7.6 2.7 7.41 0.05 5.58
C7552 25.7 1 12.19 0.03 9.17

Theonly runtimereportedin [122] is theruntimefor theirresynthesistechniqueto �nd
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the �rst �x thatpassesveri�cation. As a result,this runtimeshouldbe comparedto our

DPSruntime.Sincealmostall their �rst �x espassedveri�cation (96%on average),their

runtimeshouldbecomparedto ourruntimewhenonly 1.04iterationis needed.Theresults

in Table 9.3 show that our DPS ran signi�cantly fasterthan the resynthesistechnique

describedin [122]. In addition, the machineusedin our experimentwas a Pentium4

2.0GHzworkstation,while [122] useda 2.7GHzworkstation. As a result,our reported

runtimeshouldbeevensmallerif thesametypesof machineswereused.Since[122] did

notreporttheirerrordiagnosisandveri�cation time,wewereunableto comparethesetwo

results.However, weobservethattheruntimeof ourerrordiagnosis+ DPSis smallerthan

the resynthesisruntimeof [122] for mostbenchmarks.It is alsoworth noting that [122]

usedATPGto generatetheir initial vectors,while weusedrandomsimulation.As aresult,

[122] shouldrequiremoretime to generateits initial vectors.

In oursecondexperiment,weinjectedmorethanoneerrorinto thenetlist.Theinjected

errorscompliedwith Abadir'smodelandcouldbe�x edby bothGDSandDPS.To mimic

dif�cult errors,the numberof initial vectorswasreducedto 64. We �rst measuredthe

runtimeandthenumberof iterationsrequiredto �x eacherrorseparately, we thenshowed

the resultson �xing multiple errors. Time-outwassetto 30 minutesin this experiment,

andtheresultsaresummarizedin Table9.4. Similar to othererrordiagnosisandcorrec-

tion techniques,runtimeof our techniquesgrows signi�cantly with eachadditionalerror.

However, we canobserve from theresultsthatthenumberof iterationsis usuallysmaller

thantheproductof thenumberof iterationsfor eacherror. It shows thatour framework

tendsto guidetheresynthesisprocessto �x theerrorsinsteadof merelytrying all possible
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combinationsof �x es.Anotherinterestingphenomenonis thatDPScouldsimultaneously

�x all threeerrorsin theS1488benchmark,while GDScouldnot. Thereasonis thatDPS

founda �x involving only two wireseventhoughthreeerrorswereinjected.SinceGDS

could not �x the netlist usingonly two error sites,three-errordiagnosiswasperformed,

which wasextremelyslow. The reasonis that in addition to �x es involving threeerror

sites,any combinationof wires consistingof two error sitesandone“healthy” site (site

with its functionunchanged)is alsoa valid �x. As a result,thenumberof possible�x es

increaseddramaticallyandevaluatingall of themwastime consuming.This explanation

is con�rmed by the following observation: error diagnosisreturned8, 7 and9 possible

�x esfor error1,error2anderror3respectively, while thenumberof �x esfor all threeer-

rorsusingthreesiteswas21,842.This situationsuggeststhatDPSis morepowerful than

GDS,aswell asmany techniquessubsumedby GDS.

Table9.4: Multiple errorexperimentfor combinationalgate-level netlists.
Benchmark Runtime(sec) Numberof iterations

Err1 Err2 Err3 Err1+2 Err1+2+3 Err1 Err2 Err3 Err1+2 Err1+2+3
S1488(GDS) 4 6 4 10 T/O 8 5 2 22 T/O
S1488(DPS) 14 5 5 34 9 32 4 2 45 14
S13207(GDS) 10 10 6 12 75 11 5 1 10 19
S13207(DPS) 7 9 6 14 74 4 5 1 16 15
S15850(GDS) 4 3 4 5 7 1 1 1 1 1
S15850(DPS) 4 3 5 5 10 1 1 13 1 11

Time-outis setto 30 minutesandis markedasT/O in theTable.

To furtherevaluatethestrengthof ourerror-repairtechniques,we tooktheC17bench-

markfrom theISCAS'85suiteandprepareda totally differentcircuit with thesamenum-

ber of primary inputs and outputs,wherethe circuit is composedof two multiplexers.

Next, we usedCoŔe to “repair” the C17 benchmarkso that it becameequivalentto the

preparedcircuit. CoŔesuccessfullyrepairedtheC17benchmarkin 0.04secondsusing26
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testvectors.Sincethenumberof primary inputsis 5, this resultsuggeststhatCoŔe can

�nd a �x without trying all possibleinput patterns(32 in this benchmark),evenwhenthe

therepairedcircuit is considerablydifferentfrom theoriginalone.

Simulation-basedveri�cation: in ourthird experiment,wesimulatedn functionality-

preservingvectorsandm error-sensitizingvectors,wherem<< n. Error-sensitizingvec-

torswereproducedby randomlychangingoneoutputpervector. Wethencheckedwhether

our framework couldproduceanetlistthatwasadaptiveto thenew responses.This is sim-

ilar to �xing errorsfoundby simulation-basedveri�cation, wherea few vectorsbreakthe

regressiontestwhile mostvectorsshouldbepreserved. In thisexperiment,wesetn=1024

while changingm, andtheresultsaresummarizedin Table9.5. We canobserve from the

resultsthatadditionalerror-sensitizingvectorsusuallyrequiremorewiresto be�x ed,and

the runtimeis alsolonger. However, our framework is ableto repairall the benchmarks

within a shorttime by resynthesizingonly a smallnumberof wires. This resultsuggests

thatour framework workseffectively in thecontext of simulation-basedveri�cation.

Table9.5:Error correction for combinational gate-level netlists in the context of
simulation-basedveri�cation.

Bench- Runtime(sec) Numberof errorsites
mark m=1 m=2 m=3 m=4 m=1 m=2 m=3 m=4
S1488 3 4 10 10 1 2 3 3
S15850 3 4 4 6 1 2 2 4
S13207 3 6 8 19 1 2 3 5

1024 functionality-preserving and m error-sensitizingvectorsare simulated,where the error-
sensitizingvectorsrandomlychangeoneoutputpervector.

Repairing errors in sequential circuits: our forth experimentrepairserrorsin se-

quentialcircuits using techniquesdescribedin Section9.1. The characteristicsof the

benchmarksandtheir resultsaresummarizedin Table9.6. For eachbenchmark,32 traces
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wereprovided,andthe goal wasto repairthe circuit so that it producesthe correctout-

put responsesfor thosetraces.Note thatdiagnosingerrorsin sequentialcircuits is much

moredif�cult than that in combinationalcircuits becausecircuit unrolling is used. For

example,thebug tracefor thelastbenchmarkhad77 cycles,andit producedanunrolled

circuit containingmore thanonemillion standardcells. Sinceour algorithmprocesses

all the tracessimultaneously, only oneiterationwill be required.For thecomputationof

more representative runtime only, we deliberatelyprocessedthe tracesone by oneand

failed all veri�cation so that all the benchmarksunderwent32 iterations. All the bugs

wereinjectedat theRTL, andthedesignsweresynthesizedusingCadenceRTL compiler

4.10. In the table, “Err. Diag. time” is the time spenton error diagnosis,“#Fixes” is

thenumberof valid �x esreturnedby CoŔe, and“DPS time” is theruntimeof DPS.The

minimum/maximumnumbersof supportvariablesandgatesusedin thereturned�x esare

shown under“Resynthesizednetlist”. Notethatimplementingany valid �x is suf�cient to

correctthecircuit'sbehavior, andwerankthe�x esbasedon thelogic depthfrom primary

inputs: �x escloserto primary inputsarepreferred.Under“Err. diag. time”, “1st” is the

runtimefor diagnosingthe�rst bug trace,while “Total” is theruntimefor diagnosingall

32 traces.

Thecomparisonbetweenthe�rst andtotaldiagnosistimein Table9.6showsthatdiag-

nosingthe�rst tracetakesmorethan30%of thetotaldiagnosistimein all thebenchmarks.

The reasonis that the �rst diagnosiscanoften localizeerrorsto a smallnumberof sites,

which reducesthe searchspaceof further diagnosessigni�cantly. SinceCoŔe relieson

iterative diagnosisto re�ne the abstractionof signatures,this phenomenonensuresthat
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Table9.6: Error-repairresultsfor sequentialcircuits.
Bench- Descrip- #Cells Bugdescription Err. diag. #Fix- Resynthesized DPS
mark tion time(sec) es netlist time

�rst total #Supp. #Gates (sec)
Pre Partof 1877 8-bit reducedOR 29.4 50.8 1 19/19 83/83 0.4
norm FPU ! AND
MD5 MD5 full 13111 Incorrectstate 5294 5670 2 33/64 58/126 28.2

chip transition
DLX 5-stage 14725 JAL inst. leadsto 25674 78834 54 1/21 1/944 1745

pipeline incorrectbypass
MIPS- from MEM stage
Lite CPU Incorrectinst. 29436 30213 6 1/2 1/2 85

forwarding

DPSis usedin this experiment. The error-diagnosistechniqueis basedon [6]. “#Supp.” is the
numberof supportsignalsand“#Gates”is the numberof gatesin the resynthesizednetlist. The
numbersareshown asminimum/maximum.

CoŔe is ef�cient after the �rst iteration. As Table9.6 shows, error diagnosisis still the

bottleneckof theCoŔeframework. Wealsoobservethat�xing somebugsrequiresa large

numberof gatesandsupportvariablesin their resynthesizednetlistsbecausethebugsare

complex functionalerrorsinjectedat theRTL.

9.3.2 RTL Err or Repair

In RTL error-repairexperiments,we evaluatedtheperformanceof thetechniquesde-

scribedin Section9.2 with a rangeof Verilog benchmarks.We useda proprietaryPerl-

basedVerilog parserto insert conditionalassignmentsinto RTL code. Synthesis-based

diagnosiswas implementedusing OpenAccess2.2 and OAGear0.96 [140] with RTL

Compilerv4.10from Cadenceasthesynthesistool. For simulation-baseddiagnosis,we

adoptedan experimentalRTL symbolicsimulator, Insight 1.4, from Avery DesignSys-

tems[126]. For ef�ciency, weimplementedthetechniquesdescribedin [52] to convertPB

problemsto SAT problemsandadoptedMiniSat asour SAT solver [51]. All theexperi-

mentswereconductedon anAMD Opteron880(2.4GHz)Linux workstationwith 16GB
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memory. Thedesignsundertestincludedseveralcircuitsselectedfrom OpenCores[131]

(Prenorm,MD5, MiniRISC, andCF FFT), thepicoJava-II microprocessor(Pipe),DLX,

andAlpha. Bugs(describedin Table9.7) wereinjectedinto thesebenchmarks,with the

exceptionof DLX andAlpha,whichalreadyincludedbugs.Weusedconstrained-random

simulationto generatebugtracesfor Pipe,Pre norm,andCF FFT, while thebugtracesfor

therestof thebenchmarksweregeneratedusingtheveri�cation environmentshippedwith

thedesigns.Tracesto exposebugsin DLX andAlpha weregivenby theveri�cation en-

gineerandweregeneratedusingaconstrained-randomsimulationtool [113]. Thenumber

of tracesfor thebenchmarksandtheir lengthsarealsoreportedin Table9.7. Thecharac-

teristicsof thesebenchmarksaresummarizedin Table9.8. In thetable,“RTL #Lines” is

thenumberof linesof RTL codein a design,and“Gate-level #Cells” is thecell countof

thesynthesizednetlist. To compareour resultswith previouswork, we implementedthe

algorithmsfor gate-level error diagnosisin [6, 107]. In the table,we list the numberof

MUXesinsertedby their techniquesin column“#MUXes”, andthenumberof conditional

assignmentsunder“#Assi.”.

Synthesis-BasedErr or Diagnosis

In this experiment,we performedcombinationalandsequentialerrordiagnosisusing

thesynthesis-basedtechniquesdescribedin Section9.2.2. For comparisonwith previous

work, wealsosynthesizedthebenchmarksandperformedgate-level errordiagnosisusing

Smith's andAli' s [6, 107] techniquesdescribedin Section5.1.3.Theresultsaresumma-

rized in Table9.9 andTable9.10. Recallthat a symptomcore suggestsa possiblesetof

signalsto modify for correctingthedesign,andit includesoneor moresymptomvariables.
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Table9.7: Descriptionof bugsin benchmarks.
Bench- Bug Description Bug traces
mark ID #Traces #Cycles
Pipe A Onesignalinverted 32 200
Pre A ReducedORreplacedby reducedAND 32 20
norm B Onesignalinverted 32 20

C One26-bit busMUX selectline inverted 32 20
D BugA + Bug B 32 20
E BugA + Bug B + BugC 32 20

MD5 A Incorrectoperandfor a 32-bit addition 1 200
B Incorrectstatetransition 1 200
C BugB with ashortertrace 1 50

MRISC A IncorrectRHSfor a 11-bit valueassignment 1 200
CF FFT A Onesignalinverted 32 15
DLX A SLL inst. doesshift thewrongway 1 150

B SLTIU inst. selectsthewrongALU operation 1 68(178)
C JAL inst. leadsto incorrectbypassfrom MEM stage 1 47(142)
D Incorrectforwardingfor ALU+IMM inst. 1 77(798)
E Doesnotwrite to reg31 1 49(143)
F RT readslower30bits only 1 188
G If RT = 7 memorywrite is incorrect 1 30(1080)

Alpha A Write to zero-reg succeedsif rdb idx = 5 1 70(256)
B Forwardingthroughzeroreg on rb 1 83(1433)
C Squashif sourceof MEM/WB = dest.of ID/EX and 1 150(9950)

instr. in ID is nota branch

DLX andAlpha includednative bugs,while otherbugsweremanuallyinjected. Bug tracesfor
several DLX and Alpha benchmarkshave beenminimized beforediagnosis,and their original
lengthsareshown in parentheses.

In all ourexperiments,we foundthatthereportedsymptomcoresincludedtherootcauses

of errorsfor all benchmarks.In otherwords,REDIR accuratelypointedout the signals

thatexhibitedincorrectbehavior.

Comparison betweenRTL and gate-level error diagnosis: this comparisonclearly in-

dicatesthat diagnosingfunctionalerrorsat the RTL hassigni�cant advantagesover the

gatelevel, including shorterruntimeandmoreaccuratediagnoses.As Table9.9 shows,

mosterrorscanbediagnosedusingour techniqueswithin a few minutes,while Table9.10

shows that identifying thesameerrorsat thegatelevel takesmorethan48 hoursin many

cases.Onemajor reasonfor this is that the numberof possiblesymptomvariables(er-

ror sites),i.e., internalnetlist signalsresponsiblefor the bug, is signi�cantly smallerin
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Table9.8: Characteristicsof benchmarks.
Bench- Description #Flip- Tracetype Gate-level [6, 107] RTL (Ours)
mark �ops #Cells #MUXes #Lines #Assi.
Pipe Part of PicoJava 2 Constrained- 55 72 264 31

pipelinecontrolunit random
Prenorm Part of FPU 71 Constrained 1877 1877 270 43

random
MD5 MD5 full chip 910 Direct test 13311 13313 438 37
MiniRISC MiniRISC full chip 887 Direct test 6402 6402 2013 43
CF FFT Part of theCF FFT chip 16,638 Constrained- 126532 126560 998 223

random
DLX 5-stagepipelineCPU 2,062 Constrained- 14725 14727 1225 84

runningMIPS-Lite ISA random
Alpha 5-stagepipelineCPU 2,917 Constrained- 38299 38601 1841 134

runningAlpha ISA random

“#MUXes” is thenumberof MUXes insertedby gate-level diagnosis[6, 107] for comparison,and
“#Assi.” is thenumberof conditionalassignmentsinsertedby oursolution.

RTL diagnosis,ascanbeobservedfrom thenumbersof insertedconditionalassignments

shown in Table9.8. This is dueto thefactthatonesimpleRTL statementmaybesynthe-

sizedinto a complex netlist,which proliferatesthenumberof errorsites.For example,a

statementlike “a = b + c” createsonly onesymptomvariableat theRTL. Its synthesized

netlist,however, maycontainhundredsof errorsites,dependingontheimplementationof

theadderandthebit-width of thesignals.Thesmallnumberof potentialsymptomvari-

ablesat theRTL signi�cantly reducesthesearchspacefor PBor SAT solversandprovides

veryshortdiagnosisruntime.In addition,onebugat theRTL maytransforminto multiple

simultaneousbugsat thegatelevel. Sinceruntimeof errordiagnosisgrows substantially

with eachadditionalbug [107], beingableto diagnoseerrorsat the RTL avoids the ex-

pensivemulti-errordiagnosisprocessat thegatelevel. Wealsoobservedthatalthoughthe

runtimeof theRTL errordiagnosisstill increaseswith eachadditionalbug, its growth rate

is muchsmallerthanthegrowth rateat thegatelevel. For example,asTable9.10shows,

theruntimeof thegate-level diagnosisfor Pre norm(A)and(D), whichcombined(A) and
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Table9.9: RTL synthesis-basederror-diagnosisresults.
Bench- Bug RTL diagnosis(Ourwork)
mark ID Combinational Sequential

Errorsfound Runtime Errorsfound Runtime
#Symp. #Cores (sec) #Symp. #Cores. (sec)

Pipe A 1 1 6.0 1 1 6.0
Pre A 1 1 13.2 1 1 13.2
norm B 1 1 11.4 1 2 13.4

C 1 1 11.4 1 1 11.4
D 2 1 12.4 2 2 13.8
E 3 2 13.9 3 4 17.4

MD5 A 1 1 83.3 1 3 173.2
B 1 1 42.9 1 2 110.1
C 1 1 14.1 1 6 49.8

MRISC A Statesunavailable 1 2 32.0
CF FFT A 1 4 364.8 Traceunavailable
DLX A 1 1 41.2 1 3 220.8

B 1 4 54.8 1 17 1886.3
C 1 5 15.8 1 11 104.0
D 1 3 27.5 1 9 2765.1
E 1 4 19.1 1 12 105.2
F 1 2 67.8 1 2 457.4
G 1 1 11.3 Traceunavailable

Alpha A 1 5 127.4 1 9 525.3
B 1 5 111.6 1 5 368.9
C 1 3 122.3 1 3 250.5

“#Symp.” is the numberof symptomvariablesin eachcore,and`#Cores”is the total numberof
symptomcores. Theresultsshouldbecomparedwith Table9.10,which show thatRTL diagnosis
outperformsgate-level diagnosisin all thebenchmarks:theruntimeis shorter, andthediagnosisis
moreaccurate.

(B), was63.6and88.7seconds,respectively. On theotherhand,Table9.9shows thatthe

runtimefor RTL diagnosiswas13.2and13.8seconds,respectively. Theseresultsclearly

indicatethatadoptinggate-level techniquesinto RTL is thecorrectapproach:it provides

excellentaccuracy becauseformal analysiscanbeperformed,yet it avoidsdrawbacksin

gate-level analysisin that it is still highly scalableandef�cient. This is achievedby our

new constructsthatmodelerrorsat theRTL insteadof thegatelevel. Theseresultsalso

demonstratethat trying to diagnoseRTL errorsat thegatelevel andmappingthe results

164



Table9.10:Gate-level error-diagnosisresults.
Bench- Bug Gate-level diagnosis[6, 107]
mark ID Combinational Sequential

Errorsfound Runtime Errorsfound Runtime
#Sites #Cores (sec) #Sites #Cores (sec)

Pipe A 1 1 6.9 1 1 7.1
Pre A 1 1 51.1 1 1 63.6
norm B 1 3 41.6 1 4 46.7

C Time-out (48hours) with > 10 error sites
D 2 3 73.3 2 4 88.7
E Time-out (48hours) with > 8 error sites

MD5 A Time-out (48hours) with > 6 error sites
B 1 2 10980 1 4 41043
C 1 3 2731 1 28 17974

MRISC A Statesunavailable Time-out (48hours)
CF FFT A 1 1 109305 Traceunavailable
DLX A Time-out (48hours) Out of memory

B 1 20 15261 Out of memory
C 1 45 11436 1 170 34829
D 1 6 18376 1 6 49787
E 1 12 9743.5 1 193 19621
F 1 10 15184 Out of memory
G 1 9 4160.1 Traceunavailable

Alpha A Time-out (48hours)
B Time-out (48hours)
C Out of memory

“#Sites” is the numberof error sitesreportedin eachcore,and“#Cores” is the total numberof
symptomcoresreturnedby errordiagnosis.

backto theRTL is ineffectiveandinef�cient, not to mentionthefact thatsucha mapping

is usuallydif�cult to �nd.

Comparison betweencombinational and sequentialdiagnosis:thedifferencebetween

combinationalandsequentialdiagnosisis that sequentialdiagnosisonly usesoutputre-

sponsesfor constraints,while combinationalis allowedto usestatevalues.As Table9.9

shows, the runtime of combinationaldiagnosisis typically shorter, and the numberof

symptomcoresis often smaller. In DLX(D), for example,the combinationaltechnique

runs signi�cantly fasterthan sequential,and returnsonly threecores,while sequential
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returnsnine. The reasonis that combinationaldiagnosisallows the useof statevalues,

which provide additionalconstraintsto the PB instance.As a result, the PB solver can

�nd solutionsfaster, andtheadditionalconstraintsfurtherlocalizethebugs.Beingableto

utilize statevaluesis especiallyimportantfor designswith very deeppipelines,wherean

errormaybeobservedhundredcycleslater. For example,theerror injectedinto CF FFT

requiresmorethan40 cyclesto propagateto any primary output,makingthe useof se-

quentialdiagnosisdif�cult. In addition,bugsthatareobservedin designstatescanonly be

diagnosedwhenstatevaluesareavailable,suchasDLX(G). Ontheotherhand,sequential

diagnosisis importantwhenstatevaluesareunavailable. For example,the bug injected

into theMiniRISC processorchangedthestateregisters,damagingcorrectstatevalues.In

practice,it is alsocommonthatonly responsesat primaryoutputsareknown. Therefore,

beingableto diagnoseerrorsin combinationalandsequentialcircuitsis equallyimportant,

andbotharesupportedby REDIR.

ThecomparisonbetweenMD5(B) andMD5(C) showsthatthereis atrade-off between

diagnosisruntime and quality: MD5(C) usesa shortertraceand thus requiresshorter

diagnosisruntime; however, the numberof symptomcoresis larger than that returned

by MD5(B), showing that the resultsare lessaccurate.The reasonis that longer traces

usuallycontainmoreinformation; therefore,they canbetterlocalizedesignerrors. One

way to obtainshortyet high-quality tracesis to performbug traceminimizationbefore

errordiagnosis.Suchminimizationtechniquescanremoveredundantinformationfromthe

bugtraceandgreatlyfacilitateerrordiagnosis.WeusedtheButramintechniquedescribed

in ChapterVIII to minimizethetracesfor DLX andAlpha,andthelengthof theoriginal
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tracesis shown in parentheses.In general,onetraceis enoughto localizetheerrorsto a

smallnumberof symptomcores,while additionaltracesmayfurtherreducethisnumber.

Casestudy: we useDLX(D) asan exampleto show the power of our error-diagnosis

techniques.Partof its RTL codeis shown below:

always@(memstageor exstageor idstageor rs3rdor rs3rtor rs4rdor rs4rtor rsr31)

casex (f memstage,exstage,idstage,rs3rd,rs3rt,rs4rd,rs4rt,rsr31g)

f `ALUimm, `dc3,`dc3,`dc,`dc,̀dc, `true,`dcg:

RSsel= `selectstage3bypass;// Buggy

......

In this example,thebuggycodeselectsstage3bypass,while thecorrectimplementation

shouldselectstage4. Error diagnosisreturnstwo symptomcores: RSseland ALUout.

Obviously, RSselis the correctdiagnosis.However, ALUout is alsoa correctdiagnosis

becauseif theALU cangeneratecorrectoutputseventhoughthecontrolsignalis incorrect,

thenthebug canalsobe�x ed.However, this is not a desirable�x. This casestudyshows

that REDIR cansuggestvariouswaysto repairthe sameerror, allowing the designerto

considerdifferentpossibilitiesin orderto choosethebest�x.

Simulation-BasedErr or Diagnosis

In this experiment,we performedsimulation-baseddiagnosisusingthealgorithmde-

scribedin Section9.2.2with Insight,anexperimentalRTL symbolicsimulatorfrom [126].

BenchmarksPipeandCF FFT wereusedin this experiment. Simulationtook 23.8and

162.9secondsto generateSAT instancesfor thesebenchmarks,respectively. The SAT

solver includedin Insightthensolvedtheinstancesin 1 and723secondsrespectively, and
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Table9.11:Error-correctionresultsfor RTL designs
Bench-mark Bug #Cores Resyn. #Fixes Runtime
mark ID �x ed method (sec)
Pipe A 1 GDS 2214 1.0
Prenorm A 1 GDS 4091 1.1

B 1 GDS 4947 2.4
C 1 GDS 68416 5.6
D 2 GDS 79358 7.1
E 3 GDS 548037 41.6

MD5 A 1 GDS 33625 4.1
B 0 GDS 0 3.86

CF FFT A 3 GDS 214800 141.6
DLX A 0 GDS 0 1.3

B 3 GDS 5319430 111.2
C 5 DPS 5 1.6
D 3 DPS 3 1.6
E 4 DPS 4 1.4
F 2 DPS 2 2.9
G 1 GDS 51330 0.7

Alpha A 5 DPS 5 7.9
B 4 DPS 4 10.4
C 3 DPS 3 8.5

it successfullyidenti�ed thedesignerrors.Notethatcurrently, theSAT solveronly returns

one, insteadof all possiblesymptomcores. Although the runtimeof simulation-based

approachis longerthanthe synthesis-basedmethod,it doesnot requirethe designto be

synthesizedin advance,thussaving thesynthesizerruntime.

Err or Corr ection

In our error-correctionexperiment,we appliedthe techniquesdescribedin Section

9.2.3to �x the errorsdiagnosedin Table9.9. We usedcombinationaldiagnosisin this

experiment,andcorrectedtheerror locationsusingthe resynthesismethodsdescribedin

ChapterVI. We summarizetheresultsin Table9.11wherewe indicatewhich of thetwo

synthesistechniquesweused,eitherGDSor DPS.In thetable,“#Cores�x ed” is thenum-
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ber of symptomcoresthat can be correctedusing our error-correctiontechniques,and

“#Fixes” is the numberof ways to �x the errors. We appliedGDS �rst in the experi-

ment,andobservedthatGDSoftenreturnsa largenumberof valid �x esthatcancorrect

the designerrors. Onereasonis thatGDS performsexhaustive searchto �nd new logic

expressions;therefore,it may �nd many differentwaysto producethe samesignal. For

example, “A � B” and “A � (A � B)” are both returnedeven thoughthey are equivalent.

Anotherreasonis thatwe only diagnosedshortbug traces,which mayproducespurious

�x es:signaturesof differentvariablesarethesameeventhoughtheir functionsarediffer-

ent. As a result,we only reportthe �rst 100�x esin our implementation,wherethe�x es

aresortedso that thosewith smallernumberof logic operationsarereturned�rst. Due

to the exhaustive-searchnatureof GDS,memoryusageof GDS may be high during the

search,asarethecasesfor benchmarksDLX (C-F)andAlpha. In thesebenchmarks,GDS

ranout of memory, andwe reliedon DPSto �nd �x esthatcancorrecttheerrors. Since

DPSonly returnsonelogic expressionwhen�xing anerror, thenumberof possible�x es

is signi�cantly smaller.

Table 9.11 shows that we could not �nd valid �x es for benchmarksMD5(B) and

DLX(A). The reasonis that the bugs in thesebenchmarksinvolve multi-bit variables.

For example,bug MD5(b) is an incorrectstatetransitionfor a 3-bit stateregister. Since

in this experimentwe only considerthe least-signi�cantbits of suchvariablesduringer-

ror correction,we could not �nd a valid �x. This problemcanbe solved by insertinga

conditionalassignmentfor everybit in amulti-bit variable.
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Discussionof RTL Err or-Repair Results

TheRTL error-diagnosisresultsshow thatourerror-modelingconstructsanddiagnosis

techniquescaneffectively localizedesignerrorsto a smallnumberof symptomvariables.

Ontheotherhand,ourerror-correctionresultssuggestthatoptionsto repairthediagnosed

errorsabound.Thereasonis that thesearchspaceof errorcorrectionis muchlargerthan

errordiagnosis:therearevariouswaysto synthesizea logic function. As a result,�nding

high-quality�x esfor a bug requiresmuchmoreinformationthanproviding high-quality

diagnoses.Although this canbe achieved by diagnosinglongeror morenumerousbug

traces,theruntimeof REDIRwill alsoincrease.

This observationshows thatautomaticerrorcorrectionis a muchmoredif�cult prob-

lem thanautomaticerror diagnosis. In practice,however, engineersoften �nd error di-

agnosismoredif�cult thanerror correction. It is commonthat engineersneedto spend

daysor weeks�nding the causeof a bug. However, oncethe bug is identi�ed, �xing it

mayonly take a few hours. To this end,our error-correctiontechniquecanalsobeused

to facilitatemanualerror repair, andit worksasfollows: (1) the engineer�x esthe RTL

codemanuallyto provide new logic functionsfor the symptomcoresidenti�ed by error

diagnosis;and(2) REDIR simulatesthe new functionsto checkwhetherthe signatures

of symptomcorescanbe generatedcorrectlyusingthe new functions. If the signatures

cannotbe generatedby the new functions,thenthe �x is invalid. In this way, engineers

cancheckthecorrectnessof their �x esbeforerunningveri�cation, which canaccelerate

themanualerror-repairprocesssigni�cantly.

The synthesis-basedresultsshow that our techniquescaneffectively handledesigns
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as large as 2000 lines of RTL code,which is approximatelythe size that an engineer

actively workson. Sincesynthesistoolsareavailablein mostcompanies,REDIR canbe

usedby engineerseverydayto facilitatetheir debuggingprocess.On theotherhand,the

simulation-basedresultssuggestthatour techniquesarepromising. OnceRTL symbolic

simulatorsbecomeaccessibleto mostcompanies,REDIR canautomaticallyexploit their

simulationpower to handleevenlargerdesigns.

9.4 Summary

In thischapterweempiricallyevaluatedtheeffectivenessof theCoŔeframework in re-

pairingfunctionalerrorsin combinationalgate-level netlists.In addition,weextendedthe

framework to repairerrorsin sequentialcircuits.This framework exploitsbothsatis�abil-

ity andobservability don't-cares,andit usesanabstraction-re�nementschemeto achieve

betterscalability. Theexperimentalresultsshow thatCoŔecanproduceamodi�ed netlist

which eliminateserroneousresponseswhile maintainingcorrectones.In addition,CoŔe

only requirestestvectorsandcorrectoutputresponses;therefore,it canbeeasilyadopted

in mostveri�cation �o ws.

Other contributions in this chapterare the constructsand algorithmsthat provide a

fundamentallynew way to diagnoseandcorrecterrorsat theRTL, including: (1) anRTL

error modelingconstruct;(2) scalableerror-diagnosisalgorithmsusingPseudo-Boolean

constraints,synthesis,andsimulation; and (3) a novel error-correctiontechniqueusing

signatures.To empirically validateour proposedtechniques,we developeda new veri-

�cation framework, calledREDIR. To this end,our experimentswith industrialdesigns

demonstratethatREDIR is ef�cient andscalable.In particular, designsup to a few thou-
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sandlines of code(or 100K cells after synthesis)canbe diagnosedwithin minuteswith

high accuracy. The superiorscalability, ef�ciency andaccuracy of REDIR ensurethat

it canbeusedby engineersin their everydaydebuggingtasks,which canfundamentally

changetheRTL debuggingprocess.

The comparisonbetweengate-level and RTL error diagnosisshows that RTL bugs

shouldbe �x ed at the RTL because�xing the sameerrorsat the gatelevel will become

muchmoredif�cult. To thisend,REDIRcangreatlyenhancetheRTL debuggingprocess

to prevent bugs from escapingto the gatelevel, allowing most functional errorsto be

caughtandrepairedat theRTL. Therefore,evenif bugsstill escapeto thegatelevel, those

bugswill bemoresubtleandshouldrequiresmallerchangesto thenetlist.Thiswill allow

gate-level error-repairtechniquesto work moreeffectively.
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CHAPTER X

Incr ementalVeri�cation for PhysicalSynthesis

As interconnectincreasinglydominatesdelayandpoweratthelatesttechnologynodes,

mucheffort is investedin physicalsynthesisoptimizations,posinggreatchallengesin val-

idating thecorrectnessof suchoptimizations.Commondesignmethodologiesthatdelay

the veri�cation of physicalsynthesistransformationsuntil the completionof the design

phasearenolongersustainablebecauseit makestheisolationof potentialerrorsextremely

challenging.Sincethedesign's functionalcorrectnessshouldnot becompromised,engi-

neersdedicateconsiderableresourcestoensurethecorrectnessattheexpenseof improving

otheraspectsof designquality. To addressthesechallenges,we proposea fastincremen-

tal veri�cation systemfor physicalsynthesisoptimizations,calledInVerS,which includes

capabilitiesfor errordetectionanddiagnosis.This systemhelpsengineersdiscovererrors

earlier, whichsimpli�es errorisolationandcorrection,therebyreducingveri�cation effort

andenablingmoreaggressiveoptimizationsto improveperformance.

10.1 Background

In this sectionwe �rst take a closerlook at thecurrentphysicalsynthesis�o w. Next,

we describea powerful physicalsynthesistechniquecalled retiming. Retiming reposi-
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tionsregistersin adesignandcanperformoptimizationsnotachievableby combinational

resynthesismethods.Our methodologiesto verify thecorrectnessof theseoptimizations

will bepresentedin thenext section.

10.1.1 The Curr ent PhysicalSynthesisFlow

Post-placementoptimizationshave beenstudiedandusedextensively to improve cir-

cuit parameterssuchaspower andtiming, andthesetechniquesareoftencalledphysical

synthesis. In addition, it is sometimesnecessaryto changethe layout manuallyin or-

der to �x bugsor optimizespeci�c objectives;this processis calledEngineeringChange

Order (ECO). Physicalsynthesisis commonlyperformedusingthe following �o w: (1)

performaccurateanalysisof theoptimizationobjective, (2) selectgatesto form a region

for optimization,(3) resynthesizethe region to optimize the objective, and(4) perform

legalizationto repairthelayout. Thework by Lu et al. [82] andChangfanet al. [41] are

all basedon this �o w.

Given that subtleandunexpectedbugsstill appearin physicalsynthesistools today

[9], veri�cation must be performedto ensurethe correctnessof the circuit. However,

veri�cation is typically slow; therefore,it is oftenperformedafterhundredsor thousands

of optimizations,asshown in Figure10.1. As a result,it is dif�cult to identify thecircuit

modi�cation thatintroducedthebug. In addition,debuggingthecircuit at thisdesignstage

is oftendif�cult becauseengineersareunfamiliarwith theautomaticallygeneratednetlist.

As we will show later, InVerSaddressestheseproblemsby providing a fastincremental

veri�cation technique.
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Figure10.1:Thecurrentpost-layoutoptimization�o w. Veri�cation is performedafterthe
layouthasundergonea largenumberof optimizations,which makesdebug-
gingdif�cult.

10.1.2 Retiming

Retimingis a sequentiallogic optimizationtechniquethat repositionsthe registersin

a circuit while leaving the combinationalcells unchanged[75, 102]. It is often usedto

minimizethenumberof registersin a designor to reducea circuit's delay. For example,

thecircuit in Figure10.4(b)is a retimedversionof thecircuit in Figure10.4(a)thatopti-

mizesdelay. Althoughretimingis a powerful technique,ensuringits correctnessimposes

a seriousproblemon veri�cation becausesequentialequivalencecheckingis ordersof

magnitudemoredif�cult thancombinationalequivalencechecking[63]. As a result,the

runtimeof sequentialveri�cation is oftenmuchlongerthanthatof combinationalveri�-

cation,if it ever �nishes. Thisproblemwill beaddressedin Section10.2.2.
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10.2 Incr ementalVeri�cation

We providea robustincrementalveri�cation packagethatis composedof a logic sim-

ulator, a SAT-basedformal equivalencechecker, andour innovative similarity metricbe-

tweena circuit andits revision. In this sectionwe de�ne our similarity metrics,andthen

describeouroverallveri�cation methodology.

10.2.1 NewMetric: Similarity Factor

We de�ne the similarity factor asan estimateof the similarity betweentwo netlists,

ckt1 andckt2. Thismetricis basedonsimulationsignaturesof individualsignals,andthose

signaturescanbe calculatedusingfastsimulation. Let N be the total numberof signals

(wires) in bothcircuits. Out of thoseN signals,we distinguishM matching signals— a

signalis consideredmatchingif andonly if bothcircuitsincludesignalswith anidentical

signature.Thesimilarity factorbetweenckt1 andckt2 is thenM=N. In otherwords:

similarity f actor =
numberof matchingsignals

total numberof signals
(10.1)

Wealsode�ne thedifferencefactoras(1� similarity f actor).

Example10 Considerthe two netlistsshownin Figure 10.2, where the signaturesare

shownabovethewires. There are 10 signalsin thenetlists,and7 of themare matching.

Asa result,thesimilarity factor is 7/10= 70%,andthedifferencefactor is 1 - 7/10= 30%.

Intuitively, thesimilarity factorof two identicalcircuits shouldbe100%. If a circuit

is changedslightly but is still mostlyequivalentto theoriginal version,thenits similarity

factor shoulddrop only slightly. For example,Figure 10.3(a)shows a netlist wherea
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Figure10.2:Similarity factorexample.Notethat thesignaturesin thefanoutconeof the
corruptedsignalaredifferent.

region of gatesis resynthesizedcorrectly. Sinceonly thesignaturesin thatregion will be

affected,thesimilarity factoronly dropsslightly. However, if thechangegreatlyaffects

thecircuit'sfunction,thesimilarity factorcandropsigni�cantly, dependingonthenumber

of signalsaffectedby the change. As Figure10.3(b)shows, whena bug is introduced

by resynthesis,thesignaturesin theoutputconeof the resynthesizedregion will alsobe

different,causinga largerdropin similarity factor. However, two equivalentcircuitsmay

be dissimilar, e.g.,a Carry-Look-Aheadadderanda Kogge-Stoneadder. Therefore,the

similarity factorshouldbeusedin incrementalveri�cation andcannotreplacetraditional

veri�cation techniques.

10.2.2 Veri�cation of Retiming

A signaturerepresentsa fractionof a signal's truth table,which in turn describesthe

information�o w within a circuit. While retimingmaychangetheclock cycle thatcertain

signaturesaregenerated,becausecombinationalcellsarepreserved,mostgeneratedsig-

naturesshouldbeidentical.Figure10.4showsa retimingexamplefrom [38], where(a) is

theoriginal circuit and(b) is theretimedcircuit. A comparisonof signaturesbetweenthe
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(a)

(b)

Figure10.3:Resynthesisexamples:(a) the gatesin the rectangleareresynthesizedcor-
rectly, andtheir signaturesmaybedifferentfrom theoriginal netlist; (b) an
error is introducedduring resynthesis,andthesignaturesin theoutputcone
of the resynthesizedregion arealsodifferent,causinga signi�cant drop in
similarity factor.

circuits shows that the signaturesin (a) alsoappearin (b), althoughthe cyclesin which

they appearmay be different. For example,the signaturesof wire w (bold-faced)in the

retimedcircuit appearonecycleearlierthanthosein theoriginalcircuit becausetheregis-

tersweremovedlaterin thecircuit. Otherwise,thesignaturesof (a) and(b) areidentical.

Thisphenomenonbecomesmoreobviouswhenthecircuit is unrolled,asshown in Figure

10.5. Sincethemaximumabsolutelag in this exampleis 1, retimingonly affectsgatesin

the�rst andthelastcycles,leaving therestof thecircuitsidentical.As aresult,signatures

generatedby theunaffectedgatesshouldalsobeidentical.Basedon this observation,we

extendour similarity factorto sequentialveri�cation, calledsequentialsimilarity factor,

asfollows. Assumetwo netlists,ckt1 andckt2, wherethe total numberof signals(wires)

in bothcircuitsis N. After simulatingC cycles,N � C signatureswill begenerated.Outof

thosesignatures,we distinguishM matching signatures.Thesequentialsimilarity factor
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betweenckt1 andckt2 is thenM=(N � C). In otherwords:

sequential similarity f actor =
numberof matchingsignatures f or all cycles

total numberof signatures f or all cycles
(10.2)

(a)

(b)
Figure10.4:A retimingexample:(a) is theoriginal circuit, and(b) is its retimedversion.

Thetablesabovethewiresshow their signatures,wherethenth row is for the
nth cycle. Four tracesareusedto generatethesignatures,producingfour bits
persignature.Registersarerepresentedby blackrectangles,andtheir initial
statesare0. As wire w shows,retimingmaychangethecycle thatsignatures
appear, but it doesnot changethe signatures(signaturesshown in boldface
areidentical).

10.2.3 Overall Veri�cation Methodology

As mentionedin Section10.1.1,traditionalveri�cation is typically performedaftera

batchof circuit modi�cations becauseit is very demandingand time consuming.As a

result,onceabug is found,it is oftendif�cult to isolatethechangethatintroducedthebug
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(a)

(b)

Figure10.5:Circuits in Figure 10.4 unrolled threetimes. The cycle in which a signal
appearsis denotedusingsubscript“@”. Retimingaffectsgatesin the �rst
and the last cycles (marked in dark gray), while the rest of the gatesare
structurallyidentical(marked in light gray). Therefore,only the signatures
of thedark-graygateswill bedifferent.

becausehundredsor thousandsof changeshave beenmade. Similarity factoraddresses

this problemby pointing out the changesthat might have corruptedthe circuit. As de-

scribedin previous subsections,a changethat greatlyaffects the circuit's function will

probablycausea suddendrop in thesimilarity factor. By monitoringthechangein sim-

ilarity factorafterevery circuit modi�cation, engineerswill beableto know whena bug

might have beenintroducedandtraditionalveri�cation shouldbe performed.Using the

techniquesthatwe developed,we proposethe InVerSincrementalveri�cation methodol-

ogyasshown in Figure10.6,andit worksasfollows:

1. After eachchangeto thecircuit, thesimilarity factorbetweenthenew andtheorigi-

nalcircuit is calculated.Runningaverageandstandarddeviationof thepast30simi-

larity factorsareusedto determinewhetherthecurrentsimilarity factorhasdropped
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Figure10.6:Our InVerSveri�cation methodology. It monitorsevery layoutmodi�cation
to identify potentialerrorsandcalls equivalencecheckingwhennecessary.
Our functionalerrorrepairtechniquescanbeusedto correcttheerrorswhen
veri�cation fails.

signi�cantly. Empirically, we foundthatif thecurrentsimilarity factordropsbelow

theaverageby morethantwo standarddeviations,thenit is likely that the change

introducedabug. Thisnumber, however, mayvaryamongdifferentbenchmarksand

shouldbeempiricallydetermined.

2. Whensimilarity factorindicatesa potentialproblem,traditionalveri�cation should

beperformedto verify thecorrectnessof theexecutedcircuit modi�cation.

3. If veri�cation fails,our functionalerrorrepairtoolscanbeusedto repairtheerrors.

SinceInVerSmonitorsdropsin similarity factors,ratherthanthe absolutevaluesof

similarity factors,the structuresof the netlistsbecomelessrelevant. Therefore,InVerS

canbeappliedto a varietyof netlists,potentiallywith differenterror-�agging thresholds.

As Section10.3shows, the similarity factorexhibits high accuracy for variouspractical

designsandallows our veri�cation methodologyto achieve signi�cant speed-upover tra-

ditional techniques.
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10.3 Experimental Results

WeimplementedInVerSusingOpenAccess2.2andOAGear0.96[140]. Our testcases

were selectedfrom IWLS'05 benchmarks[138] basedon designsfrom ISCAS'89 and

OpenCoressuites,whosecharacteristicsaresummarizedin Table10.1. In the table,the

averagelevel of logic is calculatedby averagingthe logic level of 30 randomlyselected

gates. The numberof levels of logic canbe usedasan indicationof the circuit's com-

plexity. We conductedall our experimentson an AMD Opteron880Linux workstation.

Theresynthesispackageusedin ourexperimentsis ABC from UC Berkeley [127]. In this

sectionwereportresultson combinationalandsequentialveri�cation, respectively.

Table10.1:Characteristicsof benchmarks.
Benchmark Cell Ave. level Function

count of logic
S1196 483 6.8 ISCAS'89
USB phy 546 4.7 USB 1.1PHY
SASC 549 3.7 Simpleasynchronousserialcontroller
S1494 643 6.5 ISCAS'89
I2C 1142 5.5 I2C mastercontroller
DES AREA 3132 15.1 DEScipher(areaoptimized)
SPI 3227 15.9 SPIIP
TV80 7161 18.7 8-Bit microprocessor
MEM ctrl 11440 10.1 WISHBONEmemorycontroller
PCI bridge32 16816 9.4 PCIbridge
AES core 20795 11.0 AEScipher
WB conmax 29034 8.9 WISHBONEConmaxIP core
DES perf 98341 13.9 DEScipher(performanceoptimized)

10.3.1 Veri�cation of Combinational Optimizations

Evaluation of the similarity factor: in our �rst experiment,we performedtwo typesof

circuit modi�cationsto evaluatetheeffectivenessof thesimilarity factorfor combinational

veri�cation. In the �rst type,we randomlyinjectedanerror into thecircuit accordingto
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Abadir's errormodel(seeSection5.1.4),which includestheerrorsthatoccurfrequently

in gate-level netlists. This mimics thesituationwherea bug hasbeenintroduced.In the

secondtype,weextracteda subcircuitfrom thebenchmark,whichwascomposedof 2-20

gates,andperformedresynthesisof thesubcircuitusingABC with the“resyn” command

[127]. This is similar to thephysicalsynthesisor ECO�o w describedin Section10.1.1,

wheregatesin asmallregionof thecircuit arechanged.We thencalculatedthesimilarity

factoraftereachcircuit modi�cation for bothtypesof circuit modi�cationsandcompared

their difference.Thirty sampleswereusedin this experiment,andtheresultsaresumma-

rized in Table10.2. Fromtheresults,we observe thatboth typesof circuit modi�cations

lead to decreasesin similarity factor. However, the decreaseis much more signi�cant

whenanerroris injected.As d1 shows,thestandardizeddifferencesin themeansof most

benchmarksarelargerthan0.5, indicatingthatthedifferencesarestatisticallysigni�cant.

Sinceresynthesistestsrepresentthenormanderror-injectiontestsareanomalies,we also

calculatedd2 usingonly SDr . As d2 shows, the meansimilarity factordropsmorethan

two standarddeviationswhenanerroris injectedfor mostbenchmarks.This resultshows

that the similarity factoris effective in predictingwhethera bug hasbeenintroducedby

the circuit modi�cation. Nonetheless,in all benchmarks,the maximumsimilarity factor

for error-injection testsis larger thantheminimumsimilarity factorfor resynthesistests,

suggestingthat thesimilarity factorcannotreplacetraditionalveri�cation andshouldbe

usedasanauxiliary technique.

The impact of cell counton thesimilarity factor: in ordertostudyotheraspectsthatmay

affect the similarity factor, we further analyzeour resultsby plotting the factorsagainst
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Table10.2:Statisticsof similarity factorsfor differenttypesof circuit modi�cations.
Benchmark Similarity factor(%)

Resynthesized Oneerrorinjected d1 d2
Meanr Minr Maxr SDr Meane Mine Maxe SDe

USB phy 99.849 99.019 100.000 0.231 98.897 91.897 99.822 1.734 0.969 4.128
SASC 99.765 99.119 100.000 0.234 97.995 90.291 99.912 2.941 1.115 7.567
I2C 99.840 99.486 100.000 0.172 99.695 98.583 100.000 0.339 0.567 0.843
SPI 99.906 99.604 100.000 0.097 99.692 96.430 99.985 0.726 0.518 2.191
TV80 99.956 99.791 100.000 0.050 99.432 94.978 100.000 1.077 0.930 10.425
MEM ctrl 99.984 99.857 100.000 0.027 99.850 97.699 100.000 0.438 0.575 4.897
PCI bridge32 99.978 99.941 100.000 0.019 99.903 97.649 99.997 0.426 0.338 3.878
AES core 99.990 99.950 100.000 0.015 99.657 98.086 99.988 0.470 1.372 21.797
WB conmax 99.984 99.960 100.000 0.012 99.920 99.216 99.998 0.180 0.671 5.184
DES perf 99.997 99.993 100.000 0.002 99.942 99.734 100.000 0.072 1.481 23.969

Thirty testswereperformedin this experiment,whosemeans,minimal values(Min), maximum
values(Max),andstandarddeviations(SD)areshown. Thelasttwocolumnsshow thestandardized
differencesin the means:d1 is calculatedusingthe averageof both SDe andSDr , while d2 uses
only SDr .

thecell countsof thebenchmarks.To makethe�gure clearer, weplot thedifferencefactor

insteadof thesimilarity factor. We noticethatby construction,thedifferencefactortends

to reducewith the increasein designsize,which makesthecomparisonamongdifferent

benchmarksdif�cult. In orderto compensatethis effect, we assumethat thebug density

is 1 bug per1,000gatesandadjustour numbersaccordingly. Theplot is shown in Figure

10.7,wherethe trianglesrepresentdatapointsfrom error-injection tests,andthesquares

representresynthesistests. The linear regressionlines of two datasetsarealsoshown.

Fromthe�gure, weobserve thatthedifferencefactortendsto increasewith thecell count

for error-injection tests. The increasefor resynthesistests,however, is lesssigni�cant.

As a result,thedifferencefactorof error-injectedcircuits(triangledatapoints)will grow

fasterthanthat of resynthesizedcircuits (squaredatapoints)whencell count increases,

creatinglarger discrepancy betweenthem. This result shows that the similarity factor

will dropmoresigni�cantly for largerdesigns,makingit moreaccuratewhenappliedto

practicaldesigns,which oftenhave ordersof magnitudemorecells thanthebenchmarks

usedin our tests.
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Figure10.7:The relationshipbetweencell count and the differencefactor. The linear
regressionlinesof thedatapointsarealsoshown.

The impact of level of logic on the similarity factor: herewe performsimilar analysis

usingthenumberof levelsof logic asthe independentvariable. Theslopesof the linear

regressionlinesfor theerror-injectiontestsandtheresynthesistestsare0.236and0.012,

respectively. Thedifferencein slopesshows that thedifferencefactorgrows fasterwhen

thenumberof levelsof logic increases,indicatingthat thesimilarity factorwill bemore

effective whendesignsbecomemorecomplicated.This behavior is preferablebecause

complicateddesignsareoftenmoredif�cult to verify.

To studythe impactof the numberof levels of logic on the differencefactorwithin

a benchmark,we plottedthedifferencefactoragainstthenumberof levelsof logic using

benchmarkDES perfin Figure10.8.Thelogarithmicregressionline for theerror-injection

testsarealsoshown. As the �gure suggests,the differencefactordecreaseswith the in-

creasein thenumberof levelsof logic. Thereasonis thatgateswith smallernumbersof

levelsof logic have largerdownstreamlogic, thereforelargernumbersof signatureswill

beaffected.As a result,thedifferencefactorwill belarger. Thatthevarianceexplainedis

large(0.7841)suggeststhatthis relationis strong.However, somebenchmarksdo notex-
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hibit this trend.For example,thevarianceexplainedfor benchmarkTV18 is only 0.1438.

For benchmarksthatexhibit this trend,thesimilarity factorprovidesagoodpredicationof

thelocationof thebug: a largerdropin thesimilarity factorindicatesthatthebugis closer

to primaryinputs.

Figure10.8:The relationshipbetweenthe numberof levels of logic and the difference
factorin benchmarkDES perf. Thex-axisis thelevel of logic thatthecircuit
is modi�ed. The logarithmic regressionline for the error-injection testsis
alsoshown.

To evaluatetheeffectivenessof our incrementalveri�cation methodologydescribedin

Section10.2.3,we assumedthatthereis 1 bug per100circuit modi�cations,andthenwe

calculatedthe accuracy of our methodology. We alsoreport the runtimefor calculating

thesimilarity factorandtheruntimefor equivalencecheckingof eachbenchmark.Since

mostcircuit modi�cationsdonot introducebugs,wereporttheruntimewhenequivalence

is maintained.The resultsaresummarizedin Table10.3. From the results,we observe

that our methodologyhashigh accuracy for most benchmarks.In addition, the results

show that calculatingthe similarity factoris signi�cantly fasterthanperformingequiva-

lencechecking. For example,calculatingthe similarity factorof the largestbenchmark

(DES perf) takeslessthan1 second,while performingequivalencecheckingtakesabout
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78 minutes.Dueto thehigh accuracy of thesimilarity factor, our incrementalveri�cation

techniqueidenti�es morethan99%of errors,renderingequivalencecheckingunnecessary

in thosecasesandproviding a morethan100Xspeed-up.

Table10.3:Theaccuracy of our incrementalveri�cation methodology.
Benchmark Cell Accuracy Runtime(sec)

count EC SF
USB phy 546 92.70% 0.19 < 0.01
SASC 549 89.47% 0.29 < 0.01
I2C 1142 95.87% 0.54 < 0.01
SPI 3227 96.20% 6.90 < 0.01
TV80 7161 96.27% 276.87 0.01
MEM ctrl 11440 99.20% 56.85 0.03
PCI bridge32 16816 99.17% 518.87 0.04
AES core 20795 99.33% 163.88 0.04
WB conmax 29034 92.57% 951.01 0.06
DES perf 98341 99.73% 4721.77 0.19

1 bug per 100 circuit modi�cations is assumedin this experiment. Runtimefor similarity-factor
calculation(SF)andequivalencechecking(EC) is alsoshown.

10.3.2 SequentialVeri�cation of Retiming

In our secondexperiment,we implementedthe retiming algorithmdescribedin [75]

andusedour veri�cation methodologyto checkthe correctnessof our implementation.

Thismethodologysuccessfullyidenti�ed severalbugsin ourinitial implementation.In our

experience,mostbugswerecausedby incorrectnetlistmodi�cations whenrepositioning

theregisters,anda few bugsweredueto erroneousinitial statecalculation.Examplesof

thebugsinclude:(1) incorrectfanoutconnectionwheninsertingaregisterto awire which

alreadyhasa register; (2) missing/additionalregister; (3) missingwire whena register

drivesaprimaryoutput;and(4) incorrectstatecalculationwhentwo or moreregistersare

connectedin a row.

To quantitatively evaluateour veri�cation methodology, we ran eachbenchmarkus-
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ing the correctimplementationandthe buggyversionto calculatetheir respective SSFs,

where10 cyclesweresimulated.Theresultsaresummarizedin Table10.4,which shows

that thesequentialsimilarity factorsfor retimedcircuitsare100%for mostbenchmarks.

As explainedin Section10.2.2,only a few signaturesshouldbe affectedby retiming.

Therefore,thedropin similarity factorshouldbeverysmall,makingsequentialsimilarity

factorespeciallyaccuratefor verifying thecorrectnessof retiming.Thisphenomenoncan

alsobeobservedfrom Table10.5,wheretheaccuracy of our veri�cation methodologyis

higherthan99%for mostbenchmarks.To compareour methodologywith formal equiv-

alencechecking,we also show the runtime of a sequentialequivalencechecker based

on bounded-model-checkingin Table 10.5. This result shows that our methodologyis

morebene�cial for sequentialveri�cation thancombinationalbecausesequentialequiv-

alencecheckingrequiresmuchmore runtimethancombinational.Sincethe runtimeto

computesequentialsimilarity factorremainssmall,our techniquecanstill beappliedafter

everyretimingoptimizationandthuseliminatingmostunnecessarysequentialequivalence

checkingcalls.

Table10.4:Statisticsof sequentialsimilarity factorsfor retimingwith andwithouterrors.
Benchmark Sequentialsimilarity factor(%)

Retimingwithouterrors Retimingwith errors
Meanr Minr Maxr SDr Meane Mine Maxe SDe

S1196 100.0000 100.0000 100.0000 0.0000 98.3631 86.7901 100.0000 3.0271
USB phy 100.0000 100.0000 100.0000 0.0000 99.9852 99.6441 100.0000 0.0664
SASC 99.9399 99.7433 100.0000 0.0717 99.9470 99.3812 100.0000 0.1305
S1494 100.0000 100.0000 100.0000 0.0000 99.0518 94.8166 99.5414 1.5548
I2C 100.0000 100.0000 100.0000 0.0000 99.9545 99.6568 100.0000 0.1074
DES AREA 100.0000 100.0000 100.0000 0.0000 95.9460 69.1441 100.0000 6.3899

Thirty testswereperformedin this experiment,whosemeans,minimal values(Min), maximum
values(Max), andstandarddeviations(SD) areshown.
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Table10.5:Runtimeof sequentialsimilarity factorcalculation(SSF)andsequentialequiv-
alencechecking(SEC).

Benchmark Cell DFF Accuracy Runtime(sec)
count count SEC SSF

S1196 483 18 99.87% 5.12 0.42
USB phy 546 98 99.10% 0.41 0.34
SASC 549 117 95.80% 5.16 0.56
S1494 643 6 99.47% 2.86 0.45
I2C 1142 128 99.27% 2491.01 1.43
DES AREA 3132 64 99.97% 49382.20 14.50

Accuracy of ourveri�cation methodologyis alsoreported,where1 bugper100retimingoptimiza-
tionsis assumed.

10.4 Summary

In thisworkwedevelopedanovel incrementalequivalenceveri�cation system,InVerS,

with aparticularfocuson improving designqualityandengineers'productivity. Thehigh

performanceof InVerSallowsdesignersto invoke it frequently, possiblyaftereachcircuit

transformation.This allows errorsto be detectedsooner, whenthey canbe moreeasily

pinpointedandresolved. Thescalabilityof InVerSstemsfrom theuseof fastsimulation,

which canef�ciently calculateour proposedsimilarity factor metric to spotpotentialdif-

ferencesbetweentwo versionsof adesign.Theareaswherewedetecta low similarity are

spotspotentiallyhiding functionalbugsthat canbe subjectedto moreexpensive formal

techniques.The experimentalresultsshow that InVerSachievesa hundred-foldruntime

speed-uponlargedesignscomparedto traditionaltechniquesfor similarveri�cation goals.

Our methodologyandalgorithmspromiseto decreasethenumberof latentbugsreleased

in futuredigital designsandto facilitatemoreaggressiveperformanceoptimizations,thus

improving thequalityof electronicdesignin severalcategories.
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CHAPTER XI

Post-SiliconDebuggingand Layout Repair

ModernIC designshave reachedunparalleledlevelsof overall complexity, andthor-

ough veri�cation is becomingmore dif�cult. Furthermore,the veri�cation problemis

exacerbatedby thehighly competitive market which requiresshortertime-to-market. As

aresult,designerrorsaremorelikely to escapeveri�cation in theearlystageof thedesign

�o w andarefoundafter layouthasbeen�nished; or evenworse,after thechip hasbeen

taped-out.Needlessto say, theseerrorsmustbe�x edbeforetheIC canreachthemarket.

Fixing sucherrorsis oftencostly, especiallywhenthechip hasbeentaped-out.The key

to reducethis costis to preserve asmuchpreviouseffort spenton thedesignaspossible.

In this chapterwe presenterror-repairtechniquesthatsupportthepost-silicondebugging

methodologydescribedin Section4.4. However, thesetechniquescanbeappliedto pre-

silicon layoutoptimizationor errorrepairaswell.

As mentionedin Section2.4, designerrorsthat occurpost-siliconcanbe functional

or electrical,andvariousphysicalsynthesistechniquesmay be usedto �x sucherrors.

However, thereis no metric to measurethe impactof a physicalsynthesistechniqueon

the layout. In this chapter, we �rst de�ne andexplore the conceptsof physicalsafeness
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andlogicalsoundnessto measuresuchanimpact.Weobservefrom thisanalysisthatmost

existing physicalsynthesistechniquesdo not allow post-siliconmetal�x, andthosesup-

port metal�x have limited error-repaircapabilities.Therefore,we proposea SafeResynth

techniquethat is morepowerful yet haslittle impacton a layout. The next sectionthen

describeshow SafeResynthcanbeappliedto repairpost-siliconelectricalerrors.In addi-

tion, thesectionalsoillustratesour new functionalandelectricalerror repairtechniques.

Thischapterconcludeswith experimentalresultsandabrief summary.

11.1 Physical Safenessand Logical Soundness

Theconceptof physicalsafenessis usedto describetheimpactof anoptimizationtech-

niqueon theplacementof a circuit. Physicallysafetechniquesonly allow legal changes

to a givenplacement;therefore,accurateanalysissuchastiming andcongestioncanbe

performed.Suchchangesaresafebecausethey canberejectedimmediatelyif thelayout

is not improved. On theotherhand,unsafetechniquesallow changesthatproducea tem-

porarily illegal placement.As a result,their evaluationis delayed,andit is not possible

to reliably decideif thechangecanbeacceptedor mustberejecteduntil later. Therefore,

theaveragequalityof unsafechangesmaybeworsethanthatof acceptedsafechanges.In

addition,otherphysicalparameters,suchaswirelengthor via count,maybeimpactedby

unsafetransformations.

Similar to physicalsafeness,logical soundnessis usedto describetheperturbationto

the logic madeby the optimizationtechniques.Techniquesthat do not changethe logic

usuallydo not requireveri�cation. Examplesfor this type of optimizationincludegate

sizing andbuffer insertion. Techniquesthat changethe logic of the circuit may require
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veri�cation to ensuretheir correctness.For example,optimizationsbasedon reconnect-

ing wires requireveri�cation becauseany bug in the optimizationprocessmay change

the circuit's behavior. Sincelocal changesto combinationallogic canbe veri�ed easily

usingequivalencechecking,they areconsideredlogically sound.However, smallchanges

to sequentiallogic often have global implicationsandaremuchmoredif�cult to verify,

thereforewedonotclassifythemaslogically soundtechniques.Thesetechniquesinclude

theinsertionof clockedrepeatersandtheuseof retiming.

11.1.1 Physically SafeTechniques

Symmetry-basedrewiring is one of the few physicalsynthesistechniquesthat is

physicallysafein nature. As describedin ChapterVII, it exploits symmetriesin logic

functions,looking for pin reconnectionsthat improve theoptimizationobjective. For ex-

ample,the inputs to an AND gatecanbe swappedwithout changingits logic function.

Sinceonly wiring is changedin this technique,the placementis alwayspreserved. An

exampleof symmetry-basedrewiring is givenin Figure11.1(a).

Theadvantageof physicallysafetechniquesis thattheeffectsof any changeareimme-

diatelymeasurable,thereforethechangecanbeacceptedor rejectedreliably. As a result,

circuit parameterswill notdeteriorateafteroptimizationandno timing convergenceprob-

lem will occur. However, the improvementgainedfrom thesetechniquesis often limited

becausethey cannotaggressively modify the logic or uselarger-scaleoptimizations.For

example,in [28] timing improvementmeasuredbeforeroutingis typically lessthan10%.
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11.1.2 Physically UnsafeTechniques

Traditional physicalsynthesistechniquesare physically unsafebecausethey create

cell overlapsandthusprevent immediateevaluationof changes.Althoughsomeof these

techniquescan be appliedin a safeway, they may lose their strength. It follows that

existing physicalsynthesistools usually rely on unsafetechniques,planningto correct

potentially illegal changesafter the optimizationphaseis complete. A classi�cation of

thesetechniquesandtheir impacton logic arediscussedbelow.

Gatesizingand buffer insertion aretwo importanttechniquesthatdonotchangethe

logic, asshown in Figure11.1(b)andFigure11.1(d).Gatesizingchoosesthesizeof the

gatescarefullysothatsignaldelayin wirescanbebalancedwith gatedelay, andthegates

haveenoughstrengthto drive thewires.Buffer insertionaddsbuffersto drive long wires.

Thework by Kannanetal. [69] is basedon thesetechniques.

Gate relocation movesgateson critical pathsto betterlocationsandalso doesnot

changethe logic. An exampleof gaterelocationis given in Figure 11.1(c). Ajami et

al. [4] utilize this techniqueby performingtiming-drivenplacementwith global routing

informationusingthenotionof movableSteinerpoints.They formulatethesimultaneous

placementandroutingproblemasa mathematicalprogram.The programis thensolved

by Han-Powell method.

Gate replication is anothertechniquethatcanimprovecircuit timing without chang-

ing the logic. As Figure11.1(e)shows, by duplicatingg5, thedelayto g1 andg9 canbe

reduced.Hrkic et al. [60] proposeda placement-coupledapproachbasedon suchtech-

nique. Given a placedcircuit, they �rst extract replicationtreesfrom the critical paths
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aftertiming analysis,andthenthey performembeddingandpost-uni�cationto determine

thegatesthatshouldbeduplicatedaswell astheir locations.Sinceduplicatedgatesmay

overlapwith existing gates,at the end of the process,timing-driven legalizationis ap-

plied. Althoughtheir approachimprovestiming by 1-36%,it alsoincreasesroutelength

by 2-28%.

(a)Symmetry-basedrewiring. (b) Gatesizing.

(c) Gaterelocation. (d) Buffer insertion.

(e) Gateduplication.

Figure11.1:Several distinct physicalsynthesistechniques.Newly-introducedoverlaps
areremovedby legalizersaftertheoptimizationphasehascompleted.

Traditional rewiring techniquesbasedon additionor removal of redundantwiresare

notphysicallysafe.Thebasicideais to addoneor moreredundantwiresto makea target

wire redundantsothat it becomesremovable.Sincegatesmustbemodi�ed to re�ect the

changesin wires,cell overlapsmayoccur. Thework in [40] utilizesthis techniqueusing
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anATPGreasoningapproach.

Optimizationtechniquesdiscussedsofar canbemadephysicallysafeby rejectingall

changesthatcreatenew overlaps.For example,this would allow insertingbuffersonly in

overlap-freesites.However, theprevailing practicefor theseandmany otheroptimizations

is to �rst allow overlapsand thencall a legalizer to �x the overlaps. Accordingto our

de�nition, this is physicallyunsafe.In otherwords,dependingon how many overlapsare

introduced,how powerful andhow accuratethelegalizeris, thephysicalparametersof the

circuit mayimproveor deteriorate.

Traditional restructuring focuseson directingthesynthesisprocessusingtiming in-

formationobtainedfrom a placedor routedcircuit. It is moreaggressive in that it may

changethe logic structureaswell astheplacement.This techniquere�ects the fact that

timing-drivensynthesisrequiresaccuratetiming,whichcanonlybeobtainedfromaplaced

circuit. However, acircuit cannotbeplacedunlessit is synthesized.Restructuringattempts

to bridgethegapbetweenthesetwo differentstagesin circuit design.

A typical restructuring�o w includes: (1) obtainingaccuratetiming analysisresults

from a placedor routeddesign,(2) identifying critical pathsin the design,(3) selecting

gatesfrom thecritical pathsto form critical regions,(4) performingtiming-drivenresyn-

thesison thecritical regions,and(5) calling legalizersto remove gateoverlapsthatmay

be createdduring the process.This processis repeateduntil timing closureis achieved.

Thework by Lu et al. [81], Vaishnav et al. [111] andChangfanet al. [41] is all basedon

this �o w with emphasison differentaspects.For example,thework by Vaishnav focuses

on eliminatinglate-arriving eventsidenti�ed by symbolicsimulation,while Changfanan-
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alyzestheeffectsof routingontiming andutilizesthemin his resynthesisandincremental

placementengines.

Traditional restructuringis usually physically unsafe. For example, evaluationof

new cell locationscannotbe donereliably for technology-independentrestructuringun-

lesstechnologymappingis alsoperformed.Moreover, restructuringtechniquesbasedon

AIGs are likely to be unsafebecausenodemergersperformedin an AIG may distort a

given placedcircuit [127]. As a result, the effectsof the changesare not immediately

measurable.Although carefully designedtechniquescanbe usedto alleviate this prob-

lem [72, 78, 83], it is dif�cult to be eliminatedaltogether. The strengthandsafenessof

thesetechniquesaresummarizedin Table11.1. The two physicallysafetechniqueswill

beadaptedto repairelectricalerrorsin Section11.4.

Table11.1:Comparisonof a rangeof physicalsynthesistechniquesin termsof physical
safenessandoptimizationpotential.

Techniques Physical Optimization
safeness potential

Symmetry-basedrewiring Safe Low
SafeResynth Safe Medium
ATPG-basedrewiring, buffer insertion, Unsafe� Low
gatesizing,gaterelocation
Gatereplication Unsafe� Medium
Restructuring Unsafe High

Low potentialmeansthatonly localoptimizationsarepossible,andhighpotentialmeansthatlarge
scaleoptimizationsarepossible.� Note: someof thesetechniquescouldbemadesafebut popular
implementationsusethemin anunsafefashion,allowing gateoverlap.

11.2 NewResynthesisTechnique— SafeResynth

Our safephysicalsynthesisapproach,SafeResynth,is discussedin detail in this sec-

tion. It usessignatures(seeSection5.1.1)producedby simulationto identify potential
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resynthesisopportunities,whosecorrectnessarethenvalidatedby equivalencechecking

[127]. Sinceourgoalis layoutoptimizationanderrorrepair, wecanprunesomeof theop-

portunitiesbasedon their improvementpotentialbeforeformally verifying them. To this

end,weproposepruningtechniquesbasedonphysicalconstraintsandlogical compatibil-

ity amongsignatures.SafeResynthis powerful in that it doesnot restrict resynthesisto

smallgeometricregionsor smallgroupsof adjacentwires. It is safebecausetheproduced

placementis alwayslegalandtheeffect canbeevaluatedimmediately.

11.2.1 Terminology

A signature is a bit-vectorof simulatedvaluesof a wire. Given thesignaturest of a

wire wt to be resynthesized,anda certaingateg1, a wire w1 with signatures1 is saidto

becompatiblewith wt if it is possibleto generatest usingg1 with signatures1 asoneof

its inputs. In otherwords,it is possibleto generatewt from w1 usingg1. For example,if

s1 = 1, st = 1 andg1 = AND, thenw1 is compatiblewith wt usingg1 becauseit is possible

to generate1 on anAND' s outputif oneof its inputsis 1. However, if s1 = 0, thenw1 is

not compatiblewith wt usingg1 becauseit is impossibleto obtain1 on anAND' s output

if oneof its inputsis 0 (seeFigure11.4).

A controlling valueof a gateis the valuethat fully speci�es the gate's outputwhen

appliedto oneinput of thegate.For example,0 is thecontrollingvaluefor AND because

whenappliedto theAND gate,its outputis always0 regardlessof thevalueof otherinputs.

Whentwo signaturesareincompatible, that canoften be tracedto a controlling valuein

somebitsof oneof thesignatures.
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11.2.2 SafeResynthFramework

The SafeResynthframework is outlinedin Figure11.2,andan exampleis shown in

Figure11.3. In this sectionwe illustratehow timing canbe optimized;however, Safe-

Resynthcanalsobeusedto optimizeothercircuit parametersor repairpost-siliconerrors.

Initially, l ibrary containsall the gatesto be usedfor resynthesis.We �rst generatea

signaturefor eachwire by simulatingcertaininput patterns.In orderto optimizetiming,

wiret in line 2 will beselectedfrom wiresonthecritical pathsin thecircuit. Line 3 restricts

oursearchof potentialresynthesisopportunitiesaccordingto certainphysicalconstraints,

and lines 4-5 further pruneour searchspacebasedon logical soundness.After a valid

resynthesisoption is found,we try placingthegateon variousoverlap-freesitescloseto

a desiredlocationin line 6 andchecktheir timing improvements.In this process,more

thanonegatemaybeaddedif therearemultiple sinksfor wiret , andtheoriginaldriverof

wiret maybereplaced.In line 10 we remove redundantgatesandwires thatmayappear

becausewire0
ts original drivermayno longerdrive any wire, which ofteninitiatesa chain

of furthersimpli�cations.

11.2.3 Search-SpacePruning Techniques

In order to resynthesizea target wire (wiret) usingan n-input gatein a circuit con-

taining m wires, the bruteforce techniqueneedsto check
� m

n

�
combinationsof possible

inputs,which canbe very time-consumingfor n > 2. Thereforeit is importantto prune

thenumberof wiresto try.

Whenthe objective is to optimize timing, the following physicalconstraintscanbe

usedin line 3 of the framework: (1) wires with arrival time later thanthat of wiret are
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1. Simulatepatternsandgenerateasignaturefor eachwire.
2. Determinewiret to beresynthesizedandretrieve wiresc from thecircuit.
3. Prunewiresc accordingto physicalconstraints.
4. Foreachgate2 l ibrary with inputsselectedfrom combinationsof compatible

wires2 wiresc.
5. Checkif wiret 's signaturecanbegeneratedusinggate with its inputs' signatures.

If not, try next combination.
6. If so,do restructuringusinggate by placingit on overlap-freesitescloseto the

desiredlocation.
7. If timing is improved,checkequivalency. If notequivalent,try next combination

of wires.
8. If equivalent,avalid restructuringis found.
9. Usetherestructuringwith maximumdelayimprovementfor resynthesis.

10. Identify andremove gatesandwiresmaderedundantby resynthesis.

Figure11.2:TheSafeResynthframework.

discardedbecauseresynthesisusingthemwill only increasedelay;and(2) wires thatare

too far away from the sinksof wiret areabandonedbecausethe wire delaywill be too

large to bebene�cial. We setthis distancethresholdto twice theHPWL (Half-Perimeter

WireLength)of wiret .

In line 4 logicalcompatibilityis usedto prunethewiresthatneedto betried. Wiresnot

compatiblewith wiret usinggate areexcludedfrom our search.Figure11.4summarizes

how compatibilitiesaredeterminedgivena gatetype,thesignaturesof wiret andthewire

to betested(wire1).

To acceleratecompatibilitytesting,we usetheone-count, i.e., thenumberof 1sin the

signature,to �lter out unpromisingcandidates.For example,if gate==OR andthe one-

countof wiret is smallerthanthatof wire1, thenthesetwo wiresareincompatiblebecause

OR will only increaseone-countin thetargetwire. This techniquecanbeappliedbefore

bit-by-bit compatibilitytestto detectincompatibilityfaster.

Ourprunedsearch algorithmthatimplementslines4-5of theframework is outlinedin
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Figure11.3:A restructuringexample. Input vectorsto the circuit areshown on the left.
Eachwire is annotatedwith its signaturecomputedby simulationon those
testvectors.We seekto computesignalw1 by a differentgate,e.g.,in terms
of signalsw2 andw3. Two suchrestructuringoptions(with new gates)are
shown asgn1 andgn2. Sincegn1 producestherequiredsignature,equivalence
checkingis performedbetweenwn1 andw1 to verify the correctnessof this
restructuring.Anotheroption,gn2, is abandonedbecauseit failsour compat-
ibility test.

Gatetype wiret wire1 Result

NAND 0 0 Incompatible
NOR 1 1 Incompatible
AND 1 0 Incompatible
OR 0 1 Incompatible

XOR/XNOR Any Any Compatible

Figure11.4:Conditionsto determinecompatibility: wiret is the targetwire, andwire1 is
thepotentialnew inputof theresynthesizedgate.

Figure11.5. It is speci�cally optimizedfor two-inputgatesandis a specialversionof the

GDSalgorithmshown in Section6.3. Wiret is thetargetwire to beresynthesized,wiresc

arewires selectedaccordingto physicalconstraints,andl ibrary containsgatesusedfor

resynthesis.All wires in the fanoutconeof wiret areexcludedin thealgorithmto avoid

theformationof combinationalloops.

In Figure11.5, functioncompatible returnswires in wiresg that arecompatiblewith

wiret givengate. Functionget potential wiresreturnswiresin wiresd thatarecapableof

generatingthesignatureof wiret usinggateandwire1, andits algorithmis outlinedin Fig-
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Functionprunedsearch(wiret ;wiresc; l ibrary)
1 foreachgate2 l ibrary
2 wiresg = compatible(wiret ;wiresc;gate);
3 foreachwire1 2 wiresg
4 wiresd = get potential wires(wiret ;wire1;wiresg;gate);
5 foreachwire2 2 wiresd
6 restructureusinggate, wire1 andwire2;

Figure11.5:Theprunedsearchalgorithm.

ure11.6.For XOR andXNOR, thesignatureof theotherinput canbecalculateddirectly,

andwireswith signaturesidenticalto thatsignaturearereturnedusingthesignaturehash

table. For othergatetypes,signaturesarecalculatediteratively for eachwire (denotedas

wire2) usingwire1 astheotherinput, andthewiresthatproducesignatureswhich match

wire0
ts arereturned.

Functionget potential wires(wiret ;wire1;wiresg;gate)
1 if (gate == XOR/XNOR)
2 wiresd= sig hash[wiret :signature XOR/XNORwire1:signature];
3 else
4 foreachwire2 2 wiresg
5 if (wiret :signature == gate:evaluate(wire1:signature;wire2:signature))
6 wiresd = wiresd [ wire2;
7 returnwiresd;

Figure11.6:Algorithm for functionget potentialwires. XOR andXNOR areconsidered
separatelybecausethe requiredsignaturecan be calculateduniquely from
wiret andwire1.

11.3 Physically-AwareFunctional Err or Repair

In this sectionwe describeour Physically-Aware FunctionalError Repair (PAFER)

framework,whichis basedontheCoŔeframework (seeChapterV). PAFERautomatically

diagnosesand�x eslogic errorsin the layout by changingits combinationalportion. In

this context, we assumethat statevaluesareavailable,andwe treat connectionsto the

�ip-�ops asprimary inputsandoutputs. To supportthe layout changerequiredin logic
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errorrepair, wealsodevelopa Physically-AwareReSynthesis(PARSyn)algorithm.

11.3.1 The PAFER Framework

The algorithmic �o w of our PAFER framework is outlined in Figure11.7. The en-

hancementsto make theCoŔe framework physically-awarearemarkedin boldface.Note

thatunlikeCoŔe, thecircuits(ckterr , cktnew) in PAFER now includelayoutinformation.

framework PAFER(ckterr;vectorsp;vectorse;cktnew)
1 calculateckterr 's initial signaturesusingvectorsp andvectorse;
2 f ixes= diagnose(ckterr ;vectorse);
3 foreachf ix 2 f ixes
4 cktsnew = PARSyn(�x ;ckterr );
5 if (every circuit in cktsnew violatesphysicalconstraints)
6 continue;
7 cktnew = the �rst circuit in cktsnew that doesnot violate physicalconstraints;
8 counterexample = veri f y(cktnew);
9 if (counterexample is empty)

10 return(cktnew);
11 else
12 if (check(ckterr ;counterexample) fails)
13 f ixes= rediagnose(ckterr ;counterexample; f ixes);
14 simulatecounterexample andupdateckt's signatures;

Figure11.7:Thealgorithmic�o w of thePAFER framework.

The inputs to the framework includethe original circuit (ckterr) andthe testvectors

(vectorsp, vectorse). Theoutputof theframework is a circuit (cktnew) thatpassesveri�ca-

tion anddoesnot violateany physicalconstraints.In line 2 of thePAFER framework, the

erroris diagnosed,andthe�x esarereturnedin f ixes. Each�x containsoneor morewires

that areresponsiblefor the circuit's erroneousbehavior andshouldbe resynthesized.In

line 4 of the PAFER framework, PARSyn is usedto generatea setof new resynthesized

circuits (cktnew), which will be describedin the next subsection.Thesecircuits arethen

checked to determineif any physicalconstraintis violated. For example,whetherit is

possibleto implementthe changeusingmetal �x. In lines 5-6, that no circuit complies
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with thephysicalconstraintsmeansno valid implementationcanbefoundfor thecurrent

f ix. As a result,the f ix will beabandonedandthenext f ix will be tried. Otherwise,the

�rst circuit that doesnot violate any physicalconstraintsis selectedin line 7, wherethe

circuits in cktsnew canbepre-sortedusingimportantphysicalparameterssuchastiming,

powerconsumption,or reliability. Thefunctionalcorrectnessof thiscircuit is thenveri�ed

asin theoriginalCoŔe framework. Pleasereferto ChapterV for moredetailson thispart

of theframework.

11.3.2 The PARSyn Algorithm

Theresynthesisproblemin post-silicondebuggingis considerablydifferentfrom tra-

ditional onesbecausethenumbersandtypesof sparecellsareoften limited. As a result,

traditional resynthesis�o ws may not work becausetechnologymappingthe resynthesis

functionusingthelimited numberof cellscanbedif�cult. Evenif theresynthesisfunction

canbemapped,implementingthemappednetlistmaystill beinfeasibledueto otherphys-

ical limitations. Therefore,it is desirablein post-silicondebuggingthat the resynthesis

techniquecangenerateasmany resynthesizednetlistsaspossible.

To supportthis requirement,our PARSyn algorithm exhaustively tries all possible

combinationsof sparecells and input signalsin order to producevariousresynthesized

netlists.To reduceits searchspace,we alsodevelopseveralpruningtechniquesbasedon

logical andphysicalconstraints.Althoughexhaustive in nature,our PARSynalgorithmis

still practicalbecausethenumbersof sparecellsandpossibleinputsto theresynthesized

netlistsareoftensmallin post-silicondebugging,resultingin asigni�cantly smallersearch

spacethantraditionalresynthesisproblems.
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Our PARSynalgorithmis illustratedin Figure11.8,which tries to resynthesizeevery

wire (wiret) in thegiven f ix. In line 2 of thealgorithm,getSpareCell searchesfor spare

cells within RANGE andreturnsthe resultsin spareCells, whereRANGE is a distance

parametergivenby theengineer. This parameterlimits thesearchof sparecells to those

within RANGE startingfrom wiret 's driver. Oneway to determineRANGE is to usethe

maximumlengthof awire thatFIB canproduce.A subcircuit,cktlocal, is thenextractedby

extractSubCkt in line 3. This subcircuitcontainsthecellswhich generatethesignalsthat

areallowedto beusedasnew inputsfor theresynthesizednetlists.A setof resynthesized

netlists(resynNetsnew) is thengeneratedby exhaustiveSearch in line 4. Thecells in those

netlistsarethen“placed”usingsparecells in thelayoutto producenew circuits(cktsnew),

whicharereturnedin line 6.

functionPARSyn( f ix;ckt)
1 foreachwiret 2 f ix
2 spareCells= getSpareCell (wiret ;ckt;RANGE);
3 cktlocal = extractSubCkt(wiret ;ckt;RANGE);
4 resynNetsnew = exhaustiveSearch(1;spareCells;cktlocal );
5 cktsnew = placeResynNetl ist(ckt; resynNetsnew);
6 return(cktsnew);

Figure11.8:ThePARSynalgorithm.

To placethecells in a resynthesizednetlist,we �rst sortsparecellsaccordingto their

distancesto wiret 's driver. Next, we mapeachcell in the resynthesizednetlist, the one

closerto the netlist's output �rst, to the sparecell closestto wiret 's driver. The reason

behindthis is that we assumethe original driver is placedat a relatively goodlocation.

Sinceour resynthesizednetlist will replacethe original driver, we want to placethe cell

that generatesthe output signal of the resynthesizednetlist as closeto that location as
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possible.Therestof thecells in theresynthesizednetlistarethenplacedusingthespare

cellsaroundthatcell.

TheexhaustiveSearch functioncalledin thePARSynalgorithmis givenin Figure11.9.

This functionexhaustively triescombinationsof differentcell typesandinput signalsin

orderto generateresynthesizednetlists.Theinputsto thefunctionincludethecurrentlogic

level (logic), availablesparecells(spareCells), anda subcircuit(cktlocal) whosecellscan

be usedto generatenew inputsto the resynthesizednetlists. The function returnsvalid

resynthesizednetlistsin netl istsnew.

functionexhaustiveSearch(level ;spareCells;cktlocal )
1 if (level == MAXLEVEL)
2 returnall cellsin cktlocal;
3 foreachcellType2 validCellTypes
4 if (checkSpareCell (spareCells;cellType) fails)
5 continue;
6 spareCells[cellType]:count- -;
7 netl istssub = exhaustiveSearch(level+ 1;spareCells;cktlocal);
8 netl istsn = generateNewCkts(cellType;netl istssub);
9 netl istsn = checkNetl ist(netl istsn;spareCells);

10 netl istsnew = netl istsnew [ netl istsn;
11 if (level == 1)
12 removeIncorrect(netl istsnew);
13 returnnetl istsnew;

Figure11.9:TheexhaustiveSearchfunction.

In thefunction,MAXLEVEL is themaximumdepthof logic allowedto beusedby the

resynthesizednetlists.Sowhenlevel equalsto MAXLEVEL, nofurthersearchis allowed,

andall thecellsin cktlocal arereturned(lines1-2). In line 3, thesearchstartsbranchingby

trying everyvalidcell type,andthesearchis boundedif nosparecellsareavailablefor that

cell type(lines4-5). If acell is availablefor resynthesis,it is deductedfrom thespareCells

repositoryin line 6. In line 7 thealgorithmrecursively generatessubnetlistsfor thenext
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logic level, andthe resultsaresaved in netl istsub. New netlists(netl istsn) for this logic

level arethenproducedby generateNewCkts. This functionproducesnew netlistsusinga

cell with type=cellTypeandinputsfrom combinationsof subnetlistsfrom thenext logic

level. In line 9 checkNetl ist checksall thenetlistsin netl istn andremovesthosethatcannot

be implementedusingtheavailablesparecells. All thenetliststhat canbe implemented

arethenaddedto asetof netlistscallednetl istsnew. If level is 1, thelogic correctnessof the

netlistsin netl istsnew is checkedby removeIncorrect, andthenetliststhatcannotgenerate

the correctresynthesisfunctionswill be removed. The restof the netlistswill then be

returnedin line 13. Note that BUFFERshouldalwaysbe oneof the valid cell typesin

orderto generateresynthesizednetlistswhoselogic levelsaresmallerthanMAXLEVEL.

TheBUFFERsin a resynthesizednetlistcanbeimplementedby connectingtheir fanouts

to their inputwireswithout usingany sparecells.

To boundthe searchin exhaustiveSearch, we alsousedthe logic pruningtechniques

describedin Section6.3.To furtherreducetheresynthesisruntime,weusenetlistconnec-

tivity to remove unpromisingcells from our searchpool, e.g.,cells thataretoo far away

from the erroneouswire. In addition,cells in the fanoutconeof the erroneouswire are

alsoremovedto avoid theformationof combinationalloops.

11.4 Automating Electrical Err or Repair

Theelectricalerrorsfoundpost-siliconareusuallyunlikely to happenin any givenre-

gion of a circuit, but becomestatisticallysigni�cant in large chips. To this end,a slight

modi�cation of theaffectedwireshasahighprobabilityto successfullyrepairtheproblem.

Beingableto checkthis by performingaccuratesimulationandcomparingseveralalter-
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native �x esalsoincreasethechancesof successfullyrepairingthecircuit evenfurther. In

this sectionwe �rst describetwo techniquesthatcanautomatically�nd a varietyof elec-

trical errorrepairoptions,includingSymWireandSafeResynth. Thesetechniquesareable

to generatelayout transformationsthatmodify the erroneouswireswithout affecting the

circuit's functionalcorrectness.Next, we studythreecasesto show how our techniques

canbeusedto repairelectricalerrors.

11.4.1 The SymWir eRewiring Technique

Symmetry-basedrewiring changesthe connectionsbetweengatesusingsymmetries.

An example is illustrated in Figure 11.11(b),where the inputs to cells g1 and g2 are

symmetricandthuscanbereconnectedwithout changingthecircuit's functionality. The

changein connectionsmodi�es theelectricalcharacteristicsof theaffectedwiresandcan

beusedto �x electricalerrors.Sincethis rewiring techniquedoesnot perturbany cells,it

is especiallysuitablefor post-silicondebugging. In light of this,we proposeanelectrical

error repair techniqueusing the symmetry-basedrewiring methodpresentedin Chapter

VII. This techniqueis calledSymWire andits algorithmis outlinedin Figure11.10.The

input to thealgorithmis thewire (w) thathaselectricalerrors,andthisalgorithmchanges

the connectionsto the wire usingsymmetries.In line 1, we extract varioussubcircuits

(subCircuits) from the original circuit, whereeachsubcircuithasat leastoneinput con-

nectingto w. Currently, we extract subcircuitscomposedof 1-7 cells in the fanoutcone

of w usingbreadth-�rstsearchanddepth-�rst search.For eachextractedsubcircuit,which

is savedin ckt, wedetectasmany symmetriesaspossibleusingfunctionsymmetryDetect

(line 3). If any of thesymmetriesinvolvea permutationof w with anotherinput,weswap
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functionSymWire(w)
1 extractsubCircuits with w asoneof theinputs;
2 foreachckt 2 subCircuits
3 sym= symmetryDetect(ckt);
4 if (syminvolvespermutationof w with anotherinput)
5 reconnectwiresin ckt usingsym;

Figure11.10:TheSymWire algorithm.

the connectionsto changethe electricalcharacteristicsof w. The symmetrydetectoris

implementedusingthetechniquespresentedin Section7.2.

11.4.2 Adapting SafeResynthto Perform Metal Fix

Someelectricalerrorscannotbe �x ed by modifying a small numberof wires, anda

moreaggressive techniqueis required.In this subsectionwe show how theSafeResynth

techniquedescribedin Section11.2canbeadaptedto performpost-siliconmetal�x.

Assumethat the error is causedby wire w or the cell g that drivesw. We �rst use

SafeResynthto �nd analternative way to generatethesamesignalthatdrivesw. In post-

silicon debugging,however, we only rely on the spare cells that areembeddedinto the

designbut not connectedto othercells (seeSection2.4). Thereforewe do not needto

insertnew cells,which would beimpossibleto implementwith metal�x. Next, we drive

a portionor all of w's fanoutsusingthenew cell. Sincea differentcell canalsobeused

to drive w, we canchangetheelectricalcharacteristicsof bothg andw in orderto �x the

error. Note that SafeResynthsubsumescell relocation;therefore,it canalso�nd layout

transformationsinvolving replacementsof cells.
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11.4.3 CaseStudies

In this subsectionwe show how our techniquescanrepairdrivestrengthandcoupling

problems,aswell asavoid the harmcausedby the antennaeffect. Note that thesecase

studiesonly serve asexamples,andour techniquescan alsobe appliedto repairmany

othererrors.

Dri vestrengthproblemsoccurwhenacell is toosmallto propagateits signalto all the

fanoutswithin thedesignedtiming budget.Our SafeResynthtechniquesolvesthis prob-

lem by �nding analternative sourceto generatethesamesignal. As illustratedin Figure

11.11(a),thenew sourcecanbeusedto drive a fractionof thefanoutsof theproblematic

cell, reducingits requireddriving capability.

(a)

(b)

Figure11.11:Casestudies:(a)g1 hasinsuf�cient drivingstrength,andSafeResynthusesa
new cell, gnew, to drivea fractionof g1's fanouts;(b) SymWire reducescou-
pling betweenparallellongwiresby changingtheirconnectionsusingsym-
metries,whichalsochangesmetallayersandcanalleviatetheantennaeffect
(electric charge accumulatedin partially-connectedwire segmentsduring
themanufacturingprocess).

Coupling betweenlongparallelwiresthatarenext to eachothercanresultin delayed

signaltransitionsundersomeconditionsandalsointroducesunexpectedsignalnoise.Our
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SafeResynthtechniquecanprevent theseundesirablephenomenaby replacingthedriver

for oneof the wires with an alternative signalsource. Sincethe cell that generatesthe

new signalwill beatadifferentlocation,thewire topologycanbechanged.Alternatively,

SymWire canalsobeusedto solve thecouplingproblem. As shown in Figure11.11(b),

theaffectedwiresno longertravel in parallelfor long distancesafterrewiring, which can

greatlyreducetheir couplingeffects.

Antenna effectsarecausedby the charge accumulatedduringsemiconductormanu-

facturingin partially-connectedwire segments.This chargecandamageandpermanently

disabletransistorsconnectedto suchwire segments.In lessseveresituations,it changes

the transistors'behavior graduallyandreducesthe reliability of thecircuit. Becausethe

chargeaccumulatedin a metallayerwill beeliminatedwhenthenext layer is processed,

it is possibleto split thetotalchargewith anotherlayerby breakinga longwire andgoing

up or down onelayer throughvias. Basedon this observation,metal jumpers [53] have

beenusedto alleviate the antennaeffect, whereviasareintentionallyinsertedto change

layersfor long wires. However, thenew viaswill increasethe resistivity of thenetsand

slow down thesignals.To this end,our SymWire techniquecan�nd transformationsthat

changethemetallayersof severalwiresto reducetheir antennaeffects. In addition,it al-

lows simultaneousoptimizationof otherparameters,suchasthecouplingbetweenwires,

asshown in Figure11.11(b).

11.5 Experimental Results

To measuretheeffectivenessof thecomponentsin our FogClearpost-siliconmethod-

ology, we conductedtwo experiments.In the �rst experimentwe applyPAFER to repair
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functionalerrorsin a layout; while the secondexperimentevaluatesthe effectivenessof

SymWire andSafeResynthin �nding potentialelectrical�x es.To facilitatemetal�x, we

pre-placedsparecells uniformly usingthe whitespacein the layouts,andthey occupied

about70%of eachlayout's whitespace.Thesesparecells includedINVERTERs,aswell

as two-input AND, OR, XOR, NAND, andNOR gates. In the PAFER framework, we

set the RANGE parameterto 50µm andMAXLEVEL to 2. Underthesecircumstances,

around45 sparecells(on average)areavailablewhenresynthesizingeachsignal.All the

experimentswereconductedon an AMD Opteron880 workstationrunningLinux. The

benchmarkswere selectedfrom OpenCores[131] exceptDLX, Alpha, andEXU ECL.

DLX andAlpha wereinternallydevelopedbenchmarks,while EXU ECL wasthecontrol

unit of OpenSparc's EXU block [142]. Our benchmarksarerepresentative becausethey

cover variouscategoriesof moderncircuits, andtheir characteristicsaresummarizedin

Table11.2. In thetable,“#FFs” is thenumberof �ip-�ops and“#Cells” is thecell count

of eachbenchmark.To producethe layoutsfor our experiments,we �rst synthesizedthe

RTL designswith CadenceRTL Compiler4.10usinga cell library basedon the0.18µm

technologynode.We thenplacedthesynthesizednetlistswith Capo10.2[21] androuted

themwith CadenceNanoRoute4.10.

11.5.1 Functional Err or Repair

To evaluateour PAFER framework, we choseseveralbenchmarksandinjectedfunc-

tional errorsat either the gatelevel or the RTL. At the gatelevel we injectedbugs that

compliedwith Abadir's errormodel(seeSection5.1.4),while thoseinjectedat theRTL

weremorecomplex errors(DLX containedrealbugs).Wecollectedinputpatternsfor the
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Table11.2:Characteristicsof benchmarks.
Benchmark Description #FFs #Cells
Stepper StepperMotor Drive 25 226
SASC SimpleAsynchronousSerial 117 549

Controller
EXU ECL OpenSparcEXU controlunit 351 1460
Prenorm Partof FPU 71 1877
MiniRISC MiniRISC full chip 887 6402
AC97 ctrl WISHBONEAC 97 Controller 2199 11855
USB funct USB functioncore 1746 12808
MD5 MD5 full chip 910 13311
DLX 5-stagepipelineCPUrunning 2062 14725

MIPS-Lite ISA
PCI bridge32 PCIbridge 3359 16816
AES core AES Cipher 530 20795
WB conmax WISHBONEConmaxIP Core 770 29034
Alpha 5-stagepipelineCPUrunning 2917 38299

Alpha ISA
Ethernet EthernetIP core 10544 46771
DES perf DEScore 8808 98341

benchmarksfrom severaltracesgeneratedby veri�cation (someof thetraceswerereduced

by Butramin),anda goldenmodelwasusedto generatethecorrectoutputresponsesand

statevaluesfor errordiagnosisandcorrection.Notethatthegoldenmodelcanbea high-

level behavior modelbecausewedonotneedthesimulationvaluesfor theinternalsignals

of thecircuit. Thegoalof thisexperimentwasto �x thelayoutof eachbenchmarksothat

thecircuit producescorrectoutputresponsesfor thegiveninput patterns.This is similar

to thesituationdescribedin Section2.4where�xing theobservederrorsallowsthesilicon

die to be usedfor further veri�cation. If the repaireddie fails further veri�cation, new

counterexampleswill beusedto re�ne the�x asdescribedin thePAFER framework. The

resultsaresummarizedin Table11.3,where“#Patterns”is the numberof input patterns

usedin eachbenchmark,and“#Resyn. cells” is the numberof cells usedby the resyn-

thesizednetlist. In orderto measuretheeffectsof our �x on importantcircuit parameters,
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Table11.3:Post-siliconfunctionalerrorrepairresults.
Benchmark Bugdescription #Pat- #Resyn. Changesafterrepair Runtime

terns cells #Vias WL Delay (sec)
SASC(GL1) Missingwire 90 2 0.29% 1.27% -0.13% 9.9
SASC(GL2) Incorrectgate 66 1 0.13% 0.33% 0.00% 4.4
EXU ECL Incorrectgate 90 No valid �x wasfound 158.71
(GL1)
EXU ECL Wrongwire 74 0 0.01% 0.03% 0.00% 145.3
(GL2)
Prenorm Incorrectwire 46 2 0.10% 0.24% -0.05% 38.92
(GL1)
DLX(GL1) Incorrectgate 46 0 0.38% 0.02% 0.00% 17245
DLX(GL2) Additionalwire 33 0 -0.13% -0.04% -0.15% 12778

Prenorm ReducedORreplacedby 672 3 0.19% 0.38% 0.57% 76.24
(RTL1) reducedAND
MD5(RTL1) Incorrectstatetransition 201 3 0.02% 0.03% -0.02% 29794
DLX(RTL1) SLTIU inst. selectsthe 2208 No valid �x wasfound 12546

wrongALU operation
DLX(RTL2) JAL inst. leadsto incorrect 1536 0 0.00% 0.00% 0.03% 8495

bypassfrom MEM stage
DLX(RTL3) Incorrectforwardingfor 1794 0 0.00% 0.00% 0.03% 13807

ALU+IMM inst.
DLX(RTL4) Doesnotwrite to reg31 1600 No valid �x wasfound 7723
DLX(RTL5) If RT = 7 memorywrite 992 0 0.00% 0.00% 0.00% 5771

is incorrect

Thebugsin theupperhalf wereinjectedatthegatelevel,while thosein thelowerhalf wereinjected
at theRTL. Someerrorscanberepairedby simply reconnectingwiresanddo not requiretheuse
of any sparecell, asshown in Column4.

we alsoreportthechangesin via count(“#Vias”), wirelength(“WL”), andmaximumde-

lay (“Delay”) after the layout is repaired. Thesenumberswerecollectedafter running

NanoRoutein its ECO mode,andthenthey werecomparedto thoseobtainedfrom the

original layout.Themaximumdelaywasreportedby NanoRoute's timing analyzer.

Theresultsin Table11.3show thatour techniquescansuccessfullyrepairlogic errors

for morethan70%of thebenchmarks.We analyzedthebenchmarksthatcouldnot bere-

pairedandfoundthatin thosebenchmarks,cellsthatproducetherequiredsignalsweretoo

far awayandwereexcludedfrom our search.As a result,our resynthesistechniquecould

not �nd valid �x es. In practice,this alsomeansthat the silicon die cannotbe repaired
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via metal�x. Theresultsalsoshow thatour error-repairtechniquesmaychangephysical

parameterssuchasvia count,wirelength,andmaximumdelay. For example,the wire-

lengthof SASC(GL1)increasedby morethan1%afterthelayoutwasrepaired.However,

it is alsopossiblethat the �x we performedwill actuallyimprove theseparameters.For

example,thevia count,wirelength,andmaximumdelaywereall improvedin DLX(GL2).

In general,thechangesin thesephysicalparametersaretypically small,showing thatour

error-repairtechniqueshave few sideeffects.

11.5.2 Electrical Err or Repair

We currentlydo not have accessto toolsthatcanidentify electricalerrorsin a layout.

Therefore,in this experimentwe evaluatethe effectivenessof our electricalerror repair

techniquesby computingthe percentagesof wires whereat leastonevalid transforma-

tion canbefound. To this end,we selected100randomwiresfrom eachbenchmarkand

assumedthatthewirescontainedelectricalerrors.Next, weappliedSymWire andSafeR-

esynthto �nd layouttransformationsthatcouldmodify thewiresto repairtheerrors.The

resultsaresummarizedin Table11.4.In thetable,“#Repaired”is thenumberof wiresthat

couldbemodi�ed, and“Runtime” is thetotal runtimeof analyzingall 100wires.Wealso

reportthe minimum,maximumandaveragenumbersof metalsegmentsaffectedby our

error-repairtechniques.Thesenumbersincludethesegmentsremovedandinserteddueto

thelayoutchanges.

From the results,we observe that both SymWire andSafeResynthwereableto alter

morethanhalf of thewiresfor mostbenchmarks,suggestingthatthey caneffectively �nd

layouttransformationsthatchangetheelectricalcharacteristicsof theerroneouswires. In
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Table11.4: Resultsof post-siliconelectricalerrorrepair.
Benchmark SymWire SafeResynth

#Re- Metal seg. affected Runtime #Re- Metal seg. affected Runtime
paired Min Max Mean (sec) paired Min Max Mean (sec)

Stepper 81 6 33 15.7 0.03 79 14 53 28.3 4.68
SASC 50 8 49 19.8 0.79 41 2 48 27.8 3.32
EXU ECL 68 7 42 15.0 1.13 71 14 831 119.1 23.02
MiniRISC 58 4 29 13.7 1.65 57 14 50 28.1 166
AC97 ctrl 52 9 26 13.9 3.26 56 14 53 31.9 68.02
USB funct 70 7 36 16.4 1.84 58 16 74 32.4 157.52
MD5 82 7 30 15.0 1.83 79 13 102 37.9 2630
DLX 64 6 49 15.8 11.00 67 13 97 40.2 8257
PCI bridge32 42 8 42 16.6 6.04 32 15 54 31.2 211.28
AES core 83 5 32 15.0 2.53 83 12 64 31.4 285.58
WB conmax 84 7 35 16.0 2.96 46 19 71 35.2 317.50
Alpha 67 9 41 16.3 12.32 55 11 101 36.9 85104
Ethernet 36 7 22 13.4 45.01 18 18 104 46.6 3714
DES perf 91 7 1020 36.7 4.86 76 10 60 29.0 585.34

100wireswererandomlyselectedto be erroneous,and“#Repaired”is thenumberof errorsthat
couldberepairedby eachtechnique.Thenumberof metalsegmentsaffectedby eachtechniqueis
alsoshown.

addition,thenumberof affectedmetalsegmentsis oftensmall,which indicatesthatboth

techniqueshave little physicalimpacton the chip, and the layout modi�cations canbe

implementedeasilyby FIB. Theruntimecomparisonbetweenthesetechniquesshowsthat

SymWire runssigni�cantly fasterthanSafeResynthbecausesymmetrydetectionfor small

subcircuitsis muchfasterthanequivalencechecking. However, SafeResynthis able to

�nd andimplementmoreaggressivelayoutchangesfor moredif�cult errors:astheresults

suggest,SafeResynthtypically affects more metal segmentsthan SymWire, producing

moreaggressivephysicalmodi�cations.We alsoobserve thatSymWire seemsto perform

especiallywell for arithmeticcoressuchasMD5, AES core,andDES perf,possiblydue

to the large numbersof logic operationsusedin thesecores. Sincemany basic logic

operationsaresymmetric(suchasAND, OR,XOR), SymWire is ableto �nd many repair

opportunities.On theotherhand,SymWire seemsto performpoorly for benchmarkswith
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high percentagesof �ip-�ops, suchasSASC,PCI bridge32,andEthernet.Thereasonis

thatSymWire is not ableto �nd symmetriesin �ip-�ops. As a result,if many wiresonly

fanoutto �ip-�ops, SymWire will notbeableto �nd �x esfor thosewires.

11.6 Summary

Due to the dramaticincreasein designcomplexity, moreandmoreerrorsareescap-

ing pre-siliconveri�cation andarediscoveredpost-silicon. While moststepsin the IC

design�o w have beenhighly automated,little effort hasbeendevotedto thepost-silicon

debuggingprocess,makingit dif�cult andad hoc. To addressthis problem,we useour

FogClearmethodologyto systematicallyautomatethepost-silicondebuggingprocess,and

it is poweredby ournew techniquesandalgorithmsthatenhancekey stepsin post-silicon

debugging. The integrationof logical, spatialandelectricalconsiderationsin thesetech-

niquesfacilitatesthegenerationof netlistsandlayout transformationsto �x thebug, and

thesetechniquesarecomplementedby searchpruningmethodsfor morescalableprocess-

ing. Theseideasform thefoundationof ourPAFERframework andthePARSynalgorithm

thatcorrectfunctionalerrors,aswell astheSymWire andSafeResynthmethodsto repair

electricalerrors.Our empiricalresultsshow thatthesetechniquescanrepaira substantial

numberof errorsin mostbenchmarks,demonstratingtheir effectivenessfor post-silicon

debugging. FogClearcanalsoreducethe costsof respins:�x esgeneratedby FogClear

only impactmetal layers,henceenablingthe reuseof transistormasks.The accelerated

post-silicondebuggingprocessalsopromisesto shortenthetime to thenext respin,which

canlimit revenuelossdueto latemarketentry.

216



CHAPTER XII

Conclusions

Veri�cation is importantin ensuringthe correctnessof a circuit design. As a result,

it hasbeenstudiedextensively andis highly automated.However, onceerrorsarefound,

theirdiagnosisandcorrectionarestill mostlyperformedmanually, whichcanbeverydif-

�cult andtime-consuming.Existingtechniquesthataddressthis error-repairproblemare

oftenlimited in their strengthandscalability. Thisde�ciency canbeexplained,in part,by

the lack of scalableresynthesismethods.In addition,existing gate-level error-diagnosis

techniquescannotbeappliedto theRTL, wheremostdesignactivitiesoccur, makingauto-

maticfunctionalerrorcorrectionmuchmoredif�cult. Thisproblemis furtherexacerbated

by poorinteroperabilitybetweenveri�cation anddebuggingtools,whichstressesexisting

error-correctiontechniquesevenmore.Sincefunctionalcorrectnessis themostimportant

aspectof high-qualitydesigns,theresourcesconsumedby debugginglimit theeffort that

canbe devotedto improve theperformanceof a circuit, hamperingthesophisticationof

digital designs.

In this dissertationwe proposedseveral innovative algorithms,datastructures,and

methodologiesthat provide new ways for error diagnosisand correction. In addition,
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we describedtheFogClearframework thatautomatesthe functionalerror-repairprocess.

This framework automaticallycorrectsdesignerrorsat theRTL or gatelevel, andit is able

to physicallyimplementthe correctionswith minimal changesto existing cell locations,

wire routesandmanufacturingmasks.In addition,our physicalsynthesistechniquesare

ableto �x electricalerrorswith minimal impactto the layout. Below we summarizeour

contributionsanddiscussdirectionsfor futureresearch.

12.1 Summary of Contributions

In this dissertation,we proposedseveral resynthesisanderror-diagnosisalgorithms,

devisedacompactencodingof resynthesisinformationto enhancethealgorithms,andde-

scribedauni�ed framework thatsupportstheerror-repairrequirementsatdifferentdesign

stages.Ourmajorcontributionsaresummarizedbelow:

� We developeda scalablebug traceminimizer, called Butramin, that reducesthe

complexity of bug tracesandbridgesthegapbetweenveri�cation anddebugging.

� WeproposedaCoŔeresynthesisframeworkbasedonsimulationandSAT. Toachieve

betterscalability, we usedanabstraction-re�nementschemein this framework. In

addition,we deviseda simpli�cation of SPFDs,Pairs of Bits to be Distinguished

(PBDs), to encodetheresynthesisinformationrequiredby theframework. This rep-

resentationsupportstheuseof completedon't-caresandmakesCoŔe scalefurther

thanmostexisting error-correctiontechniques.Basedon PBDs,we developedtwo

innovative resynthesisalgorithms,Distinguishing-Power Search (DPS)andGoal-

DirectedSearch (GDS), to supportthe logic changesrequiredby error correction.
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The abstraction-re�nementschemein CoŔe is conceptuallydifferent from those

in existing solutionsbecauseCoŔe's abstractionis basedon signatures,which can

beeasilyusedby variousresynthesistoolsandextendedto supportdifferenterror-

repairrequirements.As articulatedin ChaptersIX andXI, CoŔecanbeextendedto

repairRTL andpost-siliconfunctionalerrors,but existingsolutionsdonothave this

�e xibility . For example,it is dif�cult to utilize the abstractionproposedin [8] for

automaticerrorcorrection.

� We designeda comprehensive andpowerful functional symmetrydetectionalgo-

rithm for digital logic basedon reductionto thegraph-automorphismproblemand

availablesolvers.Givenamulti-outputlogic function,thisalgorithmdetectsall sym-

metriesof all known types,including permutationsandphase-shiftson inputsand

outputs,aswell astheso-calledhigher-ordersymmetries.In addition,wedeviseda

rewiring techniquethatusesthedetectedsymmetriesto optimizecircuit wirelength

or repairelectricalerrorsdiscoveredpost-silicon.

� We introducedaninnovativeRTL errormodelthatfacilitatesef�cient andeffective

RTL errordiagnosis.In addition,we proposedtwo diagnosisalgorithmsbasedon

synthesisand symbolicsimulation. Both techniquescan scalemuch fartherthan

existing gate-level diagnosistechniques,makingour approachapplicableto much

largerdesigns.Our resultsalsoshow thatmany morefunctionalerrorscanbediag-

nosedcomparedwith traditionalgate-level diagnosistechniques.

� We outlinedan incrementalveri�cation system,InVerS, that usessimilarity factor

to quickly estimatethe functionalcorrectnessof physicalsynthesisoptimizations.
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Whenerrorsare�agged, traditionalveri�cation techniqueswill beused.This sys-

temhelpslocalizeandidentify bugsintroducedby physicalsynthesisoptimizations,

andthereforedecreasestherisk from introducingnew aggressiveoptimizations.

� We de�ned the conceptof physicalsafenessand devised several physically safe

techniquesfor post-silicondebugging. In orderto repairfunctionalerrors,we pro-

posedthe PAFERframework andthe PARSynresynthesisalgorithms. In addition,

we illustratedtwo techniques,SafeResynthandSymWire, that canrepairelectrical

errorson thelayout.Sincethesetechniquesdonotaffectgateplacements,they also

allow metal�x.

� To facilitate comprehensive error repair at multiple stagesof circuit design�o w,

we integratedseveral softwarecomponentsinto a uni�ed framework, calledFog-

Clear. This framework couplesveri�cation with debuggingandcangreatlyreduce

thedebuggingeffort.

Ourempiricalvalidationshowsthatall componentsof theFogClearframework areef-

fectivein performingtheir functions,andtheintegratedframework for post-silicondebug-

ging is equallypromising.With thehelpof FogClear, engineerswill beableto diagnose

and�x designerrorsmoreef�ciently , which, we hope,will improve designquality and

reducecost.

12.2 Dir ectionsfor Futur eResearch

Theresultsdevelopedduringthecourseof our researchsuggestseveraldirectionsfor

future exploration. As shown in our experimentalresults,error diagnosisis the major
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bottleneckof errorrepair. AlthoughourRTL diagnosistechniquescanalleviatethisprob-

lem, they areapplicableonly if thebugscanbecorrectedat the RTL. In particular, they

cannotbeusedto accelerategate-level errordiagnosis.Onefuturedirectionis to reduce

theruntimeof errordiagnosis.By improving errordiagnosis,moreiterationscanbeex-

ecutedin our CoŔe framework within thesameamountof time,allowing CoŔe to repair

morecomplex errors.Fortunately, theerror-diagnosistechniquethatwe adopteddirectly

bene�ts from ongoingimprovementsin SAT solversdeliveredregularly by theSAT com-

munity in recentyears.

Sequentialerrordiagnosisis anothercomponentthatlimits thescalabilityof theCoŔe

framework becauseexisting techniquesbasedon circuit unrolling may result in mem-

ory explosions.Our simulation-baseddiagnosisapproachcanpotentiallyreducememory

usagebecauseBooleanexpressionscanbe simpli�ed on the �y; however, this problem

cannotbefully eliminated.Ali etal. [5] proposedtheuseof Quanti�edBooleanFormulas

(QBF)to reducememoryusagein combinationalerrordiagnosis;nonetheless,they did not

applyQBFto diagnoseerrorsin sequentialcircuits. It will beinterestingto know whether

sucha techniquecanbe usedto solve the memoryexplosionproblemwhendiagnosing

errorsin sequentialcircuits.

Potentially, theCoŔe framework proposedin thisdissertationcanbeappliedto physi-

cal synthesis,asfollows:

1. Whenoptimizinga critical path,we temporarilyrelax theconstraintthat the func-

tional correctnessof thecircuit mustbepreserved. For example,anXOR gatecan

bechangedto anOR gateaslong asthechangeimprovestiming. In otherwords,
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suchchangescanintroducebugs.

2. To restorethe circuit's functionalcorrectness,we thenuseCoŔe to �nd a bug �x

suchthatthecritical pathis notaffected.

Relatedideashavebeenusedin existingphysicalsynthesistechniquessuchasATPG-

basedrewiring [29, 40], which is basedon theadditionandremoval of redundantwires.

Unlikesuchtechniques,CoŔe is novel andmoregeneralin thatit doesnot limit thelogic

transformationsthat can be performed. To make CoŔe effective in physicalsynthesis,

however, many questionsstill needto beanswered.For example,what typesof changes

canbeacceptedwithout introducinganerrorbeyondrepair?And how to �nd a�x thathas

theminimal impactoncircuit timing?All thesequestionswarrantfurtherinvestigation.

In thefunctionalerrorrepairchapter(ChapterIX), weprovidedeffectiveerror-diagnosis

algorithmsandproposedtechniquesto repairRTL errors.However, our experimentalre-

sultsshow thatnotall functionalerrorscanbe�x edusingourproposedtechniques.Since

automaticRTL errorrepairis a relatively young�eld, thereis still muchroomfor further

research.For example,Abadir's gate-level errormodel[1] hasbeenusedby many error-

repairtechniquesandis successfulto someextent. It will beinterestingto know if similar

modelscanbeestablishedat theRTL. Suchmodelscanhelpengineersbetterunderstand

thenatureof RTL bugsandfacilitatethedevelopmentof automaticerror-repairtools.An-

otherrelatedproblemis thatcurrentlythereis nogoodmethodto predicthow dif�cult it is

to �x a bug. Sinceourerror-correctiontechniquesstrive to minimizethesizeof resynthe-

sizednetlists,we speculatethata bug which canberepairedwith smallerchangesto the

netlistshouldbeeasierto �x. To validatethis speculation,however, moreresearchshould
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beconducted.

In ourmetal-�x experimentsweassumethatall cell typesareequallyuseful,andspare

cellsareplaceduniformly. In practice,however, somecell typesmaybemoreusefulthan

others,andcertainregionsin the layoutmayrequiremoresparecells thanotherregions.

To improve the quality of metal �x, further studiescanbe conductedto investigatethe

relationshipamongerrors,cell types,andtheplacementof sparecells.

Dueto therapidgrowth in designcomplexity, developingRTL descriptionsof acircuit

is becomingtoo costly. As a result, designmethodologiesusing an even higher level

of abstraction,called the Electronic SystemLevel (ESL), have beenproposedrecently.

We believe that someof the error-repair techniquesproposedin this dissertationcanbe

extendedto ESL aswell, althoughthedetailedimplementationmaybedifferent.

As demonstratedby our experimentalresults,FogClearcan automateseveral error-

repairprocesseswhendesigningmoderndigital circuits. We believe thatautomaticerror-

repairtechniqueswill grow in importanceandtheirdevelopmentwill remainaninteresting

researchproblem. To this end,our researchcontributesa betterunderstandingof design

errorsandwaysto �x them,leadingto morereliableIC designprocessesof thefuture.
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ABSTRACT

FunctionalDesignErrorDiagnosis,CorrectionandLayoutRepairof Digital Circuits

by

Kai-hui Chang

Co-Chairs:Igor L. Markov andValeriaBertacco

Thedramaticincreasein designcomplexity of moderncircuitschallengesourability to

verify their functionalcorrectness.Therefore,circuitsareoftentaped-outwith functional

errors,which maycausecritical systemfailuresandhuge�nancial loss. While improve-

mentsin veri�cation allow engineersto �nd moreerrors,�xing theseerrorsremainsaman-

ualandchallengingtask,consumingvaluableengineeringresourcesthatcouldhaveother-

wisebeenusedto improveveri�cation anddesignquality. In thisdissertationwesolvethis

problemby proposinginnovativemethodsto automatethedebuggingprocessthroughout

the design�o w. We �rst observe that existing veri�cation tools often focusexclusively

on errordetection,without consideringtheeffort requiredby errorrepair. Therefore,they

tendto generatetremendouslylong bug traces,makingthedebuggingprocessextremely

challenging.Hence,our �rst innovation is a bug traceminimizer that canremove most

redundantinformationfrom a trace,thusfacilitating debugging. To automatethe error-



repairprocessitself, we develop a novel framework that usessimulationto abstractthe

functionalityof thecircuit, andthenrely on bug tracesto guidethere�nementof theab-

straction.To strengthenthe framework, we alsoproposea compactabstractionencoding

usingsimulatedvalues. This innovation not only integratesveri�cation anddebugging

but alsoscalesmuchfurtherthanexisting solutions.We applythis framework to �x bugs

bothin gate-levelandregister-transfer-level circuits.However, wenotethatthissolutionis

notdirectlyapplicableto post-silicondebuggingbecauseof thehighly-restrictivephysical

constraintsat this designstagewhich allow only minimal perturbationsof thesilicon die.

To addressthischallenge,weproposeasetof comprehensivephysically-awarealgorithms

to generatea rangeof viablenetlist andlayout transformations.We thenselectthemost

promisingtransformationsaccordingto thephysicalconstraints.Finally, we integrateall

thesescalableerror-repair techniquesinto a framework calledFogClear. Our empirical

evaluationshows thatFogClearcanrepairerrorsin a broadrangeof designs,demonstrat-

ing its ability to greatlyreducedebuggingeffort, enhancedesignquality, andultimately

enablethedesignandmanufactureof morereliableelectronicdevices.


