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Abstract

postprocessingof solutions) with respect to any given design opti-

Increasingly popular reuse-based design paradigms create a presgnization.

ing need for authorship enforcement techniques that protect the in-
tellectual property rights of designers. We develop the first intel-
lectual property protection protocols for embedding desigter-
marksat the physical design level. We demonstrate that these pro-
tocols are transparent with respect to existing industrial tools and
design flows, and that they can embed watermarks into real-world
industrial designs with very low implementation overhead (as mea-
sured by such standard metrics as wirelength, layout area, number
of vias, routing congestion and CPU time). On several industrial
test cases, we obtain extremely strong, tamper-resistant proofs of
authorship for placement and routing solutions.

1 Introduction

Due to rapidly growing device counts, shortened design cycle times
and a compounding “design productivity shortfall” [9], core-based
design and software reuse strategies are widely believed to be the
only viable implementation alternatives for the next level of inte-
grated circuits and their system integration. As a result, develop-
ment of intellectual property protection (IPP) techniques and tools
has emerged as a very prominent open research topic. In this work,
we develop the first protocols for IPP at thkysical desigrevel,

We center on the physical design phase for several reasons.
e Physical design is traditionally viewed as a “difficult” do-

main, where even a small percentage variation in solution
quality can make or break a design, and where high-quality
solutions are known to have strong structural resemblance
to each other [4]. Devising a watermarking technique that
can make a solution “unique”, without compromising solu-
tion quality, is quite challenging in such a domain.

With deep-submicron technology, many performance con-
straints (e.g., budgeted edge delays consistent with path tim-
ing bounds) cannot be considered satisfied until they are satis-
fied in the physical design. Thus, for example, it is disingenu-
ous to “watermark” a design by constraining timing budgets,
without verifying that such constraints are satisfied after phys-
ical design.

Other trends — IP reuse methodologies, higher perceived valu-
ation of “hard IP”, increasing availability of multiple foundry
sources, difficulty of performance validation before physical
design, changing handoff models, etc. — all point to physi-
cal design as an appropriate juncture in the design cycle for

using the concept of constraint-based watermarking.
As defined in [5], adesign watermarls an invisible (i.e., im-

erceptible to human or machine analysis) identification code that _—
i% perr%anently embedded as an integél p?’;\rt within a design. Vari- Contributions of Our Work ) ] )
ous criteria for a given watermarking-based IPP technique, as deter-To our knowledge, this work gives the first solution for IPP at the
mined by a leading industry organization, include [12]: (i) mainte- Physical design level. For placement, we propogestprocessing
nance of functional correctness, (ii) transparency to existing design flow that encodes a signature as specified parity (i.e., odd- or even-
flows; (iii) minimal overhead cost; (iv) enforceability; (v) flexibil- ~ index) of the ceII_rOWW|th|n which partlcular_standard cells must be
ity in providing a spectrom of protection levels; (vi) persistency; Placed. For routing, we proposepeeprocessindlow that encodes
(vii) invisibility; and (viii) proportional component protection. In @ signature as upper bounds on the wrong-way wiring used to route
[5], we list other watermarking desiderata, and describe a canonical Particular signal net$. Using real industrial design examples and
approach to watermarking-based IPP where additiooaétraints commercial Iay_out tools, we demonstrat_e the effectiveness of_ both
encoding the IP author's signature are added into a given designthe preprocessing- and the postprocessing-based watermarking. In
optimization instance. The solution of the optimization instance, Particular, strong signatures are achieved without compromising
in satisfying these constraints (which would be unlikely in a ran- any of the standard metrics for solution quality (routability, wire-
dom solution to the original instance), implicitly contains a proof length, number of vias, CPU time, etc.). We also demonstrate that
of authorship. The approach described in [5] is transparent to ex- these signatures are tamper-resistant. We conclude that address-

isting design flows in that it relies opreprocessingdof inputs) or ing IP protection at a lower level of abstraction has an advantage:
designs inherently have orders of magnitude more components, al-
lowing significantly stronger proofs of authorship as well as lower
overhead. We also conclude that the postprocessing approach is
not only feasible, but indeed quite attractive for several reasons: (i)
it enables watermarking of already existing designs; (ii) it enables
direct calculationg of the hardware overhead incurred by4BRd
(iif) is may be likelier to find acceptance among designers and man-
agers, since the complete design process is not altered in any way.

1The particular constraints used to encode the watermark affect the strength of the
authorship proof as well as metrics of the layout solution. Devising constraint types
such that strong signatures can be achieved transparently using existing flows and tools
is, in our experience, a very nontrivial task.

2When preprocessing is used, two designs (one without additional signature con-
straints, and one with) must be realized in order to determine the hardware overhead
incurred by IPP.

watermarking.
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2 Related Work

Related work in artifact watermarking and cryptography is re-
viewed in [5]2 We therefore focus our survey of related concepts

3 Watermarking Standard-Cell Place and Route

We have considered a variety of mechanisms by which standard-
cell physical design can be constrained. Our goal has been to de-
within the physical design realm. velop a watermarking protocol that, beyond satisfying criteria listed
No previous work in the literature deals with watermarking of above, is (i) consistent with existing design practices and tools, (ii)
physical design solutions. However, constraint specification and relatively easy to implement, and (iii) acceptable in terms of its
management now receive close attention through all phases of chipimpact on real-world layout metrics.
implementation, including physical design. Standard chip imple-
mentation flows begin with such high-level constraints as clock 3.1 Row-Based Placement
cycle times and offsets, 1/O boundary timing, power dissipation For row-based placement, traditional physical embedding con-
bounds, and choice of packaging and implementation technology. straint types (i.e., region and grouping constraints) are straight-
Derived constrainfsthen arise throughout the RTL floorplanning, ~foward to realize. Region constraints are transparent to top-down
block placement, and routing phases. Within physical design, the placers, since iterative partitioners accomodate “fixed” preassign-
following constraint types are most common. ments (see [2] for a review). Annealing placers (see [10] for a
. . . review) also support such constraints by restricting move genera-
» Timing constraints. Path delay constraints are often expressedijon, and analytic placers support region constraints via inequalities
in some form of Standard Delay Format (SDF), with heuris- o center-of-gravity constraints (see [1] for a review). Grouping
tic “path cover” techniques used to reduce data volume and ¢onstraints are typically enforced by inducing contracted netlists
improve convergence of timing-driven layout tools. A static gyer clustered representations of the design. However, region and
timing analysis engine may operate directly from the clock grouping constraints are not well-suited to placement-based wa-
cycle times/offsets and I/O boundary timing to evaluate tim-  tarmarking: when made without any structural knowledge of the

ing correctness, without explicit enumeration of timing path
constraints. For purposes of layout design, path delay con-
straints are typically budgeted into individual constraints on
source-sink edges [11].

Physical (floorplanning) constraints. To improve timing con-

netlist or of good placement solutions, they can lead to substantial
deterioration of solution qualif§.

Our approach bases the watermarking constraints on the under-
lying fine-grain placement substrate, which is well-defined prior to

the placement phase of design. By “placement substrate”, we mean

vergence of the design process, assumptions made duringthe row structure of legal site locations in the physical floorplan. In

RTL floorplanning or block floorplanning must be propagated
to downstream flow stages (e.g., placement and global rout-

particular, we constrain individual cells to be placed with specified
cell row parity. For example, cell INV410 might be constrained

ing). This is often accomplished via region constraints: a to be placed in a cell row that has EVEN index; cell RKPPX1Y

given cell must be located in a given region of the layout, a

might be constrained to an ODD-index row. Our approach has the

set of cells must be co-located as a “group”, etc. Such con- following advantages:

straints may be captured using PDEF or equivalent formats
which allow specification of assumed routing topology, layer
usage, etc. at the level of global routing.

The mechanisms by which physical design tools enforce such
constraints vary widely. However, classic paradigms such as top-
down min-cut placement synthesis or ripup-and-reroute intercon-
nect synthesis generally do not support constraints well. One rea-
son is that iterative search mechanisms used today were originally
adopted for regimes with “smooth” cost surfaces, while adding
constraints induces more 0-1 “discontinuities” in the cost surface.
Another reason is that many performance constraints are “global”
(e.g., path delay, power dissipation, EMC, signal integrity) while
current layout approaches rely on local optimizations. Most impor-
tantly, “good” solutions to hard combinatorial problems are often
quite similar® The implications for watermarking in physical de-
sign are that (i) current tools do not easily support too many “extra”
watermarking constraints, and (ii) introduction of too many water-
marking constraints will likely degrade solution quality. These is-
sues complicate the choice of watermarking technique.

30ur present techniques use well-established ingredients — namely, the crypto-
graphic hash function MD5, the public-key cryptosystem RSA, and the stream cipher

RC4 [8, 7] — on which many state-of-the-art commercial cryptographic programs are
based.

“Derived constraints are of two basic typewmferred constraints can often be
viewed as “transformed”, e.g., when a signal net's wirelength upper bound is inferred
from a signal propagation delay upper bouRefinectonstraints can often be viewed
as created by a “budgeting” or “allocation” process, e.g., when a global path delay
constraint is broken up into separate edge delay constraints.

e Very few constraints are needed to make a strong signature.
E.qg., if the signature constrains 50 cells with specific row par-
ities, and if the placer realizes all 50 constraints, the chances
are 250 that this could have occurred by accident. Typical
placement instances have tens of thousands of standard cells.

It is compatible with region and group constraint types, and
can be applied as soon as a gate-level netlist exists (no specific
row/site plan is needed). A priori, the only time failure is
guaranteed is when a “watermark cell” is constrained to be
in, e.g., an EVEN row, and is simultaneously constrained to
be in a region that contains only a single ODD row.

It is not easy to tamper with the signature via local perturba-
tions: the small signature size implies that many cells must be
perturbed before the signature becomes unrecoverable. Fur-
thermore, local perturbations that shift cells between cell rows
are difficult to make without worsening the solution quality.

It is not affected by downstream stages of the design flow.
Many current design methodologies do not significantly

change the row assignments (let alone the locations) of exist-
ing cells during routing; hence, our proposed watermarking

scheme will remain intact.

It allows the watermark to be realized completely during the
placement phase. (For schemes such as the watermarking of
budgeted timing constraints, the realization remains incom-
plete until after routing [5].)

5This has been generally characterized as a “big valley” [3] or “massif central” [6];

the phenomenon has also been specifically documented for standard-cell placements > : Vel et s L 'd
constrained. Imagine the effect of arbitrarily constraining a cell in a timing-critical

under the minimum wirelength objective [4].

5The impact on solution quality is even worse when the design is performance-

path to be in the “wrong” region of the layout.



3.2 Routing

For standard-cell routing, applicable constraints usually involve
performance (e.g., crosstalk and delay bounds) or reliability (an-
tenna rules, electromigration and self-heat limits, hot-electron
rules). How these constraints are represented, how they are en-
forced, and what degrees of freedom (e.g., shielding, tapering,
spacing, repeater insertion, driver sizing, topology design, etc.) are
exploited depends on the routing tool.

We considered constraint types involving segment widths, spac-
ings, and choice of topology. These not only are difficult to en-
force within current routing approaches, but also have potentially
harmful interactions with performance constraints (e.g., a water-
marking constraint might require a net to be routed at minimum
separation from its closest neighbors; a crosstalk constraint might
dictate otherwise). We also considered various “parity” watermark-
ing schemes based on, e.g., the orientation of the “L” for two-pin
connections, the parity of the number of segments, the parity of
path lengths in the routing, etc. These were dismissed as highly
unnatural (e.g., pin access clearly dictates which “L’ the router will
choose), difficult to enforce using known routing methodologies
(e.qg., parity of total tree length), or vulnerable to simple tampering
(e.g., tampering by compaction would ruin length-parity schemes).

Our approach bases the watermarking constraints on the (per-
net) costingof the underlying routing resource. Specifically, for
each watermark net we impose unusual costs on “wrong-way”
and/or via resources, and hope that the watermark nets are prov-
ably unusual in their utilization of such resources. Many commer-
cial routers already accept such control of the routing cost structure
on a per-net basis. Our approach has the following advantages:
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Figure 1: A postprocessing-based watermarking protocol for
standard-cell placement, using the Cadence Design Systems
QPlace v4.0.27 and WarpRoute v1.0.10 tools.

* Very few constraints are needed to make a strong signature, iz | EF/DEF formats, executes QPlace, then executes WarpRoute
assuming that the resource costing is reflected in the routing o evaluate the placement quality. This is shown on the left side of

result for each watermark net.

e |t is compatible with many existing routing constraints, e.g.,
those that are based on wire width, spacing or shielding.

e |tis not easy to disturb the signature with local perturbations:
the small signature size implies that many nets will need to
be rerouted before the signature is likely to be unrecoverable.
Furthermore, as designs are increasingly limited in terms of
the interconnect resource, the routing of watermark nets is
likely to be “locked in” by the routing of the remaining non-
watermark nets. Hence, destroying the watermark requires
rerouting of the design.

3.3 Commercial Tools

To demonstrate practicality and allow evaluation with respect to
real-world design metrics, we test watermarking protocols that are
transparent to existing layout tools. Our implementation of the
proposed placement and routing watermarking methodologies uses
commercial tools from Cadence Design Systems: placement wa-
termarking is built around QPlace v4.0.27 and WarpRoute v1.0.10,
and routing watermarking is built around the IC Craftsman v2.1.3
router using a standard constraint type in this tool (“limit way”
rule). We now give details of the experimental protocol.

4 Experimental Protocol
4.1 Placement

Figure 1. Oumostprocessing-basedatermarking flow, shown on
the right of the figure, consists of the following steps:

1. We read the default QPlace placement result (a DEF file
with location data) and the LEF file into our internal design
database.

2. We ask the user for a message (e.g., “Placed by QP on 10-
10-97”) which we then transform into row-parity constraints
for some subset of the core (non-pad, standard) cells of the
design.

3. We enforce all the row-parity constraints by local changes
to the placement (e.g., pair-swap operations), generating a
“signed DEF” file.

4. We ensure that the resulting placement is ready for routing, by
re-running in “ECO mode”; this makes only minimal changes
to the placement, and only if necessary (typically, to avoid il-
legal overlaps with fixed obstacles or other cells). The output
of this step is a “legal signed DEF” file.

5. We execute WarpRoute, and evaluate the placement quality.

We make the following observations. (1) Our postprocessing

approach is absolutely equivalent to what might be implemented
in a modification of the actual commercial tool. Alternatively, our
watermarking flow is trivially implemented by scripting and stan-

Our experimental methodology is designed to show how easily dard capabilities of the commercial placer (LEF/DEF manipula-
an existing tool can be modified to offer watermarking capability. tion, ECO placement, etc.). (2) We begin with a high-quality so-
The basic comparison is shown in Figure 1. A traditional non- lution and retrospectively impose constraints. Not only is this a

watermarked placement flow reads library and design information good approach to maintaining solution quality, but from the outside
one cannot tell whether the watermarked placement is created from

"Some potential conflicts exist with respect to wrong-way routing, but these have gcratch or by postprocessing of a nonwatermarked placement. (3)
not been an issue in our experience, particularly since we imggserbounds on the The “final list of core cells” is a well-defined concept in all existing
use of wrong-way routing. . . B ; . .

gway 9 design flows including those that invoke “in-place optimization” or




by coincidence can be computed by a simple binomial. WePyse
dsn Message Encoding Message to measure the strength of the authorship proof.

Let X be the number of constraints imposed,X{éte the num-
ber of these that aneot satisfied, and lep be the probability of a
constraint being satisfied purely by coincidefc&he probability
thatx or fewer out ofX constraints are satisfied by coincidence is

given byPe = 3% o(C(X,i)- ()X (1—p)').

GD e Forour placement watermarks, the signature consists of a cer-
tain subset of cells, each constrained to be in a cell row with

specified-parity index. We use= 0.5 as the chance that a
given cell will satisfy its constraint by coincidence.

Constraints
(Signature)

IC Craftsman
e For our routing watermarks, the signature consists of a certain
l subset of signal nets, each with an “unusually low” limit on
Evelute ouing the amount of wrong-way wiring that can be used_to route the
sgnature net. We use the following methodology to establish a binary
indicator of whether a given net has been “successfully water-

marked”. Given a routed design, we evaluate the total wire-
length WLot) and the wrong-way wirelength\(Liyay) for
each signal net. We then rank all nets in order of increasing

Figure 2: A preprocessing-based Watermarking prOtOCOI for value of the ratioV |—Way/W Liot. The watermark nets are ex-
(standard-cell) gridless area routing, using the Cadence Design pected to occur earlier in this ranking, while non-watermark
Systems IC Craftsman v2.1.3 tool. The tool is used in its standard nets are expected to occur later in this ranking. We then estab-
context, controlled by a “.do” file using standard rules syntax. lish a cutoff rank below which a watermark net is considered

“successfully watermarked”, and above which a watermark
“placement-based synthesis”. Thus, generating a watermark based net is considered “not successfully watermarked”. In the rout-

on core cell indices and row parities is also well-defified. ing experimental results reported below, we always set the
. threshold rank at the 40th percentile, ijp5 0.4. (Stronger

4.2 Routing results can be obtained by more carefully choosing the value

A traditional non-watermarked routing flow using the IC Craftsman of p; this is noted below.)

router reads library and placed design information via the .dsn file
format, then executes the router under the control of a “.do file”.

This is shown on the left side of Figure 2. Qareprocessing-based 4.4 Resistance to Tampering Attacks . .
watermarking flow, shown on the right side of the Figure, consists Another way to evaluate the strength of a given watermark is to

of the following steps: assess its resistance to attacks (see [5] for a survey of prototypical
. ) . . . ) attacks). Thus, in addition to reportifg values, we also report the
1. We identify all unique signal net names in the .dsn file. resistance of our watermarking schemes to the followangpering

2. We ask the user for a message (e.g., “Routed by ICC on 10- attacksl? In these scenarios, thettackeris trying to erase the
10-97”) which we then transform into a list of “watermark  watermark by small layout perturbations.

nets” (some subset of the net names in the design). e Placement

3. We then constrain the watermark nets using IC Craftsman — Assumptions: (i) the attacker has access only to an in-
rl_JIe_s in the “do file”. Specifically, our methodology applies a cremental (“legalizing”) placement tool such as QPlace
“limit way = 1" rule to each of the watermark nets. ECO modet! (i) the watermarking scheme is un-

4. We execute the ICC router. known to the attacker; and (iii) original design con-

straints are retained.

— Attack: (i) selectN random pairs of cells and swap
the locations of each cell pair; and (ii) run the legaliz-
ing placer to legalize the design (continue with routing,

4.3 Evaluation of Signature Strength

Each constraint involves some “random” choice, e.g., choosing a
random cell or signal net. (Such choices are not actually random,

. etc.).
but use a cryptographically strong pseudorandom number genera- i
tor that is seeded with a binary signature file.) The choices may ® Routing
occur either with or without replacement. If there is replacement, — Assumptions: (i) the attacker has access only to incre-
then constraints will be independent of each other. Even if there mental (single-net) auto-routing; (ii) the watermarking
is no replacement, the constraints may very nearly act as if they scheme is unknown to the attacker; and (iii) original
were independent, especially if the pool of constraints to choose design constraints are retained.
from is large relative to the number of constraints actually chosen. — Attack: selectN random nets, then reroute these nets
As long as the constraints are either independent or nearly so, the with only the original design constraints (if any).

probability P; of a solution carrying an author’s watermark purely 91f constraints are not sufficiently independent of each othé,not well-defined.
3 - - . Overestimating the value qf always make$; larger, which we interpret as weaker
If one desires a netlist-dependefigorplan-independentvatermark, then one strength of the authorship proof. Since overestimapnmn never improve the sup-
must assume a canonical row indexing (e.g., top-down for horizontal rows and left- posed strength of our watermark, we can typically obtain useful estimatesefeen
right for vertical rows). One can also simply define the row parity constraints in terms \hen its exact value is not known.
of two equivalence classes of constrained cells. We also note that the implicit as- 105 tampering attack attempts to remove the rightful IP owner's signature, and pos-
sumption of fixed cell names is also reasonable; any methodology allowing arbitrary sibly introduce the attacker’s own signature into the IP.
renaming of cells would likely have some overhead for verification. Recall that the attacker could always re-solve the placement problem from scratch
to remove the IP owner’s signature, but we assume this is too expensive.




5 Experimental Results Results for the routing experiments are summarized in Table

We applied our proposed physical design watermarking protocols 3. We report three pOSt-rOUting layout qUallty measur.es: total wire-
to six industry test cases, four in placement and two in routing. length (WL), total number of vias, and CPU time required by the IC
Aspects of the test cases are given in Table 1. The routing test caséCraftsman router. Since our watermarking strategy is based on lim-
s has a relatively small number of nets relative to cells because iting the length of acceptable wrong-way routing in watermarked

many signals are pre-routed, and hence not included in the netlist. N€ts, we also report total wrong-way wirelength (WW) in each so-
lution. Finally, we report the value & for each watermarked de-

Placement Routing sign. Increasing the signature size (i.e., the number of watermark
testl  test2 test3 test4 scl  sc2 nets constrained with the “limit way = 1" rule) improves the value
#cells | 9011 12133 12857 205771653 4250 of Pc without significantly degrading the routing performance.
#nets | 11962 11828 10880 256341802 1597 i
Test Case WL WW #Vias CPU P
Table 1: Numbers of cells and nets in the six industry test cases. | SClorig 548 9.67 13440 422:27
SClym-20,20 546 956 13320 402:18 1.1e-8
SClwm-40,40 549 955 13426 672:19 1.2e-16
sclym-80,78 548 9.23 13433 503:48 1.1e-28
5.1 Watermark StrengthPe o sClym-160150 || 546 8.32 13681 641:32 5.2e-62
Resullts for the placement experiments are summarized in Table 2. sClym 320315 || 547 7.51 13921 450:34 9.5e-117
We report five post-routing layout quality measures for each test @ori 559 354 5500 2352
case. These measures are: total wirelength, total number of vias, S(ang 2'29 3.60 5547 21229 1.1e-8
percentage of overcongested “global routing cells” (as reported by s@ m-20.20 2'30 3'77 5716 18:58 1 ée-16
the placer), and CPU time in (mm:ss) required by the router (all derrMOAO 2'30 3'47 5713 16:50 1.8e-30
CPU times are for a 140MHz Sun Ultra-1). Together, these mea- S(waiggll 529 3923 5650 2043 136-48
sures provide a fairly complete picture of the utility of each place- SQ@um-320204 || 2.30 2.93 5706  20:43 2.2e-85

ment. In the Table, the subscriptig indicates the default unwater-
marked solution; the subscriptm— x,y indicates a watermarked
solution withx cells in the signature, of whick ended up being
successfully watermarked. There is essentially no solution quality
overhead to introducing the placement watermark. Our placement
watermarking protocol also shows graceful degradation of solution
quality if extremely strong signatures are required.

Table 3: Watermarking results for routing. Total wirelengths (WL)
are scaled to T0user database units, and wrong-way wirelengths
(WW) are scaled to founits.

As a side note, recall from above that the valugpd¢h conse-
guence of the threshold rank) may be chosen to optimize the signa-

Test Case WL #Vias Cong CPU P ture strength measuf. Table 4 shows how calculatéd values
Torig 638 86072 1.52% 1138 can vary ag varies from 02 to Q4. In the Table, the second col-
t1pym_56.52 6.40 86595 1.52% 12:03 5.5e-12 umn gives the size of the signature (number of watermark nets),
tlwm—ll,z% 6.40 86449 1.52% 12:18 2.2e-15 and each entrx(y) represents th& value §) and the number of
t1pym_224189 6.42 86712 154% 12:10 4.8e-27 unsuccessfully watermarked netg.(We observe that fine-tuning
t1WW44&’389 6.44 87143 1.53% 12:08 5.7e-61 of p(e.g., choosing = 0.35) could potentially improve our results.
tlwrrk896,786 6.51 87716 1.52% 13:.0 % 7.3e-127 5.2 Resistance to Tampering

tlym 17921526 || 6.62 88955 1.55% 13:2p 8.3e-215 Tables 5 and 6 present results of experiments where we attempt to
t20rig 3.32 95601 0.86% 9:3( tamper with placement and routing watermarks, respectively. re-
t2wm-56,53 3.33 95811 0.78% 9:20 4.1le-13 spectively. In each Table, the second column indicates the original
t2wm-112110 3.33 95978 0.80% 9:06 1.2e-30 signature size, and the third column (Init) gives the original water-
t2ym-224208 3.34 95913 0.77% 9:11 4.5e-44 marked solution quality (total WL). Subsequent columns indicate
t2wm-448409 3.35 96554 0.91% 9:15 3.4e-79 the number of cell pair-swap (net ripup and reroute) operations per-
t2ym-896837 3.38 97902 0.94% 9:28 3.2e-177 formed in the placement (routing) tampering, expressed as a per-
t2wm-17921678 || 3.42 99467 1.13% 9:56 2.9e-357 centage of the total number of cells (nets) in the design. We report
3orig 3.13 52401 4.47% 1358 Pc values for the 10% column to show that the watermarks remain
t34m-5655 3.15 52433 457% 11:3P 7.9e-16 strong even after tampering. For placement (Table 5), the solu-
t3wm—11,2110 3.14 52636 4.60% 11:4%5 1.2e-30 tion quality degrades much faster than the signature strength, even
t3wm_224219 3.16 52529 4.65% 11:58 1.7e-58 though we restricted all random pair swaps to occur over Manhattan
t3wm-448443 3.17 53003 4.57% 11:442.1e-124

t3wm—896879 3.21 53559 5.00% 11:457.2e-235 test | #of pvalies

t3wm—17921740 3.25 04279 0.14% 11:58 3.2e-439 = rIzec§S 1,12-'54(0) 9.12—215;(0) 3,52:51(0) 7,6[2-?;.%(0) 1.1213(0)

Hong 813 179526 0.02% I7:0f w | 3| SR | e | RO | IRES | iR

t4WrTF56 50 8.14 179680 0.02% 17:3b 5.1e-10 160 3.5e-91(10) |  4.9e-82(7) 1.7e-75(4) 3.4e-71(1) 5.2e-62(1)

thm 112102 || 814 179678 0.02% 14:4p 1.2e-20 S0 | Epealln | 2ty sl Baeiiy ) a0
tdwm-224201 || 8.16 180052 0.02% 15:45 5.7e-37 40 || 7901008) | 25e156) | 53e-182) | 44e17(1) | 12e-160)
t4wm-a4ga07 || 8.18 180590 0.02% 23:49 3.5e-77 2| 100 || Zoeira0) | Soesrias) | ssearios) | 23edcus) | L3edad)
t4WW896,797 825 182224 002% 195 9 169'136 320 2.5e-8(214) | 2.4e-34(137) 7.7e-61(81) 1.5e-83(41) 2.2e-85(26)
t4wm—17921597 8.32 183783 0.02% 17:446.9e-274

Table 4: P; values corresponding to different values mf Each
entryx(y) represents thE; value &) and the number of unsuccess-

Table 2: Watermarking results for placement. fully watermarked netsy.

Wirelengths are
scaled to 1B user database units.



Test| #cells| Init | 1% [ 2% | 5% | 10% P
56 3.15( 324] 334 361| 400 4.1e-13
112 3.14 | 3.25| 3.33| 3.60| 4.03 4.9e-25
t3 224 3.16 | 3.26 | 3.34 | 3.61| 4.02 4.5e-44
448 3.17 | 3.27| 3.36 | 3.62 | 4.04 9.1e-95
896 3.21|3.30| 3.39| 3.65| 4.08 1.1e-180
1792 || 3.25| 3.35| 3.44 | 3.69| 4.12 1.1e-334
56 8.14 | 8.28] 8.68] 9.83 | 11.57 1.3e-7
112 8.14| 8.31| 875| 9.80| 11.52 1.3e-14
t4 224 8.16 | 8.34| 871 | 9.86 | 11.64 2.7e-29
448 8.18 | 8.36 | 8.76 | 9.80 | 11.62 3.4e-48
896 8.25| 8.42 | 8.88| 9.96 | 11.63 6.2e-94
1792 || 8.32| 8.48 | 8.88| 9.94 | 11.64 6.1e-196|

Table 5: Result from tampering with the placement watermark. So-
lution quality degrades much faster than signature strength; hence,
tampering does not appear to be a viable form of attack.

Test | # nets Init 1% 2% 5% 10% P
20 5.46 5.47 | 5.47 5.49 5.53 1.1e-5
40 5.49 5.50 | 5.50 5.51 5.55 1.3e-11
scl 80 5.48 5.48 | 5.48 5.49 5.54 4.2e-21
160 5.46 5.46 | 5.47 5.48 5.54 3.1e-38
320 5.47 548 | 5.48 5.49 5.54 1.4e-61
CPU || 534:06 | 28:30 | 51:58 | 118:26 | 127:25
20 2.29 229 | 2.29 2.29 2.30 7.7e-8
40 2.30 2.30 | 2.30 2.31 2.31 8.6e-13
sc2 80 2.30 229 | 2.30 2.30 2.30 1.1e-23
160 2.29 229 | 2.29 2.30 2.30 2.3e-36
320 2.30 2.30 | 2.30 2.31 2.31 1.7e-67
CPU 1945 | 1:.24 | 218 357 8:39

Table 6: Result from tampering with the routing watermark. CPU
times for ripup and reroute approach the time required to re-solve
the problem from scratch; hence, tampering does not appear to be
a viable form of attack.

Figure 4: Routing solution (unwatermarked) for the scl test case.

distances less than twice the cell row height. (ECO placement CPU

times were consistent and small, and we do not report them.) For References
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