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Data Races

® Accesses to shared memory location
® By multiple threads
® At least one of the accesses is a write

® The accesses can happen simultaneously
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Compilers can arbitrarily break racy programs
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Existing detectors have important limitations
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® Full path analysis v \ )

® Fast Dynamically validate
detected races

® few false negatives ¢/

® few false positives ¢/

Effectively detected 8 real races in two
real programs with 1% overhead
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Static Race Detection

x =1 X = 2

Lsi = {1} ) 5= gy = {|

=> x =1 and x = 2 are RACING!

Top-down, flow sensitive, interprocedural, lockset-based
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Detection Results and Efficiency

SQLite Pbzip2
TOTAL 38 122
RACE 0 1
RACE CAUSES A 5
DEADLOCK
RACE CAUSES . ;
CRASH
LIKELY FP 37 63
E)?ETCUTED 43 >4
gk’/'g'gh“é'iD 0.99% 0.91%

Effective and low overhead
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Comparison to Other Detectors

® Dynamic detectors have high overhead

SQLite Pbzip2
CoRD 0.99% 0.91%
ThreadSanitizer 972% 3,001%
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Comparison to Other Detectors

® Dynamic detectors have high overhead

SQLite Pbzip2
CoRD 0.99% 0.91%
ThreadSanitizer 972% 3,001%

® Static detectors have false positives and
don’t provide any classification



Summary

® Collaborative race detection
® Statically detect races

® Dynamically validate them

® Effective

® Detected 8 real races in 2 real programs

® Efficient

® Has < 1% overhead
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Roadmap

® Synthesizing fixes
® Privacy implications
® Extension to other types of bugs
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