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Autonomous Vehicle Safety:
Lessons from Aviation

How more than 25 years of experience with aviation
safety-critical systems can be applied to autonomous vehicle systems.

UTONOMOUS VEHICLES SEEM

to hold great promise for

relieving humans of the

boring task of guiding a car

through congested traf-
fic or along a monotonous turnpike,
while at the same time reducing the an-
nual highway death toll. However, the
headlong rush to be the first to mar-
ket, without adequate considerations
of life-critical control system design,
could cause irreparable public harm
and ultimately set back the promise of
autonomous driving. With the current
goal of being at least as safe as human
driving, espoused by business leaders
as well as some regulatory agencies,
the annual death toll attributed to au-
tomation killing innocent people, just
in the U.S., would be approximately
36,500 per year or 100 per day. Think
about that for a minute!

This column highlights this impor-
tant dependability need, the dire con-
sequences of falling short, and how le-
veraging the knowledge gained by the
aviation industry in operating safety-
critical flight control systems without
fatalities for over a quarter century can
help avoid this outcome.

SAE International has defined six
levels of autonomy for on-road motor
vehicles in SAE J3016, where an updat-
ed graphic summary of the levels was
released last year.’® An excerpt of this
visual describing “What does a human
in the driver’s seat have to do?” is dis-
played in the figure on p. 29.
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Numerous automobile companies?
are racing to be the first to market.
Ford says it will have an L5 vehicle in
operation by 2021. More ambitiously,
Toyota announced in February 2019
that it plans to have a self-driving vehi-
cle (“the most intelligent supercom-
puter on wheels”) available for pur-
chase within a year. To achieve this
objective, Toyota’s vice president in
charge of software says “Our goal is to
teach a Silicon Valley mindset here.”

Waymo, a spinoff of Google’s self-
driving car project, is already roll-
ing out a fully autonomous ride-
hailing service in Phoenix, AZ, and
has run road tests of autonomous “big
rig” trucks in Atlanta, GA. Volkswagen
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announced it would field a fleet of
self-driving vehicles by 2021, and has
recently teamed with Ford. As early
as 2016, Tesla announced all cars it
produces have the hardware needed
for L5 driving capability; evidently it is
just a small matter of programming.

Every manufacturer has a safety and
security argument to go along with its
autonomous vehicle control system
(AVCS) plans. For cybersecurity, they
may point to guidelines published by
the U.S. Department of Transporta-
tion'? or best practices published by
the Auto-ISAC.!

Twelve leading companies have col-
laborated on a 150-page white paper
“Safety First for Automated Driving,”
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working toward “industry-wide stan-
dardization of automated driving,”"!
which builds on guidelines and stan-
dards worldwide, including some still
under development.* It describes both
development processes aimed at
achieving “safety by design” and verifi-
cation and validation of elements and
systems at L3 and L4 autonomy. Use of
Deep Neural Nets to implement safety-
related elements is addressed in an ap-
pendix in the white paper.

This effort appears comprehensive
and a strong step in the right direction,
but, as its authors recognize, it is a
work in progress. Further, as observers
have noted,? it is strictly a voluntary ini-
tiative among a set of companies, out-
side of the usual channels for stan-
dards development. Moreover, the
effortis generally focused on standards
companies apply to their internal de-
sign and development processes with-
out external review or certification.
They do not provide a quantifiable level
of safety or security performance in
terms of, for example, expected failure
rate of control systems per hour or mile
of operation.

While the quest for autonomous ve-
hicles may seem novel, we have been
here before. Aviation provides a suc-
cessful model with many parallel chal-
lenges, including hard real-time con-
trol, dependability commensurate
with the adverse economic and life-
threatening consequences of failures,
scalability, affordability, and non-
technical factors such as certification
and governance. A case study of the
most relevant avionics application—
full authority, full time, fly-by-wire
(FBW) aircraft flight control systems
(FCS) is instructive.

The dependability requirements,
including safety and reliability, were
defined only after several years of dis-
cussions with NASA and the FAA in the
mid-1970s. NASA was sponsoring re-
search in FBW FCS to enable commer-
cial aircraft to be more fuel efficient by
taking advantage of statically unstable
aircraft designs. An aircraft of this de-
sign would require computer control
to maintain its stability.

The FAA’s initial proposal was to
mandate FCS to be as reliable as the
wings of the airplane, that is, the FCS
should never fail. The rationale was
that wings never fall off and the FCS is
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SAE levels LO-L5.

SAE J3016™ LEVELS OF DRIVING AUTOMATION
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You are driving whenever these driver support
features are engaged—even if your feet are off
the pedals and you are not steering

You must constantly supervise these support
features; you must steer, brake, or accelerate as

You are not driving when these automated driving
features are engaged—even if you are seated in
“the driver's seat”

When the feature

Tequests, These automated driving

features will not require you
you must drive

needed to maintain safety

just as integral to an aircraft’s safety as
its structure. However, from an engi-
neering viewpoint, that was not a re-
quirement that one could design to.

After further discussions, the FAA
defined a quantitative requirement in
a one-page memo to NASA, in May
1974. Key excerpts of the memo are
quoted below.

“Section 25.1309 of the Federal Avia-
tion Regulations requires that airplane
systems be designed so that occur-
rence of any failure conditions (combi-
nations of failures in addition to single
failure considerations) which would
prevent the continued safe flight and
landing of the airplane is extremely im-
probable. The FAA has accepted sub-
stantiating data for compliance with
that requirement which shows by anal-
ysis that the predicted probability of
occurrence of each such failure condi-
tion is 10 per hour of flight.”

“We further believe that failure of all
channels on the same flight in a “fly-by-
wire” flight control system should be
extremely improbable.”

In the late 1970s, Draper Lab and
SRI International produced two com-
petitive designs, Fault Tolerant
Multi-Processor (FTMP) and Software-
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to take over driving

Implemented Fault Tolerance (SIFT),
respectively, under contract with NASA
Langley Research Center. These de-
signs were realized in flight-worthy
computers by Collins Avionics and
Bendix, respectively, and subjected to
many theoretical and experimental
tests. The architectures relied on hard-
ware and process redundancy; real-
time fault detection, identification and
reconfiguration; and software fault-tol-
erance, among many other depend-
ability-enhancing techniques.

Verification and validation tech-
niques included proofs of correctness,
hardware and software fault injec-
tions, measurement of computer re-
sponse to such events, and Markov re-
liability models with some of the
model parameter values determined
via experimentation.

These pioneering research and de-
velopment efforts resulted in funda-
mental architectures, designs, theo-
ries, and certification methods that
continue to shape today’s FBW systems.’

What Can We Learn from

the Aviation Example With

Respect to Autonomous Vehicle
Dependability Requirements?

First, vehicle control imposes hard
real-time requirements, and stringent
low latency, just as FCSs do. A control
or communication failure during criti-
cal vehicle maneuvers can lead to a cas-
cading series of life-threatening acci-
dents. The autonomous control system
must detect any consequential fault
and take corrective action within frac-
tions of a second to keep the vehicle
under control.

Although aircraft FBW systems must
function for the duration of the flight,
ground vehicles have the luxury of pull-
ing off the road in case of a malfunction.
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Still, the control system must, at a mini-
mum, continue to function correctly for
the time it takes to maneuver the vehicle
to a safe place while also configuring it-
self into a safe state.

The control system must continue
to function correctly after a fault, that
is, it must be designed so there are no
single points of failure. In case of faults
or errors, the system must compen-
sate, and still produce correct results
in a timely manner long enough to
reach a safe place and configure the ve-
hicle into a safe state. A graceful degra-
dation to a limited functionality Fail-
Operational requirement would seem
to be adequate.

Aircraft FBW systems use masking,
redundancy, and sophisticated recon-
figurations to continue to provide full
functionality after a fault. Autonomous
vehicle control systems can be simpler
and less expensive by providing a lim-
ited Fail-Operational architecture.
Some inspiration can be gained from
early aviation experience.

First-generation jumbo-jets, in the
early 1970s, used computers to pro-
vide “all-weather” auto-land capabili-
ties for Cat IIIB conditions: zero visi-
bility, zero ceiling. They had safety
and reliability requirements and mis-
sion times very similar to those for au-
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tonomous vehicles. There could be no
single point of failure and the system
had to be operational for only several
minutes: the duration of approach
and landing. The architectures ranged
from dual redundant self-checking
pair of computers (Lockheed TriStar
L-1011), to duplex channels, each with
dual fail-disconnect computers for
pitch, roll, and yaw axes (Douglas DC-
10) to triple redundant analog com-
puters (Boeing 747).

How Does AVCS Reliability
Correlate With the FAA's

Mandated Failure Rate of

10-° per Hour for FCS?

Table 1 summarizes recent U.S. motor
vehicle death rates, which translate toa
fatality rate of 5 x 107/hour per vehicle,
assuming an overall average speed of
40 MPH. What would be an acceptable
failure rate of an L5 control system?
Table 2 illustrates the effects of some
alternative rates.

Many people in the industry say
just slightly better than status quo
would save lives. But that would mean
nearly 100 people being killed by
road vehicles every single day. Would
society accept such mayhem attribut-
ed to machines? Recall the public re-
action when a single pedestrian was
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killed by an autonomous Uber in
Tempe, AZ."?

The FAA set the failure rate for FBW
systems at two to three orders of mag-
nitude smaller than that of human pi-
lots who are highly trained for safety.
Shouldn’t society set similar goals for
autonomous vehicle safety? Even a fail-
ure rate of 100 times better than an av-
erage driver, whose safety behavior is
unlikely to approach that of a pilot,
would still result in 365 U.S. deaths per
year attributable to AVCSs. By compari-
son, no single death has been caused
by FBW systems in over a quarter cen-
tury of operations worldwide.

This is a once-in-a-century oppor-
tunity to ride on the revolutionary re-
making of ground transportation to
make it as safe as aviation, a gift to
humanity worldwide.

Regarding safety standards for
road vehicles, ISO 26262 concerns the
functional safety of on-vehicle electri-
cal and electronic (E/E) systems,
where components are ranked accord-
ing to an ASIL (Automotive Safety In-
tegrity Level), the most critical being
level D. However, it should be noted
that ISO 26262 (and more generally
the auto industry) shies away from
quantitative safety requirements, par-
ticularly with regard to fatalities.
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While drafting ISO 26262, the auto-
motive industry recognized that, in
addition to faults in E/E equipment,
unsafe behavior could likewise be
caused by faults in the specified func-
tionality, spinning off a complemen-
tary functional safety standard ISO/
PAS 21448 or SOTIF (Safety of The In-
tended Functionality). The latter pre-
sumes the realized system is fault-
free and focuses on reducing safety
risks due to insufficiencies in the in-
tended behavior. However, these are
process-related requirements and not
quantitative. Furthermore, the automo-
tive industry “self-certifies” compliance
to these standards. Self-certification of
the Boeing 737 MAX led to the MCAS sys-
tem, at the center of the two crashes, be-
ing declared non-safety-critical.”

Additionally, a safety-assurance case
must go beyond the simplistic, non-sci-
entific miles driven and fatal accidents
recorded for autonomous vehicles. The
data must include the envelope of cor-
ner/edge cases explored, realism of test-
ing conditions, unplanned disengage-
ments, and incorrect decision making.
Further, this effort should be comple-
mented with analytical models, fault in-
jections, and proofs-of-correctness,
where appropriate.

What Can We Learn from

Aviation Human Factors?

Much of the automotive industry is
moving successively from LO (fully
manual) to L5 (fully autonomous), be-
lieving this step-wise increase in auton-
omy is the safest way to proceed. Coun-
terintuitively, this approach poses a
real human-factors challenge. L3 will
be a semi-autonomous mode where
routine driving is performed by the
control system and the human driver’s
role will be to intervene in emergen-
cies/malfunctions.

In the cockpit, highly trained pi-
lots are primed to recognize unusual
situations quickly and take correc-
tive action. Recurring simulator
training focuses on dealing with
emergencies. Cockpits and flight
control systems are designed to opti-
mize human-machine interaction in
the safest way possible.

Ordinary driver’s license certifica-
tion requires no such training, nor is it
reasonable to expect the public at large
to perform at this level. The rarity of
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Table 1. U.S. motor vehicle accidents for 2018.°

Vehicle Miles Traveled Fatalities/ Fatalities/
Year Deaths (VMT) (Billions) 100 Million VMT Population 100K People
2018 36,560 3174 113 327,200,000 11.17

Table 2. Projected death rates for autonomous vehicles.

Safety relative to

Annual Deaths

current manual Failure Rate caused by Control Deaths/Day
Case benchmark (per hour) System (US) (US)
1 Same as 5x 107 36,560 100
2 10X better 5x10-® 3,656 10
3 100X better 5x10-° 365 1

emergencies requiring human inter-
vention makes it nearly impossible to
keep the driver, who is busy doing other
things, sufficiently engaged to take over
within a fraction of a second of an alert.
The proper balance between fully au-
tomated functions and relying on the
pilot to deal with emergencies contin-
ues to draw attention in aviation, with
Airbus favoring the former while Boeing
has favored the latter, up until MCAS.®
The automotive industry needs to
consider the path to L5 very carefully. It
might be worthwhile changing course,
skipping L3 altogether (Ford, Waymo,
and Audi had announced they would
skip L3, but Ford has since reversed its
position®), and designing a fully auton-
omous vehicle, bypassing the fraught
nature of semi-autonomous controls.

Conclusion

The interest from both the industry
and the driving public in autonomous
vehicles is considerable and justified.
But fielding technology that prom-
ises huge societal impact without a
serious consideration of its depend-
ability requirements is unsound.
“Better than the average driver” is a
particularly weak requirement. Engi-
neers have proven they can do much
better than that in other fields. Soci-
ety needs to provide the incentive for
them to do what needs to be done in
the automotive domain.
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